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1 OFBEM AUCIHUILIINHBI

O6mwas tpynoemkocts AHUCLHMILITAHBI - 5 3a4€THBIX eqUHMIb] (180 akan, gaca)

Ha Bcio
Micmmany | 3 [ 4|
1

Bup yue6roit pagors:

AyAuTOpHBIE 3aRsSTHSA (koHTaKTHAs pa6oTa ¢ npemoga-
BaTeJ/IeM), Beero yacon
B TOM 4HcIIe:

YTHE BHIbI CAMOCTOSTEIBHO] paboTsl
(camocTosTe IR HOE 13

CeMecTpam, yacos



2 MECTO ,I[I/ICIII/IHJII/IH{»I
B CTPYKTYPE OBPA3OBATEJIBHOII ITPOTrPAMMBI
Auctunnuna «Kommpior

CPHBIE CETH» OTHOCHTCH K BapHAaTUBHOM YacTH Bo-
Ka | y4eGHoro miana.

3 IVIAHUPYEMBIE PE3 YIBTATBI OBYYEHHST

Henblo nucnummmmg SBJIETCS O

H SKCILTyaTalny BEIYUCIIHTEIbHAIX cete
3adavu oucyunnumny —

— 00 ocHOBax TIOCTPOEH

Oyuenue crymenTon OCHOBaM II0CTpoeHHs
.

AaTk OCHOBHBIE [IPE/ICTaB e H S

H3l KOMIILIOTEPHBIX ceTeit;

— O IIpor paMMHO-aHHEIpaTHBIX M TEXHUYECKHUX CPeAcCTB, HCIONB3yeMBbIX 1A
CO31aHus KOMHLIOTepHLIX CeTeﬁ;

— 00 OCHOBHBIX TIIPOTOKOJIax HCHOJILByeMBIX B KOMHBIOTepHBIX CeTHAX.

Komnemenyuu, (popmupyemsie B besynbTate ocBoeHus MuCcHHIIIEE;:

— CIOCOBHOCTH OCBAaUBATE ocHOBEI UK T-TexHomormii 1 BHIIETh NEPCHEKTHBL]
HallpaBJIeHHH UX pa3BUTHs (TTK-5);

Honorcen snamep:

~ OCHOBBI TEJIEKOMMYHHKAIHOHHELX TEXHONOruM (mns [1K-5);

~ COBPEMCHHEIE TEHACHUMY Pa3BHTHS KOMIBIOTEPHBIX ceTeit (s I1K-5);
— 6a30BbIe MPOTOKOMBI cetei OBM (mns IK-5);

Hondicen ymemp:

— CTaBHUTh M peLIaTh 3a1aqy [IPOCKTHPOBAHKS M MONEpHH3AIHK JIOKaJTBbHOM
BREIMHCIIUTENIBHOM ceTH (s [1K-5 );

Honxcen umems:

~ HABBIKH KOH(UIypHpOBaHHs ceTei,

TIOCTPOCHHBIX Ha Gase 060pyxOBaHMs
komnannu Cisco Systems Inc. (ams TIK-5).



4 COIEP)KAHUE AACHUILINHBI

4.1 quﬁno-TemaTuqeclmii IJIaH

KosnueerBo uacon
KOHTAaKTHOMH paboTsl ¢
npenogasaresiem

HaunmenoBanme pasneda,
TeMbI

| 5 | Copmebnme IPOTOKOMEL B ceTsix TCP/[P “n
P

| 6 [ Mapwpymmanzss cetsix TCP/IP m-_

Tpanciimns ceressix anpecos (NAT) g5 T

Bceero:

4.2 Copep:xanme JIEKIIHOHHBIX 3aHATHI]

Tema 1. Beedenue. Dyuryuu cemeii. Modens OsI
Lemn, npenmer u sanaun Kypca. O6mmue ceenenus o BBIYUCIIUTENTLHBIX Ce-

BUJIEHOCTH Ilepeayu uHbpOpMaI .
Tononoruu BBIYHCIIMTENbHLIX CETElH,

Tema 2. Jlokansnsie cemu, Hpunyune hocmpoenun nokansnsix cemeii,

JlokanbHble BEMHCAHTE BHEE cet. Meroxs! ynpasnenns AOCTYIIOM K Cpe-
Aie nepenayr (KoJIeKTHBHbIH AOCTYI K cpelie mepemaum ¢ TIPOCTYIIBAHUEM He-
Cymed u oOHapyxkeHHem KOH(IMKTOB, ynpaBnsiomii MapKep, pa3MedeHHoe
KOJBLIO).

Tema 3. Cemu Ethernet

Ipunnune: TocTtpoeHus ceteir Ethernet. Mertonsl AOCTyna K cpene nepena-
U1 B cersx Ethernet. Anpecamms B cersx Ethernet. ®opmar Ethernet }peiima.
Konnenrparopsi, KOMMYTaTOpbI ¥ IIPUHIKIIGI HX PAGOTHL.

Tononoruu coenumenus KOMMYTaTOpoB. Arperupoanue [IOPTOB KOMMYyTa-
TOPOB. ANIroput™ pa6oTsr STP.

Bupryansheie nokansubie cetn (VLAN) u npusmmmss ux IIOCTPOEHHS.
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Tema 4. Cmex npomoronos T CP/AP. JTozuueckan adpecawus ¢ cemax TCP/P.

O630p creka npotokosos TCP/IP. Anpecauus B cersix TCP/IP. ®opmar ay-
peca IPv4. Knaccer IP aJpeCoB. 3ape3epBHPOBaHHEIe KIlaccer cered. Anmpecanus
nonceteid. 3apesepsupoBanmsie alpeca B moncetu. Mackuposanye nojcerei.
[Inanuposanue noncerei;.

Dopwmart [Pv4 JedTarpaMmel.

IIporokon UDP. Iporoxon TCP.

Tema 5. Cnyscednpie npomokonst ¢ cemsax TCP/IP

Ilporokon ARP: ARP-3anpocsi, ARP-otBeThI, ARP-rab . Ipotokon
RARP. Mapuipyrusarope: u ARP-ta6numeL. 1mo3s mo YMOJIHaHu1o,

IIpotokon ICMP, I pymnnosoe semanue. [Tporokon IGMP,

IIporokon DHCP,

Tema 6. Mapwpymuzayus ¢ cemax TCP/IP
Mappytuzanus ¢ HCNOJIB30BAHHEM CETeREIX aapecos. IIpoTokop Mapui-

IIpotokon Mapmpyrusanuu OSPF,
ABTOHOMHBIE CHCTEMBL. IIpoTokomner Mapuipytuzanuu EBGP u IBGP.

Tema 7. Tpancaauus cemessix adpecoe (NAT)

Hasnauenue u Buapr TPaHCIALAK CeTeBbIX anpecoB. CTaTHyeckas TpaHCIIs-
LM CeTeBBIX afpecoB. JMHaMuUYecKas TPAHCIIALNS CeTeBbIX anpecoB. Tpamcsiis
CETEBLIX apecoB Ha ypoBHE MOPTOB. THIIs! TPaHCISLMHU aNpecoB Ha ypoBHe op-
ToB: symmetric NAT, full cone NAT, address restricted cone NAT, port restricted
cone NAT, hairpin NAT. Craruueckas TPaHCIISINMA CETEBBIX apecoB Ha YPOBHe
[I0pTOB. banaHcupoBka Harpysku ¢ nomorneso NAT.

Onpenenenne criocoba TpaHcsinuu anpecos. [Ipotokon STUN.

ITpo6nemsi, casanmmre ¢ TPaHCasHei angpecos.



Tema 8. Cemu IPv6
Ormaie cereit IPV6 or cerei IPv4. Anpecars B cersx IPv6. Ipedrixcrr a|pecoB
IPvé6.

Dopmar 3aronopka IPvé6. Hononuutensupie 3aronoBku IPv6.

ABTOKOH(bnrprpOBaHHe anpecos. Ilporokon ICMPvé, Hccnenopanue
cocezeli B IPv6.

Tema 9. Cayscéa OoMeHnbIX umen

Hepapxus y3nos u AIOMEHOB. [lenerupopanue, HomeHsr 1 3015 Ipoxosxne-
HHE 3ampoca KixeHTa.

Tuner cepsepos umen: OCHOBHBIE, NONIONHUTENbHBIE, ToTEKO JUISL K3IIHpO-
BaHH, y3JIbl IEPECHUTKH U O YHHEH ke cepBepa.

Cunrakcuc samuceii Pecypcos.

Hunamuyeckas DNS,

Haumenosanue TEM
Ta60paTOpPHEIX 3aHsTHiL

Hopmatug
BpEMeHH,

Hanmenopanye pasnerna,
TEMBI

Crek npoTokoos TCP/IP. Jlo- | Ocroner HACT,
THYCCKAs a[ipecauys B ceTsx Cisco
TCP/IP

] CryxebHpre TIPOTOKONIBI B ce- | HacTpoiika cepsepa DHCP 2
tax TCP/IP

l,
MapwpyTusanus s cerax Craruyecxas MapumpyTusarms n
TCP/IP Hacrpoiika nporokoma MapuipyTHsanuu
RIP

POMKH MapupyTH3aTopon

|

5 METOAUYECKHE YKA3AHUSA IS OBYYAIOUIUXCS
I10 OCBOEHHIO ANCHUILIUHBI

JlexionHEIH Kypc 6asupyercs na [TACCUBHOM MeToje 00yuenus, peanusyio-
IEM TpaJHLIHOHHYIO OG’LHCHHTBJIBHO-HHJIIOCTpaTIdBHyIO 00pazoBaTenbHy0 Tex-
HOJIOTHIO, B paMKax KoTopoii MAarHCTPBI BBICTYIAIOT B POIM Cllyluaresei, Bocnpu-
HUMAIOIINX y4eOHBIH MaTepunan u YHaCTBYOIIUX B IQHCKYCCHAX u 3KCIIpecc-
orpocax.

Ilpu nmpocaymmsanuu JIEKIMH peKoMeHayeTcs B KOHCIIEKTe OTMEYaTsr Bce
Ba)KHBIC MOMEHTEI, Ha KOTOPBIX 3a0CTpsIET BHUMAaHHe lIperosiaBatens, B 4acTHOCTH



TC, KOTOpbIe HalpaBIeHsl Ha Ka9eCTBEHHOE BBINONHEHHe COOTBETCTBYIOIIEH 1a60-
PaTopHOM paboTsr.

3asiorom kauectsenHoro BBINOIHEHHS 1abopaTopHbIx Pabot sBuserTcs camo-
CTOSITENIbHAS [IOATOTOBKA K HUM HakaHyHe myrem TIOBTOPEHHST MaTepuaoB jek-
uuH. PexoMennyercs IIOArOTOBUTH BOMPOCK MO HesCHBIM MOMeHTaM U o6cyauTh
UX C IIpenozasaTeneM B Hayaje nabopaTopHoii paboTsl.

Brimonnenue CaMOCTOATENEHOM paboTh! TI0/pasymMeBaeT camocTosTensHoe
H3YyY€HHE pa3zeson JAUCLHIUINHEL, TOAroTOBKY K J1abopaTopHsm pabotam, noro-
TOBKY K 3ayeTam.

Pexomennyemas TPYAOCMKOCTb CamMOCTOSITeTbHO] paGoThl npencrapnena B
Tabume:

Pexomenyemprii PeékHM camocTosATeIBHOIH paGoThbl

Pexomennye-

Mast

Hanmenosanne ek

BHJIA caMOCTOATEILHOI patoTeI PyA
KOCTh, aKaj,

qac.

CamocronTensnoe usyuenme TeM AHCHHILIHHbI;
Beenenne. Oynkuuu cerei, Mogens OS]
JlokanbHke ceTy. [Ipraummne: TOCTPOEHHS TOKAIBHBIX ceTel
Crex nporokonos TCP/IP, Jloruyeckas anpecarusg g cetsax TCP/IP.
CayxeGHbie IpoTokoIs! B cetax TCP/IP

Mapupyusanus B cersax TCP/IP
Tpaucnsuus cereppix anpecor (NAT)

Cryxb6a noMeHHbIX Hven
Ioaroroska k JabopaTopusiv PaboTam (110 2u. Ha karroe 3aHATHE)
IT

OAI0TOBKA K 3ageram

6 ®OH/T OHEHOYHBIX CPEACTB JJISI ATTECT AU 1O IUCLUTLIAHE

6.1 Iepeuens onenounnix cpeacTs

1. Otuetst crynentos mo 71aDOPaTOPHBIM 3aHATHSIM.
2. Ilepeyers Bompocos k 3a4eTam

6.2 Ipouexypa ouenusanus P€3yJILTATOB OCBOCHHS HCHHNIHH L

3auerst — B hopme YCTHOro OTBeTa Ha 2 Bompoca, Iepeuens Bonpocos npe-
TolaBatent BeIaeT 3apaHee. Bpews, OTBOZIMMOE CTYIEHTY Ha TIOArOTOBKY BOMpo-
COB, cocTaBnser | akagemMmyeckuis yac,



»

TOpas cmaercyd B OpraHU3alHMOHHEIH oTnen HHCTHUTYTA B J€Hb 3a4eTa, a TakXxe BbI-
CTaBIISIIOTCA B 3a4YETHYIO KHHXXKY CTYIeHTa.

6.3 Ilpumeprr ouenounbIx CPeICTB /151 3a4eToB
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Hepeqenb BONpocoB BbIHOCHMBIX HAa 3ayer B 4 ceMecTpe

Cets Ethernet. Hpunnumne: pa6orsr. Konnentparops u KOMMYTaTopeI.
Tononoruu coennnenns KOMMYTaTOpOB: 0CTOBHOe Aepeso (Spanning Tree).
Tononoruu coeaunenus KOMMYTaTOpOB: AyGnupyrommue nuHuy (Resilient
Link, LinkSafe).

Tononorun  coenunenus KOMMYTaTOpoB:  o6beaunenue nopros  (Port
Trunking).

BuptyansHele nokansugze cetu (VLAN).

IP-anpecanmst [Pv4 (KnmaccoBast u Gecknaccopas azpecanus).

[P-anpecarms [Pv4 (moxceru, Macka ceTn).

IP-anpecanus IPv6

ABTOKOHQ)HrypHpOBaHHe IP-anpecos u oGHapyxeHue coceneif g IPv6
I'pynmosoe Bemanune (nporokon IGMP)

Iporokon DHCP

Iporoxon ICMP

IIporokonsr ARP u RARP

IMporokxon UDP

Iporokon TCP. Pykomnoxarwe,

[MonrBepinenme TI€pe/ain ¥ NOBTOpHas nepeaua,

Ynpasnenue notokom u KOHTDOIBb neperpysk.

Mepeyens Bonpocor BbIHOCHMEIX Ha 3a4eT B 4 cemecTpe

Certs Ethernet. Hpunnpmer paGorsr., Kornentparoper u KOMMYTATOPEI.
Tononoruu coemunenus KOMMYTaTOpoB: 0cTOBHOE AepeBo (Spanning Tree).
Tononoruu coenunenus KOMMYTaTOPOB: nyOaupyronme TuHMM (Resilient
Link, LinkSafe).

Tononorun coenunenns KOMMYTaTOpPOB:  0O0BeIUHEeHHe nopros (Port
Trunking).

Bupryansusie moxamsusie cetu (VLAN).

[P-anpecanus IPv4 (kraccoBas u Gecknaccosas azipecanus).

IP-anpecanms [Pv4 (moacerw, macka cern).

IP-agpecanms IPv6

ABTOKOH(OHIYpHpOBaHHe IP-anpecos u OOHapyskeHue cocezeli B [Pv6
I'pynmosoe Bemanue (nporokxon IGMP)

Ciyx6a fomeHHBIX umen DNS

Iporokon DHCP

Iporokon ICMP



14 Ilpotokons: ARP u RARP

15 Ilporokon UDP

16 Ilporoxon TCP., Pyxonoxarue.

17 ToaTeepsnene TIepenaun u noBropuas nepenaya.
18 Ynpasnenne notoxom 1 KOHTPOJb neperpyskwu.

19 Tpaucnsus anpecos (NAT)

20 Hasnauenwe n TIPHHIANEL paGoThI IpoToKoma STUN
21 Anropurmer MapuIpyTH3aLHw.

22 lleHTpanusoBanmse u ACUCHTPaIU30BaHHEIe,

23 BHyTpeHHHe U BHemHMe [IPOTOKOJIBI MapIIpy TH3aIHK
24 Anroputm Mapipyrtusamuu RIP,

25 Anroputm Mapupyrusarmu OSPF,

26 Anroputm Mapipyrtuzanuu BGP,

6.4 ®ong ouenounpIx cpeacrs

T Y‘IEBHO-METO,Z[I/I‘-IECKOE H HH®OPMALIMOHHOE
OBECIIEYEHUE AUCHHUILINHBI

7.1 OcHoBHas JIMTEepaTypa

1 Omudep, B. T. Komnsrotepnsie cern: TIPUHLHAIIBI, TEXHOIOTHH, TPOTOKOJIbI
[Texer] : yue6Hoe noco6ue Ans By3oB / B. I'. Onudep, H. A. Onudep. — 2-e uzy, —
CII6: IMurep, 2003. — 864 c.

2 Hazapos, C. B. AIMUHHCTPHPOBAHHE  JTOKAIbHBIX cereii Windows
NT/2000/.NET [DnexTponmnsiit pecype] : Yue6. noco6ue / C. B, Hazapos. — 2-¢
U31., nepepab. u gomn. — M.: ®unancs u CTaTucThKa, 2003. — 480 c. — Hoctyn uz
9BC «znanium.comy.

7.2 Nononnurensnas JIHTepaTypa

3 Epmakos, A.E. OcHoBsl KOHGUTYpHpOBaHuUs KoprniopaTuBHbIX ceteii Cisco
[DnexTponnbrif pecype] : y4eb. mocobue / A.F. Epmakos. — M. : YML XKIT,
2013.-247¢c. - Hoctyn uz 3BC «KoHcynbranT crynenray.

7.3 Mertoanyeckas JIMTepaTypa

4. Mux .. Jlaboparopusrii [IPAKTHKYM [0 MUCLHIIHHEe «Komnbrorepusie
cetu». 2019.
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8 MATEPI’[AJIBHO-TEXHI/I‘{ECKOE
OBECHEYEHUE ANCIOUIIUHBI

8.1 Texuunueckoe obecnievyenye

__——\_\_.‘

Hanmenosanue Hcnonszosatye

|

e S m——
Must nemoncrpanuu HILTIOCTPATHBHOIO |
|

MAarepuaa rpu YTeHHH 1eKIuii,
varep —b = 2 VUM JICKIOHH. -
Mcnonssyeres B kayecrse HHCTPpYMEHTA U |

Komruiext: Hoyr6yk,
ME/HA-1IPOeKTOp, SKpaH

[lepconanppiii KOMIIbIOTEp

| 2 i o0bekTa HeenenoBanus TPH BBINOJIHEHHY |

| CTaHIAPTHOH KOMITIeKTal iy GOPATOPIBIX 1 KOHTPOMERL, iy |

L - | 7a0oparop KOHTPOJLHBIX pabor. |
8.2 Mporpammuoe obecrieyenne

- No Haumenonanmue Mcenosnssosanue ‘

; ' Benomorarenpupie NporpaMmel |
| (mporpammsi IPe3eHTalHOHHO] ;

|
|
Hcnonssyercs g Ka4ecTse MHCTpymeHTa |
[IPH BBINTOIHEHK U 1a00paTOPHBIX u KoH- |

| TPAQHKH; TEKCTOBBIE pelakTo- |
pf)(b i TPOJIBHEIX paboT. |
pbI).
| S S SRS N LE G — ]

9. Dan CTYIeHTOB, 00yqaomuxes ¢ HCIONb30BaHHeM MHCTANUHOM HBIY
00pasoBaTebHBIX TeXHOJIOIHii

Ilpu  vcnonssopanmny MICKTPOHHOTO  06yyeHms y JHCTAHITHOHHBIX
00pasoBaTebHbIx TEXHONOTHH (nanee DO y AOT) sausrus [OJHOCTRIO  piy
HACTHYHO NPOBOAATCA B pesume onnaiH. O6wvem AUCLHIVIMHLL M pacnipesiesieiye
HAIPY3KH 110 Bugam pabor coorsercTByer . 4.1, Pacnipesnenenne Ganop
COOTBETCTBYET 1. 6.2 6o Moker ObITE H3MeHeHo B COOTBETCTBUH ¢ penrennen
Kadespel, B Clyvae mepexoma Ha DO gy JOT B fponecce obyueriy. Pemenne

AOBOAUTCS J10 CBe1eHuy Oﬁy‘la}OHU/IXCﬂ.



AHHOTanus

paboueii [IPOTPaMMBI y4e6HOM qucummrmy
«Komnbiotepusie cerny

obpazoBartensHOiH TTPOrpaMMEI BICIIEro o6pazopans —
porpammel GakanaBpuara
44.03.05 - Ienaroruyeckoe o0pasoBaume (c ABYMS npogussmu NO/ITOTOBKH)
Hanpagnennocrs:
Maremarnka u HH(popmMaTHKa

DopmEI 06yyeHps: 3a04Hasn

Tpynoemkocts Aucuunause: 5 3E (180 aKaIeMHYeCKHX Yaca)
Cemectpsr: 3 u 4-j1
DopmbI IPOMERYTOUHO aTTECTAIHH:

— 3ayer

Conepxanne MUCLHHIUIUHBI

Beenenne. Oynximy cereil. Monens QOSI. Jlokamneugle cery. Ipusuuns: no-
CTPOCHHSA JIOKANbHBIX ceTeii. CeTy Ethernet. Crex potokonoB TCP/IP. Jlormye-
CKaf anpecauus B cersx TCP/IP. Cityce6Hble potokos: 5 cewsix TCP/IP. Mapuu-
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