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1. OFBbEM JUCIUILJINHBI

Bcero: 7 3a4eTHBIX €IUHHUI] TPy XOEMKOCTH (252 akaleMHYecKuX Jaca)

Ou4nas popma o0yuenus:

. Ha Bcio Cemectp
Bun yueGHO# paGoTeI
TUCIUTLIAHY 5 6
AynauTopHbie 3aHATHA (KOHTAKTHAs padoTa ¢ npenoaa-
BaTeJeM), BCEro 4acoB 128 64 64
B TOM YHCJIE:
Jlexnuu 64 32 32
JIaGopatopHbie paGoTEI 64 32 32
CamocTosiTesibHAst paboTa, BCEro 4acoB
RESHT, BEEG 124 80 44
B TOM YHCJIE:
ITogroToBka k 3auery 18 - 18
ITonroroBka K SK3aMeHy 27 27 -
Kypcosas pabota 36 36 -
Jlpyrue BEIBI CAaMOCTOATEIBHOM paboTh! (IIOArOTOBKA K
IPAaKTHYECKUM, TaOOPATOPHBIM 3aHATHIM H PYOEIKHOMY 43 17 26
KOHTPOJIIO)
kel 3a4eT ¢
Bup npome:xyTo4yHO# aTTecTALUH OLIEHKOIA, IK3aMeH o
OICHKOH
IK3aMEH
O0masi TPy710eMKOCTb JHCHHILUIMHBI H TPYA0eMKOCTh 110 252 144 108
ceMecTpaM, 4acoB




2. MECTO JUCHATLJIAHBI
B CTPYKTYPE OFPA3OBATEJIbHOII IIPOTPAMMBI

Wsyvenne qucumnmmast «Be3omacHocTs ONEPAaMOHHBIX CUCTEM» OTHOCHTCS K
0a30Bo yacTu (popMHpyeMot yaacTHHKAMH 00pa3oBaTeNbHBIX OTHOLICHHI] bnokal,
C)OPMUPOBAHHBIX TIPU U3yYeHHH CIIeYIOIIUX TUCLIUITINH:

- OcHOBBI Teopun 3amuTEHI HH(pOpMaLUU
- OcHOBBI HHpOPMALHOHHOH 6e30macHOCTH
- Opranusanus DBM U BEIMHCITHTEIBHEX CHUCTEM.

Pe3ynbrater oGyuenns ciysxar ocroBoi ATt TACUUIUTHH «CeTH U chcTeMBI ITe-
pemaun uHbopMmanuu», «Paspaborka u SKCILTyaTanus 3aIlUIEHHBIX aBTOMATH3HUPO-
BaHHBIX CHCTEM», «MeTONBI MPOeKTHPOBAHMS 3aIMIEeHHEIX pacpeneneHHbIX HH-
hopMalHOHHEIX cHcTeM», «TexHUIeCKas 3aIUTa HHQOPMAIMKY, «YIpaBieHne HH-
(hOPMALHOHHON 6e30IacHOCTBION U TIPUMEHSIOTCS. ISl BBIIIOJIHEHHS KYPCOBBIX pa-
60T ¥ POEKTOB ¥ BHITYCKHOM KBaIIH(QUKAITUOHHOM paGOTHI.

3. INIAHUPYEMBIE PE3Y.JIbTATBI OBYYEHUSA

Lenvio nucuMnIuHEL sBISETCS NPHOOpETEHNe 3HAHUH M HPAKTHYECKHX HABEL-
KOB 110 SKCITyaTallMi COBPEMEHHBIX ONEePalHOHHEIX CHCTEM (OC) st obecrieuenus
UX 9(Q(QEKTUBHOrO IPUMEHEHHS ¢ YH4€TOM TpeOoBaHH HH()OPMALHOHHON Ge30mac-
HOCTH.

3adauu oucyunnune::

- U3YHYCHHUE yCTPOKCTBA M [IPHHIIAIIOB ¢ynKIoHupoBanus OC Pas3InyHOM ap-
XUTEKTYPBHI;

- M3YCHHE TIIPHHIUIIOB [IOCTPOCHHS MOACHCTEM 3aIUTEL B OC Pa3IuYHOM ap-
XUTEKTYPEI;

- MSYHCHHE CPELCTB U METOAOB HECAHKIHOHUPOBAHHOTO nocryna (HCJ) k pe-
cypcam OC.

Komnerennuu, hopmupyemsre 5 PE3yJIbTaTe OCBOSHHUS JUCIUILIAHEL:

- CIIOCOOHOCTB IIPUMEHSTD 3HAHUS B 0GJIACTH 0€30MaCHOCTH BEIYHCITATETBHBIX
CETeH, ONEPANMOHHBIX CHCTEM M 633 TaHHBIX P pa3paboTKe aBTOMATH3UPOBAHHEIX
cucreMm (OIK-12);

- CIIOCOOHOCTH OPraHM30BHIBATH U TIPOBOUTE THATHOCTUKY U TECTHPOBAHHE
CHCTEM, 3aIIUTEl MH()OPMAIIMOHHEIX aBTOMaTU3MPOBAaHHEBIX CHCTEM, IIPOBOIUTH aHA-
JIA3 YA3SBUMOCTEH CHCTEM 3alllUThl MH()OPMAIMOHHDIX ABTOMATH3UPOBAHHBIX CHCTEM
(OIIK-13);

- CIIOCOOHOCTH OCYIIECTBIIATE 4IMUHUCTPUPOBAHUE M KOHTPOJIb (DYHKIIMOHH-
POBAHHS CPELICTB U CHCTEM 3alUTH MHMDOPMALHOHHEIX aBTOMaTHU3VUPOBAHHBIX CH-
CTE€M, UHCTPYMEHTANbHbIA MOHHTOPHMHT 3allUILEHHOCTH aBTOMATU3UPOBAHHBIX CH-
crem(OIIK-15);

B pesynbrare usydeHus nucrmmnmag o0yyJarommiics [omKeH:

3Hamb:

- HPUHIMIIBL TIOCTPOCHUS U ()YHKLHOHHPOBAHHS, IIPUMEPBI Peau3alud Co-
BpemeRHEIX OC (mmst OIIK-12);



- ¢ynkoun OC, OCHOBHBIC KOHIIENIWH YIPAaBICHHsS IIPOLECCOM, IAMSATHIO,
yerporctBamu (st OITK-12);

ymemb.!

- ucnonb3oBaTh cpencTBa OC mis obecneuenns 3GpPeKTHBHOrO U 6E30MacHOro
(QyHKIHOHMPOBaHHSA aBTOMATH3UPOBaHHEIX cucTeM (w1 OITK-12, OIIK-13, OIIK-
13

61ademsv HABLIKAMU.

- paboTEI ¢ ONepallMOHHBIMU CHCTeMaMu ceMeiicTB Windows 1 Unix, BoccTaHOB-
JICHUS ONIEPALMOHHBIX cuCTeM mocie cboeB (g OITK-13, OITK-15);

- YCTQaHOBKH M HACTPOMKHU OIIEPALIMOHHBIX CHCTeM ceMerictB Windows u Unix ¢
y4eToM TpeOOoBaHHH 10 obecedeHHro HHpopManoHHol 6ezonacHocty (mrs OITK-13,
OIK-12, OIIK-15);

- OKCIUTyaTallul ¥ aAMUHHUCTPUPOBAHUA (B YaCTH, KACAOIIEUCS Pa3srpaHUYEHHs
JIOCTYIIa, ayTEHTU(DMKALMK U ayuTa) 6a3 JaHHBIX, JTOKAIBHBIX KOMIIBIOTEPHBIX CUCTEM

C y4eToM TpeOoBaHuii 1Mo obecriedeHno HHGOpMAMOHHOM Ge3omacHoctr (mrs OITK-
15, OIIK-13, OIK-12).

4. COAEP) KAHUE JUCIHAILINHBI
4.1. Yyebno-temaTuyeckuii niian. Ounasi popma oGydenus

KonmuecTBo 9acoB KOHTaKTHOM
Howmep HammenoBanue paboTEI ¢ mpenoaaBaTeieM
TEMBI TEMBI JlaGoparopHble
Jlexiun
paboThI
5 cemecmp
1 BBenieHue B onepaIioOHHbIE CHCTEMBI 6 -
yoex | 2 YnpasieHue nporeccamu 10 16
PyGex 2 3 YrpasneHue naMATeO 16 16
Hmozo: 32 32
6 cemecmp
PyBen: 1 4 WMI — HHCTPYMEHTapHUil ynpaBicHHS 4 4
Windows
OCHOBHBIE KOMITOHEHTHI CHCTEMBI 28 28
PyGex 2 5 0€30I1aCHOCTH M COOTBETCTBYIOLIHE
(GYHKIINH IPOrpaMMHOTO IOCTyIIa
Hmozo: 32 32
Bceero 3a S u 6 cemecTp 64 64

4.2. Copepxanue JeKIHOHHBLIX 3aHATHI
5 cemecmp

Tema 1. Beeoenue 6 onepayuoHtble cCucmembl.

Hcropus pasputus OC. Knaccudukanus OC. OcHOBHEIE (YHKIMH, BO3JIarae-
Mble Ha OC. ITokoneHus onepaloHHbIX CUCTEM. Pecypchl U ylpaBieHHe UMU. Bri-
YHCITUTEbHAS CHCTEMA KaK COBOKYITHOCTb PECYPCOB.

Krnaccuukauus onepanoHHBIX CHCTEM [0 OCOGEHHOCTSM aIrOPHTMOB
YIPaBIICHUS pecypcaMu, 0COOEHHOCTSIM aIlllapaTHRIX IIaThOpM, OCOOEHHOCTSIM 00-
nactel ucronp3osanus. 3arpyska OC Ha npumepe XP. Apxutextypa OC. OCHOBHbIE




KOMITOHEHTHl HCIOMHUTENbHON moacucteMbl. KommoneHTsl OC. BBIHECEHHBIE Ha
MI0JIb30BaTENbCKHUM YPOBEHb.

Crpykrypa (aitia boot.ini. ®@aitner NTL.PR u nldelecl. 3arpy3ka npaiisepos u co-
OTBETCTBYIOLIME KIIFOUH peectpa. 3arpyska cepsucoB. SMSS. CSRSS. Winlogon. Kiro-
g peectpa. HasHaueHune u BO3MOXKHOCTH cucreM KiaoHa UNIX, cucreM rIpymiisl
Windows. MrTepdeiic OC ¢ mons3oBaressmu. [[HaioroBble U MakeTHbIe HHTEP(ENCHL.

Tema 2. Ynpaenenue npoyeccamu.

Ioustre mportecca. Ctpyktypsl OC mponecca. Knacesl npuopureros. Co3na-
Hue Tporiecca. OpraHu3aius MeXIPOLEeCCOPHOTro B3aUMOACHCTBHS.

Hutu. Ctpykrypsl OC muth. ['padsr cocTosHmit u cobbrTrii. Co3nanue HUTEH.
Opraamzanus odepeneil. CHHXpOHU3aLUs HUTEH.

Db dexr ronok. Tynuku. [Tporpammuas peanu3saiys. ATOMapHbe HHCTPYKIHH
mpolieccopa.

Kpurraeckre cexiuu, ceMadopsl, COOBITHS. ATINapaTHas peaau3allis B3auMOUC-
KIIIOYEeHNH. YTIpaBlieHue pactpeneneHreM Bpemenu LI 1. JlucrieTuepusaryst HUTEH.

Aunroput™ paboTsl mranuposiirka XP. Win32 Priority Separation. Ctpykry-
pupoBaHHasi 00paboTKa UCKITIOYEHHM.

Tema 3. Ynpaenenue namamsoio.

OpraHuzanys ¥ yIpaBieHHe BUPTyaldbHOH mamsaThio. CerMeHTHas, CTpaHuY-
Has opraHu3aius namsaTi. Pacrpenenenye naMsaTH U BBIIIOJHEHHUE IIPOTrPAMM.

AnpecHoe POCTPaHCTBO mporiecca. Memory Manager. Otobpaxenue (ainos
B aJIpecHOe MPOCTPAHCTBO U pa3jessieMas IIaMsTh.

KonmpoBanue 3amuceto. Paboune MHOXXecTBa. CTpaTerus 3aMeleHUs CTPaHMUII.

Cucremuble (GyHKIUH BBIIEJIEHUS, CKAHUPOBAHUS, OCBOOOXICHUS IIaMATH.
Kyd4a u pabora ¢ Hel.

JluHamMudecku TUHKyeMble OubmmoTtekn. CTpykTypa ucnonHseMsIx (aitnos PK
- hopmara. 3aronoBok PK daiina. Tabmwma 00pekToB (cexuuii] daiina.

Crpanutipl 00pa3oB cekuuii. Jxcmopt. Tabmuna skcropTa. Tabmuia agpecoB KC-
niopta. Tabnuiia ykasarenei Ha MeHa. Tabuuna opaHanoB. Tabmuiia MMeH 3KCropTa.

Wmmnopt. Katamor ummnopra. Tabnuna npocmorpa umnopra. Tabnuna anpecos
ummopra. Karanor pecypcos.

Y ckopeHue 3arpy3Ku MPUIOKEHUH C TOMOIIIBIO IPeIBAPUTENBHOIO CBA3BIBAHMU.

6 cemecmp

Tema 4. WMI — uncmpymenmapuii ynpaenenus Windows.

WMI1 - wmHCcTpyMeHTapuii ympasnenuss Windows. Kommonentst WMI. @opmar
ympasisiemoro oosexTa. CIMOM.

Iposaiineps! pecypcoB. Buer kinaccos. Mepapxus kiaccos. [lommuicka Ha coObITHSL.
Y naneHHoe yrpaslIcHHUE.

Tema 5. OcHo6Hble KOMNOHEHMbL cUCmeMbl 0e30NACHOCMU U COOMmEem-
cmeyoujue hyHKYuu nPoZpamMmHoz0 0ocmyna.

Oprazuzanus yrpaBiIeH:As JOCTYIIOM | 3ammThl pecypcoB OC.

OcHOBHBIE MEXaHM3MBI 0€30IaCHOCTH: CPEICTBa U METOAbl ayTeHTU(HUKALUHN B
OC, Mozenu pa3rpaHUYeHus JOCTyIa, OpraHU3aIMsl ¥ UCIIONb30BaHUe CPECTB ayIuTa.



Anvunuctpuposarne OC: 3ala9 W NPHHIAIIEI COLPOBOXKIEHHS CHCTEMHOTO

POTPaMMHOTO 00eCTIeYeHHs, TeHepaLlis, HACTPOHKA, H3MEpPEHHe [POU3BOLUTEHHOCTH
¥ MOIM(UKAIMS CUCTEM, ypaBieHne 6e3onacHocTsio OC.,

OcHosuble crannaptel OC. Onementsl  knaccupmkamuu OC Ha puMepe

«OpaHxeBoi KHHUTH».

Bxon mone3oBarens B nokansHyko cuctemy Windows XP.

Crioco6r1 xpaHeHui xa1melt naposeii. ®opmupopanue ntlm U nt xs1meit.
Tunwanste ataku. Henocratku RC4 Mexauusma 3-ro ypoBHS MIM(pPOBaHHUS.
AHaTOMMS TOKEHA JOCTYIIA U JIECKPHUIITOPA 6E30IIaCHOCTH.

Pabota ¢ npuBmnernsimu. SID, DACL, SACL, ACE, macka JOCTyTIa.
O6o611eHHbIe, CTaHIAPTHEIE U crienuduyeckue mpapa. I IpUHIUIIEI HACTEIOBAHTIS.
Artroput™ nipeiocTasnerus foctyna. Challenge-response anroprT™ ceTeBoro BXoja.
Khaccupukamys ysspivocteit OC, criocoObl UX 3KCIUTYaTalliy ¥ OCHOBHBIE (opMEI

IIPOTUBOICHCTBHSI.
4.3. JIaGopaTopHbIie paGoThI
Hopmarus
Howmep Hanmenosanmue HaumenoBanue BpEMEHL,
S TEMBI 71ab0paTOpHBIX paboT HAL,
5 cemecmp
2 YipasneHue mpoiieccaMu Vlabopamopnas paboma Nel. Co3nats 1

pouecce notepad.exe. OTKPBIBAIOIIKIA
TEKCTOBBIH (aiiil, ¥ co3aaTh IpoIeCe
calc.exe B suspended-pexume.
Vlabopamopnas paboma Ne2. CoszmaTb 1
mporecc calc.exe Ha HOBOM J€CKTOIIE.
Co31aTh IOJTHO3KPaHHEIH IIPOIIECC.
VIabopamopuas paboma Ne3. Brisectr pid 1
CO3IaHHOIO Ipollecca. BwIBeCcTH Kilacc
IPHOPUTETA CO3JAHHOTO MpoIecca.

labopamopras paboma Ne4. Co3nath 1
HUTb, PEKYPCHBHO CO3AIOIIYIO Ce0s ¢
BaBepIIICHHEM.

Jlabopamopnas paboma Ne5. Cumxpo- 1

HM3MPOBaTh C IOMOINBIO KPHUTHYECKOMH
CEKIIMH JOCTYII K [M00aIbHOMY MAcCHBY.
Jlabopamopnas paboma Ne6. Opranu- 1
30BaTh BBEIYHCIICHHE (pakTopuama ¢ Io-
MOIIBIO 2 HUTEH.

VIabopamopnas paboma Ne7. Beiectu tid 1
[JIABHOM HUTH CO3JAHHOTO IIPOIECCa.
labopamoprnass paboma NeS. Co3parb 1
HHUTb, PEKYPCHBHO CO3IAIONIyI0 ce0s 6e3
BaBEpIICHHUSI.

Vlabopamoprnass paboma Ne9. CoszmaTb 1

HHTb, BBIBOIAINYIO 4YEPE3 KaXAYyIO Ce-

KYH]Yy CBOM TEKyIIUHi IPHOPUTET.




Jlabopamopnas paboma Nel(. Co3nmatb
HUTB B IIpolecce explorer.exe.

Jlabopamopnas paboma Nell. Cozmats
HHTb, OJKHMJIAIOLIYIO CBOETO 3aBEPUICHHUS.

Jlabopamopnas paboma Nel2. Cozpatsb
CUTYAIHIO B3aMMOOJIOKHPOBKH JIBYX HUTEH.

Jlabopamopnas paboma Nel3. Cozmats
HHTbB, OKHMIAIOIIYIO 3aBEPIICHHUS IIPOIIEC-
ca explorer.exe.

Jlabopamopnas paboma Nel4. Cuuxpo-
HH3UPOBATh C IIOMOIIBIO MBIOTEKCA IO-
CTYII K ITT00AIBHOMY MAacCHBY.

1-vuit pybesicHblil KOHMPO.ID

Tecmuposanue

VYpaBieHHue IaMATLIO

Jlabopamopnas paboma Nel. Beinemuts
1 M6 BHpTyaJbHOM HAaMATH C 3aIUTOM -
TOJBKO uTeHue. Beimenuts 2 M6 Bupry-
aIBbHOM IaMATH 1o axpecy 0x60000000.

— N

Jlabopamopnas paboma Ne2. 3apesep-
BHpPOBAaTh 1 MO BUPTYaIbHOM IAMSTH C
3alIUTOH - TOJLKO 3aITUCh.

Jlabopamopnas paboma Ne3. BriBecTn
azpeca BceX CBOOOIHBIX YIaCTKOB MaMs-
TH TEKYILETo mporecca.

Jlabopamopnas paboma Ne4. Beisectn
azpeca BCeX CBOOOJHBIX YYaCTKOB IaMsi-
TH IIpolecca explorer.exe.

Jlabopamopnas paboma Ne5. BeiBectr
CIIHCOK aJIpecoB 3arpyxeHHbIx .dll Te-
KYIICIO IIpoLiecca Ha OCHOBE aHAIN3a I10-
st Type crpykrypst MEMORY BASIC
INFORMATION.

Jlabopamopnas paboma Ne6. Beisectu
CIIHCOK 3arpyxeHHbIX .dll Texymmero
IpoIEcca Ha OCHOBE aHaIK3a 3arojl0BKa
PE-¢aiina.

Jlabopamopnas paboma Ne7. Breinenutsb
3 MO BHPTyaIbHOW NAMATH C 3aIIUTOMN,
BKIIFOYAIOIICe HCIIOJHEHHE, CKOITUPOBATH
KOJ, BEITIOTHHTE €T0.

Jlabopamopnas pa6oma NeS. 3apesep-
BHpPOBaThb 1| MO BUPTyaILHOM [AMSTH C
3QIIHUTOM - TOJHKO 3aIKCh.

Jlabopamopnas paboma Ne9. BeiBect o-
HYFO KapTy aMsITH TEKYIIEro MPOIIECCa.

Jlabopamopnas paboma Nel() . Belsectr
TIOJIHYIO KapTy NMaMsTH IPOIEcca eX-
plorer.exe.

2-01i pybestcHbLii KOHmMPOb

Tecmuposanue

Jlabopamopnas paboma Nel 1. BeiBectn
CIIUCOK a[IpECOB 3arpyKeHHBIX MOMYJIEH,
He sBisrormecs dll.

p—




JIabopamopuas paboma Nel 2. 3arpysurts
cobersennyro dll B agpecHoe mpocTpan-
CTBO Iipoliecca explorer.exe.

Jlabopamopnas paboma Nel 3. C momo-

LIBIO IIPOCIIUPYEMBIX B IAaMSITh (haiiioB
OpraHH30BaTh MEXIIPOLIECCOPHOE B3aH-
MOJIEHCTBUE.

Jlabopamopnas paboma Nel 4. Oniennts
CKOPOCTH pabOTHI QyHKIHH OHOIHOTEK]
C runtime library u ¢pyuxkuuit oro6paxe-
HUS (aiinos.

Hmozo

32

6 cemecmp

WMI - unCTpyMeHTapuii
ynpasieHus Windows

Jlabopamopnas paboma Nel. Vcmons3o-
Banue WMI1 g NONHOIIEHHOrO KOH-
Tposst OC.

1-vuit pydesicubiii Konmpono

Tecmuposanue

OCHOBHEIE KOMITOHEHTBI CH-
CTeMBI 0€30ITaCHOCTH U COOT-
BETCTBYIOIIHE QYHKIHH IIPO-
I'PaMMHOTO JOCTYIIa

Api - pynkuuu ona pabomui c zoxerom
docmyna, OecKpunmopom be3onacnocmu,
ACE.

Jlabopamopuas paboma 2. 3anper rpym-
e «AZIMHHHCTPATOPBI» [paBa HCIIOJIHE-
Hus daitna.

Jlabopamopnas paboma 3. 3anper rpy-
ne «Ilonb3oBaTenyy Npasa YTeHus Gaiia.

Jlabopamopnas pa6oma 4. Pazpemenue
3apETrUCTPHPOBAHHOMY ITOJIE30BATEIIO
[IpaBa YMTaTh BiIaJebla (akina.

Jlabopamopnas pa6oma 5. Pazpemenue
3apEruCTPHPOBAHHOMY I10JIE30BATEINIO
IpaBa 3aliCH BIajesbla (daiina.

Jlabopamopnas paboma 6. Paspemmenne
Tpynie « AIMHHHUCTPATOPbD) MOTyIeHHS
CIHCKa (ailyIoB B KaTajore.

Jlabopamopnas pa6oma 7. Paspermenue
rpymnme « AIMHHUCTPATOPED) CO3AAHUS
HOBOTO (aiiia B KaTajuore.

Jlabopamopuas paboma Ne8. 3anper Cu-
CTeMe IpaBa YTeHus (aiia.

Jlabopamopuas pa6oma 9. Pazpemenyue
CrcreMe co3aBaTh HOBBIH (it B KaTasore.

Jlabopamopnas paboma Nel (. 3apesep-
BHPOBATh 2 MO BUPTYaIbHON HAMSTH IO
aapecy 0x70000000.

Jlabopamopnas paboma Nel 1. 3apesep-
BHpPOBATh 1 MO BUPTyalbHOM IAMSATH B
npouecce explorer.exe.

Jlabopamopnas pa6oma 12. Pasperenne
BCEM IOJIHOTO IOCTyIa K (haiiy.

Jlabopamopnas paboma Nel 3. 3anper

BCEM IIpaBa YTEHUsI aTpHOYTOB.

8




Jlabopamopnas paboma 14. Paspermenue
CyOBEKTaM CEeTeBOro BXO/a IpaBa YTEHHS
aTpubyTOB.

Jlabopamopnas paboma 15. 3anper
CyObeKTaM HHTEPaKTUBHOTO BXOJa IpaBa
HCIOJHEHMS (aiina.

Api - hynryuu ons pabomsl ¢ npuunezuamu:
Jlabopamopnas pa6oma Nel6. Tlonyunts
IPUBMJIETHH Iporecca exlporer.exe.

Jlabopamopnas paboma Nel 7. TlonyuuTs
IOPUBHJIETHH Ipoliecca winlogon.exe.

Jlabopamopnas paboma Ne 18. Tlony4uts
IIPHBUJIETHH IIpoliecca svchost.exe -
K LocalService.

Jlabopamopnas paboma Nel9. TIposeputs
Haymmuue npusuieruy SB. TCB NAME
npouecca exlporer.exe.

/Iabopamopuas paboma Ne20. TIpoBeputs
Hamnure npusuieruu SB. TCB NAME
npomecca winlogon.exe.

Jlabopamopnas pa6oma Ne21. TIpoBeputs
Hanmnune npusuieruu SB. TCB NAME
nponecca winlogon.exe k LocalService.

Jlabopamopnas paboma Ne22. TIpoBeputs
COCTOSIHHE MTPUBHIIETHH
SeRemoteShutdownPrivilege mponecca
exlporer.exe.

Jlabopamopnas paboma Ne23. TIpoBepuTs
COCTOsIHME NpuBWIETHH SeRemote-
ShutdownPrivilege mponecca
winlogon.exe.

Jlabopamopnas paboma Ne24. TIpoBeputs
COCTOsIHME ITpuBUIIErHH SeRemote-
ShutdownPrivilege svchost.exe x
LocalService.

Jlabopamopras paboma Ne25. BKounuTs
B TEKYIIEM IIPOLECCE MPHBUIETHIO
SeRemoteShutdown Privilege.

Jlabopamopnas paboma Ne26. Bkmouuts
B TEKYIIEM IIPOLECCe MPHBHIIETHIO
SeTakeOwnershipPrivilege.

Jlabopamopnas paboma Ne27. Bxo-
YWUTH B TEKYILEM IIPOLECCE IPUBUIIETHIO
SeLoadDriverPrivilege

2-01i pybedtcHbLil KOHMPOb

Tecmuposanue

Hmeozo

32

Bcezo 3a 5 u 6 cemecmpel

64
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4.4 KypcoBasi paGora
C uenpto yrimyOneHUs U YKpeIUIeHHs 3HAaHWM 10 XapaKTepHCTUKaM M (DyHKIIM

OIICPAllMOHHBIX CHCTEM CTYIACHTBI PEHIANOT IIPUKIIAAHBIC 3adadyd aIMUHHCTPUPOBAHUS
OIICPallMOHHBIX CHUCTEM. CT}’I[GHT OCYILICCTBILIEM BBI60p TEMbI HCCJICOOBAaHMsI CaMOCTOsA-
TEJIBHO I10 COIVIACOBAaHMIO C IIPECIIOAaBaTCIICM.

KypcoBas pabota BEIIONHSAETCS B COOTBETCTBUY C MHAWBUILY AJIBHBIM 3a1aHHEM.
O6beM KypcoBoro mpoekta 20-25 crpanmil. K 3ammre paboTs! OKHEI OBITH IIpea-

CTaBJICHBI:

- eWCTBYIOIAst IpOrpamMMa, PeayTu3yIoIiasi Bce OCHOBHBIE ()YHKIIMH, YKa3aHHBIE B

3aIaHNU:

- KOMIUIEKT [TPOTpaMMHOM U SKCILTyaTal[MOHHOM JOKyMEHTaIHH.
OCHOBHBIM JTOKYMEHTOM KypcoBoW paboThl siBisiercs «llosicHuTeNnbHas 3armicKay.

PexoMeHyemasi CTpyKTypa MOSCHUTETBHOU 3aIICKHU:

1) TuTynBHBIN JUCT.
2) OrnaBnenue (conep)xanue) KypcoBoi pabOTEL.
3) Brenenue.
4) ITocTaHOBKa 3a1a4H:
a) UCXOJHbIe NaHHbIE;
0) 11eb KypcoBOii paboTH;
B) 3aJla4M, TIOJIeXkKAIHe PACCMOTPEHHUIO (PEIIeHHI0) B KypcOBOi paboTe.
5) ComepxarenpHast 9acTh (MOXET OBITH B BUIE IJIaB, pa3felioB, maparpados,

IPUBS3aHHBIX K 3a7a4aM KypcoBoil paboTEl).

Zilt ool ol Sl

7.
8.
9.

6) 3akIroYeHHEe U BBIBOIBI:

a) TepedeHb IMOJIyYeHHBIX Pe3yJIbTaTOB (COIIACHO IeNH M 3aJadaM Kypco-
BOH paOOThI) U UX HOBHU3HA;

0) BBIBOJIBI, TTOJTyYEHHBIE 10 UTOTaM KypcOBOH paboTHI.

TEMATUKA KYPCOBBIX PABOT

. Anamu3 PEB mns momydeHus cmucka 3arpykeHHBIX dll u mpsimoli pasbop mx

Ta0JIUI] SKCTIOpTA.

AHanu3 3KCIUIOMTOB IS IpeAbInynmx Bepcuit Windows

Buner atak Ha orepauoHHbIe CUCTEMBI

BupychI-mmudpoBaibIIiKy: MeXaHU3M pabOThI U 3allIKATa

Buenpenue dll s mepexBaTa OKOHHBIX COOOIIEHUN

BcmomoraTtenbHBIN cepBUC IS 3aIlycka MPOrpaMM ¢ CUCTEMHBIMU IIPUBUIIETH-
SIMU.

3aruTa IpoIecCcoB C MOMOIIIBI0 MOIUGUKAIIY CHEIU(PUIECKUX IIPaB.
Namenenne MANDATORY LABEL B cucremusix ACE(Windows 7).
Nsmenernie MANDATORY POLICY B Tokenax goctymna (Windows 7).

10. VI3MeHeHnys B CIIMCKE IIPUBHIIETHI C TIOMOIIBIO MPSMON MaHUITYJIALMHI ¢ hive-aMu.
11.Mcnonp30BaHue BUPTYaJIbHON MAIIMHBI B KA4€CTBE IIECOYHUIIBI: ONTUMHU3AIUL

IMPOU3BOAUTCIIPHOCTH

12.Mcrionp30BaHie BUPTYAIbHOM MAIMHBI IJIs MOBBIIIEHUS 0e30IacHOCTH web-

cepduHra

13.cnonp30BaHne KOHCOJIM BOCCTAaHOBJEHUS [JI1 YOAICHUS BPEIOHOCHBIX
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daitnos

14.Hcnions30BaHre KOHCOIA BOCCTAHOBIICHHUS IS YIIPABICHHUS 3aIlyCKOM CITyKO

15.Vcnons30BaHne MeXaHu3Ma XyKoB it BHeApeHus dll.

16.Vcnionp30BaHre HOTU(PUKATOPOB OOpaIEeHUH K peecTpy.

17.Hcnionp3oBaHre HOTU(PUKATOPOB (aiiIOBOH CUCTEMEL.

18.Uccnenosanue mexanmsma ASLR B Windows 7

19.HUccnenosanre HOBBIX aKKayHTOB IIpH 3amycke Svchost B Windows 7.

20.KouTposs ucxopsmero Tpaguka B Windows

21.JIorrep xj1aBUATYpHL.

22.ITepexBat API mocpencTBoM MOAUGDHUKALIMY CEKIUH UMIIOPTA.

23.ITepexBat API nmocpencTsoM crutaiiCHHra CEKIMK SKCIIOPTa.

24 .Tlouck stream-oB (haitIoBON CHCTEMBL.

25.TTouck pyTKHATOB 3 KOJIbLIA C IIOMOIIBIO IIPSIMOTO BEI30Ba Spa.

26.ITouck (aiiyioB ¢ SIBHO YCTaHOBJIEHHBIMHU IECKPHUIITOPaMH 0€30IIaCHOCTH.

27 .Tlonck GaiiioB ¢ IBHO YCTAHOBJIEHHBIME YpOBHIMHE LienocTHocTH (Windows 7).

28.ITporpaMMITBIi KOMIUIEKC U1 pabOThI C IPUBUIIETUAMHU.

29.Iporecc ayTeHTU(UKAIMK B ONEPALMOHHOW CHCTEME C TOYKH 3pEHHs
0e30macHOCTH

30.Peectp Windows 7 ¢ TOUKM 3peHus 0€3011acCHOCTH

31.CpaBHenue (HailIOBBIX CUCTEM C TOUKU 3PEHUSI HACTPOEK 0€30MacHOCTH

5. METOIUYECKHUE YKA3ZAHUS U151 OBYYAIOIIUXCSI
MO OCBOEHMIO JNCHHUITLINHbI

[lpr mpociayIIMBaHUM JIEKIM pEeKOMEHIyeTCs B KOHCIIEKTE OTMEYaTb BCe
Ba)XKHBIE MOMEHTBI, HA KOTOPBIX 3a0CTpsieT BHAMaHHE NpPENoAaBaTelb, B YaCTHOCTH
Te, KOTOpBIe HAIIpaBJIeHbl Ha KaueCTBEHHOE BBIIONHEHHE COOTBETCTBYIOIIEH 1abopa-
TOPHOU paboTHI.

3a710roM Ka4eCTBEHHOI'O BBIMOJHEHHS JTa0OpPaTOPHBIX paboT SBISETCS CaMo-
cTosTeNbHas MOArOTOBKA K HUM HaKaHyHe ITyTeM [TOBTOPEHMs MAaTE€PHasiOB JEKIHUH.
[NpemomaBaTeneM 3aIlIaHUPOBAHO Ha J1a0OpaTOPHBIX paboTax KOJIEKTHBHOE B3aw-
MOJIEHCTBHE KM pa300p KOHKPETHBIX CHUTYaIlWid, a Takke OOCYXIEHHUE HESICHBIX MO-
MEHTOB U CUTYyaIlU [0 JEKIIUOHHOMY KypCy.

JIns TeKyIero KOHTPOJS YCIEBaeMOCTH IIpernofaBaTelleM HCIIONb3yeTCs
OaJTIBHO-PEHTHHIOBAsT CHCTeMa KOHTPOJS M OLEHKHM aKaJeMHYECKOH aKTHBHOCTH.
[ToaTOMy HACTOSITEIPHO PEKOMEHIyeTCsl TIIATEIbHO MIPpopadaTeIBaTh MaTEpHaIl JHC-
[UIUIMHEI IPA CAMOCTOSTENBHOM paboTe, y4acTBOBATh BO BeeX (hopMax 00CYyKICHHs
1 B3aMMOJIEMCTBHUS, KaK Ha JIEKIHSIX, TaK U Ha 1aOOpaTOpHBIX paboTax B LENAX Iyd-
IIIEr0 OCBOEHMS MaTepHajia M IOJIy4eHUs BBICOKOM OLEHKH II0 pe3yhTaTaM OCBOE-
HUS TACIUILIAHEL.

BrmonHeHHe caMOCTOSTENBHOM PabOThI OPa3yMeBaeT CaMOCTOSATENILHOE U3yYeHHe
Pa3eNioB IUCLIAILIMHEL, BBIIOJHEHHE KypCcOBOi paboThI, IIOTOTOBKY K J1a0OpaTOpHBIM 3a-
HATHSIM, K pyOeXHBIM KOHTPOJISIM, TIOATOTOBKY K 3a4€Ty Y 3K3aMEHY.

PexomeHIyeMass TPYIOEMKOCTh CaMOCTOSITENbHONM paboThl NpelcTaBieHa B
TabmuLe:
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PexoMeHayeMblii pesKkHM caMOCTOSITEIbHOM paGoThI

Pexomennyemas
HanmenoBanue
o TPYAOEMKOCTD,
BH/IA CAMOCTOSITEIbHOH paGoThI . S,

CamocrosTensHOe H3yYSHHE TEM pa3iena 6
Beenenue B onepannoHHBIE CHCTEMEI 1
VYpasnenue mporeccaMu 1
VYpasieHne naMsaTho 1
WMI- unctpymenTapuit ynpasnenus Windows 2
OCHOBHBIE KOMIIOHEHTHI CHCTEMBI O€30IIaCHOCTH U 1
COOTBETCTBYIOIINE (QYHKLUHU IPOTPAMMHOTO JIOCTY-
na
ITonroroska k abopaTopHsM pabotam (mmo 1 gaca) 29
IToaroroBka K py6exHBIM KOHTPOJISIM (TI0 29aca) 8
IloaroTroBka K 3a4yeTy 18
KypcoBas pabota 36
[loaroroBka K sK3aMeHy 27
Bcezo: 124

6. ®OH/I OHEHOYHBIX CPEACTB
IS ATTECTAIIMA ITO AN CHUIIJIMHE
6.1. IlepeueHb OLIEHOYHBIX CPEICTB
1. bannapHO-peUTUHIOBasl CUCTEMa KOHTPOJIS U OIEHKH aKaJIeMUIeCKOU aKTHB-
HocTH cTyieHTOB B KI'Y (my1st ouHO# opMBI 00yueHws)
2. OT4eTsl CTYACHTOB 110 T1a00paTOPHEIM paboTaM.
3. bank TecTOBBIX 3a7aHuM K pyOeskHBIM KOHTpOJIsIM Ne 1, Ne 2, Ne3 i N4,
4. KypcoBas pabora.
5. IlepeyeHs BONIPOCOB K 3a4eTy U 3K3aMEHY.

6.2. Cucrema 0a/11bHO-PEHTHHIOBOI OLIEHKH Pa0OThI CTYJAEHTOB I10 THCIHILTHHE

Ne | Haumenona-
Conepxanue
HHE
1 | Pacnpenene- Pacnpenenenue 6amios
HHe 0aJUIoB 3a 5 cemecmp
CCMECTPEI 110 Bun PyGexxnbrit | PyOesxHbrit
6- . |ITocemenue BrimonHenune
BUJaM y4ie yueOHOH " 5 5 086 KOHTPOJb | KOHTpPOJb | 3a4eT
HOM PaGOTHL, | paBorsr: nexkuuid  |nabopaTopHoii paboThl Nol No2
CPOKHM CcIauH
y4eOHOI pa-  |pa iy pag 2% 14 =28;
60Tbi (0060- | iepka: b % 165 16s 16 x 14= 14 6 g L
oamcs 00
ceedeHUs 5
CMyOeHmos il
Ha nepsom Bun Brimonuenue PyGexubiii | PyGexxHblif
& n .. | Iocemenue ’
yueoHom sa yuebHOi i nabopaTopHoi KOHTPOJIb KOHTpOJIb | 3K3aMe€H
HAMUY) paboTsr: & paboTsl Nel Ne2
bannpHas W EIB =L,
lgx 15=15¢ 1/p NeNe2-27 f 7 30
OLIeHKa:
) 16 x 26= 266
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Kypcosas paboma, 5 cemecmp
KauectBo KauecTtBO P K
o . ATMHYHOCTH a4eCcTBO
IOACHUTENBHOH | porpaMMHOM Bcero
— ol BBIIOJIHEHHS 3aIIATEI
1o 20 1o 30 1o 20 1o 30 100

Kpurepwnii nepecuera 6anios B
TPaIUIMOHHYIO OLIEHKY 110 UTO-
ram paboTEI B ceMecTpe U 3a4yera
(’K3aMeHa)

60 1 MeHee 6aIOB — HEYAOBJIETBOPUTENILHO; HE3AUET;
61...73 — yOOBIETBOPHUTENIBHO; 3a4ET;

74... 90 — xopo1o;

91...100 — oTiMuHO

Kpurtepun normycka k mpomMexy-
TOYHOU aTTEeCTALUH, BO3MOXKHO-
CTH TOJTyYeHHSI aBTOMaTHYeCKO-
ro 3a4eTa (9K3aMeHaIMOHHOH
OLIEHKH) MO JUCLIUIUIMHE, BO3-
MOYKHOCTb TIOJTy4€HHsI OOHYCHBIX
6auioB

Jlns mormycka K MpoMeXKYTOYHOM aTTecTalu (3a4eTy, SK3aMeHy)
CTYZIeHT JOJDKEH HaOpaTh TI0 UTOraM TEKYIIero U pyOeKHOro KOH-
Tpossi He MeHee 50 0aJyIoB M JOJDKEH BBINOIHUTH Bee 1abopartop-
HbIe paboTEI, a Takke KypcoByrO paboTy B 5 cemecTpe.

g momy4yeHus 3Kk3aMeHallMOHHON OLIEHKH «aBTOMAaTHYECKU)
CTYAEHTY He00X0IUMO HaOpaTh ClleAyrolee MUHUMAIbHOE KO-
JIMYECTBO OAJLTOB:

- 64 GanIoB 1A MOJTyYEHHs «aBTOMATHYECKH) 3a4eTa

- 68 GannoB 1A NOMyYeHHs «aBTOMAaTHYECKKW» OLEHKHU yIOBIIE-
TBOPUTETIBHOY.

[To cormacoBaHHIO C MpenojaBaTeNeM CTyAeHTy, HaOpas-
meMy 68 OamioB, MOryT ObITh JOOaBIEHBI NOTOJHHTENbHbIE
(6onycHbIe) GasuTbl 32 aKTHBHOCTH Ha JIabOpaTOPHBIX paboTax,
aKTHBHOE y4YacTHe B Hay4HOW M METOAU4YecKod paboTe, OpUru-
HAJBHOCTh TPUHSATHIX PEIICHUM B XOJe BBINOJIHEHHs Jabopa-
TOPHBIX PaboT, 3a yyacTHe B 3HAUUMBIX YYeOHBIX U BHEYUeOHBIX
MepONpPHUATHIX Kadeapsl U BHICTABIIEHA 33 9K3aMEH «aBTOMAaTH-
YECKU» OLIEHKA «XOPOLIO» WU KOTIHYHOY.

®DopMbI U BUIBI y4eOHOU paboThI
IUIsL HeyCIIeBaoIUX (BOCCTaHO-
BUBILIMXCS Ha Kypce 00ydeHHs)
CTYZIEHTOB ISl TTOyUeHHUS Hello-
crarouux 6ajuioB B KOHLE ce-
MecTpa

B cimydae ecnu k mpoMexyTOYHOH aTTecTaluu (3a4eTy Win
sK3aMeHy) HabpaHa cymma MeHee 50 OaioB, CTyneHTy Heo0Xo-
IUMO HabpaTh HENOCTAoIIee KOJIWYECTBO OAlIoB 3a CUET BhI-
TIOJIHEHHUS TOTIOJTHUTENNBHBIX 3a/laHHM, 10 KOHLA MOCTeAHeH (3a-
4yeTHOM) Heenu cemecTpa. [Ipu aToM HeoOxoauMo npopaboTaTs
Marepuajl BceX MpOIMyLIeHHbIX JabopaTOpHbIX paboT.

@DopMbI IOMOJHUTENIBHBIX 33aHuH (Ha3HAYaroTCs Mpenonasa-
TENIEeM):

- BBINOJIHEHHWE TPOIMYLIEHHBIX J1abopaTopHbIX pabor — mo 2
6ayuioB. IIpoxoxkaeHHe pyOeKHBIX KOHTpOJIeH B 3aBHCHMOCTH
oT pybexa.

JIukBUIAnMs aKageMHYeCKHX 3aJO0/DKEHHOCTEH, BO3HHKIIMX
W3-32 Pa3HOCTH B Y4eOHBIX IUIaHAX MpPH MEePeBOJE MM BOCCTA-
HOBJICHHUH, TPOBOAUTCS IyTEM BBIIIOJIHEHUS IOMOJHUTENBHBIX
3agaHuii, opMa U 00BEM KOTOPHIX OIpenesseTcs Mpernoaasa-
TEJIeM.

6.3. Ilpoueaypa oueHnBaHHUS Pe3y/JIbTATOB OCBOCHHS JHCUMIIIHHBI

PyGe)xHbIE KOHTPOJIU MPOBOIATCS B (hopMe MUCHBMEHHOIO TECTUPOBAHHUA. 3a-
4eT ¥ 9K3aMeH IIPOBOIUTCS B TPAIUIIMOHHOHN (opme.

[Tepen mpoBegeHUEM KaXIOTO PyOEIKHOTO KOHTPOJIS IperoaaBaTesb Ipopada-
TBIBa€T CO CTYIE€HTaMU OCHOBHOW MaTepHall COOTBETCTBYIOIIMX pa3leloB IUCLIH-
IUTMHBI B (POpMe KPaTKOH JICKITHH-TUCKYCCHH.
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Ha TectrpoBanue B 5-oM cemecTpe IpH py6eKHOM KOHTPOJIE CTyAEHTY OTBO-
mutes 2 Jaca, a B 6-oM ceMecTpe — 1 dac. BapuaHThbl TeCTOBBIX 3aaHuii mis py6ex-
HbIX KOHTposed Nel u Ne2 cocTosT m3 20 BOIpPOCOB, a TECTOBBIE 3aJaHMs IJIS Py-
OexxHbIX KoHTpoue#t Ne3 u Ne4 cocrost u3 10 Bompocos.

IIpenonaBarens onieHUBAeT B GayIax pe3yJIbTaThl TECTHPOBAHUS KaXIOTO CTY-
J€HTa 10 KOJUYECTBY MPaBUIBHEIX OTBETOB U 3aHOCUT B BEIOMOCTh y4eTa TeKyIlen
yCIEBaEMOCTH.

basel cTyeHTy BBICTABISIOTCS B 3aBUCHMOCTH OT WYHCIA NMPABUIBHO BbI-
OpaHHBIX OTBETOB. VITOroBast OIeHKa 110 TeCTy (GOPMHUPYETCS ITyTEM CyMMHUPOBAHHS
HaOpaHHBIX 0alIOB U OTHECEHHS HX K OOIIeMy KOJMYECTBY BOIPOCOB B 3aIaHHH.
IToMHOXUB MmonrydyeHHOe 3HadeHHe Ha 100%, MOXXHO MPUBECTH UTOTOBYIO OIEHKY K
TPaIULMOHHON CIIEIYIOIINM 00pa3oM:

«HEyIOBJIETBOPUTEIBHO» — MeHee 50%

«ymoBiaeTBOpUTEIBHO» — 50% - 70%

«xopowo» — 70% - 90%

«oTigHo» — 90% - 100% .

3aueT ¥ 3K3aMeH IIPOBOAUTCS B TPAIUIMOHHOU (hopme. 3adeT U dK3aMeH Ipo-
BOJUTCA B ()opME OTBETOB Ha 2 BOIpOCa IPEroaaBaTelis, KaXIblii MX KOTOPEIX OLE-
HuBaeTcs B 15 6annoB. Bonpocs! s 3adera u 3k3aMeHa JOBOIATCS 0 CTYIEHTOB Ha
IIOCTIEHEN JIEKI[MK B ceMecTpe. BpeMs, oTBoauMOe CTYAEHTY Ha IOJATOTOBKY K OTBE-
Ty Ha BOIIPOCHI COCTABIISIET 1 aCTPOHOMUYECKHIA vac.

Pe3ynpTaThl TEKyILIEro KOHTPOJS YCIEeBAaeMOCTH, 3a4eTa, KypCOBOM palOTEl U
9K3aMEHa, 3a4eTa 3aHOCSTCS INPENOJaBaTe/IeM B 3a4eTHYIO WM SK3aMEHAIMOHHYIO
BEZIOMOCTH, KOTOpas CAAETCS B OPraHU3aLMOHHBIN OTIeN HHCTUTYTA, 3aIUThl KypCco-
BO} pabOTHI M 9K3aMeHa, a TaKXKe BBICTABISIOTCS B 3aUETHYIO KHHXKKY CTYIEHTa.

6.4. IlpuMepbl OLIEHOYHBIX CPEICTB AJSA PYOeKHBIX KOHTPOJIEH,

3ayeTra U 3K3aMeHa
S CEMECTP

1-v1ii pybestcnblii KOHMPOIL

1. K ocnoenvim goynkyuam OC omuocames:

a) IIpenocTapieHne NONB30BATENIO PACIIUPEHHOM MIIM BUPTYAIBHOM MaIlIHHE]

0) 3amuTa MONb30BaTEIBCKUX JAaHHBIX U IPOTPaMM OT 3JI0HAMEPEHHBIX Iei-
CTBUM MOJIb30BaTENEH

B) YmpaBieHHe pecypcaMu

2. Husicnum ypoenem @vluucnumenvHol cucmemsl KaK COB0KYRHOCHMU pe-
cypcoe aenaemca

a) ANnapaTHBIN YPOBEHb BEIYMCIUTELHON CHCTEMBI

6) YpoBeHb cUCTEM ITPOrpaMMHPOBAHUS

B) YpOBEHb yHIpaBIeHUS JIOTMIECKHMHU/BUPTYAIbHBIMH PECYPCAMU BBIUKCIIH-
TEJIbHOU CUCTEMBI

3. K mooynam, esinonnaomum ocnosusle hynkuyuu OC, omnocumcs
a) bubnmoTeka BBOIa-BEIBOIA
6) Ampo
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B) Kommusitop

4. Bosmoorcnocmo 3auiumoel Kooa u OAHHBLIX ONEPAUUOHHOU CUCHEMbL 3d

cuem 6bINONIHEHUA PYHKYUIL A0PA Peanu3yemca ¢ HOMOWbIO

a) IIpuBunerupoBaHHOTO pexuMa
0) ITomp30BaTENBECKOTO PEKUMA
B) Pexxuma otnanku

2-0H pyOexHbIi KOHTPOJIb
1. Cywmecmeyem mpu muna cucmem peanvHozo epemenu. Kakoii eapuanm k

HUM He omHocumcs?

a) XK&cTkue cucTeMsl peallbHOTO BpeMEHH
6) TBépable cucTeMBl pealbHOTO BpEMEHH
B) UéTKHMe cUCTEeMEBI pealhbHOrO BpeMEHH

2. /Ina nocnedoeamenibHO20 GbIYUCIEHUA HECKObKUX 001bmux 3a0au 6e3

RPOMEICYMOUHBIX NEPEKTIOYEHUN MeHCOy HUMU Hauboiee I PeKmueHo Ucnos-
306amp...

a) CucreMbl makeTHOU 00paboTKU
6) CucreMsl pa3aeieHus BpeMEHH
B) CHCTeMBI peaIbHOTO BpeMEHH!

3. Bbtmecu}uomue ajieopumamaol OUHAMUYECKO20 RIAAHUPOBAHUA

xapakmepHhut onsa OC...

a) CucreM makeTHO# 00pabOTKH
6) CucreM paszueneHUs BpeMeHU
B) CucTeM pealbHOTO BpeMEHH

4. Kaxkue munot ONEePpAYUOHHbIX CUCEM UCNOJIb3YIOMCA Haubonee yacmo 6

Hacmoauee epema?

a) cucteMbl cemetictBa Windows
6) cucteMbl cemeiictea MS DOS
B) cucteMsl cemeiictea IBM OS 360/370

6 CEMECTP

1-pl1ii pyOe:kHbIH KOHTPOJIb
1. Ilomok - naumeHbwiaa eOuUHuUa o00pabOmMKU, UCHOJIHEHUE KOmOopou

Modxcem 0vimb HaszHayeHo a0pom OC. Obwum 013 nOMoKoe 00HO020 npouecca
Aenaemcs...

a) Crek
6) Cué€TurK BBITTOJIHEHUS KOMaH]I
B) AIlpecHOe IIPOCTPAHCTBO

2. Umo ¢ muozozaoaunoii OC morcHo co30amp dbicmpee?
a) [Totox

6) [Ipormecc

B) [ToToK 1 mpomece co30ar0TCs ¢ OIHHAKOBOM CKOPOCTHIO
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3. CKonbKo nomokoeé modxicem HAXOOUMbCA 6 COCIMOAHUU GbINOJIHEHUA 6
O0OHORPOYECCOPHOT MHO203A0AYHOIL OREPAUUOHHOIL cucmeme?

a) He menspImne nByx

6) Onun

B) Jlo ATH — 110 KOJIMYECTBY aKTHBHBIX CEAHCOB MTOJIb30BATENEH

4. B cemeiicmee OC Windows NT npu 3aeepwienuu npouyecca pooumens,
npoyecc-pedénokx...

a) 3aBepIaeTcs

6) I[lepexomuT B COCTOSIHHE OXKUIAHUS

B) He 3aBepimaeTcs

2-0i1 py0Oe:xkHbIIi KOHTPOJIb

1. Cumyayus, koz0a 0ea unu 0o1ee npoyecca obpadbamsléaom
paszodenaemole OAHHbIEe U KOHEUHbLLI pe3yJIbMam 3aA8UCUM OM COOMHOWIEHUA
CKOpOoCmell npouecco8, Ha3bl8aAemcs ...

a) ["'onkoi

6) Tymukom

B) Kommuzueit

2. Humb (nomok) 6 cucmeme c mpemsa COCHOAHUAMU (20MO6HOCHDb,
6bINOJIHEHUE, O0MCUOAHUE) U AOCOIIOMHBIMU NPUOPUMEMAMU HeE MOXcem
coeepuiume nepexoo...

a) U3 COCTOSHHSI TOTOBHOCTH B COCTOSIHHME BBIIIOJTHEHMS

0) U3 COCTOSTHHUS 0KHIaHMS B COCTOSHHE BEIIIOIHEHHUS

B) U3 COCTOSIHHS OXKHIAHUSA B COCTOSHHE TOTOBHOCTH

3. Kakue munsl onepayuoHHblx cucmem UCROIb3YIOMCA Haubolee 4acmo 6
Hacmoauwee epema?

a) cucteMbl ceMerictBa Windows

6) cuctemsl cemeiictBa MS DOS

B) cucteMsl cemeiictea IBM OS 360/370

4. Kakoe ycnogue Heo0x00umo 8bInOJIHUMb 01 U30eHCAHUA 20HOK

a) JlBa mpomecca IOMKHBI OJHOBPEMEHHO HAXOAWUTBCS B KPUTUYECKHUX
o0acTsx

6) HaGmromaercs cutyaiusi, B KOTOpPOH mporecc 6eCKOHEYHO KAET MOMagaHus
B KPUTHYECKYIO 00JIaCTh

B) B mporpamMmme He IOMKHO OBITh IIPEAIIONOXKEHHH O CKOPOCTH WK
KOJIMUECTBE MPOIECCOPOB

IIpumMepHbIii NepedyeHb BONPOCOB K 3a4eTy
1. Uctopus pazsutus OC. Knaccudpukanus OC. OcHoBHBIE (yHKITMH BO3JIara-
embie Ha OC.
2. IloxoneHus onepalroOHHbBIX CUCTEM. Pecypchl U yIipaBieHHe UMHU.
3. BeruucnuTenbHas CUCTEMa Kak COBOKYITHOCTE PeCypCOB.
4. Knaccugukaius ornepandoHHBIX CUCTEM IT0 0COOEHHOCTSM aJITOPUTMOB
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YIPaBICHHUS PECYPCaMM, OCOOCHHOCTSIM almnapaTHRIX IaTGopM, 0COGEHHO
CTAM o0JacTeil HCIOIb30BaHMS.

5. 3arpy3ka OC nHa mpumepe XP.

6. Apxurextypa OC. OcHOBHBIE KOMIOHEHTEI HCIIOJHUTEIBHOM ITOACHCTEMEL.
7. Komnonentsl OC, BEIHECEHHBIE Ha TIOJIB30BATEIbCKUN YPOBEHb.

8. CtpykTypa ¢aiina boot.ini. ®aiiner NTLDR u ntdetect.

9. 3arpy3ka apaliBepoB U COOTBETCTBYIOIIHE KIIOUH PEECTPA.

10. 3arpyska cepBucoB. SMSS, CSRSS, Winlogon.

11. Kiroum peectpa.

12. Ha3snadeHne u Bo3MOXHOCTH cucteM kitona UNIX, crcreM rpymmsl
Windows.

13. UnTepdeiic OC ¢ moap30BaTeIsIMH.

14. JlnanoroBele U makeTHbIE HHTEPGENCEL.

15. ITonstre npouecca. Ctpykrypst OC mporecca. Kitaccel IpHOPHUTETOB.

16. Co3nanne nponecca. OpraHu3zanus MeXIPOIECCOPHOrO B3aMMOIEHCTBH.
17. Hatu. Crpyktypst OC Huth. ['padsl coCTOSHMI ¥ COOBITHIA

18. Coznanue Hureil. Opranmzarus ouepeneii. CHHXpOHH3ALUSA HUTEH.

19. Dddext ronok. Tynuku. IIporpaMmHas peanusanys.

20. AToMapHBIe HHCTPYKIIUH MPOIIECCOPA.

21. Kputnueckue cexunu, cemadopsl, COOBITHS.

22. AnmnapaTHasl peaiu3aliis B3anMOUCKITIOYEHHIA.

23. Yupasnenue pacupeznenenueM Bpemenu LII1. Jlucrerdyepu3aiiis HUTENA.
24. Anroput™ paboTsl mtanuposrka XP. Win32 Priority Separation.

25. CtpykTypupoBaHHasi 00pab0TKa HCKIFOUEHHH.

26. Opra"usanys 1 yrpaBJIeHUE BUPTYyalIbHOMN TaMSATEIO.

27. CerMeHTHas1, CTpaHUIHAs] OPraHU3aIUs IIAMSITH.

28. Pacnipenienienue naMsTé U BHIIIOJHEHHUE TIPOTPAMM.

29. AnpecHoe IpocTpaHCTBO npoiecca. Memory Manager.

30. OrobOpaxkeHre ¢aiioB B aqpecHOe MPOCTPAHCTBO U pa3aeliieMas IIaMITh.
31. KonupoBanue 3anuchio. Paboune MHOXeCTBa.

32. Ctparerus 3aMeleHNs CTPaHHII.

33. CucteMHBle (QYHKIMU BBIICICHUS, CKAHMPOBAHMS, OCBOOOKIEHNS ITAMSTH.
34. Ky4a u pabora ¢ HeH.

35. luHaMu4ecKy TUHKyeMble 6ubnuoreku. CTpyKTypa UCIOIHIEMBIX (aiijioB
PE - ¢popmara.

36. 3aronoBok PE daiina. Tabmmma 06pekToB (cekuuii) daiina.

37. CtpaHuisl 06pa3oB ceKIuid. DKCIIOPT.

38. Tabmuria skcropra. Tabsmia agpecos skcropra. Tabmwia ykasaresneii Ha UMeHa.
39. Tabnuua opauHanoB. Tabnua UMeH 3KCIopTa.

40. mnopt. Katanor umnopra. Tabnuiia mpocMoTpa UMIIOpTA.

41. Tabnua agpecoB ummnopTta. KaTamor pecypcos.

42. Y cKopeHue 3arpy3Ky MPIIOKEHNH ¢ TOMOIIIBIO IPEABAPUTEIFHOTO CBSI3bIBAHNSL
43. Brenpenue dll B agpecHOe MpocTpaHCTBO APYroro mpoiecca.

44. IlepexBat API - yHkIHiL.
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ITpumMepHasi TeMaTHKA BONPOCOB, BLIHOCHMbIX HA DK3aMeH
. WMI - unCcTpyMeHTapuii ynpasinenus Windows.
. Komnonentsr WM.
. @opmat ympaBisieMoro oobeKTa.
. CIMOM.
. IIpoBaiinepsl pecypcos.
. Bune! xinaccos.
. Mepapxus xiaccos.
. Iloanucka Ha COOBITHS.
. Y laneHHoe ynpaBieHHe.
10.Opranuzanus ynpaBiaeHHs JOCTYIIOM | 3aiuThl pecypcos OC.
11. OcHOBHEIE MEXaHU3MBI 6€30MACHOCTH: CPEACTBA M METOLI Ay TEHTH(HKA
uu B OC, MoJieny pasrpaHUYeHHs JOCTYIIa, OPraHU3alys ¥ HCIIONb30BaHIe
CPEICTB ayauTa.
12. Anmvunuctpuposanue OC: 3a1a4u ¥ IPUHLKUIIE CONPOBOXKIEHUS CUCTEM
HOTO IIPOTPaMMHOTI'0 00eCIIeUeHH s, TeHepalys, HaCTPOUKa, H3MEPEHHE TIPOU3
BOJIUTEIBHOCTH ¥ MOAUDUKALIS CHCTEM, yipaBienue 6ezonacHocTbio OC.
13. OcHoBHEbIe ctanmaptel OC.
14. Snements! knaccudukanuu OC Ha npumepe "OpaHxeBoi KHUTH'.
15. Bxox mons3oBatens B TokanbHyto cucremy Windows XP.
16. CriocoGBI XpaHeHuit Xa11el maposei.
17. ®opmupoBanwue ntlm u nt Xa1mei.
18. TunuYHEBIE aTaKwy.
19. Henocrarku RC4 - Mmexanm3Mma 3-ro ypoBHs muQpoBaHus.
20. AgaToMMs TOKEHa IOCTYIIa B JECKPHUIITOpa GE30MacHOCTH.
21. PaGoTa ¢ mpUBHIIETHIMH.
22. SID, DACL, SACL, ACE, macka mocryma.
23. O6001IeHHBIe, CTAaHAAPTHEIE U CHeMU(pUIECKHEe TIpaBa.
24. ITpuHIMIIBI HACJIeJOBAHUS.
25. AJITOPHATM NIPeIOCTaBIICHHS HOCTYIIA.
26. Challenge-response anroput™ ceTeBoro Bxoza.
27. Knaccuduxanus ys3umocteit OC, crioco0bI UX SKCILTYyaTalldd ¥ OCHOB
HbIE (POPMBI IPOTUBOAEHCTBHS.
28. Ilepenonuenue creka.
29. Format-string ysI3BUMOCTH.
30. Mexauusm DEP.
31. PannomMu3anus aipecHOro MpOCTPaHCTBA.
32. YcoBepIIEHCTBOBaHNE AJITOPUTMOB YIIPaBIEHUS Kydeii.
33. CrekoBslie cookie.
34. HoBble onuy KOMITUWIATOPA U JIMHKEpA.

O 00 3O bW

6.5. ®oH O1IeHOYHBIX CPEACTB

[onubiii OaHK 3agaHUi AT TEKyIIero, pyOeKHBIX KOHTPOJIEH W IPOMEXKYTOY-
HOM aTTeCTaluy 10 AUCLUIUIUHE, TOKa3aTesd, KPUTEPUH, IIKAILl OLEHUBAHUI KOM-
IIeTEHLNH, METOOUYECKUE MaTePUaIb, OIPEEISIOIINe IPOLEAyPEl OLEHUBAHMSA 00-
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Pa30oBaTENbHBIX PE3yJIbTATOB, IIPUBEACHBI B YUeOHO-METOAMYECKOM KOMILIEKCE IHC-
IUILTHHEL.

7. OCHOBHAS 1 JONIOJIHUTEJIbHASI YYEFHASI IUTEPATYPA
7.1. OcHoBHas yyeOHasi TUTEpPaTypa

1. He#iren X. M., [Heiiren I1. Ix., Yoduec . P. OnepanuoHHsle CHCTEMBI.
Hactbl. OcHOBEI M IPUHIMNBL [DNeKTpoHHBINA pecype]: Buaom-TIpecc - Mocksa,
2011. - 489 ¢. — loctyn u3 OBC «KOHCYNBTaHT CTYAEHTY.

2. Nleviten, X.M.; Yodrec, [I.P.; Heiiren, I1.JIx. OnepallioHHbIE CHCTEMBI.
Hacts 2. PacmpeneneHHble CHCTEMB], CeTH, 6e30MacHOCTh [DeKTpOHHEIH pecypc]:
M.: butom - Mocksa, 2011. - 704 ¢. — Jocrym u3 DBC «KOHCYIBTaHT CTyIEHTY.

3. Heiiten, I'. Beenenue B omepaumonnsie cuctemsl UNIX, VAX, CP/M,
MVS, VM; M. [OnextponHsIi pecypc]: Mup - Mocksa, 2013. - 758 c. — JocTym u3
ObC «KOHCYIBTaHT CTYIEHTY.

4. Kucenes C. B., Anexcaxun C. B., Octpoyx A. B. OnepanuoHHbIe CHCTEMSI.
VYuebHoe mocobue; Axagemus - Mocksa, 2013. - 355 ¢c. — Hoctyn u3 OBC «Kom-
CYJIBTaHT CTYACHTY.

5. Omudep, B.I'. CereBble onepanuonnsie cucteMsl. 2-¢ usa. / B.I. Onudep,
H.A. Onudep [Onexrponnsiit pecypc]: CII6. : ITurep, 2009. — 544 c. — Jloctym u3
OBC «KoHCYTBTaHT CTYIEHTY.

6. Tanen6aym, O. CoBpeMeHHBIE OIEPAIlMOHHbIE CHCTEMBI [DJIEKTPOHHEIH pe-
cypc]: CII6: Ilurep; Usnanue 2-e - Mocksa, 2013. - 910 c. — Jloctyn u3 95C «KoH-
CYJIBTaHT CTYIECHT.

7.2. lononHATe/IbHAS yueGHas JIUTEpaTypa

1. bokon, [hxun; Xappuc, Tum Onepauuonnble cucTeMsl. IlapannenbHele H
pacipesiesieHHbIe CUCTEMBI [OneKTpoHHbIH pecype]: CII6: ITurep - Mocksa, 2012. -
800 c. — Toctyn u3 ObC «KOHCYIBTaHT CTyAEHTY.

2. Jlesuc, V. OnepanuonHsle cucteMbl. OYHKIMOHAIBHEIA MOAX0 [DIeKTPOH-
HBIE  pecypc]: M.:. Mwup - Mocksa, 2013. - 437 c. URL:
https://studfiles.net/preview/6149569/ (nata o6pamenus: 18.10.2017)

3. Kacrniepcku, Kpuc. @yHnaMeHTaIbHbIE OCHOBBI XaKepCTBa [DIEeKTPOHHEIH pe-
cypc]: UckycerBo nusaccembnuposanus / Kpuc Kacnepeku. — M.: COJIOH-P, 2002.
— 4438 c. URL: http://forcoder.ru/security/fundamentalnye-osnovy-hakerstva-343

4. ®opop, K.; bonudac, [1.; Tanru, XK. Onepannonnsie cuctems! s IBM PC:
DOS 1.1, 2.0, 2.1, 3.0, 3.1/PC-IX, XENIX; M. [DnexTpoHHEIi pecypc]: Mup -
Mocksa, 2013. - 244 c. — Joctyn u3 OBC «znanium.comy.

7.3 MeToanyeckas JuTeparypa:

1. Pabymxo A.I'. MexaHU3MBI BUPTYalbHON HaMsTh. [DIEKTPOHHEIN pecypc]:
MeTonuueckre yka3aHUs K BBIIOJHEHHUIO JIAOOpaTOpHOM paGoOTEl MO MCIMILIAHE
«be30MacHOCTh ONEPAlMOHHBIX CHCTEM» AN CTYIEHTOB OYHOM (DOpMBI O0ydYeHHS
niist Hanpasiaerui 10.05.03 u 10.03.01. KT'Y, 2013. — Toctym u3 O95C KT'Y.

2. Pabymko A.I. Cospmanme mpoueccoB u HuTed. CHHXpOHHM3ALUS HUTEIL.
[OnexTponHEBI pecypc]: MeTonuueckie ykasaHWs K BBIIOJHEHHIO J1aGopaTopHOi
paboTs! o aucuMnKHe «be30nacHoCTh OMepaMOHHBIX CUCTEMY IS CTYAEHTOB OU-
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HOHU (opMmbI 00yuenus mist Hanpasenuit 10.05.03 u 10.03.01. KT'Y, 2016. — Hoctym
u3 OBC KTI'Y.

3. PaOymko A.I'. WMI - mncTpy™eHTapuii ynpasnerus Windows [D7eKTpoHHbIH
pecypc]: Meronudeckue ykasaHHs K BBIIONHEHHIO JaGOPATOPHOM pabOThI 10 UCITH-
TTHe «be30I1aCHOCTh OMEPAITORHBIX CHCTEM) ISl CTYIEHTOB OYHOH (OPMbI 06y UeHus
qist HanpasneHuit 10.05.03 1 10.03.01. KT'Y, 2016. — Toctym u3s S5C KT'Y.

4. Pabymko A.I'. Api - GyHKIHME 11t paGoThl ¢ TIPUBHIETHAMHE [DIeKTPOHHbIIHA
pecypc]: Metoanveckue yKa3aHUs K BBITOJHEHUIO NTaGOpaTOpHOH paGOTHI IO IHCIH-
miHe «be30nacHOCTh ONEPAMOHHBIX CUCTEM» Ui CTYHEHTOB OYHOM (hOpMBI 00Yyde-
Hus 171 Hanpasieruii 10.05.03 1 10.03.01. K'Y, 2016. — {octym us O5C KT'Y.

5. Pabymko AT. Api - GyHKUME 11 paGoThl ¢ TOKEHOM JOCTyIA, Ie-
ckpurropoM  Gesonacuoctu, ACE [OnekrponHsiif pecypc]: Meronudeckue ykasa-
HHS K BBHIIIONHEHHIO J1abopaTopHoi paboTsl 1o aucuuminHe «Be30macHocTh onepa-

[MOHHBIX CHUCTEM» IS CTY[CHTOB OYHOW (OpMBI OOy4YeHUs I HaIpaBiIeHUi
10.05.03 1 10.03.01. KT'VY, 2016. — Toctyn u3 DBC KI'Y.

8. Y‘IEBHO-METOI[?I‘IECKOE OBECIIEYEHHUE
CAMOCTOSATEJBHOU PABOTBI OBYYAIOIIIUXCSI

1. PeusixoB E.H. MeTonudeckue ykasaHus K BBIIOJHEHHIO KYPCOBOM paGoTEL
0 JUCLUIUINHE «be30MacHOCTh OIepaliOHHBIX CHCTEM» IS CTYIEHTOB OYHOM
dopmer oOygeHus mis Hampasnennit 10.05.03 u 10.03.01. KI'V, xadempa «besomnac-
HOCTh HH(OPMALMOHHEIX ¥ aBTOMATH3UPOBAHHBIX cucTeMy, 2017. — 13 c.

9. PECYPCBI CETU «<MHTEPHET»,
HEOBXOJUMBIE JJI51 OCBOEHUS TUCIUTTINHBI

1. DJeKTPOHHO-OMOIMOTEUHAsT cUCTEMa W3MaTeNbeTBa «JIaHpy. — PesxuM
noctyma: http://e.lanbook.com/. — 3aru. ¢ sxpana.

2, EnuHoe okHO nocTyna K 06pa3oBaTesIbHbIM pecypcaM. — Pexum JocTy-
ma: http://window.edu.ru/. — 3ari. ¢ s3xpana.

3. Hay4nas  onextponHas  Gubimoreka. —  PexxmM  jmocryma:
http://elibrary.ru/. — 3aru. ¢ s3xpana.

4. DneKTpoHHO-OMOMMOTEYHAs CHCTEMa HayYHO-M3aTeNbCKOro LIeHTpa

«MTHOPA-M». — Pexxum noctyma: http://znanium.com/. — 3ari. ¢ akpaHa.

5. http://intuit.ru;

6.  http://infotecs.ru;

7. http://www.itsec.ru.

8. OBC htt://www.znanium.com/

0. OBC htt://www.studentlibrary.ru

10.  http://nio.kgsu.ru/ Caiitr KI'Y. Hayuno-uccieoBaTeabCKHil OTAET

11.  http://window.edu.ru/. EnuHoe okHO mocTyna K 06pa3oBaTeIbHBIM
pecypcam

12.  http://elibrary.ru/. Hay4unas snexrpoHHas 6ubaroTexa

13.  http://dspace.kgsu.ru/xmlui/ Dnexkrponnas 6ubmuorexa KI'Y
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10. ”H®OPMAIIMOHHBIE TEXHOJIOT' U,
IMPOI'PAMMHOE OBECIIEYEHUE
U NTH®OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI

ITpu uTeHMH NeKIMil HCMIONB3YIOTCA CIAMI0BbIE IIpEe3eHTaLIH.
1. I'paduueckuit cereBoit amynstop GNS3
2. Omynstop paboueii crannuu Virtual PC Simulator
3. Bupryanenas mammza VMware Player
3. Telnet Tepmunan Putty unu TeraTerm
4. CereBoii anammzatop WireShark
5. Cpena mporpammupoBanus Visual C++
4. ITaxet Open Office

11. Jlns cTyneHTOB, 00y4al0mMXcs ¢ HCNOJIb30BAHHEM
AUCTAHIHOHHBIX 00pa30BaTeJbHBIX TEXHOJIOTH

Ilpy MCTIONBE30BaHUH 3IEKTPOHHOrO OOYYEHHS M AHCTAHLHOHHBIX obpazoBa-
TeJbHBIX TexHoyorui (nanee 50 u JIOT) 3aHATHSA MOTHOCTHIO MM YaCTUYHO IIPOBO-
JSTCA B pexuMe OHNaiH. O0beM UCIMINIHHEL U pacrpeeeHre Harpy3Ky 110 BUIaM
pabot cooTsercTByerT 1. 4.1. Pacnpenenenue Gamios COOTBETCTBYET 1. 6.2 mrubo Mo-
JKeT OBITh U3MEHEHO B COOTBETCTBHY C pelleHHeM KabeIpsl, B CIy4ae Iepexona Ha
30 u 10T B nponecce oGy4enus. Pemenne xadenpsr 06 HCIIOJIB3YE€MBIX T€XHOJIOTH-
X U CHCTEME OLIEHMBAHMUS JJOCTHKEHUH 00YYaIONUXCsl IPUHUMAETCS ¢ YIeTOM MHe-
HUS BEAYIIETO IpenofaBaTes i JOBOAUTCA A0 CBeICHUA 00yJaromMXCs.

12. MATEPHAJIBHO-TEXHIYECKOE OBECIIEYEHUE
T CHATLIAHBI

A1t IpoBesieHUs BCeX BHIOB 3aHATHH HEOOXOIUMO IIPE3CHTALHOHHOE obopy-
JoBaHHE (MyJIBTUMENMUHEIH IPOEKTOp, HOYTOYK, 9KpaH) — 1 koMmekT. Js IIpOBE-
JICHHS TIPAaKTHYECKHUX U JTa0OPaTOPHBIX 3aHATHI HEOOXOJUMO HaIMYKMe KOMIBIOTEp-
HBIX KJIaCCOB, 000PYIOBaHHBIX COBPEMEHHOMN BEIYHCIUTEFHOM TEXHUKON U3 pacuera
OIHO pabotdee MECTO Ha OHOTO 06YJaeMOoro: JOKalbHas ceTh KOMITBIOTEPOB Ha Gaze
IIK Pentium ¢ ycTaHOBIEHHBIM MPOrpaMMHBIM obecreuerneM MS Windows XP u ¢
BO3MOXXHOCTBIO BbIXOZa B MuTepHer. Jlnsd 3 dekTrBHON paGoTEl B paMKax IUCIH-
ITUHBL PEKOMEHIYETCS KIMETh BO3MOXHOCTh pab0TaTh ¢ UCXOJHBIMU TEKCTAaMH IIPO-
IPaMM, COXpaHEHHBIMU Ha Chb€MHBIX HAKOIIUTEISIX HHGOPMALIHY.
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ITPMJIOXXEHUE 1

AHHOTaIWMA K pabodeit mporpamMme MUCIHIIIHHDL
«be3onacHocTh onepanHOHHBIX cHCTEMY

00pa3oBaTeNbHON IPOrPaMMEI BBICIIET0 oOpa3oBaHus —
IIPOrpaMMBI CIIEIHAIUTETa
10.05.03 — Mudopmannonnas GesonacHocTs aBTOMAaTH3HPOBAHHBIX CHCTEM
CrenmansHOCTS: (crenuanusanms Ne5) besonacHoCTh OTKPBITHIX
HH(OPMAIHOHHBIX CHCTEM

TpynoemkocTs mucnummmHeL: 7 3.e. (252 akameMHdecKux Jaca)
Cemectp: 5 u 6 (ounas popma o0yueHus)
DPopma pomexyTOUHOM aTTecTalyy: SK3aMeH, 3aUer ¢ OLIEHKOMH

Conepmalme AHCHHUIIIHHBI

OOmas XapaKTepHUCTHKA ONEPALHOHHEIX CHCTeM; Ha3sHa4Y€HHE M BO3MOXXHOCTH
cucrem KnoHa UNIX, cucteM rpynmer Windows:; urTepdeiic OC ¢ nonp3oBaTeIIMy;
AUMATIOTOBBIC M IAKETHBIE HHTEPEHCEl; YIpaBieHHe pecypcamu; yIIpaBIIeHHE
[POLECCOpaMu;  yIIpaBIeHHE IAMATBIO; YIPaBICHHE YCTPONHCTBAMHE, ApaiBepsI
BHEIIHUX yCTPOHCTB; (alIOBEIE CHCTEMBI; YIIpaBIICHHE IporpaMMaMU: ITOHSTHE
TPOrPaMMBI, OpraHU3aLKs JUHAMUYECKUX H CTATHIECKUX BRI30BOB, B3aUMOJIEHCTBIE
OC ¢ mporpamMmamu u oTmagduKamu; BUPTyaJlbHbIE IPOrPaMMEI, YIpaBICHHE
TpOLCCCAMHU:  COCTOSHHS ~ TIPOLIECCOB, CHHXPOHH3AlUA  IIPOLECCOB, OGMEH
COOOIIEHUAMH, CTPATErUH W IUCIMILIHHEL IUTAHUPOBAHUSI, HACNIeJOBaHHE PECYPCOB,
TYNHKOBBIC CHTyallld, oOpafoTKa HCKIFOYEHMH, COXpAHEHHWe M BOCCTAHOBJICHIIE
TIPOLECCOB; OpraHU3alKs YIPABICHHS JOCTYIIOM U 3aIUTH pecypcoB OC; 0CHOBHbIE
MEXaHU3MBI O€30IaCHOCTH: CPENCTBA U METOMBI ayrentuduxanun B OC, Momenu
PasTpaHMICHNA  JI0CTyNa, OpraHW3allks M WCIONB30BAHHE CPEICTB  AyjIuTa;
anMuEMcTprpoBanue OC: 3amadd M IPUHUMNEL  COMPOBOXKIEHHS CHCTEMHOLO
IIPOTrPaMMHOI0 obecrieuenus, TeHepalrws, HaCTpoOiKa, U3MepeHHe
IPOU3BOMUTEIPHOCTH M MOAU(MMKALHSA CHCTEM, YHpaBIeHHE 0e30MacHOCTHIO 0C;
OCHOBHEIE cTannaptel OC.
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