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1. OBBEM JUCIHAILIMHBI

Bcero: 4 3a4eTHBIX eIMHUII TPYIOEMKOCTH (144 axanemuueckux yaca)

Ounas popma obyqenus

Bun ygeGHo# paboTer Henm £ Micerp
JUCLIMININHY 5

AyIMTOpHBIE 3aHATUS (KOHTAKTHAS paboTa ¢ npemnoaa-
BaTeJeM), BCEr0 4acoB 64 64
B TOM 4YHCJIE:
Jlexiun 32 32
JIaGopartopHsie paGoTe - -
IIpakTHyeckue 3aHsTHs 32 32
CamocrosiTenbHas paboTa, Bcero 4acos 80 80
B TOM YHCJIE:
I[ToAroToBKa K 9K3aMeHy 27 27
Jlpyrue BuIbI CaMOCTOSTENBHOM paGoTEI
(TTOArOTOBKA K IPAKTHYECKHM 3aHATHSM, JTaG0PaTOPHBIM 53 53
pabotam u pyOeXKHOMY KOHTPOJIO)
Bupa npomeskyTounoii arrecranun 3K3aMeH IK3aMeH
O6mas Tpya0eMKOCTh HCUUILIHHBI H TPYA0EMKOCTD 110 144 144
ceMecTpaM, 4acoB




2. MECTO JUCHUITIAHBI
B CTPYKTYPE OBPA30BATEJBHOM ITPOI'PAMMBI

HAucnummna «TeopeTHueckie 0CHOBBI KOMIBIOTEPHOM Ge30MaCHOCTHY OTHO-
CUTCS K 00A3aTeNbHBIM JIMCUMIUIEHAM (DOpPMUpYeMas Y4acTHHKaMU oGpa3oBaTeb-
HBIX OTHOILIEHWI BapuaTUBHOM YacTu. biok 1.

V3ydenne pucUMIUTMHE! GasHpyeTcst Ha pe3ynbTaTax OOyYeHHs, chopmupo-
BaHHBIX IPU U3YYEHUHU CIIEIYIOIINX JUCIUAILIINH

- HH()OpMAaTHKA,;

- KpUIITOrpauueckue MeTOBI 3al|Thl HH(POPMAIIHH;

- TUCKpETHAsi MAaTEMAaTHKA.

3HaHHS U NPAaKTHYECKHe HAaBBIKH, II0JyYeHHbIe U3 Kypca «TeopeTrueckue oc-
HOBbl KOMIIBIOTEPHOM 0€30MacHOCTH», HCIONB3YIOTCS CTYAEHTAMM IIPH U3yYeHHH
APYTHX TUCLMIUIMH: MPOrpaMMHO-aNNapaTHble CpeJCcTBa 3allUTH HH(POPMAIUH, Op-
TaHU3AIIMOHHOE U IIPaBOBOE obOecredyeHre HH(YOPMAIOHHON 0e30IIacHOCTH, CHCTe-
MBI M CETH nepeJaun uHpopmanuu, besonacHocts cereit OBM, a Takxke mpu paspa-
60TKe KypCOBBIX PabOT M MPOEKTOB U BBIILYCKHOM KBATH(UKAIIHOHHOM paboTEL.

3. INTAHUPYEMBIE PE3YJIbTATHI OBYYEHUS

Hucnumnia «TeopeTuveckue OCHOBBI KOMITBIOTEPHOH GE€30MacHOCTH» pac-
KPBIBAET OCHOBHbIC IOHSATHS M (OpMalbHbIE MO OOECIeUeHHs KOMIBIOTEPHOH
OesonacHOCTH, Ha Gase KOTOPHIX BHIPAGATHIBAIOTCS ApPXHTEKTYPHBIE, CXEeMOTEXHIIE-
CKHe€, NPOrpaMMHO-ITOPUTMUAYECKUE PEIICHUSI NIPH CO3MAHUH 3aIUINEHHBIX KOMIIb-
IOTEPHBIX CHCTEM, OCYIIECTBIISIETCS QHAIU3 COCTOSHMS 6e30I1acHOCTH U 3B (PEKTUBHO-
CTH (yHKIMOHUPOBAHIA CUCTEM 3AILHTH MHMOPMAIHMU KOMITEIOTEPHBIX CHCTEM.

Llenbro W3y4eHMs] TUCLUIUIAHBL SBJISETCA: OCBOGHME NPUHIMIIOB U METOIOB
3alUThl HHHOPMAIMH, KOMILUIEKCHOTO TIPOEKTUPOBAHKS U aHAIN3a 3aIUIIECHHBIX aB-
TOMaTu3upoBaHHBIX cucteM (AC).

3agauaMu JUCIUILUIMHBI SBISIIOTCS: U3yYeHHe OCHOB yCTPOMCTBA U MIPHHIAIIOB
dyHKImOHMpoBaHys AC, METOIONOTHI [POEKTUPOBAHHS M IIOCTPOSHHS 3aIHIICH-
HeIX AC, KpUTEpHEB U METONOB OLEHKH 3ainuineHHocTd AC, CpEICTB U METOI0B 3a-
IUTBI OT HecaHKIHOHUpoBaHHoro noctyna (HC) k urdopmarmy.

Komnerennuu, popmMupyeMele B pe3ysibTaTe 0CBOCHHUS MUCIUTIIAHEL:

— CIIOCOOHOCTH 0OpaGaThiBaTh U aHAIM3UPOBATH HAYYHO-TEXHUYECKYIO MH(OD-
Malluy ¥ pe3yiabTarel uccrnenoBanui (1TK-1);

— CI0COOHOCTE OPMHPOBATH KOMIUIEKC Mep (TpaBmiIa, MpOLEayphl, METOIbI)
IUTSL 321U TH HHGOpManuy orpanmdenHoro nocyra (ITK-13);

— CII0COOHOCT pa3pabaThiBaTh MPEMIOKEHNS [0 COBEPIIEHCTBOBAHIIO CHCTEMEI
yTpaBlieHust 0e30MacHOCTBIO HH(POPMAIUK B aBTOMATH3UPOBaHHBIX crcTeMax (ITK-14);

B pesynbraTe H3y4eHUs] TUCHUILTAHEI 00YYarOIUHCS JOIDKEH:

3HamMb:

- YIPO3bl U MeTOAbI HapyuieHus 6ezonacHocTd AC; (s ITK-13, TTK-14);

- METOJIBI U CpeficTBa peammsanuu saumineHHsx AC; (s I[1K-13, TTK-14, TTK-1);

- CTaHAAPTHI 10 OLEHKE 3aMIIEHHOCTH AC U UX TEOPETHYECKUE OCHOBEI (ISl
[1K-1, TTK-14);

ymemb:

- npoBoauTh aHamu3 AC ¢ TOUKH 3peHHs OOecleveHus] KOMIIBIOTEpHOMH 6e3-
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onacHoctH; (s IK-13, TTK-1, TIK-14);
- peaIM30BbIBaTh CUCTEMBI 3aIUTEl HH(GopManyu B AC B COOTBETCTBUH CO CTaH-
napTamu 110 oneHke 3aumiensoctd AC (ITK-1, TTK-14);
uUMemvb HaBbIKU.
- HaBBIKAMH IIOCTPOCHHUs (POPMABHBIX MOJEIEH CHCTEM 3alldThl HH(MOPMAIUH
AC (mna TIK-1, TIK-14);

- HaBbIKaMW MCIIOJIb30BAHMsI KpUTEpHEB OLEHKH 3ampneHHoctd AC; (mr ITK-1,
I1K-614, TIK-13).

4. COAEP)KAHUE JUCIUITLINHBI

4.1. Yuebuo-remaTuyecknii nian. Ounas gopma o6yuenus

Homep
pasjena

Py6ex

HaumenoBanue paszuena,

KomgecTBo 9acoB KOHTaKTHOI
paboTsI ¢ mpenoaaBaTeneM

TEMbI

Jlexiun

[TpakTuy.
3aHATHS

JlaGoparop.
pabOTHI

Cemecmp 5

CTPYKTYPA TEOPUU KOMITLIOTEP-
HOM BE3OIACHOCTH.

TEMA 1. OCHOBHBIE IOHSTHS U OIIpe-
NEJIEHHs] TEOPUU KOMIIBIOTEPHOM Ge3-
OIACHOCTH.

TEMA 2. IlenHOCTb HH(pOpMALIHH.

TEMA 3. Ananmu3 yrpo3 ua(opmaru-
OHHOH 0e30I1aCHOCTH.

TEMA 4. CTpyKTypH3aIus METOJIOB,
TIPUHIMIIOB, U MEXaHU3MOB TEOPHH KOM-
IBIOTEPHOM 6e30I1aCHOCTH.

TEMA 5. OcHoBHEIe BUIBI atak Ha AC.

II

Py6ex 1

METOJOJIOTrUs IIOCTPOEHMUS
CHUCTEM 3AIIUIIEHHBIX AC.

TEMA 6. [TocTpoeHue CHCTeM 3aIliThl OT
YIPO3BI HAPYLIEHUS KOH(DHIEHIHATBHO-
CTH HH(pOpPMAIIH.

TEMA 7. [locTpoeHue CHCTEMBI 3allH-
TBI OT YIPO3EI HAPYIIEHUSA LETOCTHOCTH
HH(pOpPMAIHH.

TEMA 8. [locTpoeHue CHCTEMBI 3allH-
ThI OT YTPO3bI JOCTYITHOCTH K HH(OP-
Mal[HH.

TEMA 9. ITocTpoeHHe CHCTEMBI 3alUThI
OT YTpO3bI PACKPBITH TAPAMETPOB HH-
(popMarOHHO#M CHCTEMBL.

TEMA 10. Metosonorus o0ciieioBaHus U
IPOEKTHPOBaHus 3alIUTEl AC.

III

Py6esx 2

ITOJIMTUKA BE3OITACHOCTH

TEMA 11. ITousarue nomutuku 6e3-
OMACHOCTH.

TEMA 12. Mogenu 6e300acHOCTH Ha
OCHOBE JMCKPEIHOHHOM ITOJIUTHKH.




TEMA 13. Monenu 6e30n0acHOCTH Ha 2 - -
OCHOBE MaH/IATHOH (IIOJTHOMOYHOM) 110-
JTUTHKH.

TEMA 14. Monenu 6e30macHOCTH Ha 2 4 -
OCHOBE TEMATHYECKOMN MOJIUTHKH.
TEMA 15. Mopemi 0e3011acHOCTH Ha OC- 2 - -
HOBE POJIEBOM MOJIMTHKH.
TEMA 16. ABTOMaTHBIE M TEOPETUKO- 2 - -
BEPOSITHOCTHBIE MOENH HEBIIUSHHUS U
HEBBIBOJUMOCTH.

TEMA 17. Moznenu ¥ TEXHOJIOTHH 1 - -
obecrieuenus NEeTOCTHOCTH U IOCTYII-
HOCTH JaHHBIX.

TEMA 18. [TonuTtika 1 Mmogenu 6e3- 1 6 -
OTIaCHOCTH B paclpelelIeHHbIX KOMIIb-
IOTEPHBIX CHCTEMAX.

IV OCHOBHBIE KPUTEPUM 3AIIH-
IEHHOCTH AC. KJIACCBI 3AIIIH-

IIEHHOCTH AC.

TEMA 19. OcHOBHBIE KPHTEPUH OLIEHKH 1 - -
samumiesHocta AC.

TEMA 20. Crangapr orneHku 6e3onac- 1 - -

HOCTH KOMITbIOTepHBIX cucteM TCSEC
(«OpanxkeBasi KHUTa»).

TEMA 21. Kornermms 3ammtel AC 1 1 - -
CBT no pykoBomsiimmm nokymenTam Ioc-

TexKkomuccuu PO.

TEMA 22. Enuneie kputepun 6e30macHo- 1 - -

CTH MH(OPMAITMOHHBIX TEXHOJIOIHi
(Common Criteria).

TEMA 23. [lepcrieKTHBEI pa3BUTHS KOM- 1 - -
IBIOTEPHOM O€30MacHOCTH.

Bceero: 32 32 -

4.2. Conepxanue JIeKIHOHHbIX 3aHSITHIA

PAZJIEJI 1. CTPYKTYPA TEOPUU KOMIILIOTEPHOM BE30ITACHO-
CTHh.

Tema 1. OcrosHole nOHAMUA U ORPeEe/ICHUA MeopUU KOMNbIOMEDPHOII (e3-
onacnocmu. 513b1Kk. O6nexthl. Cy6bexTer. JocTyn. Mepapxudeckue MOmeId W Mo-
JeJIb B3aUMOAEHCTBHs OTKPBITHIX cucteM (OSI/ISO).

Tema 2. Ilennocmo ungpopmayuu. Mozens OSI/ISO. MHdOpMaLHOHHEI T0-
TOK. AJUTUTUBHAs MOzieltb. [TopsinkoBas mkasa. PemeTka eHHOCTH.

Tema 3. Ananus yzpos ungopmayuonnoii 6ezonacnocmu. Yrpossi KOH(puU-
ACHLIHANBHOCTH, LIEIOCTHOCTH, NOCTYIHOCTH MH(OPMAIIMH, PACKPHITHS 1apaMeTpOB
UH(OPMALIUOHHON CHCTEMEI.

Tema 4. Cmpykmypuzayus memoooe, npUHYUNOS, U MEXAHUIMOB meopuu Kom-
notomeproi besonacnocmu. OCHOBHBIE YPOBHH 3allUThl MHGOPMAIMU. 3alluTa Ma-
INMHHBIX HocuTened uHpopmanuu (MHW). 3ammra cpencTB B3amMOIEHCTBUS C
MHHU. 3amura npencrasienus nHpopManuy. 3amuTa coaepkanus HHPOPMALHH.




Tema 5. Ocnosnsie euovr amax na AC, Knaccudukanuss oCHOBHBIX aTak Ha
AC ¥ BpeIOHOCHBIX IIPOrPAMM.

PASJAEJI II. METOAOJIOTHUSI IMIOCTPOEHUSI CHUCTEM 3AIINA-
IINEHHBIX AC.

Tema 6. Ilocmpoenue cucmem 3augumol om yzpo3st HapywieHus KOH¢puoen-
yuanorocmu un@opmayuu. OpraHu3alHOHHO-PEXUMHBIE Mephl 3allWThHL. 3all[UTa
or HCJI. Tloctpoenue mapomnbHbIX cucTeM. KpunTorpabudeckye MeTONBI 3allHTEL
3aiyTa OT yrpo3sl HapylIeHHs KOHGUIEHIMATEHOCTH Ha YPOBHE COZIEp)KaHUsl WH-
(dopManuu.

Tema 7. [locmpoenue cucmemsl 3auqumol om yzpo3vi HAPYWEHUA UELOCHI-
Hocmu ungopmayuu. OpraHU3alMOHHO-TEXHONOTUIECKHE Mephl 3alliThL. 3alluTa
[EJIOCTHOCTH IIPOrpaMMHO-aMNmnapaTHoi cpesbl. OCHOBHEIE METOBI 3AIUTHI ITAMSTH.
[udposast noamuce. 3amuTa OT Yrpo3sl UENOCTHOCTH Ha YPOBHE COJIep)KaHHUs HH-
(dopmarium.

Tema 8. ITocmpoenue cucmemst 3augumsl om yzpo3vt 0OCHYRHOCMU K UH-
opmayuu. JKCITyaTaHOHHO-TEXHONOTMYECKHE Mephl 3alATEL. 3alllUTa OT COOeB
IpOrpaMMHO-aINapaTHO Cpe/ibl. 3alliTa CEMaHTUIECKOTO aHAIN3a U aKTYalbHOCTH
UH(OpMAaLIHH.

Tema 9. ITocmpoenue cucmemvt 3au4umsl om yzpo3vl pacKpvIMUs RApamem-
Pos ungopmayuonnoit cucmemor. COXphITHE XapaKTEPUCTUK HOCHTENeH. MOHUTO-
PUHT HCIIO/IP30BAHUSI CHCTEM 3alIMTHI. 3allUTa ITapaMeTPOB IPENCTABICHUS U CO-
AepxaHusl uHGOpMAaIUH.

Tema 10. Memooonozusn obcnedosanus u npoexmuposanus 3auqumot AC.
IIprMeHeHre nepapXuIeckoro MeTo/a Ui ocTpoeHus 3ammmenHoi AC. Hceneno-
BaHWE KOPPEKTHOCTH peanu3aluu U MeTosl Bepudukanuu AC. Teopus Ge30macHbIX
cucreM (TCB).

PA3JIEJI 3. TOJIMTUKA BE3OITACHOCTH.

Tema 11. Ilonsmue nonumuxu bezonacnocmu. Tlonutuka (cTpaTerus) Ges-
orracHOCTH. PopManbHbIe MOJENH MONUTHK Ge30macHOCTH. OCHOBHBIE THITBI IIOJIH-
TUKHU Oe3omacHOCTH. Pa3zpaboTka u peanusaiys MOIUTHKY Ge30MaCHOCTH.

Tema 12. Modenu 6ezonacnocmu Ha 0CHO6e OUCKPEUUOHHOU HONUMUKU.
Omnucanue cuCTeM 3alUTEI C IOMOIIBI0 MATPULE! HocTyna. Monens XapprcoHa-
Pys3o-Ynemana (HRU). Paspemmmocts npo6iems! GesonacHocty. Mozens pacmpo-
cTpaHeHus npaB gocryna Take-Grant. Pacmmpennas monens Take-Grant, anamus
MH()OPMALMOHHBIX KaHAJIOB.

Tema 13. Mooenu Ge3onacnocmu Ha 0CHO8e MAHOAMHO (ROJIHOMOYHOT)
nonumuku. Onucanne mozenu bemra-Jlamamynsr (BL). OcHoBHas Teopema Ge3-
omacHoctH Mozenu beiuta-Jlanaxynsl. DKBUBaJIeHTHbIE IOAXOIbI K OIPENETIEHHIO
6e3onacHocTH Mozenu Besna-JlanamyiibL.

Tema 14. Mooenu 6e3onacnocmu Ha OCHO6E MeMAMUYECKOU HOIUMUKU.
OO1uas xapaKTepUCTHKa MOIUTHKYA TeMaTHIeCKOro JocTyma. TeMaTHaeckoe Kiaccu-
(puKaLMOHHOE MHOXKECTBO U €€ Pa3HOBHUHOCTH.

Temaruueckue pemmerku Ha OCHOBe KiacCH(DUKALMOHHBIX MHOXKECTB. TemaTu-
4eCKue MyNbTHPYOPHKH IPH MyJIBTHPYOPULHPOBAHHOM HepapXuueckol KiIacCu(pu-
Kallui CyOBEKTOB U OOBEKTOB IOCTYIIA.




Tema 15. Modenu 6esonacnocmu na ocnose ponegoii nonumuxu, O6mras xa-
PAKTEPHUCTHKA IOJTMTHKHU POJIEBOTO (THITH30BAaHHOI0) MOCTYTIA.

Cucremsl ¢ HepapXxuyeckol opraHu3armeit poiieit. Moznens MHIUBUAYaNEHO-
rpynmnosoro nocryna. MMS-monens Jlennpepa-MakJIuna kak npuMep codYeTaHHs
JMCKPELIMOHHOM, MaH/ITaTHOM U pOJIEBOM MOIUTUKH Oe30MacHOCTH.

Tema 16. Aemomamusle u meopemuro-geposmnocmusie Modenu Heeus-
Husa u Heebleooumocmu. Ilonsatre M obluas XapakTEPUCTHKA CKPHITBIX KAHAJOB
YTEUKH UHpOpMaITUH.

TeopeTnko-BepoATHOCTHASI ~ TPAaKTOBKA aBTOMATHOM wMomenu IoreHa-
Meccurepa. Texnosnoruu mpejcrasienuit (views) B pelIsEOHHBIX CVB] xak mpu-
Mep peai3aluy MoaxX0n0B HHYOPMAIMOHHOH HEBEIBOAUMOCTH W HH(MOPMAIHOHHO-
I'O HEBIIUSHUSL.

Tema 17. Mooenu u mexnonozuu obecneuenusn uenocmuocmu u 00CcmynHo-
cmu 0annsix. IIoHATHE LENOCTHOCTH NaHHBIX U OOIIAs XapaKTePUCTHKA METOIOB H
MEXaHH3MOB O0eCIeYeH s IIeIOCTHOCTH JaHHBIX. JIMCKpeLMOHHAs MOJIeb obecrie-
HCHHUS UEJIOCTHOCTH MaHHEIX Kitapka-Buibcona. MaunatHas mozens K. Bu6a. Ypos-
HU [IeJIOCTHOCTH aHHBEIX. Y POBHH JIOBEpUs IONB30BaTe/siM. TpaH3aKIMOHHAS Hapa-
JMrMa KOJUIEKTHBHOM (OJHOBpEMEHHOH) 00paboTKM HaHHBIX B KJIMEHT-CEPBEPHBIX
CUCTEMaXx.

Tema 18. Ilonumuxa u modenu 6e3onacnocmu 6 pacnpedeneHHvix KoMnb-
fomephblx cucmemax. ITonsitie "pacnpe/ieIeHHOCTS" KOMITBIOTEPHBIX CHCTEM B ac-
IIeKTe 0€30IaCHOCTH.

JloTIONHUTENbHBIE aCTIEKTHI IOJIMTHKH OE30IIaCHOCTH B PACIIPENeIeHHBIX KOM-
MBIOTEPHBIX cucTeMax. CTpyKTypa paclpelelleHHbIX KOMITBIOTEPHBIX CHCTEM B ac-
NIEKTE IMOJIUTUKH 0€30MacHOCTH.

Monens Gesonacnocti Bapaxapamkana. ®assl JocTyma. 30HATbHAS TOMUTHKA
0e30MacHOCTH U €€ TeOPETUKO-MHOKECTBEHHAS (HOpMaTH3aIIHs (Mozenn).

PABAEJ 4. OCHOBHBIE KPUTEPUHM 3AIIUINEHHOCTH AC.
KJIACCBI BAIIMIINEHHOCTHU AC.

Tema 19. Ocnosnsie kpumepuu ouenku 3auquwiennocmu AC, Kpurepuu u
KJIACCBl 3AIIMINECHHOCTH CPE/CTB BBIYUCIUTENBHON TEXHUKH M aBTOMATH3MPOBaH-
HBIX cucTeM. CtaHmapTsl 1Mo oleHke 3anumenroctd AC.

Tema 20. Cmanoapm oueHKu 6e30RACHOCIMU KOMRBIOMEPHBIX CUCHEM
TCSEC («Opamnscesan knuza»). OcHOBHBIE TPeGOBaHMS K CHCTEMAM 3aIIUTHI B
TCSEC. Knaccer 3ammrs TCSEC.

Tema 21. Konyenyua saugumot AC u CBT no pyxoeodawgum 0oKkymenmam
I'ocmexkomuccuu P®. Knaccubukamus CBT mo moxymentam [ 0CTEXKOMUCCHH.
Krnaccudukanus AC o nokymeHTam ['0cTeXKOMUCCHH, TpeOGOBaHS KIACCOB 3aIUTHL

Tema 22. Eounvle Kpumepuu 6e30nacHoCH UH(OPMAYUOHHBIX MEXHOIOZUIL
(Common Criteria). OcHoBHEIe r0n0XKeHHUsT «ETHHBIX KPHTEPHEB. TpeboBanust Ges-
onacHoCTH. IIpoduiu 3ammThL.

Tema 23. Ilepcnexmusst paseumusa KomnviomepHoii 6e3onacHocmiu, IIpoGie-
MBI KOMIIBIOTEPHON Ge30macHOCTH. IlepcrieKTHBHBIE HampaBIeHUS HCCIENOBAHWUN B
0011aCTH KOMIBIOTEPHO# Ge30macHoCTH. LIeHTPBI KOMITBIOTEPHO# Ge30MacHOCTH.




4.3 IlpakTHYecKHe 3aHATHS

Howtep HawMeHoBaRHe passiena HanmeHnoBanue Tem MPaKTHHECKHX 32- Hopmartus
pasnena HATHH BPEMEHH,
qac.
Cmpyxmypa meopuu komnsiomepHoii 6e3onacHocmu
Tema 3. Ananus yrpos us- Ipaxmuyeckasn paboma Nel. Kontpons 2
1 (opmanmonHo# 6€30MacHOCTH. [HACTPOEK U PabOThl AHTHBHPYCHBIX
CPENCTB.
IIpaxmuyeckas paboma Ne2. Vzyuenue 2
HAaCTpoeK U paboTe! GpalipBOJIOB.
Memoodonozua nocmpoenua cucmem 3aujumiernvix AC
Tema 6. [Toctpoerne cucrem | Ilpakmuueckas paboma Ne3. Uzyuenue B
3aIUTHI OT YTPO3bl HAPYIUEHHUS | M30JHPOBAHHBIX IPOrPaMMHEIX Cpell Ha
KOH(HUICHIIHAIBHOCTH HH- npuMepe paboThl C BUPTyaIbHBIMA Ma-
bopMaluy. IMIAHAMH.
Tema 8. [locTpoenue cucre- IIpakmuyeckaa paboma Ne4. Pazpabot- 4
2 MBI 3aIIUTHI OT YTPO3BI O~ Ka IIPOrpaMMBbI pa3rpaHUueHHs IOJTHO-
CTYIHOCTH K UH(GOPMALIUH. MOYHUH 10J1B30BaTENel Ha OCHOBE Ia-
POJIbHOM ayTeHTH(GUKAIHH
Tema 10. Metononorus oGcre- IIpakmuyeckas paboma Ne5. Pa3pa6ot- -
JIOBAHUSI X TIPOCKTHPOBAHFIS 3a- Ka ¥ IIporpaMMHasi peau3amusi Kpui-
sl AC. Torpa(uyYecKuX arOpUTMOB.
1-b1it pydesicHblii KOHMPOb Tecmuposanue 2
3 IHonumuxa 6e3onacnocmu
Tema 12. Mojenu 6e3onacHo- | Ilpakmuueckas paboma Ne6. 3amura -
CTH Ha OCHOBE JIMCKPEIIMOHHOM | IIpOrpaMM OT HECAHKIMOHHPOBAHHOM
MOJIUTHKH. SKCIIyaTalliy 3a CYET IPUBS3KH K HO-
CUTENIO HH(pOpManuu
Tema 14. Monemu OesonacHo- | Ilpakmuyeckas paboma Ne7. Wcnons- 4
CTH HAa OCHOBE TEMATHYECKOH | 30BaHHe (YHKIHMH KpHITOrpaduyuecko-
NIOJIUTHKH. ro uaTepderica Windows s 3amIUTEI
HHGOOPMAITUH.
Tema 18. [Tonutuka u mogenu | Ilpaxmuueckas paboma NeS. Peanu3za- 4
0e30macHOCTH B pacmperie- ¥ aTak{d THIA TPOSHCKHH KOHB» B
JIEHHBIX KOMIIBIOTEPHBIX CH- JIUCKPELIMOHHOM MOJIeN JOCTYIIA.
cTeMax.
2-011 pybexcHblIll KOHMPOJIb Tecmuposanue 2
Hmozo: 32

S. METO/IMYECKHUE YKA3AHUS JUISI OBYYAROIIIUXCS
IO OCBOEHHMIO JUCIHATIINHBI

Ilpu mpociyMMBaHUM JEKIHH PEKOMEHAYeTCsS B KOHCIEKTE OTMEYaTh BCE

BaXKHbBIE MOMEHTBI, Ha KOTOPBIX 3a0CTPS€T BHHUMAHHE IIpenojaBaTellb, B YaCTHOCTHA

T€, KOTOPLIE HAIIPaBJICHBI HA KAYECTBEHHOE BBITIOJIHEHHE COOTBGTCTBYTOH.Ieﬁ InpaKTH-

4eCKOU paboThI.

IpenoaBareneM 3arIaHUPOBAHO KCIIONB30BAHKE TIPH YTEHHH JIEKIUM TEXHOJIO-
rvH y4eOHol auckyccuu. I[ToaroMy pekoMeHmyeTcst GUKCHPOBaTh s Ce0sl HHTEPECHBIE
MOMEHTBI C LIEJIBIO MX aKTUBHOT'O 00CY’KIEHHS Ha JUCKYCCHH B KOHIIE JIEKIIUM.
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3aJI0roM KauecTBEHHOTO BBINOJHEHHUs TPAKTHYECKHX paGoT SBISETCS CaMo-
CTOATCIIbHAS MOATOTOBKA K HUM HaKaHyHe ITyTeM MOBTOPEHHS MAaTEpHAIOB JIEKIIHH.
PeKOMeHIyeTest OAroTOBUTE BONPOCH [0 HESCHBIM MOMEHTaM H OOCYIHTh HX C
IpernojaBaTeeM B Hauajle IPaKTUIECKON paboTEL.

IIpenosaBatenemM 3alnaHUPOBAHO NPUMEHEHHWE HA NPAKTHYSCKUX 3aHSITHSX
TEXHOJIOTHH Pa3BHBAIOLIEHCS KOOTIEpalliH, KOJUIEKTHBHOIO B3aUMOJIeHCTBYS, pa36o-
Pa KOHKPETHBIX CUTYaIlii.

JI71s1 TeKyIero KOHTPOJIs YCTIeBaeMOCTH 10 04HOM popMe o6yueHus nperoa-
BaTeJIeM HCIOJb3yeTCs GaIbHO-peHTHHIOBasE CHCTEMa KOHTPOJIS M OLEHKH aKaje-
MUYECKOH aKTHBHOCTHU. [109TOMY HAacTOATENBHO PEKOMEHIyeTCs TIIATENHHO Ipopa-
OaThIBaTh MaTepuan MUCIMILUIAHBI IIPH CaMOCTOATENHHOM paGoTe, yd4acTBOBaTh BO
BCeX (opMax 06CY)KIEHHS U B3aUMONEHCTBYS, KaK Ha JIEKIUSX, TaK U Ha TIPaKTHde-
CKUX B LEJIAX JIYYIIEero OCBOCHUS Marepuaja U MOMyYeHHUs] BBICOKOM OLIEHKH I10 pe-
3yJIbTaTaM OCBOEHUS AUCLUILINHEL.

BhInosHEHHE CaMOCTOSTENbHOM paboTEl MOAPa3syMeBaeT CaMOCTOSITETbHOE
U3y4EeHUE Pa3/IeIoB JUCIUILIMHEL, IIOArOTOBKY K IPAKTHYECKHM 3aHITHSM, K PyOeK-
HBIM KOHTPOJISIM U MIOATOTOBKY K 3K3aMEHY.

Pexomenzyemas TpymOeMKOCTb CaMOCTOSTENBHOW paboThl IpPENCTaBIeHa B
Tabule:

Pexomenayembliii pesxaM camMoCTOSTEILHOM paboThI

Pexomennyemas
HaumenoBanue
BH/IA CAMOCTOSATEIbLHOIH padoThl TRYOCHED Th:
B P akaJ. Jac.
CamMocToATeIbHOE H3YIEHUE TEM: 33
- AHanm3 yrpo3 HH(GOpMaLMOHHOM 6€30macHoCT! 2

- CTpyKTypH3aIus METOIOB, IPHHIIMIIOB, i MEXaHU3MOB TEOPHH KOM-
NBIOTEPHOH Oe30macHOCTH 2
- OcHOBHEBIE BuBI aTak Ha AC 2
- Merononorust o6cnenoBanus U MpoeKTHPoBaHus 3amuThl AC 3
- [TocTpoense CHCTeMBI 3alUTHI OT YrPO3BI JOCTYITHOCTH K HHpOpMa-

110301 4
- ABTOMATHEIE H TEOPETUKO-BEPOSTHOCTHEIE MOJIEIHM HEBIUSHHUS U He-
BBIBOJUMOCTH 4
- Mozenn u TexHOIOrHM obeceYeHns LeJOCTHOCTH U JIOCTYITHOCTH

JaHHBIX 4
- [lonmuTrka 1 MoaeH 6€30I1aCHOCTH B PacIpeIeeHHEIX KOMITBIOTED-

HBIX CHCTEMAX 4
- OCHOBHBIE KPUTEPUH OLIEHKH 3aInuieHHocTd AC 4
- Ennnble xputepun Ge3onacHOCTH HH()OPMALMOHHBIX TEXHOIOTHIA

(Common Criteria) 4
[IoaroToBKa K MpaKTHYECKUM 3aHATHAM (110 2Yaca Ha KayK0€ 3aHATHE) 16
[Toaroroska K py6exHBIM KOHTPOJLSIM (110 2 Yaca Ha Kbl pyOeKHBIH 4
KOHTPOJIB)

[ToaroToBka K 3K3aMeHy 27
Bcero: 80
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6. POH/I OEHOYHBIX CPEJCTB JUISI ATTECTAIIAM 1O JMCHUILINHE

6.1. IlepeyeHb OLEHOYHBIX CPEACTB
1. BanbHO-peHTHHIOBast CHCTEMa KOHTPOJIS M OIEHKH aKaJeMHYeCKO aKTHB-
HOCTHU cTyaeHToB B KI'Y.
2. OTYeTHI CTY/I€HTOB IO IPAKTUYECKHUM 3aHITHIM.
3. bank TecTOBBIX 3anaHuil K pyGexHBIM KoHTpomsM Ne 1, Ne 2.
4. Bonpocsl K 3K3aMeHy

6.2. Cucrema 6a/LIbHO-PETHHIOBOI OUEHKH paboThI CTYJEHTOB 110 AHCLHILTHHE

Ne | HaumenoBanwue Conepxanue
1 | Pacnpenenenue Pacnipenienenne 6aios
GannoB 3a cemect- i &
PBI 110 BUZIaM Bt Brinonuenue u E % & 2 =
y4eOHol paboTsl, aebitolt [Tocemenue 3allHTa § 5 § g z
CPOKH cliauu Y : JIeKLMH NPaKTHYECKOH @ NS 2
G paboThl: = E > E o)
yueOHo#t paboTsl paboTel =B Al B
(Oo6ooames 00 = 5
ceedenus CmoeH-
mos Ha nepeom
yuebnom 3auamuu) Boagg::;ﬂ 15 x16=16¢ 56x 8 =405 7 7 30
2 | Kputepwii nepecuera 60 1 MeHee OaJIOB — HeYJOBJIETBOPHTENIBHO; HE 3a4TEHO;

0asioB B TpaAMIMOHHYIO | 61...73 — yIOBIETBOPHUTENBHO; 3aUTEHO;
OLEHKY 110 uToram pabo- | 74... 90 — xopomo;
TBI B CEMECTPE M 3aueTa 91...100 — oTimuyHO

3 | Kpurepuu nomycka K 1mpo- Jlns omycka K IpOMEKyTOYHOH aTTecTanuu (IK3aMeHy)
MEXYTOYHOH aTTeCTaliy, | CTYAEHT JO/DKEH HabpaTh IO MTOTaM TEKYIIEro U pyOexKHOro
BO3MOXKHOCTH IIOJTyYEHHS | KOHTposisi He MeHee S0 6auioB M JOJDKEH BBINOJHUTH BCE
ABTOMATHYECKOro 3a4eTa | MpaKTHYECKHe paboThl.

(9K3aMeHAMOHHOMN OIIEH- JUns ToTydeHus S5K3aMeHAHOHHON OLEHKH «aBTOMAaTHYe-

KH) [0 MCIUIUTHHE, BO3- | CKH» CTYACHTY HeoOXOmUMO HabpaTh CIEAyOImee MHHEMAIE-

MOXKHOCTB ITOJIy4eHHsI 60- | HOe KOJIHYeCcTBO OaylioB

HYCHBIX OaiIoB - 68 JUIA TOJTy4YEHHSs OLEHKH «yJOBJIETBOPHUTEIHLHO» «aB-
TOMATHYECKH.

ITo cormacoBanuio ¢ mperojaBaTeNeM CTYAEHTY, Habpas-
ImeMy MHHUMYM 68 6aioB, MOTYT OBITH JOOABIEHBI HONOIHH-
TenbHble (OOHYCHBIE) Galibl 32 aKTHBHOCTH HA IPAaKTHYECKUX
3aHATUAX, aKTUBHOE YYacCTHE B HAYYHOM M METOAUYECKOH pabo-
T€, OPUTHHAILHOCTD NPHHATHIX PEIICHHH B XOJE BBIIOJHEHHMS
NPaKTHYECKHX paboT, 3a ydacTWe B 3HAUYMMEBIX YYEOHBIX H
BHEYYEOHBIX MEPONIPHSITHSIX Kademapsl
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4 | ®opMeI B BHIBI yueOHOI B ciyyae ecrm k mpomexyTouHO# arTectanuu (3K3aMeHy)
pabortel JuIs HeycrieBato- | Habpana cymma Menee S50 Gawios, CTYHAEHTY He00X0IuMO
IMX (BOCCTAHOBHUBINMXCS | HAOpaTh HENOCTAIOIIEE KOIMYECTBO OAIUIOB 3a CUET BHIIONHE-
Ha Kypce OOy4eHHs) CTy- | HUA JIONOJHHTENbHBIX 3alaHui, 0 KOHIA IOC/eNHel (3auer-

JIEHTOB JUIS IIOJIyYeHHS HOif) Hezter cemectpa. Ilpu 9ToM HeoGXomuMo mpopaboTaTh

HEJI0CTAFOIIMX Da/IOB B | MaTepual BCeX MPOIYIIEHHBIX TPAaKTHIECKHX paboT.

KOHIIE cemMecTpa DOopMBI OTMIONHHTENBHBIX 3aJaHui (HAa3HAYAFOTCS MPEIIo-
JlaBaTeneM):

- BBLIMOJIHCHHE W 3alUTa IPOINYLICHHOW INPaKTHYECKOM
paboThl (IpH HEBO3MOXKHOCTH JONOJHHUTEIHLHOTO IIPOBEIECHUS
NPaKTHYECKOH paboTHI IpernoaaBaTelb yCTaHABIMBAET (GOpMy
JIOTIOJIHUTEIBHOTO 3a/laHKs 10 TEMaTHKe IPOINYINEeHHOH pabo-
TBI CAMOCTOATENHHO) — 0 5 OaIoB.

JIukBHUAUa aKaJeMUYECKHX 3aI0JDKEHHOCTEH, BO3HHK-
IIUX H3-3a PasHOCTH B YYeOHBIX IUIaHAX IPH MEPEBOJE WK
BOCCTAQHOBJICHHH, IIPOBOJUTCS IIyTEM BBITOJTHEHHS IOIOJIHH-
TENBHBIX 3alaHdi, GopMa B 00BEM KOTOPBIX OINpe/essIeTcs
IIPENoAaBaTeIIeM.

6.3. Ilpounenypa oneHHBaHHUsI Pe3yIbTATOB OCBOCHHS JHCIHILTHHBI
Py0GexxHbIe KOHTPOIIH TPOBOIATCS B (hOPME IMHCBMEHHOTO TECTHPOBAHMS.
Ilepex npoBeeHHEM KakJ0ro pyOeKHOTO KOHTPOJIS TIPenoAaBares mpopabda-

TBIBAET CO CTyJCHTAMHM OCHOBHOM MaTe€pHall COOTBETCTBYIOIIUX pa3JeliOB JMCIH-
IUIMHBL B POpMe KPaTKOH JeKLHU-IHCKYCCHH. BapraHTBI TeCTOBBIX 3aJaHHI COCTOST
amnst 1 u 2 pybexnoro koutpons u3 20 BonpocoB. Ha kaxoe TecTHpoBaHue IpH py-
OeXHOM KOHTpOJIE CTYAEHTY OTBOJHUTCS 2 aKaJeMUYECKUX Jaca.

Bajiel cTyIeHTy BBICTaBJIAIOTCS B 3aBHCHMOCTH OT YHCIIA IPABHIILHO BHIGPaH-
HbIX OTBeTOB. MTOromas oleHKa IO TeCTy (OpPMHpYeTCs IyTeM CYMMHPOBAHUSL
HaOpaHHBIX 0a/IOB M OTHECEHHs MX K OOIEeMy KOJHMYECTBY BONPOCOB B 3aIaHMUH.
IToMHOXUB 10JTy4eHHOe 3HaYeHne Ha 100%, MOXXHO NPHBECTH MTOTOBYIO OIEHKY K
TPaAULIMOHHOM CIIeNyIoIKUM 00pa3oM:

«HEYIOBJIETBOPUTENBLHO» — MeHee 50%

«ynosiierBoputensHo» — 50% - 70%

«xopomo» — 70% - 90%

«oTnugHo» — 90% - 100% .

IlpenosaBaresb OleHNBaAET B GaliaX pe3ysbTaThl TECTUPOBAHMS KaXOTO CTY-
JICHTA TI0 KOJIMYECTBY MPABUIIbHBIX OTBETOB U 3aHOCHUT B BEIOMOCTh y4eTa TeKyIlei
yCIIEBAaEMOCTH.

OK3aMeH IPOBOJUTCS B (JOpMe OTBETOB Ha BONMPOCK! Omieta. Buset coctouT u3 2
BOIIPOCOB. BOIpPOCE! K 3K3aMeHy JTOBOISTCS IO CTYINEHTOB Ha IOCIEHEN JIEKIIUK B Ce-
mectpe. Kaxnpiii Bonpoc oneHuBaercs B 15 Gamwio. Ha moaroToBky oTsera CTyHeHTY
OTBOIUTCS 1 acTpOHOMHYECKHI Yac.,

Pe3ynbraTel TeKyIero KOHTPOJIS YCIIEBAeMOCTH U K3aMEeHa 3aHOCATCS MIPEIo-
JlaBaTelieM B 9K3aMEHAIlMOHHYIO BEOMOCTb, KOTOpasi CAAeTCsS B OpraHM3allMOHHBIM
OTAeJ HHCTUTyTa B JICHb JK3aMeHa, a Tak)Ke BBICTABIAIOTCS B 3aYETHYIO KHIDKKY
CTyZCHTA.
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6.4. IlpumepbI OeHOYHBIX CPEICTB LISl PYGesKHBIX KOHTPOJIeH U 3K3aMeHa
1-p1ii pyGeskHbBIi KOHTPOJIB
1. Ilo kakum npuuunam 603HuUKIA HeoOX00uMocmb 6 paspabomke udeonozue-
CKOU KOHUenuuu YyHUGepCaibHbLX NPAGUT 63AUMOOeliCEUs Komnuviomepoe mezicoy
coboii (mooenv OSI):

a) obecrievueHre B3aUMOIEHCTBHS Pa3HOPOIHBIX KOMITBIOTEPOB, YIPABISEMBIX pas-
JHYHBIMH OIIEPALlMOHHBEIMU CcHUCTeMaMu (oOecriedyeHre COBMECTHMOCTH TAaKHX KOM-
IBIOTEPOB IIpK paboTe B €UHOU CETH);

0) HepaboOTOCIIOCOOHOCTH IPEeXKHEN peau3aluy [M06anbHOM cetr Internet;

B) obecrieyeHre KOHTaKTa MeX/y KOMIBIOTEpaMH U IOJIb30BATENSMH yepes3 peaib-
HYIO U IIPOTSDKEHHYIO CPeJly C ee 3aIep)KKaMU U UCKAKEHUSIMH.

2. Ha Kakom yposHe ocyuiecmenaemes aKmueauus, no00epicKa u 0eaKmueayis nepe-
oaroueli cpedwi?

a) Ha KaHAJIBHOM yPOBHE;

0) Ha HU3UYECKOM YPOBHE;

B) Ha IIPUKJIATHOM YPOBHE;

I') Ha CEaHCOBOM YpPOBHE.
3. Cpopmynupyiime axcuomy besonacnocmu ungopmayuu, noL0ICEHHYIO 6 OCHO-
8y «Opanaicesott Knuzuy.

a) B samquieHHoit KC Bceraa npucyTcTByeT aKTUBHBIH KOMIIOHEHT, BBINOHSIONIAI
KOHTPOJIb) OIlepalyii CyOBEKTOB HaJl 0O BEKTaMU;

6) Bce Bompockl Ge30macHOCTH MHPOPMALMK ONMKCHIBAIOTCS AOCTYIAME CyOBEeKTOB
K 00BeKTaM;

B) BCE BONPOCH! 6€30IIaCHOCTH MH(BOPMAIMK ONKUCHIBAIOTCS JOCTYIIaMH 0OBEKTOB K
cyObexTam.

4. B KaKux cOCMOAHUAX MOJCEM HAX00UMbCA npeodpazosanue undopmayuu?
a) CyILIECTBOBATH;
0) npeoOpa30oBLIBATE;
B) JIefICTBOBATH;
T') XPaHUTBCS.
2-011 pyOeskHbIi KOHTPOJIbL
1. B pynkuuu mpancnopmmnozo ypoens éxooum:
a) mojepKKa uHTepdeiica moIb30BaATES;
0) agpecarysi COOOIIEHNU;
B) BOCCT@HOBJIEHHE COOOIIECHNIA;
I') OpraHu3aIys CEaHCOB CBS3H.
2. B uem 3axniouaemca npeobpasosanue ungpopmayuu?
a) mepenaya HHPOPMAIUK OT OHOTO OOBEKTA K IPYTOMY;
0) oTobpakeHue cj10Ba, OIMHUCHIBAIOLIEE UCXOHEIE NaHHbIE B IPYTOE CIOBO;
B) yAaJieHue HHPOPMALIUH.
3. Amakoii na KC nazvieaiom:
a) COOBITHE MM JIefiCTBUE, KOTOPOE MOXKET BBI3BATh H3MEHEeHHe (yHKIHOHMPOBa-
mus KC, cBszanHoOe ¢ HapylleHHeM 3amuuieHHOCTH oOpabGaThiBaeMoil B Hell WH-
bopmariuw;
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6) BO3MOMKHOCTH BO3HHKHOBEHHSI Ha KaKOM-JIHOO 3Tare XKU3HeHHOro Imkia KC
TaKOT0 €€ COCTOSIHHSA, MPU KOTOPOM CO3MAFOTCS YCIOBHS Ul peald3allid YTpo3
Oe3omacHOCTH HH(OPMALIUY;
B) [eHiCTBHE, IpeINPUHIMAEMOe HapyLIUTeIeM, KOTOPOE 3aKIIFOYAETCS B IOMCKE U
UCIIOJIb30BaHUH TON HIJIM HHOU YSI3BHUMOCTH.

4. Tpoanckue npozpammol 3mo:
a) IPOrpamMMBl, COfepIKalie B cefe alropuT™Msl MHGbPOBAHAS, 00ECTIEYHBAIONIHE
pasju4ue pasHbIX KOIHIA BUPYyCa;
6) mpOrpamMbl, KOTOpbIE CONEPKAT CKPBITBIE TOCIIENOBATENFHOCTH KOMAH (MO-
JUyJIH1), BBITIOJIHSIONINE IeHCTBUSI, HAHOCSIIKE BPEJ] T10JIb30BATEIISM;
B) NPOrpaMMbl, KOTOpBIE TOCIe aKTHBU3ALUA NIOCTOSHHO HAXOATCS B OIEPaTHB-
HOH IaMsATH KOMIIBIOTEpa ¥ KOHTPOIHUPYIOT JOCTYII K €T0 PeCypcaM.

IIPUMEPHBIN IIEPEYEHD BOIIPOCOB K DK3AMEHY
HTorosast IpoBepKa 3HaHUI M HAaBBIKOB II0 y4eOGHOW mucnumnHe «Teopern-
YECKHE OCHOBBI KOMIIBIOTEPHOM 0€30MacHOCTH» MPOXOIAHUT B 5-OM CEMECTpe - B
dopme sx3amena.

Ilpumepran memamuxa 60npocos, 6bIHOCUMBIX HA IKIAMEH
1. McTopus Teopuu 1 MpaKTUKH KOMIIBIOTEPHON 6€30MacHOCTH.
2. CtpyKTypa TOHSTHS KOMITBIOTepHasi Ge30M1aCHOCTh M OCHOBHEIE HATIPABICHUS ee
obecriedenns. KoHUIEHIMAIEHOCTB, LIENOCTHOCTD U JOCTYTHOCTh HH(MOPMALIHH.
3. Ilpunnuiel obecriedeHus! KOMIIBIOTEPHOM Ge3onacHocTu. CHCTeMaTHKa METOOB U
MEXaHH3MOB 00ecIIeIeH s KOMITBIOTEPHON 6e30IacHOCTH.
4. IlousTHe 3alMINEHHOCTH (0€30MacHOCTH) KOMITBIOTEPHON HH(BOPMALIHH.
5. Monenu neHHOCTH UH(MOPMAIIHH.
6. lloHsTHE yrpo3 6€30MaCHOCTH KOMITBIOTEPHON HHOOPMALMY | MX KIaCCHMUKAIIAL.
7. TakcoHOMETpHS yrpo3 6€30MacCHOCTH U U3bsHOB (Opemeit) cuctem 3ammuthl. [OCT
P 51275-99.
8. Hernoseueckuii hakTop U MOZENb HAPYIIUTENS Ge30MaCHOCTH HHBOPMALHH.
9. Cy0bekTHO-00BEKTHASE MOJIETTb KOMITBIOTEPHOM CHCTEMBI.
10. TTonsiTre moTOKa, JOCTyTA M IPABUI Pa3rpaHUYEHHUS JOCTYTIA.
11. OcHOBHBIE THIIBI IONUTHK Pa3rpaHMYEH s TOCTYIIA.
12. Monutop Gesonacroct KC u rapanTupoBaHKe BBINOTHEHHE IMONHTHKA 6e3-
ornacHocTH. M3onuposanHas mporpaMmHas cpeja.
13. luckpennoHHble MOJENH Ge30MaCHOCTH KOMIBIOTEPHBIX CHCTEM. [IatumepHoe
IIPOCTPAaHCTBO XapTCOHA.
14. Mozenu 6e301acHOCTH Ha OCHOBE MaTPHIIEI JOCTYIIA.

15. Crioco0B!I OpraHHM3aliy MaTPULIEl JOCTYTA M YIIPABIEHHS JOCTYIIOM B KOMIIBIOTEP-
HBIX CUCTeMaX.

16. JlucKpernonHble MOJEIH PAaCIPOCTPaHEHHUs TIPaB A0CTyIIa.

17. Mopnens u Teopemsl 6e3onacHocTd XapprcoHa-Py330-YiasMmana. AnropurMude-
CKasi Hepa3peruMoCTh I1podiaeMsl 6e3onacHocTr B Mmogenu HRU.

18. Mozens THIH30BaHHOM MaTPHUIBI TOCTYTIA.

19. Monens TAKE-GRANT.
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20. Pacumipennas mMonens TAKE-GRANT u aganu3 IyTell BO3HUKHOBEHHS uH(pOpMa-
LIUOHHBIX KaHAJIOB.

21. OcHOBBI IOJIMTHKKA MaHIATHOTO 0CTyTa. Permerka 6e30macHocTy.

22. Mogens benna-Jlallamynsl u ocHOBHas Teopema 0e30IMacHOCTH.

23. OcHoBHble paciupenus Mozaeian benna-JlalTanysr.

24. OOwast XapaKkTepUCTUKA ITONUTUKH TEMATHYECKOTO Pa3rPaHUUCHHS JIOCTyIa.

25. PerueTkyn B MOZIENSIX TEMATHYECKOTO pasrpaHUyeHHs JOCTyIa. Pemerka MYJIbTH-
pyOpHK Ha HepapXUYecKuX pyOpUKaTopax.

26. Mozieitb TeMaTHKO-HePApXUIECKOT0 pasrpaHiueH s JOCTyTIa

27. CkpbIThle KaHANbI YTeUKH HH(POPMALKMK U TEOPETUKO-HHPOPMALHOHHBIE MO/IEITH
6esomacHocTy. TexHonoruu "npencrasnenuit”" u "pa3perneHHbIX npouenyp".

28. Mozenu ponesoro nocryna. Mepapxudeckue cuctemsl poneit. IIpuHIumG Haje-
JICHUS POJIEH ITOJTHOMOYUSIMH.

29. IlonuTHKa ¥ 30HAJIBHASI MOAEIH OE30IIaCHOCTH B pacnpeneneHHbx KC.

30. Mognenu obecrieyenus MenocTHOCTH. JicKkpelmonHas Moziens Kiapka-Buinscona.
31. Moznenu obecrieueHus 1ejocTHOCTA. MannatHas monens Kena Buba.

32. O0benuHeHne MaHaTHBIX Mojenei bemna-Jla [Tagyner u Kena bu6a.

33. OOGecmevenne LENOCTHOCTH [aHHBIX MOHWTODAMH TpPaH3aKIMi B KIHEHT-
CEPBEPHBIX CUCTEMAX.

34. MeTojibl ¥ TEXHOJNOTHHU 00€CIIeYeH s! TOCTYTHOCTH (COXPAaHHOCTH) HAHHEIX. Ap-
XUBUPOBAHHME, )KyPHAIU3ALMS U PETUTUKALIMS JAHHBIX

35. MeTonsl, KpUTEPHU U IIKAJbI OLEHKA SMIMPHIECKUX 00BeKTOB. CHCTEMBI MHO-
TOMEPHOTO MIKATMPOBAHHUS 3ALHIIEHHOCTH KOMITBIOTEPHBIX CHCTEM.

36. Teoperuko-rpad)oBble MO/IENM KOMIUIEKCHOH oleHky 3ammniennoctd KC. Tex-
HHUKO-3KOHOMHUYECKOe 0OOCHOBAHHE CHCTEM OOecIieueH st 6€30MacHOCTH.

37. TeopeTtuko-rpadoBble MOJETH KOMILIEKCHOH oreHku 3ammumennoctd KC. Tak-
THKO-TEXHUYECKOE 0OOCHOBAaHHE CHUCTEM ObecreyeH s 6e30MacHOCTH.

38. Teoperuxo-rpadoBas Mozjenb CHCTEM HHIMBHAYAIbHO-TPYIIIOBOTO JOCTYNA K
HepapXUIeCcKy OpraHu30BaHHBIM HH(POPMALIMOHHEIM pecypcaM. MITorossle npasa mo-
CTyTIa.

39. Teoperuko-rpadoBas MOJENs CHCTEM HHIUBHIYalbHO-TPYNIIOBOTO JOCTYIIA K
HEPapXUIEeCKd OpPraHM30BaHHBIM HMH(YOPMALMOHHBIM pecypcaM. KosudecTBeHHbIE
ITapaMeTpBl CHCTEM WHIMWBHYaIbHO-TPYIIIOBOTO AOCTYIIA.

40. Ioxxonpl K K1accU(pUKALUK 3ALIUIEHHOCTH ONEPAHOHHBIX cucteM Unix, Mi-
crosoft Windows NT/2000/XP/7 ¢ ucnons3oBanuem crannapros TCSEC, pykoBo-
Admux 1oKymeHTOB ['ocTexxomuccuu PO u «EquHBIX KpUTEpHEB).

41. CpaBHHTENbHBIN aHATH3 CTAHIAPTOB OLEHKA G€30MACHOCTH KOMITBIOTEPHEIX CHCTEM
TCSEC, pyxosomsammx nokymentos I'ocrexxomuccru PO u « EIHHBIX KPHTEPHEBY.

6.5. Do OLEeHOYHBIX CPEACTB
ITonpii GaHK 3ajaHMil IS TEKYILEro, pyOeKHBIX KOHTPOIEH U MPOMEXKYTOIHOM
aTTeCTalliy IO TUCIMIUIMHE, TI0KA3aTeH, KPUTEPUH, KBl OLIEHUBAHKWs KOMIIETEHLIUH,
METOIMYECKHE MaTeprallbl, ONpPEEIIIOIIIe IPOLEayPhl OLIEHHBaHMs 00Pa30BaTENIbHbIX
Pe3yJbTaTOB, IPUBEACHBI B Y4EOHO-METOIMYECKOM KOMILIEKCE TUCIUTUTAHEL.
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7. OCHOBHASI 11 TOITIOJIHUTEJIbHASI YYEBHASI IUTEPATYPA

7.1 OcHoBHasi yueOHasi iuTEpPATYpA:

1. I'pymio A.A., ITpumerko D.A., Tumonuna E.E. TeopeTuueckie 0CHOBEI
KOMIIBIOTEpHOM Oe3omacHoCTH. — M.: «Akanemusi», 2009. - 272 c.

2. A.IO. Illep6akos. CoBpeMeHHast KOMITBIOTepHasi Ge30macHocThio. TeopeTu-
deckue ocHOBBIL. IIpakTuyeckue acriexTsl. [DneKTpoHHEIH pecypce]: Yue6Hoe nmoco-
6ue. - M.: Knwxnsri mup, 2009. - 352 c. - Joctyn u3 D5C «KOHCYIBTaHT CTyLeH-
Tay.

3. Messnum, I1. H. Mogenn 6€30I1aCHOCTH KOMITHEOTEPHBIX CHCTEM. YIIpaBiTe-
HHE OCTYIIOM U HH(OPMALMOHHBIMU [TOTOKaMHU: yueOHOe MocobKe sl By30B 2-¢
U3[1., UCIIP. ¥ JI011. [DJIeKTpOHHBIH pecypc] - Mocksa : 'opsiuas munus - Tenexom,
2013. - 338 c. - ISBN 978-5-9912-0328-9. — Toctyn u3 DBC «KOHCYIBTaHT CTYAEH-
Ta.

7.2 lono/IHATe/IbHAS yUeOHasi JJHTepaTypa:

1. Ilanbrun, B. ®@. 3amura koMneioTepHoi HHGOpManuu. D(heKTHBHEIE Me-
TOJIBI ¥ CPeCTBa. [ DNeKTpOoHHEIH pecype] - Mocksa : IMK Ilpecce, 2010. - 544 c. -
ISBN 978-5-94074-518-1. - - Joctyn u3 OBC «KOHCYIBTaHT CTYIEHTaY.

2. Knnmentses, K. E. KoMneioTepHble BUPYChI B @HTHBUPYCHI : B3IV IIPO-
rpaMMHUCTa [DIeKTpoHHBIN pecypc] - Mocksa : JIMK Ilpecc, 2013. - 656 c. - ISBN
978-5-94074-885-4. - octym u3 DbC «KOHCYIETaHT CTYAEHTa.

3. Ilerpenko, C. A. ITonmutuku Ge3omacHOCTH KOMIIaHuu rpu paGore B MHTep-
HeT [DneKTpoHHkIN pecypc]. - Mocksa: JIMK Ilpecc, 2018. - 397 c. - ISBN 978-5-
93700-057-6- Toctyn u3 ObC «KoHCynbTaHT CTyAeHTay.

7.3 Meroanyeckasi THTEpaTypa:

1. Mocksun B.B. Meroauyeckue yka3aHus K BBITOJHEHHIO J1a00paTOPHOH pa-
6othl «Pa3paboTka porpamMMsl pasrpaHuueHUs OJTHOMOYHH ITOTh30BaTeNIeH Ha OC-
HOBE I1apoJIbHOM ayTeHTuukamum». KI'Y, 2015.

2. Mocksun B.B. Mcnons3oBanue (yHKIui KpunTorpaguaeckoro uarepdeii-
ca windows Juis1 3amuts! uHdopmaruu. KI'Y. 2016.

3. Xopes I[L.B. JIabopaTopHble paGoTs! 0 Kypcy «MeToIbl ¥ ¢cpecTBa 3aIHThI
KOMIIbIOTEpHOM HH(OopManum». YaeGHoe mocobue. — M.: Uznarenscteo MI'TY
«CTAHKHWH», 2007.

8. PECYPCbI CETU «<MHTEPHET»,
HEOBXO/UMBIE U151 OCBOEHUSI U CITATTIINHBI

1. DnexTpoHHbI (QOHI IMPaBOBOH M HOPMATHBHO-TEXHUYECKOH TOKYMEHTa-
uu - http://docs.cntd.ru;

2. OBbC «Jlanby - https://e.lanbook.com/;

3. ObC «Znaniumy - https://znanium.com/;

4. OBC «KoncynpraHT cTyneHTa» - https://www.studentlibrary.ru;

5. Hanmonaneueiii Otkpeiteiit YHuBepcuteT « MHTYUT» - https:/intuit.ru.

6. Enumoe oxkHO Jgoctyma Kk o0pasoBaTeNbHBIM  pecypcaM.  —
http://window.edu.ru/;

7. WHdopmaruoHHBIH OHJIaMiH ropTan I1SO27000.ru -

http://www.is027000.ru/;
8. besomacHocTs - http://groteck.ru/security.
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9. TH®OPMALNMOHHBIE TEXHOJIOT UM,
ITPOI'PAMMHOE OBECIIEYEHUE
N NHOOPMAIIHMOHHBIE CITIPABOYHBIE CUCTEMBI
Cucrema  KESS  mommepxku  obGpasosarensHoro  mpomecca KLY
http://dist.kgsu.ru/.

NudopmanronHo-crpaBoynas cucreMa «Koncymsrantl Lrocy.
IIpy YTeHnH NeKIUi HCTIOIB3YOTCS CIalI0BbIe TIPE3eHTALH.
MunumanbHble TpeGOBaHUS K ONEPALMOHHOM CHCTeMe u IIPOrPaMMHOMY

00€eCIIeYeH IO KOMIIBIOTepa, UCIONB3YeMOTO TIPH [OKA3€e CIafI0BBIX TIpe3eHTaIHii:
Windows XP, Libre Office.

10. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
AU CHUIIINHBI

Marepuanbno-TexHudeckoe obecneueHre OUCHHUILUIHEI BKIIOYAET B Cebs
y4eOHbIe ay/IuTOPUM U 1abOPAaTOPUH, OCHAIEHHBIE COBPEMEHHBIMHU KOMITBIOTEPaAMH
(Bce — B CTAaHIAPTHON KOMIUIEKTAIMM IS IPAKTHYECKAX 3aHATHUH M CAMOCTOSITE b~
HOM paboThl), 00beIMHEHHBIMHY JIOKAJIBHBIMU BEYUCIUTETHHBIMA CETSMHE C BEIXOIOM
B WHrepHer. O0y4alommMes CTYIEHTaM IPeIOCTaBISETCS. BO3MOXKHOCTE IpaKTuye-
CKOM paboTEL

11. [inst cTyAeHTOB, 00Y4YaIOMMXCS ¢ HCMOJIb30BAHHEM JAHCTAHIHOHHBIX
00pa3oBaTeJIbHbIX TEXHOJIOTI Uil

[Ipy Wcnonp30BaHUK SNMEKTPOHHOrO OOYYeHHsS W AUCTAHIIMOHHBIX o0pa3oBa-
TeNbHBIX TexHomorui (nanee S0 u JIOT) 3aHATHS MOTHOCTBIO WM YaCTHYIHO IIPOBO-
AATCs B pexkuMe oHlaifH. OO0beM AMCIUILUIMHEI M paclpeelieHue Harpy3KH 10 BHIaM
pabot coorBeTcTBYeT I1. 4.1. Pactpenenenue Gamnos COOTBETCTBYET I1. 6.2 160 Mo-
JKET ObITb N3MEHEHO B COOTBETCTBUH C pellleHHeM Kadepsl, B CIydae Mepexofa Ha
90 u J1OT B nponecce 06yuenust. Pewenne kadenpsl 06 HCIIOIB3yEMBIX TEXHOIOTH-
SIX U CHCTEME OLICHUBAHUS TOCTIKEHUH 00yJalouXcsl IPUHAMAETCS C YIETOM MHe-
HHs BEJYILETO IIPeIoAaBaTesisi i JOBOJHUTCS 10 CBEJCHUS 00yYarOIIIXCS.
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ITPUJIOXXEHUE 1

AHHOTaIus K pabodeit mporpaMMe AUCIAILIAHEL
«TeopeTrnyeckne 0CHOBbI KOMNBLIOTEPHOH Ge30MaACHOCTHY)

00pa3oBaTeIbHON IPOrPaMMEBI BEICIIIETO 00pa30BaHUS —
IIPOrPaMMBI CIIELUAIUTETa
10.05.03 — Undopmanuonnas GezonacHocThb AaBTOMATH3HPOBAHHBIX CHCTEM
Crnenuanusarnms Ne5
be3onacHoCTb OTKPBITHIX HHPOPMAIHOHHBIX CHCTEM

Tpyooemkocmo ducyunnunvi: 4 3.e. (144 akanemudeckux vaca)

Cemecmp: 5 (ounast popma 06yueHus)

Dopma npomMesCcymouHol ammecmayuu: SK3aMeH

OcHnosHvie pazdenvt QucyuniumbL.

CrpykTypa TeopuH KOMIIBIOTEpHOH Ge30macHocTd. MeTomoIorus IIOCTPOEHHS
cucrem samumeHHbIX AC. Ilomutrka GesomacHoctd. OCHOBHBIE KPHTEPHH 3alilyi-
menHoctd AC. Knaccsr 3amumennoctu AC.
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