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1. OFBEM JIUCIIUITJINHBI

Ounas ¢popma

Bcero: 4 3aueTHBIX euHULIBI TPY10eMKOCTH (144 akanemMudeckux yaca)

Bun yaeOHOM paboThI Ha scio Cewmectp

JUACLUIUIUHY 11

AyauTopHbIe 3aHATHS (KOHTAKTHAas padoTa ¢

npenojgaBartejieM), BCero 4acoB 64 64

B TOM 4HCJI€:

Jlexun 32 32

JlaboparopHbie pabOTHI 32 32

CamocrosiTesibHasi padoTa, BCero 4acoB 80 80

B TOM 4HCJI€:

[TonroroBka K 3aueTy 18 18

Jpyrue Buapl caMOCTOSTENIbHON pabOThI

(u3yyeHue TeM, TIOATOTOBKA K JTa0OPaTOPHBIM paboTam u 62 62

PyOCIKHOMY KOHTPOJTIO)

Bua npomMe:KyTOYHO# aTTeCTAIINH 3a4er 3a4er

OO01mas Tpy10eMKOCTb THCIUIIIUHBI U TPY10€MKOCTbH 110 144 144

ceMmecTpam, 4acoB




2. MECTO JUCIHAIIJINHBbI
B CTPYKTYPE OBPA3OBATEJBbHOM ITPOI'PAMMBI

HuciuminHa «AHaNIU3 ysI3BUMOCTEM M TECTUPOBAHME Ha MPOHUKHOBEHUE
MH(OPMAIIMOHHBIX CHUCTEM» OTHOCUTCA K YacTH, (HOpMHUPYEMOHl y4YacTHUKaAMU
o0Opa3oBaTeIbHbIX OTHOLIEHUN AUCIUIUIMHAM 110 BbIOOpY biioka B1.

N3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  0OydeHwus,
chOpPMHpPOBAHHBIX MPU HM3YYCHUHM CIEAYIONIMX JAUCHUIUIMH: be3omacHoCTh
OTEepalMOHHBIX  cucTeM; MHbopmanwoHHas 0€30MacHOCTh — pacHpeneIEHHBIX
nH)OPMAITMOHHBIX cHcTeM; PearupoBanwe Ha WHIMICHTH WHOOPMAITMOHHON
6e3onacHocTH; TecTupoBaHUE IPOrPAMMHOTO OOECTICUCHHUS.

PesynbraThl 00yueHWs 10 JUCHUILIMHE HEOOXOTUMBI Il  W3YYCHHS
muciutinH - «besomacHass  pa3paboTka  MPOTPaMMHOTO  OOECTICUCHHS», IS
MIPOXOXKJICHUS TPEIIUTITIOMHON TPAKTUKH, a TaKXKe IS BBITIOJHEHUS BBITYCKHOM
KBATM(PUKAIIMOHHON pabOTHI.

3. IJIAHUPYEMBIE PE3YJIBTATbI ObYUEHUS

Lenpto  nuUCHUIUITUHBI  «AHAJIW3  YA3BUMOCTEH W  TECTUPOBaHUE Ha
MPOHUKHOBEHUE MH(POPMALMOHHBIX CHCTEM»  sIBIAeTCS  (OPMHUpPOBAHUE Y
O0y4YaroNIMXCcsl TEOPETUYECKUX 3HAHUN M MPAKTUYECKUX HABBIKOB IO OOHAPYXKEHUIO,
aHaJIM3y U YCTPAHEHHIO YS3BUMOCTEH, a TakKe MPOBEICHUIO CAHKIIMOHHUPOBAHHOTO
TECTUPOBAHUS HA IPOHUKHOBEHHE (IIEHTECTA).

3amauy TUCIMIIIINHEL.

- chOpMHpPOBaTh HABBIKM 3KCIEPTHU3BI KAuyeCTBA M HAICKHOCTH pPeaTU3aIHiA
MPOTPAMMHBIX U MPOTPAMMHO-ANTIAPATHBIX CPEICTB oOecredeHusT nH(POpMaAITMOHHON
0e30macHOCTH;

- chopMHpOBaTh HABBIKM aHAJIM3a MPOTPAMMHBIX peau3alii Ha TMPEAMET
HaJN4usl yA3BUMOCTEN.

Kommnerenmu, popmupyembie B pe3ysibTaTe OCBOSHUS JUCITUTUTHHBL:

- CriocoOeH orpenenaTh yrpo3bl 0€30MacHOCTH, peain3alisi KOTOPBIX MOXKET
NpPUBECTH K  HapylIeHUIO  0Oe30macHOCTH  WMHGOpPMAnMu B OTKPBITHIX
uHpopmannoHHbix cucremax (I1K-4);

- Cnocoben oreHuBaTh 3G(HEKTUBHOCTH CHUCTEM 3alUTHl  WHGOPMAIUH,
(YHKIIMOHUPYIOLIUX B OTKPBITHIX HHMOpMaIMoHHbIX cuctemax (ITK-8).

Nuaukatopel W JECKPUOTOPHl YacTH COOTBETCTBYIOIICH  KOMITCTCHIIHH,
dbopMupyeMoli B TIpollecCe M3YUYCHHs] ITUCIMILIMHBI «AHAU3 YSI3BUMOCTEH U
TECTUPOBAaHUE HAa MPOHUKHOBEHUE WH(POPMAIIMOHHBIX CHUCTEM», OIICHHUBAIOTCS TPH
TIOMOIIIH OIICHOYHBIX CPEJICTB.

[TnanupyemMbie pe3yabTaThl OOYYCHHS 1O JUCITUIUTMHE «AHAIN3 YSI3BUMOCTEH
U TECTUPOBAHWE HA TPOHHKHOBEHHWE HWHMOOPMAIMOHHBIX CHUCTEM», HHIMKATOPHI
noctuxkenuss kommneteHiuid [1K-4, [IK-8, mnepedeHb OILIGHOYHBIX CPEACTB
MIPE/ICTaBIICHBI B TAOIHUIIE.



Kon Haumenosanue Kon
[Lnanupyembie HanmenoBanue
No MHJMKATOpa MHAMKATOpa IJIAHUPYEMOTO
/T | JAOCTHXKEHUS JOCTUKEHUS pe3ynbTara PE3YILTATEL OUCHOHHDIX
o0yuyeHHs CpeAcTB
KOMITETEHIIMH KOMIIETEHIIUH o0y4yeHHS
— 3HaTh: OCHOBHBIE 3 (U/J-1TIK-4) | 3uaer: ocHoBHbIC | Bompocs! Tecta
1 V-1 TTK-4 yIpo3bl 0€30MaCHOCTH yIpO3bI U
ySI3BUMOCTH
0e301acHOCTH
— YMmeTs: Y (UO-2 [IK-4) | YmeerT: Komrnekc
pean30BbIBaTh 3aAIIUTY pealin30BbIBaTh MMUTAIMOHHBIX
OTKPBITBIX 3alUTy CUCTEM C | 3a]a4
2. nJ1-2 I1K-4 nH(}pOpMaITMOHHBIX IIOMOIIBI0
CUCTEM IPOrpaMMHO-
anmnapaTHbIX
CPEICTB
— Brnaners: MmeTomamu B (U/-3 TIK-4) | Brnageer: Komiuiekc
[0 peayin3aluy 3alUTh HaBBIKAMH 110 UMUTAIIMOHHBIX
OT HapyUICHUS oOHapyKeHHIO U | 3a7a4
3. NJ-3 TIK-4 | Ge3onmacHOCTH yCTpaHCHUIO
OTKPBITBIX ySI3BUMOCTEH
UH(POPMALIMOHHBIX
CUCTEM
— 3uarb: a3pdekrunbie | 3 (M/-1T1K-8) | 3Haet: ocHoBHBIC | Bompocs Tecta
CIOCOOBI 3aTUTHI ySI3BUMOCTH U
4 VIJI-1 TIK-8 uH(popMaluu B s¢dexTuBHBIE
cUcTeMax CIOCOOBI 3aIUTHI
nHpopmanuy B
CUCTEMAX
— YMeTh: OLICHUBAaTh Y (UJ-2 TIK-8) | Ymeer: Kommiekc
3P PEKTUBHOCTD CUCTEM OILICHUBATh UMUTAIIMOHHBIX
3aIUTEI 3¢ PeKTUBHOCTH 3a1a4
5 VIJI-2 TIK-8 CUCTEM 3aILUTHI U
o0ecrneunBaTh
TECTUPOBAHUE
CUCTEM Ha
IIPOHUKHOBEHUE
— Bnanets: HaBeikamu | B (M/1-3 [IK-8) | Bnaneer: HaBbiku | Komruieke
OLICHKH aHaym3a UMUTAIIMOHHBIX
¢ dexTuBHOCTH MIPOTPaMMHBIX 3a1a4
6 V-3 TTK-8 CUCTEM 3alllUThI peanuzanuii Ha

uH(popMaluu B
OTKPBITBIX CUCTEMAX

MpeMET OLIEHKU
s dexTuBHOCTH
CHCTEM 3aIlUThI

uH(pOopMaIU




4. COAEP) KAHUE JUCHUIIJINHBI
4.1. YueOHO-TEMAaTHYECKHH IJIAH.

KomnnyectBo yacos
5 | Homep KOHTAKTHOM PabOTHI C IPEIOIABATENIEM
S HaumenoBanue paznena,
. | paznena,
& TEMBI Ounas
TEMBbI
Jlexuuu Jla6op.
Tema 1l | AkmyanvHole 8UObL yepo3 2 -
bezonacnocmu
Yeposvl, ysizeumocmu u amaxu. OcHogvl 6 6
Tema 2 | ynpasnenus yepozamu u ysazeumocmsamu
» besonacrocmu
5 -
3 Memoouxu ananuza yepos u yszeumocmetl 6 9
&~ | Tema3 | HUb
1-p1ii pyOEKHBIH KOHTPOIIH TectupoBanue 1
T 4 Cnocobul u cpedcmea evlAGIeHUA 6 10
ema
yhpagnenus yapozamu u ysizeumocmamu b
Tena 5 Cnocobvl hopmuposanusi mooenei 6 5
. yepo3 Ub
2 Coepemennvie Memoovl u cpedcmaa 6 -
=S Tea 6 | V1IPAGTENIUA Y2POSAMU U YASGUMOCTIANMY
[a W
bezonacHocmu UHGOPMAYUOHHBIX
cucmem
2-p1ii pyOeKHBII KOHTPOITh TectupoBanue 1
Bcero: 32 32

4.2. Conep:kaHue JIEKIIMOHHbIX 3aHATHH

Tema 1. Axkmyanvuble 6uobl y2po3 6e30nacHocmu.

AKTyaJIbHBIE BHUJIBI YIpo3 Oe30macHocTH. YTposwl. Kiaccudukarus yrpos
oe3zonacHocTH. Mogenu yrpo3 M MOAENb HApPYIIHUTENsA. YTEUKH HHGOpMAIIH.
Kanaine! yreuek nndopmanuu. Knaccudukanus kaHaJloB yTeueK HHPOPMALIMH.

Tema 2. Yeposwi, yazeumocmu u amaxu. OCHOGbL ynpaeneHus yzpoamu u
VAZBUMOCHAMU OE30NACHOCIU.

Tunsl ya3sumocreit. Mitre Att&ck, HITA u T'OCTsr.

['OCT P 56545-2015 «3amura uapopManuu. Y si3BUMOCTA HHPOPMAITMOHHBIX
cucreM. [IpaBuna onrcanus ya3BUMOCTEW».

I'OCT P 56546-2015 «3ammura uadopmaiuu. YsS3BUMOCTH WH(POPMAITMOHHBIX
cucteMm. Knaccudukarus ysi3BUMocTeid HHPOPMAITMOHHBIX CUCTEM).

I'OCT P 58142-2018 «JleTtanuzamusi aHain3a YsS3BUMOCTEH MPOrPaMMHOTO
obecnieuenusi B cootBerctBur ¢ 'OCT P UCO/MBK 15408 u 'OCT P UCO/MBK
18045. Yacte 1. Mcnosib30BaHHME AOCTYIHBIX HCTOYHUKOB JJIsi WMJICHTU(UKAIIUN
NOTEHIMAIBHBIX YSI3BUMOCTEN




I'OCT P 58143-2018 «Jletann3anusi aHanu3a YsA3BUMOCTEH MPOTrpaMMHOTO
obecnieuenust B cootBerctBuu ¢ ['OCT P UCO/MBK 15408 u TOCT P UCO/MBK
18045. Yacts 2. TecTupoBaHHe MPOHUKHOBEHHS

I'OCT P 58412-2019 «Yrpo3sl 6e30nmacHOCTH MHQOpPMALUUA TIPU pa3padOTKe
IPOrPaMMHOTO 00ECIICUEHUS.

CTpyKTypHbl, CIIOCOOBI MOCTPOCHUS U (DYHKIIMOHUPOBAHUS CUCTEM YIIPABICHUS
yrpo3amu 6e3omnacHocTH (TIP), cuctem oOHapyskenus yszumocteit (VAS).

Tema 3. Memoouku ananusa yepo3 u yazeumocmeit Ub.

ba3zbl ganneix ysazsumoctedt (B YuyY ®CTIK Poccun). Tunossie ysi3BUMOCTH
u omubOku koHpurypauuii (CVE). Cranmaptel omenku ys3Bumocteir (SCAP).
Metonuka u enuHas cucrema oueHku yszpumocteid (CVSS). OTKpBITBIA SA3bIK
onucanusa ysa3Bumocteil u ux ouneHku (OVAL). Meroauka ®CTIK Poccuu oreHku
ysa3BuMmocten Wb: «Meroauka OLEHKM YpPOBHS KPUTHYHOCTH YSI3BUMOCTEH
IPOrPaMMHBIX, TPOTPaAMMHO-AMNMapaTHEIX cpeacTB» (YTB. DenepanbHOii ciryk00H 10
TEXHUYECKOMY U IKCIIOPTHOMY KOHTpPOJItO 28 oKTsi0ps 2022 r.)

Tema 4. Cnocoowt u cpedcmea eviAs1eHUA YHpasieHUus yepo3amu u yazeumocmamu Ub.

CriocoObl  ympaBnenust yrposzamu. Texunosnorus Threat Inteligence (TI).
TexHosorusi ckaHupoBaHue ¥ oOHapyxeHus ys3Bumocter (External Attack Surface
Management). Buasl  oOHapykeHus  ysa3BUMOCTeld. Bapuwantel  aHanm3a
3AIIMIIEHHOCTH (TECTUPOBAHUE MACCUBHOE U akTUBHOE). CkaHepwl ceTu. CkaHepbl
onepannoHHbIX cucteM. AHanu3 DVL. Ckanepsl CYBJI. Ckanepbl BeO-pHIIOKEHUH.
Anamuz DVWA, BurpSuite, OWASP ZAP. CpenctBa akKTHBHOTO TECTHPOBAHHMSI
(menrecta) Jmas  BeisBiIcHHMS — ys3Bumocth Wb (FW  Metasploit/Armitage).
[IpuMeHeHue CpeACTB TECTUPOBAHUSI U CPEACTB IMEHTECTa. AHAJIU3 OTEYECTBEHHBIX
NPOTPaMMHBIX cpencTB aHanmu3a ys3Bumocteil (Ckanep-BC, XSpider, RedChack,
PeBuzop cetn, ScanOVAL) wu mnporpammHBIX CcpeactB u3 oTkpbitoro [10O
(OpenSCAP). OrtkpeiThie cuctembl ympasieHus yrposamu (Threat Intelligence
Platform): MISP, OpenlOC, OpenCTI.

Tema 5. Cnocoowvt popmuposanus mooeneii yepos Hb.

@opMHUPOBaHUE aKTyaJbHBIX YIPO3, aHAJIN3 METPUK, BEIYMCIIEHUE TapaMeTPOB
MeTpuk 1o Metoauke CVSS u Mmetonuke onenke ysazsumoctert ®CTIK Poccun niis
paznuuydoro tuna wHbopmarmonasix cucteM (UC I1n, TUC u np.). Pazpabotka
rpaduyeckoro npexacraBiaeHus moxenei B Hotanusx IDEF, UML, EPC u BMPN.
O6o0cHOBaHKE BHIOOpA CPEACTB 3aLIUThI HH(pOpManuuy 1uist Tokanu3auuu yrpo3 Ub.
Tema 6. Coepemennvie memoovl u cpeocmea yYnpasieHus yzpo3amu u
VAZBUMOCMAMU DE30NACHOCIU UHQOPMAUUOHHBIX CUCHIEM.

CoBpeMeHHbIE METOJIbl U CPEICTBA YIIPABICHHS YIpo3aMU U YSI3BUMOCTSIMHU
0e30macHOCTH MH(POPMAITMOHHBIX CUCTEM.

4.3 JlabopaTopHblie padoThI

HanmeHnoBanue tem Hopmarus
Howmep HanmenoBanue 1abopaTOPHBIX padoT. BPEMEHH,
TEMBI TEMBI yac.
OuHas




Yeposvl, ysizeumocmu u |JlaboparopHast pabora Ne 1. ITonstue yrpossl u

amaxu. Ocrogvl ySI3BUMOCTH W araku.  Knaccudukanus o
Ynpaenenus y2posamu u | KiIaccu(uKaTopsl yI3BUMOCTEH. 6
VAZBUMOCIAMU

besonacnocmu
Memoouku ananuza JlaGoparopHas paborta Ne2. AmnmapaTHas
Vepo3 u ysazeumocmeti | ysI3BUMOCTD B crieniaibHoM [10. MeTonuku oueHKu 9
b ySI3BUMOCTEH.

1-v1i1 pybesscrutit Tecmuposanue 1
KOHmMpO/ib

Cnocobwt u cpeocmea | JlaboparopHas pabota Ne3. YnpasieHue yrpo3aMu.
sviagnenus ynpagienuss | CpelcTBa akTHBHOTO TECTUPOBAHHUE OECTIPOBOIHBIX
yepozamu u ceTeil Ha MPOHUKHOBEHUE: pa3Be/IKa B 10
yazgumocmamu U 0ecrpoOBOHOM CETH, MHCTPYMEHThI TECTUPOBAHUS,

aHain3 OECIpPOBOHOTO TpaduKa.

5 Cnocobui JlaGopatopHas pabora Ned AHanmu3 METpHK.
d)opMupogaHu;l MeTOI[I/IKI/I BBIYMCJIICHHUEC ITIapaMETPOB METPHUK. 5
mooeneti yepoz UB

2-0il pyoesicHblil Tecmuposanue 1
KOHmMpO/b
Hmozo 32

5. METOANYECKUE YKA3AHUA VIS OBYUAIOIIIUXCA
11O OCBOEHHIO JUCIHUAIIJIMHBI

IIpu mpocnymuBaHUM JIEKIMA PEKOMEHIYETCs B KOHCIEKTE OTMEYaTh BCE
BOKHBIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSIET BHUMAHHE MpeErojaBarelib, B YaCTHOCTU
T€, KOTOpbIE HAIpaBJIeHbl Ha KAYECTBEHHOE BBIMOJHEHUE COOTBETCTBYIOIICH
naboparopHoit pabdore.

[IpenogaBareneM  3arulaHUPOBAHO  KCIIOJIL30BAaHWUE TIPU  UTEHUM  JICKIWN
TEXHOJIOTUU y4eOHOU nuckyccuu. [loaromy pexomeHmyercsi (pukcupoBarh sl ceOs
HWHTEPECHBIE MOMEHTBI C IIEJIbI0 MX aKTUBHOTO OOCYXKIEHHSI Ha JIMCKYCCUU B KOHIIC
JICKIIWH.

3a10roM Ka4eCTBEHHOTO BBIMOJHEHHS Ja0OpaTOPHBIX pPabOT  SABISIETCS
CaMOCTOSITENIbHASI MOJArOTOBKA K HUM HAKaHyHE MYTEM IOBTOPEHHUS MAaTepHUaliOB
JeKnuid. PekoMeH1yeTcst TOATOTOBUTH BOIMIPOCHI 1O HESICHBIM MOMEHTAaM U OOCYIIUTh
UX C MMPEMnoaBaTesieM B Hauaje JIabopaTopHOU paboThI.

IIpenogaBarenemM 3arlaHUPOBAHO TNPHUMEHEHHE Ha JIaOOpaTOpPHBIX padoTax
TEXHOJIOTUM  Pa3BUBAIOLICUCS KOOIEpPALMU, KOJUIEKTUBHOTO B3aMMOJIECHUCTBUS,
pa3dopa KOHKPETHBIX CUTYaIIUH.



JUis  TeKymero KOHTPOJS YCHEBAaeMOCTH MO O4HOM (¢opme oOydeHus
IpernoAaBaTesieM UCIOIb3yeTcs OallsIbHO-PEUTUHIOBAasT CUCTEMAa KOHTPOJIS U OLEHKU
aKaJeMUYECKONM aKTUBHOCTH. [103TOMYy HACTOSTENBHO PEKOMEHAYETCS TILATEIbHO
npopalaTeiBaTh MaTepuai AUCUUILIMHBI P CAMOCTOSITENIbHOM paboTe, y4acTBOBATh
BO Bcex (opMax OOCYXKIEHHS W B3aUMOJEWUCTBUA, KaK Ha JIEKIUSIX, TaK U Ha
7a00paTOpHBIX paboTax B LEISAX JIy4IIEr0o OCBOEHHUS Marepuaja W IOJIy4EHHUs

BBICOKOM OICHKH II0 PC3yJibTaTaM OCBOCHUA JUCHUILIINHBI.

BrimonHenne caMoCTOATENBHONH pabOThl MOAPA3yMEBAET CAMOCTOATEIHHOE
W3yYEHHE Pa3JeNOB JUCIUIUIMHBI, TOATOTOBKY K Ja0OpaTopHBIM paboTawm,

IMOATOTOBKY K pY6e>KHI>IM KOHTPOJISIM U TOAT'OTOBKY K 3a4CTYy.

PekomeHnnyeMass TpyJOEMKOCTh CaMOCTOATEIBbHON paboThl MpEACTaBlIE€HA B

TalbnuIe:
PexkoMeHyemMblil pe:xuM CaMOCTOATEILHOM PadoThI
Ounas ¢popma

Pexomennyemas
HanmeHnoBanue
. TPYAOEMKOCTD,
BH/Ia CAMOCTOATEIbHOM PadoThI
akaJ. Jac.
CaMoCTOsITeIbHOE H3YUCHHE TEM: 44
AKTyasbHbI€ BHJIbI YTPO3 O€30I1aCHOCTH 7
Y1po3bl, ysi3BUMOCTH U ataki. OCHOBBI YIIPABJICHHS yIPO3aMH 1 YI3BUMOCTSIMH 0€30IaCHOCTH 7
Merouku anammsa yrpos u ysi3sumocreid b 7
Cnioco0bl 1 Cpe/ICTBA BhIBJICHHS YIIPABIEHHUs yIpo3amMu 1 ysi3BuMocTsiMu Vb 7
Cnoco6s1 hopmupoBanust mojeneit yrpo3 b 8
CoBpeMeHHbIE METOBI U CPEJCTBA YIIPABJICHUS YyTPO3aMH U ySI3BUMOCTSIMU 8
0€30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM
ITonroToBka k 1abopaTopHbIM paboTaM (1o 1 yaca Ha KaxJ10€ 3aHsATHE) 16
ITonroroBka K pyOeXHbIM KOHTPOJISIM (110 14aca Ha Kaxablil pyOexkHbIH KOHTPOJIb) 2
ITonroroska Kk 3adery 18
Bcero: 80

6. POHJT OLIEHOYHBIX CPEJCTB JUTSI ATTECTAIIAM IO TUCIHUATLTAHE

6.1. IlepevyeHb OLICHOYHBIX CPEICTB

1. bannpHO-peUTHMHIOBas CHCTEMA KOHTPOJS M OLEHKM aKaJeMUYECKOU

akTuBHOCTH oOyuaromuxcs B KI'Y (ounas popma).
2. OT4eThl 00y4Jaroumxcs Mo J1abopaTopHbIM paboTaM.

3. bank TecToBBIX 3amaHuii K pyoeskHBIM KOHTPOJsiM Ne 1, Ne 2 (ounas hopma).

4. Bornpochl K 3a4ery.

6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pa0oThl 00y4aIOLIMXCSl 10 AUCHMILIMHE

Ne HawnmenoBanue Copepxanne
1 | Pacnpenenenune Pacmipenenenne 6amioB
0aJuIoB 3a cemecTp 1o = . %
BUJIaM Y4eOHOM 3 3
AaM y Bun Brinonnenue o4 2 a2 5
paboTHI, CPOKHU CHAYN . [Tocemenne N ¥ 3 X 3 &
) yaeOHOM o nmabopaTopHOM 3} () =
yueOHOM paboThI i JIEKITAH © B 9 E &)
paboThI: paboThI > >
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ceedenus

obyuarowuxcs na BannbHas
nepeom yueoHom OIICHKA:
3auAmMuUU)

0,5 x 16= 8; 105 x 4 =405 11 11 30

Kpurepuii nepecuera 6amioB B
TPATUIIMOHHYIO OIIEHKY IO UTOT'aM
paboThI B ceMecTpe U 3aueTa

60 1 MeHee 6aJIOB — HEYIOBJIETBOPUTEHHO; HE 3aUTEHO;
61...73 — yIOBIETBOPUTENBHO; 3a4TEHO;

74... 90 — xoporio;

91...100 — oTnuuHO

Kpurepuu nomycka k
MIPOMEKYTOYHOM aTTecTaluuy,
BO3MOXXHOCTH TIOTyYEHHS
ABTOMAaTHYECKOI'0 3a4eTa
(PK3aMEHAITMOHHOM OIICHKH) 10
JUCLHUIUIMHE, BO3SMOKHOCTh
MOJTy4eHUs] OOHYCHBIX OaJlIIOB

s nmomycka K NOpPOMEXYTOYHOM aTrTeCTallud IO
TUCIUIUINHE 32 CeMecTp, oOydaronuiicst JomKeH HabpaTh 1o
UTOTaM TEKYIIEro MU pyOeKHOrO KOHTpOJs He MeHee 51
O6amnoB. B cimywae ecnmm oOydaromuiicss maOpan menee 51
O0aula, TO K AaTTECTAMOHHBIM HCIBITAHUSIM OH HE
JIOMYCKAaeTCH.

Jns momyueHus 3adera 0Oe3 MPOBEICHHS TPOLEAYPHI
MIPOMEXYTOYHOW aTTeCTaluu OOydaromeMycss Heo0X0auMO
HaOpaTh B XOJ/I€ TEKYIIEro M pyOeKHBIX KOHTPOJICH He MEHee
61 Oamra. B o3tomM ciiydae wuTOr OaUIBHON  OLICHKH,
MOJTy4aeMol O0O0y4aroLIMMCs, ONpEenesIeTCs] MO KOJIMYECTBY
0amioB, HaOpaHHBIX MM B XOJI€ TEKYIIETO W PyOeKHOTO
KoHTponeu. IIpm 3ToM, Ha YCMOTpEHHE NpenojaBaTes,
OanbHAsE OIlEHKa O0YyYarolerocss MOKET OBITh MOBBINICHA 32
CUET HOJIY4EHHsI TOMOJIHUTEIbHBIX 0a/IOB 32 aKaJeMHUYECKYIO
AKTHUBHOCTB.

OOy4aronuiicsi, UMCIOIIUI MPaBO Ha IMOJYYCHUE OLICHKU
0e3 mpoBeOeHUs] NPOLEIYPbl IPOMEKYTOYHOH aTTECTAlMH,
MOXET TIOBBICUTH €€ TIIyTeM CcIadd AaTTeCTallOHHOIO
uchbiTanus. B cioydae modydeHuss  oOydaromMcs  Ha
aTTecTallMOHHOM HcIbiTaHuu O GayutoB MTOr OANbHON OLIEHKH
0 IUCUMIUTIHE HE CHIKAETCSI.

3a axkaJeMHUYecKyl0 aKTUBHOCTb B XOJ€ OCBOCHHS
JVMCIMIUIMHEL, y4acTHe B yueOHOH, HayqYHO-HCCIIeI0BATEIbCKON,
CIOPTUBHOM,  KYJNBTYpHO-TBOPYECKOH W  OOIIECTBEHHOU
JICSITEIIBHOCTH ~ OOYYaroImIeMyCsl MOTYT OBbITh  HAYHCJICHBI
JOITIOJITHUTCIIbHBIC 63.]])'[])1. MaxkcuManbHOE KOJIMYECTBO
JOIOJIHUTENIFHBIX OajUIOB 32 aKaJeMUYECKYI0 aKTHBHOCTD
cocranJsier 30.

OcHoBaHMEM ISl TIOJyYEHHUsS! JOTONHUTENBHBIX 0aJioB
SIBJISTFOTCSL:

- BBIIOJIHEHWE  JOTOJHHUTENBHBIX  3aJaHUM 10
JUCITHUILITHHE, JOIIOJITHUTCIIbHBIC OaIIbI HaAYUCIIIOTCA
Mperno/iaBareliem;

- yyacTHe B TEYEHHE ceMecTpa B Y4eOHOH, HaydHO-
HCCIIEOBATENbCKON, CHOPTHBHOW, KYyJIbTYPHO-TBOPUYECKOH U
obmectBenHoM aestensHOCTH KI'Y.

®DopMmbl 1 BUJIBI yueOHOW pabOThI
JUTSL HEYCIIEBAOLINX
(BOCCTaHOBHBIIIMXCS Ha Kypce
00ydeHMS) 00YUIAIOITUXCS IS
MOJTY4YEHUS HEAOCTAIOUINX 0aJlIIOB
B KOHILIE ceMecTpa

B ciydae ecnu K MpOMEXYyTOYHON aTTecTanuy (3a4eTy)
Habpana cymMMa MeHee 51 OamioB, oOydaroumemycs
HeoOxoauMo HalOpaTh HEJOCTaroIee KOJUYEeCTBO OallIioB 3a
CUCT BBIIIOJIHECHUA JOOIIOJIHHUTCEIBHBIX SaﬂaHHﬁ, 0 KOHIIa
nocjenHel (3a4eTHOM) HeJleTn ceMecTpa.

JIukBUAAIMs aKagEMUYECKUX 3a/I0JDKEHHOCTEH, BO3HUKILIMX
W3-32 PasHOCTH B Y4YeOHBIX IUIAHAX T[IPU TEPEBOJC WIN
BOCCTaHOBJICHHH, TIPOBOJIUTCS nyTeM BBITIOJTHEHUS
JOTIONHUTENBHBIX ~ 33laHui, ¢opMa U 00BEM  KOTOPBIX
OHpeeIsieTcsl IPenoiaBaTeieM.
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6.3. Ilpouenypa oneHMBaHUA Pe3yJbTATOB OCBOECHUSI JUCHTUTITIHHBI
Py6exxHble KOHTPOJIM TPOBOJATCSA B (POPME MUCEMEHHOT'O TECTUPOBAHMUS.
[lepen mpoBeneHHEM KaXXIOro pyOekKHOro KOHTPOJIA —IIpernojaBareib

npopabaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprall COOTBETCTBYIOLIUX Pa3/eiioB
JTUCHUIUIMHBL B (hOpME KpaTKOM JIEKIHMHU-IUCKYycCUH. BapuaHThl TECTOBBIX 3aJaHU
coctosT st 1 u 2 pyOGexnoro koutpoiiga u3 11 BonpocoB. Ha kaxaoe TectupoBanue
pu pyoeKHOM KOHTpOJIe 00ydaronieMycsi OTBOJUTCS 1 akageMU4ecKuit qac.

bamner oOyyaromeMycsi BRICTABIISIOTCS B 3aBUCUMOCTH OT YHCJA MPABHIBHO
BBIOpaHHBIX OTBETOB. WMToromas omneHka 1o Tecty (GOpMUPYETCS MyTeM
CYMMHUpPOBaHMsI HAOpaHHBIX OAJUJIOB W OTHECEHUS HUX K OOIIeMy KOJUYECTBY
BOIIPOCOB B 3a7aHuu. [loMHOxUB nonydyeHHoe 3HaueHue Ha 100%, MOKHO TTpUBECTH
UTOTOBYIO OIIEHKY K TPAJUIIMOHHOU CIIEIYIOIIUM O0pa3oM:

«HEYJIOBIIETBOPUTEIBHO» — MeHee 50%

«ynosierBoputeabHo» — 50% - 70%

«xopomo» — 70% - 90%

«otiamaro» — 90% - 100% .

[IpenonaBatens oOlEeHUMBAET B OallaXx pe3yibTaTbl TECTUPOBAHUS KaXKOTO
00y4Jaromnierocsi Mo KOJUYECTBY MPaBUIILHBIX OTBETOB U 3aHOCUT B BEJIOMOCThH yueTa
TEKYIIEW yCIIeBa€MOCTH.

3ayer npoBoauTca B (hpopMe OTBETOB Ha BOMPOCHI Ouiiera. buner coctout u3 2
BONPOCOB. BOMpOCKI K 3aueTy AOBOAATCS 10 OOYYaroIIMXCs Ha IMOCJIETHEH JIEKIUU B
cemectpe. Ha moaroroBky otBeTa oOydaronieMycsi OTBOAUTCS 1 aCTpOHOMHYECKHIA vac.
Kaxxpiit Bonpoc orieHrBaetcst 10 15 6amios.

Pe3ynbTaThl ycieBaeMOCTH W 3a4eTa 3aHOCSTCS MPENoJiaBaTeIeM B 3aU€THYIO
BEJIOMOCTb, KOTOpasi CIA€TCSl B OPraHU3aIMOHHBIN OTAE UHCTUTYTa B JICHb 3a4eTa, a
TaKKe BBICTABIISIIOTCS B 3aYETHYIO KHUKKY 00y4Jaronierocs.

6.4. [IpuMepbI O1IEHOYHBIX CPEICTB VIS PYOEe:KHOT0 KOHTPOJISA U 3a4eTa

1-p1ii pyOe:KHBIH KOHTPOJIb
Bonpoc 1. Ymo makoe yazeumocmvs 6 KOHmMeKcme UHPOPpMAUUOHHOU
oezonacnocmu?

a) aTaka Ha CUCTEMY;,

0) ommOKa B JIOTHKE PabOTHI MPOTPAMMBI,

B) cnaboe MeCTO B CHCTEME, KOTOpO€ MOXET OBbITh HCIOJIb30BaHO
3JI0YMBIILICHHUKOM;

r) c00il B 3JIEKTPONTUTAHUU.
Bonpoc 2. Ymo npeocmaensaem coooiu MITRE ATT&CK?

a) METOJ OTKMCaHUs YSI3BUMOCTEH,

0) MEeTOAMKa TECTUPOBAHMS HA TPOHUKHOBEHHUE;

B) 0a3a 3HAHWI O TAKTUKAaX U TEXHUKAX aTak;

I') MporpaMMHOE 00ecCTICUCHUE SIS 3alIUTHI JaHHBIX.
Bonpoc 3. Ymo exnrwuaem SCAP?

a) METOJ0JIOTHMSI TECTUPOBAHUS POTPAMMHOI0 00€CIIeUeHu;

0) MPOTOKOJ aBTOMATH3aIIMN YIPABJICHUS TAHHBIMU 0€30TaCHOCTH;

B) MMPOTOKOJI AaBTOMATU3aIlM1 BbISIBICHUS YSI3BUMOCTEH;
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r) 0asa ys3BUMOCTEH.
2-0i pyOe:KHbII KOHTPOJIb
Bonpoc 1. Kakoit uncmpymenm omuocumcsa k naamgpopmam Threat Intelligence?
a) MISP;
0) ZAP;
B) Hydra;
r) Nessus.

Bonpoc 2. Kakoii mun mecmuposanus ucnonvzyem Metasploit?

a) MaCCUBHBI;

0) aKTUBHBIIA;

B) CTAaTUCTUYECKHIA.
Bonpoc 3. Kakxou ¢opmam ucnonvdyemca ¢ CVE ona udemmugpuxamopa
yazeumocmu?

a) CVE-rong-nomep;

6) ID: rox: ypoBeHb;

B) CWE: HOMED;

r) CVSS-Homep.

MPUMEPHBIN IEPEYEHD BOITPOCOB K 3AUYETY
. Knaccuduxkarus ysa3BuMocTeld o HCTOYHUKY UX BOZHUKHOBEHHUS.
. Knnaccuduxkanus atak Ha HHQOPMAMOHHBIE CUCTEMBI.
. DTamsl mpolecca yrnpaBieHUs ysI3BUMOCTSIMHU.
. CtpykTypa u ¢pyHkuuu cucrem ynpasienus yrposamu (TIP).
. CtpykTypa u pyHKIMH cucTeM aHanu3a ysa3Bumoctel (VAS).
. Haznauenune u ctpykrypa 'OCT P 56545-2015.
. Haznauenue u ctpykrypa 'OCT P 56546-2015.
. Ommucanue Tpedopanuii 'OCT P 58142-2018.
. Omucanue nonoxxkennii 'OCT P 58412—2019 no yrposam nipu pazpadotke I10.
10. ITpunumne! onieHkH ysa3BumocTeit mo metoanke @CTOK Poccun.
11. TunoBbie TPOrpaMMHbBIE YSI3BUMOCTH.
12. Ya3BUMOCTH B BEO-TIPHIIOKEHUSX: ONIMUCAHUE U TIPUMEDPHI.
13. Ys3BUMOCTH OlEpaliMOHHBIX CUCTEM U CETEBBIX CEPBUCOB.
14. Vazsumoctu CYBJl 1 cpeacTB XpaHEeHUsI TaHHBIX.
15. Knaccuduxkarus yszsumocteit mo 'OCT P 56546-2015.
16. Ctpykrypa 6a3b1 ganubix CVE 1 MexaHnu3M peructpaiuu ysi3BUMOCTEH.
17. ®ynxuuu u coaepxkanue b/ YuyY ®CTIK Poccun.
18. Ctpykrypa u amemenTsl ctangapta SCAP.
19. Haznauenue u npumenenue sa3pika OVAL.
20. Metomonorust CVSS: ypoBHU KpUTUYHOCTH U (DOPMYIIBI.
21. CpaBHenue Metouk orieHku ysa3Bumoctei: CVSS u meroauka GCTIK.
22. Ilpumenenue ckanepoB BeO-npuioxenuii: OWASP ZAP u Burp Suite.
23. Ilpumenenue cpeacts nenrecta: Metasploit, Armitage.
24. Ananu3 ys3Bumocteit B DVWA u DVL.
25. IIpumenenue oteuecTBeHHbIX ckaHepoB: Ckanep-BC, XSpider, ScanOVAL.

O©CooO~NOoO Ol WN -
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26. IIpumenenue coboauoro I10 mia ananuza yszsumocteit: OpenSCAP.
27. Ilpunnunel u cTpyKTypa TexHosoruu Threat Intelligence.

28. 0630p mnatdopm ynpasieHus yrpozamu: MISP, OpenCTI, OpenlOC.
29. Buenpenne External Attack Surface Management B ungpactpykrypy.
30. [IpuHummIel GopMUPOBAHUS MOACITH YIPo3 OE30MMaCHOCTH HHGOPMAITUH.

6.5. @OH/I OLIEHOYHBIX CPECTB
[NomnHplii 6aHK 3a1aHK# T TEKYILETo, pyOeKHOrO KOHTPOJICH U IPOMEKYTOYHOM
aTTeCTalliU 10 AUCLUUIUIMHE, OKA3ATENN, KPUTEPUH, KAl OLCHUBAHNS KOMITETEHIINN,
METOINYECKHE MATEPUaIIbl, ONPEIEIISIONIIE MPOLETypbl OLIEHUBAHUS 00pa30BATEIIbHBIX
pE3YJBTaTOB, PUBEACHBI B Y4EOHO-METOMUECKOM KOMILIEKCE TUCIUITIUHBL.

7. OCHOBHASA U JONNOJTHUTEJIbHAS YYEBHASA JIUTEPATYPA
7.1. OcHOBHas yueOHas1 JIUTEPATypAa

1. BacwiseBa E. H. Yrpo3sl 6e30macHOCTH WH()OPMAITMOHHBIX TEXHOJOTHH. /
[DnexTpoHHBIHN pecypce]: yueb. mocooue / E.H. Bacunbera, B.B. Ilexanosckuii, 2005.
- 63 c.

2. 3arunaitnoB, 0. H. Teopuss unHdopManmoHHOW O€30MaCHOCTH H
METOJIOJIOTHS 3aIUThI HHPOpMAIUH [ DNEKTPOHHBIN pecypc]: yueoHoe nocoowue / HO.
H. 3arunaitnos. - Mocksa; bepmun: {upekr-Menua, 2015. - 253 c.: nin. - Pexum
nocryma: http://biblioclub.ru/index.php?page=book&id=276557

3. OcHoBbl 3ammThl HWH(OpPMAIUM B COBPEMCHHBIX HWH(OOPMAITMOHHBIX
cuctemax: yueoHoe nocooue / H. 0. babanos, A. A. Esctudees, A. II. MapTeiHOB
[1 ap.]. — Capos : Poccuiickuii penepanbubiil sinepHblil nentp — BHUMOO, 2022.
— 175 ¢. — ISBN 978-5-9515-0491-3. — Tekct : anmektpoHHsid // I{udpoBoi
o0Opa3oBaTeIbHBIMI pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/132622.html

4. T'pymo A.A., Ilpumenko 3.A., Tumonuna E.E. Teopetuueckue OCHOBBI
KOMITbIOTEpHOU Oe3omacHoCTH. — M.: «Akagemus», 2009. - 272 c.

5. lllanwsrun, B. ®. Uudopmarmonnas 6€30mMacHOCTh U 3auTa HHGOPMAITUH
[DnexTponnsIil pecypc] - Mocksa: JIMK Ilpecc, 2014. - 702 ¢. - ISBN 978-5-94074-
768-0. - Hoctyn 9bC «KOHCYIbTaHT CTYAEHTaY.

6. Hessnun, II. H. Mogenu 06e30MacHOCTH KOMIBIOTEPHBIX CHCTEM.
VYnpapieHue A0CTYNIOM M WH(OPMAIMOHHBIMH TOTOKAMHU: yuyeOHOE IMocooue s
BY30B 2-€ U3[., HCHp. U JOM. [DIEeKTpOHHBINA pecypc| - Mocksa: ['opsuas auHus -
Tenexom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - Hoctyn ObC «KoHcynbrant
CTYJEHTa.

7.2. JlonoJIHUTEJIbHAS JIUTEPATYypa

1. Cxkynkwun, O. IlludpoBanpimuku : Kak pearupoBaTh Ha aTaku C
WCITOJIb30BAaHUEM TIporpamMM- BeimMorarteneit : [16+] / O. CkynkuH ; Hay4d. pea. A.
AnekceeB ; pen. K. AxmeroB ; mep. ¢ anri. A. Bnaciok. — MockBa : AnbnuHa
[Mabmumep, 2023. — 205 c¢. : w1 — Pexum jgoctyna: 0O MOANUCKE. —
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URL:https://biblioclub.ru/index.php?page=book&id=707831 — ISBN 978-5-206-
00080-1. — TekcT : PIACKTPOHHBIH.

2. Jlamonmnna, O. P. IIpoTokosibl 06€30MacHOTO CETEBOTO B3aMMOJICHCTBUS
[DnekTponHbI pecypc]: kype/ O. P. Jlanonuna. - 2-e usn., ucnpas. - Mocksa:
HMHTYUT, 2016. - 462 C. - Pexum JTOCTyTA:
http://biblioclub.ru/index.php?page=book&id=429094

3. Kacnepcku, K. Texnuka cereBbix arak. T. 1 / Kpuc Kacnepcku. — M.:
Comnon-P, 2001. — 400 c.

4. Omudep, B.I'. Komnbsrotepubie cetr: [IpuHIUTIBI, TEXHOIOTUH, TIPOTOKOJIHIL:
yaeOHoe rmocobue mist ctyaeHToB By30B / B. I'. Omudep, H. A. Onudep. — 3-e uzn. —
M.; CII6.; Huwxuuit Hosropon: ITurep, 2007. — 957, c.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/IMUMBIE JIJI51 OCBOEHUA JTUCHUITJIMHBI

1. DnexkTpoHHBIN (HOHA MPABOBOW U HOPMATUBHO-TEXHUYECKON JTOKYMEHTAIIUH -
http://docs.cntd.ru;

2. OBC «Jlanwy - https://e.lanbook.com/;

3. DBC «Znaniumy - https://znanium.com/;

4. OBC «KoucybTaHT cTymeHTa» - https://www.studentlibrary.ru;

5. Harmonanenseiii OTkpbiThiil YHuBepcuteT « MHTYUT» - https://intuit.ru;

6. EnmHoe  okHO ~ goctyma K 00pa3oBaTeNbHBIM  pecypcaMm.  —
http://window.edu.ru/;

7. Haydnas snextponHas 6ubamnoteka - http://elibrary.ru/;

8. Dnextponnas oudmuoreka KI'Y - http://dspace.kgsu.ru/xmlui/;

9. Madopmanmonnslit onnaita moprai [SO27000.ru - http://www.is027000.ru/;

10. BezomacHocTs - http://groteck.ru/security.

11. MeToiMka OLIGHKH AaKTyaJbHBIX Yyrpo3 U YSI3BUMOCTEH Ha OCHOBE
TEXHOJIOTUI KOTHUTHUBHOTO MmojenupoBanus u Text Mining Bacumse B. U.,
Bynbsdhun A. M., Kupunnosa A, KyuxkapoBa H. B.
URL.:Glava2/Index1.phphttps://sccs.intelgr.com
/archive/2021-03/04-Vasilyev.pdf

12. Pa3paboTKa TUTIOBOW METOMUKHU aHAIN3a YS3BUMOCTEH B BEO-TIPUIIOKEHUSIX
IIPU TPOBECHUN CEPTU(DUKAITMOHHBIX HCIBITAHUNA 1O TpeOOBaHMSIM 0E€30MacHOCTU
uHpopmanuu bapabanos A.B., ®enuueBA.B. https://cyberleninka.ru/article/n/
razrabotka-tipovoymetodiki-analiza-uyazvimostey-v-veb-prilozheniyah-pri-proveden
li-sertifikatsionnyh-ispytaniy-po-trebovaniyam/viewer

9. TH®OPMAIIMOHHBIE TEXHOJIOI'UMU,
IMPOI'PAMMHOE OBECIIEYEHHUE
N HHO®OPMAILIMOHHBIE CITIPABOYHBIE CUCTEMBbI
1. 5BC «JIaaby.
2. OBC «KoHCYNbTaHT CTYIACHTAY.
3. OBC «Znanium.comy.
4. «l"apaHT) - CIPaBOYHO-TIPABOBAs CHCTEMA.
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10. MATEPUAJIBHO-TEXHHUYECKOE OBECIIEYEHHUE
JUCHHUITJINHBI
MarepuanbHO-TEXHUYECKOE OOecreueHne II0 peaju3aluyd  JAUCITUTLINHBI
OCYIIECTBISIETCI B cooTBeTcTBUM ¢ TpeboBanus DPI'OC BO mno paHHOM
oOpa3zoBaTeILHON TpOTrpaMMe.

11. {nst cTy1eHTOB, 00Y4YAIOIIMXCSH C HCIOJIb30BAHMEM AUCTAHIIMOHHBIX
o0pa3oBaTebHBIX TEXHOJIOT Wil

[Ipy  uWCHONB30BaHUU  BJIEKTPOHHOTO  OOyYEeHHs] W JUCTAHUMOHHBIX
oOpazoBarensHbiXx TexHoONOTHH (mamee D0 u JIOT) 3aHATHS TOJHOCTHIO WA
YAaCTUYHO MPOBOJSATCS B pekuMe OHJailH. O0beM AUCHUIUIMHBI U pPaclpeiesICHUe
Harpy3ku no Buaam paboT coorBerctByeT 1. 4.1. Pacmpenenenue 0amioB
COOTBETCTBYET M. 6.2 1MO0 MOXET OBITh U3MEHEHO B COOTBETCTBUHU C PEIICHUEM
kadenpel, B ciaydae mnepexona Ha 0 u JIOT B mporecce oOyuenus. Pemienue
Kadeapsl 00 HCHOJIB3YEMBIX TEXHOJIOTMSAX U CHCTEME OLECHUBAHUS JOCTHKEHMH,
oOyyaroluxcss MPUHUMAETCS C YYE€TOM MHEHHs BEIyIIero IpenojaBaTesisi u
JOBOJUTCSI 1O CBEJICHUSI 00yUYaOIIUXCSL.
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[MPMJIOXKEHME 1

AHHOTaIus K paboueit mporpaMmme AUCIUILIAHbI
«AHAJIM3 yA3BUMOCTEl U TeCTHPOBaHME HA IPOHNKHOBEHHE
HH(OPMALMOHHBIX CHCTEM))

o0pa3oBaTeIbHON MPOTPaMMBbI BBICIIIETO 0Opa30BaHUs —
MIPOrpamMMBbl CIIELIMAIIUTETA

10.05.03 Nudopmarmonnast 6€30MacHOCT, aBTOMAaTU3HPOBAHHBIX CHCTEM
Crrenmanm3arus No5 «be30macHoCTh OTKPBITBIX HHPOPMAITHOHHBIX CUCTEM»

Tpyooemkocmo oucyunaunol. 4 3.e. (144 akaneMuyeckux yaca — ouHas ¢popma
00y4CHHS)

Cemecmp: 11 (ounast hopma o0yueHus)

Kypc: 6 (ounas ¢hopma 00ydeHus)

Dopma npomedcymouHou ammecmayuu. 3a9eT

Cooeporcanue oucyuniunsl. OcHoBHbIE pa30elbi.

AKTyallbHbl€ BUJIbI YTpO3 0€30MaCHOCTU. YTPO3bl, YA3BUMOCTU U ataku. OCHOBBI
YIpaBICHUS YIPo3aMH M YSI3BUMOCTAMM O€30macHOCTH. MeTomMKu aHanusa yrpo3 |
yszBumocteit b, CrocoObl 1 cpeicTBA BBISIBICHUS YIPABJICHHS YTPO3aMH U YSI3BUMOCTSIMU
Ub. Crioco6s1 hopmupoBanus mojeneid yrpo3 Ub. CoBpeMeHHbIe METOIBI U CPEICTBA
yIpaBIeHUS YTPO3aMH U YA3BUMOCTAMHU O€30MaCHOCTH MH(POPMAIIMOHHBIX CHCTEM.
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JIMCT
perucTpanuy Uu3MeHeHu (10MoJTHeHu) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«AHAJIN3 YyA3BUMOCTEH U TeCTUPOBAHME HA IPOHNKHOBEHHE
HH(OPMALMOHHBIX CHCTEM))

HN3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4eOHwblii roa:

OTBETCTBEHHBIN MPENIOAABATEID / Yenoseukosa A.B. /

M3meHeHust yTBEpKIAEHBI HA 3aceaHuK Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenyromuii kadenpoit « _» 20 T.

N3meHeHus / 10M0THEHUS B Pa004YyI0 NPOrpaMmmy
Ha20 /20 y4eOHwbIii roa:

OTBETCTBEHHBIN MPENOAABATEID / Yenoseukosa A.B. /

N3meHeHust yTBEpKIEHbI HAa 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenytromuii kadenpoit «_» 20 T
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