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1 OBBEM JUCIHUIIJIMHBbI

Bcero: 4 3adeTHBIX equHULIBI TPY10eMKOCTH (144 akaneMudyecKkux yaca)

Ounas popma oOydenust | 3aounas popma oOyueHus
Bun yaebnoit paboTs Ha BCIO ceMecTp Ha BCIO ceMecTp
JHUCIUTUIMHY 9 JHUCHUTUIMHY 11
AyauTopHble 3aHATUS (KOHTAKTHAs1 padoTa ¢
yautop ( P 50 50 14 14
MpenogaBareyieM), BCEro 4acoB
B TOM 4HCJIE:
16 16 6 6
Jlexun
[TpakTryeckue 3aHITUS 34 34 8 8
CamMocTosiTeIbHasi padoTa, BCero 4acon 94 94 130 130
B TOM YHCJI€:
oM fmeie 27 27 27 27
IloAroroBka K 3K3aMeHy
Hpyrue BUABI CAMOCTOATENBHOMN paOOTHI
(caMocTosTENIbHOE U3YUCHUE TEM (Pa3/IeIiOB) 67 67 103 103
JIACITUTUTIHBI)
Buj npoMe:kyToUHOM aTTecTAIIMI JK3aMeH IK3aMeH IK3aMeH IK3aMeH
O06uIast TPy10eMKOCTh THCIIMILTHHBI
HHast TPy Anen 144 144 144 144
TPY/10€MKOCTbH 0 CEMECTPaM, YacOB

2 MECTO JUCHUIIJIMHBI B CTPYKTYPE OBPA3OBATEJBHON
INPOI'PAMMBI

I[I/ICHI/IHJ'II/IHa ((COBpeMeHHI)IG IUIATEKHBIE CUCTEMBI M HX OC30MacCHOCThLY» SBJISETCS

JUCLUILIMHOMN cricnyaim3aluu <(9KOHOMI/IKO'HpaBOBOe obOecrieueHune 9KOHOMHYECKOU
0€30IaCHOCTUY OTHOCHTCS K JUCHHUITIIIMHaAM 00s3arenpbHOM yactu bioka 1.

N3yueHne OUCHMIUIMHBI Oazupyercs Ha pe3ynbTaTax oOydeHHs, c(hOpPMHUpPOBAHHBIX MpPU

HU3YUCHUU CIICAYIOIINX NUCHUIIIINH:

I[J'IH OCBOCHUA yqe6H0171 JAUCIHUITIINHBI «COBpeMeHHHe IUIATEXXHBIE CHCTEMBI M HX

0€30IaCHOCThY O6yanOIHH€C$I JOJIKHBI BIaJACTh CJICAYIOMUMHA 3HAYCHUAMU U KOMIICTCHIIUAMM:

uMeTh 0a30oBble 3HAHUSA M0 CIEOYIOUIMM KypcaMm: HKOHOMHYECKas O0e30MacHOCTb,
HKOHOMHUECKAs TeOpusl, THPOPMALMOHHBIE CUCTEMBI B 9KOHOMUKE, AEHBI'H, KPEIUT, OaHKH,
OIICHKA PUCKOB.

YMETh CaMOCTOSATENbHO paboTaTh ¢ MH(OPMAIMOHHBIMH pecypcamu, OTOUpaTh MU
AQHAJIM3UPOBATh COOTBETCTBYIOLIYIO JTUTEPATYPHI;

BJIAJIETh CIIOCOOHOCTBIO OCYIIECTBIATH COOp, aHalW3, CUCTEMAaTH3alMI0, OLEHKY U
MHTEPIPETALHNIO JaHHBIX, HEOOXOAMMBIX JJIs peIeHus MPo(hecCHOHAIBHBIX 3a/1a4;

UMETh O0IIMEe 3HaHUS B 00JIaCTH YIPaBIE€HUS pUCKAMU;

BJIa/I€Th OPUCHBIMU PUIIOKEHUSIMU Ha YPOBHE MOJIB30BATENS;

UMETh CIIOCOOHOCTH K JIOTUYECKOMY MBIIUIEHUI0, 000OLIEHUIO U aHATU3y HH(OpMaIHIo,
apryMeHTalue CBOEH MO3UIUH.

Pesynbratel 0oOyueHust mo gucuuiuiiHe «COBpEMEHHBIE IJIATEXHBIE CHCTEMBl M HX

0e30macHOCTb»  HEOOXOAWMBI A BBINOJHEHHS  OTHICNBHBIX  PAa3/eNIoB  BBIMTYCKHOMN
KBAJTM(PUKAIIMOHHON pabOTHI.




3 INTAHUPYEMBIE PE3YJIbTATbBI PABOTbI

[lenpro ocBoeHUS MUCHUTUTHHBI «COBpEMEHHBIC TUTATEXKHBIC CUCTEMBI M UX O€30MaCHOCTHY
aBigeTcs (OpMHpPOBAHUE Yy CTYACHTOB TEOPETHYECKHX 3HAHMM M TMPAKTUYECKUX HABBIKOB B
007acTH COBPEMEHHBIX IUIATEKHBIX CHUCTeM, WX (QYHKIHMOHUPOBAHUsS, PHUCKOB U yIpo3
0€301MacHOCTH, a TAKXEe METOJI0B 00ecrieueHus Oe30MacHOCTH IIATEKHBIX CUCTEM.

3ajaun JUCHUTIIUHBI:

- HW3Y4YCHHE OCHOBHBIX MOHSATHUA U TNPUHIUNOB (DYHKIMOHHUPOBAHUS COBPEMEHHBIX
TTATEKHBIX CUCTEM;

- 03HAaKOMJICHHE C KJIacCU(PHUKAIUEH MIATEKHBIX CUCTEM U UX OCOOEHHOCTSIMH.

- aHAJIM3 TEXHOJIOTUYECKUX ACTIEKTOB (DYHKIIMOHUPOBAHHUS IJIATSIKHBIX CUCTEM.

- PaCCMOTpPEHHE PUCKOB U YTpo3 0€30M1aCHOCTH B COBPEMEHHBIX TUIATEKHBIX CUCTEMAaX.

- U3y4eHHE METOJIOB U CPEJICTB 3AIIUTHI TUTATEKHBIX CUCTEM OT YTpo3 OE30MaCHOCTH.

- (hopmHpoBaHNE HABBIKOB aHAINM3a U OIICHKU 0€30MaCHOCTH TIATEKHBIX CHCTEM.

- O3HAKOMJICHUE C HOPMATHUBHO-TIPABOBBIM PETyJIMPOBAHUEM B 00JIACTH IJIATSIKHBIX CHCTEM
1 nH()OpMAITMOHHOM 0€30ITaCHOCTH.

Komnerenmun, hopMupyeMbIe B pe3yJIbTaTe OCBOCHUS AUCIIUILTUHBL:

- CHOCOOHOCTH MPUMEHSITh METOJIbI OCYIIECTBICHUS aHadN3a U KOHTPOJss (UHAHCOBO-
XO3SICTBEHHOM JIEATSIILHOCTH OPTaHU3alnid pa3InuHbIX (POPM COOCTBEHHOCTH B LIEJISX BBISBICHUS
PHCKOB U YyIpo3 5KOHOMHUYecKoi 6e3omacHoctu (ITK-13);

- CIIOCOOHOCTH PadOTaTh C Pa3TUYHBIMU HH()DOPMAIIMOHHBIMUA PECYpPCaMU U TEXHOJOTHSIMHU,
MPUMEHSITh OCHOBHBIE METOJBI, CIOCOOBI W CpeACTBa TMONYYEHHs, XPAHEHUs, TIOHCKa,
cucTeMaTH3anuu, 00padoTku u nepeaayn napopmarmu (I1K-14);

B pe3ynbraTe u3yueHus: AUCHUTIIMHBI 00yUaIOLTUICS TOJKEH:

3HaTh:

- OCHOBHBIC METOJbI aHajan3a (PUHAHCOBO-XO3SUCTBEHHON NEATETLHOCTH JUISl BBISIBIICHUS
PHUCKOB M YTpO3, CBA3aHHBIX C IJIATEKHBIMH CUCTEMAMH,

- paznuuHble MHGOPMAIIMOHHBIE PECYpChl M TEXHOJOTHUU, MPUMEHSEMbIE B TUIATEKHBIX
CUCTEMaXx, a TAaK)K€ METOIbI MTOJIyUeHUsI, XpaHEHHs 1 00paboTKH HH(OPMALIUH.

YMmeTh:

- IPUMEHSATh METObl AHAJIM3a U KOHTPOJIA J1JIs1 BBIIBIICHHS] PUCKOB U YIPO3 S3KOHOMHYECKOU
0€30MaCHOCTH, CBSI3aHHBIX C (PYHKIIMOHUPOBAHUEM IIATEKHBIX CUCTEM;

- paboTtaTh ¢ MH(POPMAIMOHHBIMH pecypcaMH IUIaTEXHBIX CHCTEM, MPUMEHSTb METOJbI
aHaIM3a JaHHBIX YIS BBISIBICHUS YTPO3 U PUCKOB.

BianeTs HaBBIKaMU:

- HaBBIKAMH TIPOBEJICHMSI aHAIN3a M KOHTPOJIs (PMHAHCOB-XO35SHWCTBEHHON NEATEIHLHOCTH B
KOHTEKCTE O€30IaCHOCTH IIATEKHBIX CUCTEM;

- HaBBIKAMHM WCIIOJIb30BaHUS HMH(POPMAIMOHHBIX TEXHOJOTHH Juisi  oOecrieueHus
0€30MacHOCTH IJIATEKHBIX CUCTEM U Tiepeaadyn HH(OpMAIIUU.



NuaukaTopsl ¥ AECKPUNITOPHI YaCTH COOTBETCTBYIOIIECH KOMITIETEHIINH, (OPMHUPYEMOi B TIpoIiecce
M3Y4YEeHUS TUCHUILINHBI « COBpEeMEHHBIE IIATEXHBIE CUCTEMBI U X 0€30MaCHOCThY, OLCHUBAIOTCS
IIPU IOMOIIY OLIEHOYHBIX CPEJICTB.

[Tnaaupyemblie pe3yiabTaThl 00yueHus Mo AucuuiinHe «COBpEeMEHHBIE TUIATEKHBIC CHCTEMBI i HX
0€301MacHOCThY, HHIUKATOPHI HocTrkeHus kommnerenmwii [1K-13, TK-14,
MepEUYCHb OLICHOYHBIX CPEJICTB

YIpaBJICHYECKUX pEIICHHH Ha
OCHOBE  PE3yNbTAaTOB  aHAIM3a

Ne Kon HaumenoBanue Kon [Inanupyemblie pe3yapTaThl HanmenoBanue
/I | MHOUKATOpa MHUKaTOpa IUTAHUPYEMO 00y4eHHs OLIEHOYHBIX CPE/ICTB
JOCTHKEHUS JOCTHKEHHSA TO
KOMITETEHIINN KOMITETEHINN pe3ynbTara
o0yucHHs
3HaTh: OCHOBHBIE 3HaeT: OCHOBHBIE Metoasl | Tecr (3HaHUE
METOIBI aHanmm3a (uHAHCOBOTO aHaju3a | TEPMUHOB METOIOB);
(rHAHCOBO- (TOpU30HTANBHBIN, KOHTpOJIbHasi pabota
XO351ICTBEHHOU BEPTUKAJIBHBIH, TPEHIOBBIH, | (perieHue
JesITeIbHOCTU Ui K03 ULNEHTHBIH), MIPAKTUYECKUX 3ajay
BBISIBJICHUSI PUCKOB U UCTIOJIB3YeMBbIEe 11  OLCHKH | IO (brHAHCOBOMY
yIpo3, CBS3aHHBIX C (uHAHCOBOTO COCTOSIHHS | aHAIIN3Y); YCTHBIH
TUIATEXHBIMU IUIATEXHBIX CHCTEM; HCTOYHHKH | OMPOC (3HaHue
cHCTEeMaMH yIrpo3 W PHUCKOB B (DMHAHCOBO- | TEOPETHUECKUX
1 V-L1a 3 (ML) XO3SHCTBCHHOW  JEATEIHHOCTH | OCHOB).
TUTATEXHBIX CHCTEM
(MOIICHHUYECTBO,
HECaHKLIMOHUPOBaHHEIE
oIepanuy, ONepalMoOHHbIe cOoH,
KHOepyrpos3sl); METO/IbI
BBISBIICHUS M OLEHKH PHCKOB,
CBA3aHHBIX €  IUIATEKHBIMHU
CUCTEMaMH (SWOT -ananus,
PEST-ananus, aHau3
YYBCTBUTEIHHOCTH).
YMerTs: TIPUMEHSTH YMeeT:  NPUMEHSATH  METOJBI [pakTrueckas
METOJIBl  aHalM3a | (¢MHAHCOBOTO  aHamM3a A pabora (aHanm3
KOHTPOJIS ULt OLICHKH  IJIATEXEecIocoOHOCTH, ¢uHAHCOBOM
BBIBIICHUSI PUCKOB U JUKBUAHOCTH W  (UHAHCOBOH OTYETHOCTH
YIpO3 3KOHOMUYECKOU YCTOMYMBOCTHU IIATEXKHBIX IJIaTEKHOU
0e301acHOCTH, CHCTEM; BBUIBISITH  (DAKTOPBI, | CHCTEMBI); pELLICHUE
CBSI3aHHBIX c BIMSIIOIIME Ha BO3HUKHOBEHWE | KeiicoB (pa3paboTka
2. WNJ-2xc13 obyukuunonupoBarueMm Y (UI-2i.13)| PUCKOB U yTpO3 B IUIATSIKHBIX MEpPONPHUATHH TIO
IUTaTE)XHBIX CHCTEM cUCcTeMax; OIICHUBATh | CHW)KEHHUIO PHUCKOB);
(uHAHCOBBIE MOCTIEACTBHSA AHATTUTHYECKUN
peanuzanyu yrpo3 U PHCKOB B otuer (10
TUIATEXHBIX cUCTEMax; | pe3yJjbTaTaM aHallu3a
pa3pabaTbIBaTh MEPOIPHATHS MO (rHAHCOBOTO
MUHUMM3ALUU PUCKOB U Yrpo3 B COCTOSIHUSL U
IJIaTEKHBIX CUCTEMAX. PHCKOB).
Bnaners:  HaBBIKaMU Bnaneer: HaBbIKaMHU Jenosas urpa
[IPOBEJICHUS aHaNIU3a U CaMOCTOSTENIFHOTO ~ MPOBeAeHUs | (MMHUTAIUSA paboThI
KOHTpOJsT  (PUHAHCOB- (buHAHCOBOTO aHajau3a aHaJIMTUKA B
X03UCTBEHHOU TUIATEKHBIX CHCTEM C | MIATeXXHOH cucTeMe)
JeSITeTbHOCTH B HCTIOJTb30BaHUEM
KOHTEKCTe CHETHAIN3NPOBAHHOTO
3 W35 0€30MMacHOCTH B (M/1-31x.15) MPOTPAMMHOTO obecrieueHus;
IUTaTEXKHBIX CUCTEM HaBBIKAMU paspaboTku u
peanuzanuy  MEpOIpUATHH MO
obecrieyeHnIo (unaHncoBo
6e3omacHOCTH TUTATEKHBIX
CHCTEM; HaBBIKAMH IPUHATHS




Ne Kon HaumenoBanue Kon [Inanupyemsle pe3yabTaThl HaumenoBanue
/I | MHOUKATOpa MHIUKaTOpa IUTAHUPYEMO 00y4eHHs OLIEHOYHBIX CPE/ICTB
JOCTHKEHUS JOCTHKEHHSA TO
KOMITETEHIINN KOMITETEHINN pe3ynbTara
o0yueHus
(UHAHCOBOTO  COCTOSHHA U
PHCKOB ITUIATEXKHBIX CHCTEM.
3HaTh: pa3IuyHbIE 3HaerT: ApXUTEKTYpY u | Tect (3HaHme
nH(popMannoOHHbIE KOMITOHEHTBI COBPEMCHHBIX | TEPMHHOB "
pecypcel u TUIATEXKHBIX CUCTEM (OaHKOBCKHE | TEXHOJIOTH);
TEXHOJIOTUH, KapThl, 3JEKTPOHHBIC KOIIENbKH, | KOHTpOJIbHAs paboTa
MIPUMEHsIEMbIE B MOOHJIbHBIE iaTexu); | (omucaHue
TUIATeXKHBIX CHCTEMaXx, nH(pOpMaMOHHbIE pecypcehl | apXUTEKTYpHI u
a  TakKe  METOMBI TUIATEXKHBIX CHUCTEM | NPUHLUIIOB  PabOTHI
MOJyYeHHsI, XPaHCHUS (TpaH3aKIIMOHHBIE JIaHHBIE, | KOHKPETHOM
u 00paboTkH TIepCOHaJIbHBIC JaHHBIC | TUIATCKHOU
nHdopmanun KIIEHTOB, JaHHbBIE 0 | CHCTEMBI);  YCTHBIH
Hﬂ'ln]{.m 3 (Hﬂ'll'[K—M) .
KOHTPAareHTax); TEXHOJIOTUH | ONPOC (3HaHue
TIOTy4YCHHS, XpaHeHHs U | METOHOB 3aIIUTHI
oOpabotkn  wHPOpMamuu B | mHGOpPMAIHN).
IUTATeKHBIX ~ cUcTeMax  (0a3bl
JTAHHBIX, Kpunrorpadus,
OJIOKYEH); OCHOBHBIE YIPO3BI
UH(OPMALMOHHOM 0€30IacHOCTH
wiatékueix  cuctem  (DDOS-
aTakd, (UIIMHT, BPEJOHOCHOE
I10, yreukn naHHBIX).
Ymers: paborath C YMeer: momy4aTh JOCTYH K [IpakTrueckas
HHPOPMAIMOHHBIMHA HHPOPMAIMOHHBIM pecypcam pabota (aHanm3
pecypcaMy IUIaTEKHBIX TUIATEXHBIX CHCTEM B TPaH3aKIIMOHHBIX
CHCTEM, MIPUMEHSTh COOTBETCTBHH c JIAaHHBIX JJIS
METOJIBI aHaIM3a YCTaHOBJICHHBIMH  TIpaBHJIAMU; BBISIBIICHUS
JaHHBIX ULt MIPUMEHATh ~ METOJBl  aHAIN3a MOIIEHHUYECKNX
BBISBJICHUSI yIpo3 U JIAHHBIX (craTucTHYeckuit | omnepauuii); pemenue
PHCKOB aHalM3, MallMHHOE OO0y4eHHe) KeiicoB
JUISL  BBISABJICHUS aHOMalui U (paccnenoBanue
V=210 Y (MJ1-21.1) NOJ03PUTEIbHBIX  TpaH3aKIuii; MHLMICHTa
UCIIOJIb30BaTh WHCTPYMEHTHI | HMH()OPMaIMOHHON
MOHHTOpDMHIAa H ayamra s 06e30MacHOCTH);
BBIABIICHUS  YS3BHUMOCTEH U AHAITMTHYECKHUI
HECaHKIIMOHNPOBAHHOTO J0CTYTIa otuer (110
K WHQOpMaNMOHHBIM pecypcaM | pe3ylibTaTaM aHaln3a
TUIATEXKHBIX CHCTEM; | YTpO3 M PUCKOB JJIS
paspabaTbiBaTh  peKOMEHAAMH | HH(OPMALMOHHOM
1o YITy4IIEHUIO CHUCTEMBI 0e3011acHOCTH).
nHPOPMAMOHHON 6e30macHoCTH
TUIATEKHBIX CUCTEM.
Buagets:  HaBbIKaMu Buageer: HaBBIKaMHU Jenosas urpa
HCIIOIb30BaHUS HCIIOJIb30BaHUS (umuTanys
nH(pOpPMAIMOHHBIX Kpuntorpaguyeckux  MeTOIOB pearupoBaHusi Ha
TEXHOJIOTUI JUISL JUId  3alMTel  “HpOpManuKd B KnbepaTaxy)
obecrieueHus TUIATEXKHBIX cUcTeMax;
6e30macHOCTH HaBBIKAMHU HaCTPOHKH u
IUIATEXKHBIX CHCTEM | aJMHUHUCTPUPOBAHUSI  CPEJICTB
V=310 nepeaun B (M/1-31.10) 3aIINTHI nHpopmanuu
nHdopmannu (MexceTeBbIe JKpaHbI, CHCTEMBI
oOHapyXeHHs BTOP>KEHHUH,
antuBupycHoe I[10); HaBbIKaMu
pa3paboOTKM W peau3aiuf
TIOJIUTHK " pouenyp

HH()OPMAIMOHHONW 0€30MacHOCTH
[UIATeKHBIX CHUCTEM; HaBBIKAMU
pearupoBaHHs HAa HMHIUACHTHI




Ne Kon HaumenoBanue Kon [Inanupyemsle pe3yabTaThl HaumenoBanue
/I | MHOUKATOpa MHIUKaTOpa IUTAHUPYEMO 00y4eHHs OLIEHOYHBIX CPE/ICTB
JOCTHKEHUS JOCTHKEHHSA TO
KOMITETEHIINN KOMITETEHINN pe3ynbTara
o0yueHus
“HPOPMAMOHHON 6e30macHOCTH
B INTATE)KHBIX CHCTEMaX.

4 COAEP) KAHME JUCIUIIJIMHbI

4.1 Y4yeOHO-TEMATHYECKUH IJIAH

KonnuecTBo 4acoB KOHTaKTHOW paboOTHI C
TIpenoiaBaTeieM
Howmep paznena,
ouHasi popma 3ao0uyHas popma
TEMBI HaumeHnoBaHue pazjena, TeMbl AUCHUTUTUHBI
00y4eHHs o0y4eHus
JCLUILTHHBI
npaKTH4ec- npakTHyec-
JIEKIUU JEKLIUH
KU 3aHATHS KU 3aHATUS

1 BBesienre B coBpeMeHHbBIE TIATeKHbIE CUCTEMBI 2 4 1 1
2 Kitaccudukanums u XxapakTepUCTUKH TUIATEKHBIX 5 6 1 1

CHCTEM
3 TexHonorun u MHGPACTPYKTYpa COBPEMEHHBIX 4 7 1 5

TUIATEXKHBIX CHCTEM

KonTpoabnblii pyGex Ne 1 1

4 Pucku u yrpo3s! 0€3011acCHOCTH B TIATE)XHBIX 4 6 1 1

cucTeMax
5 MeToBI M CpeICTBA 3AIUTHI UIATEXKHBIX 4 6 1 1

CHCTEM
6 HopmaruBHO-TIpaBOBOE peryInpoBaHHe 0 3 1 2

TUIATEXKHBIX CUCTEM

Kontpoabnslii py6ex Ne2 1
Hroro 16 34 6 8

IJIaTCXKHBIC

IIJII036I,

4.2 Conep:xaHue JJeKIIUOHHBIX 3aHATHIA

Tema 1. BBez[elme B COBPEMECHHBIC IVIATEKHBIEC CUCTEMbI
IToHsTHE MIaTEXHOW CHUCTEMEL. I/ICTOPI/IH Pa3BUTHA TUIATCIKHBIX CHCTCM. (DYHKLII/II/I " poOJib
IUTATSKHBIX CHCTEM B OKOHOMHUKE. YYaCTHHKH INIATCKHBIX CHCTEM: OMUTCHTHI, BKBaﬁepBI,

MMPOLCCCUHIOBBIC  IICHTPHI,

OIPEACIICHUS, UCITOJIB3YEMBIC B IINIATCKHBIX CUCTEMAX.

NpeMYIIECTB MU HEAOCTATKOB PA3JIMYHBIX THUIIOB IJIATC)KHBIX CHUCTEM.

IIOJIB30BATCIIN.

OcHOBHBIE TCPMHHBI U

Tema 2. Knaccudpukanusi 1 XapakTepuCTHKHU MJIATEKHBIX CHCTEM
Knaccugukanus mniaaTexHbIX CHUCTEM IO Pa3IMYHbIM KPUTEPUSM. XapaKTePUCTUKU

Pa3IMYHBIX THMOB IUIaTeXHBIX cucTeM (KapTouHble miaaTeKHble CUCTEMBI, CUCTEMBI 3JEKTPOHHBIX

JICHET, CHUCTeMBbl MI'HOBEHHBIX IUIaTeXel, KPUIITOBAIIOTHBIE IJIaTeXHble cucTembl). CpaBHEHHE

IJIATCXKHBIX CUCTCM.

TeHneHIMM pa3BUTHS

Tema 3. Texnosioruu 1 HHPPACTPYKTypa COBPEMEHHBIX IJIATEKHBIX CHCTEM a.

TexHomnorum,

UCITIOJIb3yeMble B IUIATEXKHBIX cucTeMax (kpunrorpadwus,

MIPOTOKOJIBI

6630H8.CHOI71 nepcaaun NOaHHbIX, TCEXHOJOTIUU aYTeHTI/I(bI/IKaI_II/II/I HOJIL3OB3.T€JI€I>'I, TEXHOJIOTUU
3alIMTHl OT MOIICHHWYECTBa, ONoKueiH). MHpacTpykTypa IIaTeXHBIX CcHCTEM. [IpOTOKOIBI
B3aHMOHCﬁCTBHﬂ MCKAY Y4YaCTHUKaMHU IIIATCIKHBIX CHUCTCM. Pons CTaHAApTOB B 066CH€‘-ICHI/II/I
COBMECTUMOCTH U Oe3omacHocTH miaTexHbix cucrteM (PCI DSS).




Tema 4. Puckn n yrpo3nl 0€30acHOCTH B INIATEKHBIX CHCTEMaxX
Knaccugukanus puckoB 1 yrpo3 0€30IacHOCTH B IUIATEXHBIX CUCTEMax (MOLIEHHUYECTBO,
BPEIOHOCHOE MPOrpaMMHOE OOECIIEUEHUE, XaKePCKUE aTaku, BHYTPEHHUE Yrpo3bl, ONEPaLliOHHbIE
PHCKHM, pHUCKH, CBs3aHHble C Kpunrorpagueil (KoMmpomeranus KiIro4ed, yA3BUMOCTH B
aIropuT™Max). AHanu3 NPUYMH BO3HUKHOBEHHS PHUCKOB U Yrpo3. MeTronbl OLIEHKHM pPHCKOB
0€30I1aCHOCTH B IUIATE)KHBIX CUCTEMAX.

Tema 5. MeToabl U CPeACTBA 3AIUTHI MJIATEKHBIX CHCTEM

Opranu3andoHHble Mepbl 3amuThl (pa3paboTka W BHEAPEHUE TMOJUTUK U MPOLEAYp
Oe3omacHOCTH, OOydeHHE U TOBBIIICHHE OCBEJAOMJICHHOCTH IMEpCOHANa, KOHTPOJb JOCTYyNa K
uHbOpMAlUM U pecypcaM, pPEryspHOE IPOBEJCHHUE ayJUTOB OE30MacHOCTH). TeXHHUYecKue
cpencTBa  3amUTHl  (MEXKCeTeBble OSKpaHbl (OpaHAMay phl), CHCTEMBbI OOHApYKCHHS U
npenorepamenns Bropxkenuit (IDS/IPS), anTHBHpycHOE mNporpaMMHOE OOECTIC€YeHHE, CHUCTEMBI
KOHTPOJISI IIEJIOCTHOCTH JaHHBIX, MMIU(pPOBaHME [AHHBIX, ABYX(GaKTOpHas ayTeHTHU(HUKAIuS,
BUpPTYyaIn3alysl ¥ KOHTeWHepu3alus). Meroasl 3amuTthl oT MomneHHnvectBa (Fraud monitoring
systems, 3D-Secure, KYC/AML-nporenypsbi). MHCTpyMEHTHI MOHUTOPUHTA M aHAIM3a COOBITHI
6e3omacHoctu (SIEM).

Tema 6. HopmaTuBHO-IPaBOBOE peryJHpoOBaHHe IIATEKHBIX CHCTEM H
HH(GOPMAMOHHOMH 0€30MACHOCTH

3akoHomarenbcTBO Poccmiickoit ®Depepanmmu B obnmactu maTexxHsix cucreM (O3 "O
HallMOHAJIBHOU IIaTexHOH cucreme"). 3akoHoaatenbcTBO Poccuiickoit denepanuu B o0nacTH
uHpopmannonHoit 6e3zomacHoctu (P33 "O 6Oe3omacHoctu", ®3 "O mepcoOHANBHBIX IaHHBIX'").
MexayHaposnHbele cTaHaapThl B oOmactu  uHpopManumoHHo Oe3zomacHoct (ISO  27001).
PerynupoBanue nesTenbHOCTH TUIATEXHBIX cucteM LleHTpanpHbiM  Oankom  Poccuiickoi
®eneparnyun. OTBETCTBEHHOCTh 33 HApYIIEHUS B OOJIACTH IUIATEXKHBIX CUCTEM M MH(POPMALMOHHOM
0€30MacHOCTH.



4.3. [IpakTyeckue 3aHATHUS

Homep HaumenoBanue u conepxanue Hopmatus Bpemenu, vac.
pasnen | HanMEHOBaH
MPAKTUYECKOTO 3aHATUS
a, ue paszzena, oYHas 3a04YHas
TEMBI TEMBbI dbopma dbopma
AWCHH | T CIIMTUTAHBI o0yuyeHHs o0y4YeHHS
IIJINHBI
1 Ananns CTPYKTYPbI a3IMYHBIX
BBenenue B PYKTYP p
IUIATEKHBIX CUCTEM.
COBPEMCHHBIC .
N3yuenue ponen YYaCTHUKOB 4 1
IUIaTEKHBIE
IJIATEKHBIX CHCTEM Ha KOHKPETHBIX
CHCTEMBI
npuMepax
2 Knaccudukan | CpaBHUTEIBHBIA aHATU3 XapaKTEPUCTUK
Ui u Pa3IMYHBIX MJIATEKHBIX CUCTEM.
xapaktepucTu | McciaenoBanue  TEHIASHIUHA  pa3BUTHUSA 5 1
KA IUIATEKHBIX CHUCTEM Ha OCHOBE aHalIM3a
IUIATEKHBIX pBIHKA
CHCTEM
3 N3ydyenne  mpoTOKoJIOB  Oe30macHOi
Texnonoruu
" nepefaadyd JAaHHBIX W WX MPUMEHEHHUS B
IUIATEKHBIX CUCTEMAX.
UH(PACTPYKT
ypa AHanu3 APXUTEKTYPhI U 7 2
HHGPACTPYKTYPEI KOHKPETHBIX
COBPEMEHHBIX (bpactpykryp P
IUIATEKHBIX CUCTEM.
IUIATEKHBIX .
Nzyuenne tpeboBanuii cranpapra PCI
CHCTEM
DSS.
KonTtpoJubnsblii pyoex Ne 1 1
5 Ananns KOHKPETHBIX clyJaeB
Puckn n p Y1
MOIIIEHHUYECTBA B IUIATEKHBIX CUCTEMAX.
YrPO3bI Onenka HCKOB 0€30mMacHOCTH IS
0€e30MacHOCTH P 6 1
Pa3IMYHBIX TUIIOB TJIATEKHBIX CUCTEM.
B TLTATERHBIX Pa3zpaboTka crieHapues 03 It
CHCTEMAX P HeHap yrp A
IUIATEKHBIX CUCTEM.
6 Pa3paboTka moauTHKU GE€30MaCHOCTH IS
MIATEKHON CUCTEMBL.
Metonasl u Hacrtpoiika MexcereBoro skpaHa IS
CpeJICTBa 3aIUThI TJIATEKHON CUCTEMBI.
3aIIUTHI Hcnonw3oBanue WHCTPYMEHTOB 6 1
IUIATEKHBIX MOHUTOPMHTa W aHalIW3a COOBITUM
CHCTEM 0€30IaCHOCTH.
Ananus 1oros 0€30MaCHOCTH IJIATEXKHOMN
CHCTEMEL.
7 N3yuenne  HOPMATHUBHBIX  IPABOBBIX
HopmaTtuBHO- | aKTOB, peryaupylomux JIeaTebHOCTh
MPaBOBOE MJIATEKHBIX CUCTEM W WH(OPMAIMOHHOU
perynupoBaH | 0€30MacHOCTH. 3 5
ue AHanmu3 cyneOHON MpaKTHKWA 1O JAeiiaM,
IUIATEXKHBIX CBSI3aHHBIM C HapYIICHHSIMH B OOJAcTH
CHCTEM MJIATEKHBIX CUCTEM M WH(OPMAIMOHHOM
0€30IaCHOCTH.
KoutpoJabHblii pyoex Ne 2 1
Hroro 34 8




S METOJAUYECKHUE YKA3AHUSA JJ151 OBYYAIOIUXCSA
1O OCBOEHUMIO JUCIIMITJIMHBbI

[Ipy mnpocnymMBaHUM JIEKUMH pPEKOMEHIYEeTCsl B KOHCIEKTe OTMeuyaTb BCE BayKHBIE
MOMEHTBI, Ha KOTOPBIX 3a0CTpsi€T BHHUMaHUE IIpenojaBaTellb, B YacCTHOCTU TE, KOTOpPbIE
HalpaBJICHbl HA KAYECTBEHHOE BHINIOJIHEHUE COOTBETCTBYIOIINX NPAKTUUECKUX 3aaHUH.

[IpenogaBareneM 3alyIaHUPOBAHO HCIHOJB30BaHUE IPU YTEHUM JIEKIUH TEXHOJOTUU
yuebHoll nuckyccuu. Iloatomy pekomenayercs (puUKCUpOBaTh Ui ce0si MHTEPECHbIE MOMEHTHI C
LIEJIbI0 MX AaKTUBHOT'O OOCYKIEHMS Ha JUCKYCCUU B KOHIIE JIEKIIUH.

3a70roM KayeCTBEHHOI'O BBIMOJIHEHUS MPAKTUYECKUX 3aJJaHUN SBISIETCA CaMOCTOSTENbHas
MIOArOTOBKA K HHMM HaKaHyHE IIyTeéM [IOBTOPEHHUs MaTepuaioB JieKuuid. Pexomengyercs
IOJIrOTOBUTh BOINPOCHI 10 HESICHBIM MOMEHTaM U OOCYIMTh MX C IpErnojaBaTe]eM B Hadyaje
IIPAKTUYECKOIO 3aHATHUS.

[IpenonaBareneM 3amjaHUPOBAHO MPUMEHEHHME Ha IMPAKTHUUYECKUX 3aHATHSIX TEXHOJIOIMH
pa3BUBaIOIIEl KOONEpaluy, KOJUIEKTUBHOIO B3aUMOJIEHCTBUS, pa300pa KOHKPETHBIX CHUTYyallHil.
ITosToMy mHpHUBETCTBYETCS TPYNIOBOM METOJ| BBIINOJIHEHUS NPAKTHUYECKUX pPadOT M 3alUThI
OTYETOB, a TAK)KE B3aUMOOIICHKA U 00CYKJIEHHE PE3YyIbTATOB BHITIOJIHEHUS MPAKTHIECKUX padoT.

JUis TeKymero KOHTPOJI YCIEBAa€MOCTH JJIsi OYHOW (OpPMBI OOYyUEHHS IpEroaaBaTesieM
UCHOJb3yeTcsl 0aJIbHO-PEHTHHIOBAs CUCTEMAa KOHTPOJISI U OLEHKM aKaJeMU4eCKOHl aKTHBHOCTH.
[ToaTOMy HACTOSTENIBHO PEKOMEH]IyEeTCs TIIATEIBbHO MpopadaThiBaTh MaTepuail AUCLUMILIMHBI IPU
CaMOCTOSITENIbHON paboTe, y4acTBOBAaTh BO BceX (opMax oOCYKIEHMS U B3aUMOJEHCTBHS, KaK Ha
JEKUUAX, TaK U Ha MPAKTUYECKUX 3aHATUSX B LEJAX JIYULIErO OCBOCHMS MaTepualla U MOJIyYeHUs
BBICOKOM OLIEHKH IO pe3yJibTaTaM OCBOEHUS TUCLMITIMHBIL.

BeimonHeHne caMoCTOSATENBbHOW padOThl MOAPa3yMEBAET CaMOCTOSTEIBHOE M3Y4EHUE
pa3fenoB TUCHMIUIMHBI, MOJATOTOBKY K TPAKTHYECKUM 3aHATHSAM, IOATOTOBKY K pYyOEXKHOMY
KOHTpoito (mns ouHOM ¢opMbl 00y4yeHHs), MOATOTOBKY K OJK3aMeHy. Pexomenayemas
TPYAOEMKOCTh CAMOCTOSITENILHON PabOThI peCTaBIeHA B Ta0JIUIIE:

PexoMeHIyeMblil pesKMM CaMOCTOATEIbHON Pa0doThl

Pexomenayemas Tpy10€MKOCTb,

Haumenosanune akaj. Jac.
BHJIa CAMOCTOSITEIIbHON PabOThI oudHas popMma 3aouHas popma
o0y4yeHHs o0y4YeHHUs
CamocTosiTeJIbHOEe H3y4YeHHe TeM TUCHUTIIUHbI: 29 95
BBeneHne B COBpEMEHHBIE MIJIaTEKHBIE CUCTEMBI 4 16
Knaccudukanus u XxapakTepUCTUKU TIIaTEKHBIX 5 16
CUCTEM
TexHonoruu u MHGPaCTPYKTypa COBPEMEHHBIX 5 16
TJIATEKHBIX CUCTEM
Pucku 1 yrpo3bl 0€30acHOCTH B IJIATEKHBIX CUCTEMAX 5 16
MeTonbl ¥ Cpe/ICTBa 3alIUThI JIATEKHBIX CUCTEM S) 16
HopmatuBHO-IpaBOBOE PETyIMPOBAHME MIATEKHBIX 5 15
CUCTEM
IToaroroBka K NpakTHYeCKUM 3aHATUAM (110 2 yaca 34 8
Ha KaXJI0€ 3aHATHE)
IToaroroBka Kk py0e:KHbBIM KOHTPOJISAM (110 2 yaca Ha 4 i
KaKJIbIN pyOeK)
IloaroroBkKa K 3K3aMeHy 27 27
Bcero 94 130
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6 ®OHJ ONEHOYHBIX CPEACTB 1JIsA ATTECTAIMHA 11O JTUCHUIIJIMHE

6.1 IlepeyeHb OLIEHOYHBIX CPEICTB

1 BaHHBHO-pCfITHHFOBaH cucrema KOHTPOJIA n OLICHKH aKa,Z[CMH‘ICCKOﬁ AKTHNBHOCTH
oOyyaromuxcst (711 O4HOH POpMBI 00ydeHus);
2 3anaHus IS TPAKTUUYCCKUX 3aHITHM.
3 3apmanus i pyoexHbsx KoHTposeit Ne 1 u Ne 2 (it ouHO# (opMBbI 00ydeHus).
4 TlepedeHb BOIPOCOB K IK3aMEHY.
6.2 Cucrema 0a1JIbHO-PETHHIOBOM OLIEHKH PadoThI 00yYAOIIUXCH
o AMCIUMIIJIMHE
Ne Haunmenosanue ‘ CogepKaHue
Ounast popma o0yueHust
1 Pacnipenencnne 6anmoB 3a Pacnipenenerne 6amoB
CEMECTPBI 10 BiAAM Biix [Tpaktuyec- PyGexubiii | PyGexmbii
yueOHOI paboThI, CPOKH . | Tlocemenune | kue 3aHATHA
N yueOHOI . KOHTPOJIb KOHTPOJIb JK3aMeH
cnavn yueOHOM paboTh JICKITHiH (mocewenne
paboTHI: Ne 1 Ne 2
(noBoasiTCSI 10 CBEAEHUS U paboTa)
o0y4aromerocst Ha NEPBOM | BaypHas
yueGHOM 3aHSTHH) J— Jo 8 10 30 no 16 1o 16 10 30
I[To 2 6amna
8 nmexuwii o 3a paboty Ha 17-Mm
[pume- Ha KOKIOM | Ha 9 M MpaxT.
1 6amry MPAaKT.
YaHUS: o I13 (xpome 3aHIATUH
(8*1=8) 3aHATHH
PK)
(2*15=30)
3 | Kpurepuii nepecuera 6aioB B 60 1 MeHee 6aJUIOB — HEYIOBJIETBOPUTEIIHHO;
TPAJAUIIMOHHYIO OIIEHKY 110 UTOTam 61...73 — yI0BIETBOPUTENBHO;
paboThI B ceMeCTpe U IK3aMeHa 74... 90 — xoporo;
91...100 — otnnuHO
4 Kpurepnu nomycka K IpoOMexXyTOIHOMN Jna pomycka K IPOMEXYTOYHOHM aTTeCTallud 10 JUCLUIUIMHE 3a

aTTecTallli, BO3MOXKHOCTH TTOJTyYCHUS
aBTOMAaTHYECKOTO 3a4eTa
(3K3aMEHAIMOHHOM OIIEHKH) TI0
JUCHIUTUIAHE, BO3MOXKHOCTD MTOTyYCHHUS
OOHYCHBIX 0aJUTOB

cemecTp (9K3aMeHy) oOOydYaromuiics MODKEH HaOparh IO UTOTaM
TEKyIIEero u pyOesKHOTO KOHTpoJiel He MeHee 51 6amna. B cimygae, ecnu
oOydvatomuiics HaOpanm Menee 51 Oamra, TO K aTTECTAMOHHBIM
UCTIBITAaHHSM OH HE JIOIyCKaeTCsl.

Jns  momydeHuWs SKk3aMeHa 0e3 TPOBEACHHS MPOLEAYpHI
MIPOMEXXYTOYHOH aTTecTalMy o0ydaroleMycss HeoOXoanMo HabpaTth B
XOZIe TeKyIIero u pyOeXHBIX KOHTpoieil He meHee 61 Gamma. B atom
ciydae HWTOr OaJuIbHOM  OLGHKH, NOJy4aeMod 0O0ydJarommmcs,
OTIPEIeNIIETCS TI0 KOJMYECTBY 0aJUTOB, HAOpAHHBIX UM B X0J1€ TEKYIIEro
1 pyOexHbIX KOHTposned. [Ipu 3ToM, Ha yCMOTpeHHE HpernogaBaTes,
OamTbHAs OlleHKa OOydaromerocss MOKET OBITh TMOBBINIEHA 3a CYET
TIOJTY4EHHMSI IOTIOJTHUTENHHBIX 0aJUIOB 32 aKaJeMUYECKYI0 aKTHBHOCTb.

OOyy4aromuiics, MMEIOIIMH TpaBO Ha IOJyYeHHWE OLEHKH 0e3
MPOBEACHUS MPOLEAYphl NPOMEXKYTOUHOM  aTTeCTalldd, MOMKET
MOBBICUTh €€ IIyTeM cIadyd aTTEeCTAIMOHHOTO MCHBITaHus. B ciydae
TIOJTy4eHHs] OOydJaroIMMesl Ha aTTeCTallMOHHOM HucrblTaHuu 0 GayuioB
UTOT OAJTIBHOW OLIEHKH 110 JUCLUIIIMHE HE CHIDKACTCSL.
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3a aKaJleMUYeCKyl0 aKTHBHOCTb B XOJI€ OCBOEHHS IHMCLMILINHBI,
ydacTHe B y4eOHOH, HAyYHO-HCCIIEOBAaTEILCKOH, CIIOPTUBHOMH,
KYJIbTYPHO-TBOPYECKOM u oOmIecTBeHHOM JIeATENbHOCTH
oOyJaromeMycsi MOTYT OBITh HAYHCICHBI IONOJHHUTENbHBIC OajlTbL.
MakcumanbHOE ~ KOJHMYECTBO  AOMOJHHUTENBHBIX  OamioB  3a
aKaJIEMUIECKYy0 aKTHBHOCTb M0 OJHOW AMCHHUILTHHE cocTaBisieT 30.

OcHOBaHWEM JUIi  TIOJNyYCHUS  JONONHUTENBHBIX  0aiioB
SIBIISIFOTCSL:

- BBIIOJIHCHWE JONOJIHUTENBHBIX 3aJaHduil 110 JUCIHUIUIMHE;
JIOTIOJTHUTENBHBIE 0aJlIbl HAYUCIIAIOTCS PETO/IaBaTeleM;

- ydacTue B TEYCHHME ceMmecTpa B y4eOHOH, Hayd4HO-
HCCIIeI0BATEIbCKOM, CIIOPTHBHOW, KyJIbTYPHO-TBOPYECKOH W
obmecTBenHol aesitenpHocTH KI'Y.

5 | ®opmsbl 1 BUIBI yueOHOU pabOThI AJIs
HeycIeBarouX (BOCCTAHOBHBIINXCS Ha
Kypce 00y4eHus1) 00yJaronuXcsl IS
MOJTyYEeHHS HETOCTAIOMUX 6alioB B
KOHIIE CeMecTpa

B ciayuae ecnmd K MPOMEXYTOYHOH AarTecTaliii (dK3aMeHY)
HaOpana cymma MeHee 51 Oamra, o0ydaromemMycst HEOOX0IUMO HaOpaTh
HEJOCTafollee  KOJMYECTBO  OajuloB 32  CYET  BBHINOJHCHUSA
JOTIOJIHUTENBHBIX 3aJaHui, 10 KOHIA MOCIeIHeH (3a4eTHOH) Helenw
ceMecTpa.

JInkBUIanus akaJIeMHUYeCKUX 33aI0JDKCHHOCTESH, BOSHUKIINX H3-32
pPa3HOCTH B y4YeOHBIX IDIaHAX INPHU MNEPEBOJC WIN BOCCTAHOBJICHHHU,
MIPOBOAUTCS IyTEM BBIIIOJIHEHUS JTOIOJHUTENBHBIX 3a1aHuil, Gpopma u
00BEM KOTOPBIX ONPEIEIACTCS IPENoJaBaTeNeM.

6.3 Ilpouenypa oueHuBaHus Pe3yJbTATOB OCBOEHHUS TUCHUILINHBI

Texymuii KOHTPOJb MPOBOAUTCS B BHUJE KOHTPOJS TOCEIICHUN JIEKIH, paboThl Ha
MpaKkTUUeCKuX 3aHATUsIX. [IpenonaBarenb OLIEHUBAET aKTUBHOCTh OOYYAIOUIUXCSl HA 3aHATHUSAX B
MpoLIecce pelIeHus] OM3HEC-CUTYallli, MPaBUIBLHOCTh PEIICHUs 3a/1ay, TOCTAHOBKU THUIOTE3 U
(hopmynupOBaHUS BEIBOJIOB B MPOIECCE JACTOBOM UTPHI.

Py0OexxHbie KOHTPOJM MPOBOIATCA B (OpME MUCHMEHHOTO TECTUPOBAaHUS. DK3aMeH
MPOBOAUTCS B pOpME MUCbMEHHOTO OTBETA HA BOIIPOCHI OMJIETA.

[lepen mpoBeneHHEM KakJIOTO PYyOEKHOTO KOHTPOIs MpemnojaBaTeNb MpopadaThiBaeT ¢

00yJaronMMHUCs OCHOBHOW MaTepuajl COOTBETCTBYIOIINX Pa3/IesioOB TUCHUILIUHBEI B opMe KpaTKOi
nexuuu. BapuaHThl TeCTOBBIX 3alaHui U1 pyOekHbIX KOoHTponedt Ne 1 u Ne 2 coctossT u3 AByX
TEOPETHYECKUX BOMPOCOB U 14 TECTOBBIX ISl KaXAOTro KOHTpOJsi. Kaknprit mpaBUIIBHBIN OTBET
onleHuBaercs B 1 Gamn. Ha kaxkpoe TecTpoBaHUE TpU PyOEKHOM KOHTpOJEe oOydaromemycs
OTBOJUTCS BpeMs He MeHee 30 MUHYT.

DKk3aMeH TpoBOAUTCA B (opMe MUCHBMEHHOTO OTBETa Ha JBa TEOPETHYECKUX BOIpPOCa.
Bpewmst Ha moaAroToBKY OTBOAMTCS 60 MHHYT.

KonnuecTBo 0aninoB 3a KakAblii BOMPOC, COOTBETCTBEHHO, 15 Oamno. OrneHuBaHUe
OTBETOB Ha BOMPOCHI 3aBUCUT OT MPABUIILHOCTU U MOJHOTHI OTBETOB.

Pe3ynbpTarhl TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH M DK3aMEHa 3aHOCATCS MPENOJaBaTEIEM B
AK3aMEHAIIMOHHYIO BEJIOMOCTh, KOTOpas CIAETCS B OPraHU3AI[MOHHBIA OT/EJI MHCTUTYTAa B JCHb
9K3aMEHa, a TAK)KE BBICTABIISIFOTCS B 3aY€THYIO KHIKKY 00y4aromierocs.

6.4 IlpuMepsbl OLIEHOYHBIX CPEICTB JJIs PyOesKHBIX KOHTPOJIEH U IK3aMeHa

IIpumepsl TecTOB 1JIs1 pyOe:KkHOTO KOHTPOs Ne 1
[TuceMenHas paboTa COCTOUT U3 2-X ITAIOB:
1. packpbITh /1Ba TEOPETUUECKUX BOIIPOCA 110 pa3jieiaaM JUCLHUIUIMHBL.
2. BBIIIOJIHUTH TECT.
Teopernueckue BOmpocs GOPMHUPYIOTCS TI0 BApUAHTAM.
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ITpumep TEOPETUUECKUX BOIIPOCOB.

1 TIlonsTue nuatexxHoll cucteMbl. VicTopust pa3BUTHS IIATEKHBIX CUCTEM.

2 OYHKUUU U POJIb IJIATEKHBIX CUCTEM B SKOHOMUKE.

3 VY4YacTHHKM IIJIATEXKHBIX CHCTEM: SMHUTEHTBI, OKBailepbl, IIATEXKHBIE MUIIO3bI,
IIPOLIECCUHTOBBIE LIEHTPBI, 10JIb30BATEIIN.

4 OCHOBHbIE TEPMUHBI U ONPEAEIEHUS, UCIIOIb3yEMBbIE B IJIATEKHBIX CUCTEMAX.

5 Kraccudukanus miaTexHbpIX CUCTEM 110 Pa3IUYHbIM KPUTEPUSIM.

6 XapakTepHCTUKU KapTOUHBIX IJIATEKHBIX CHCTEM.

7 XapakTepUCTUKU CHUCTEMBI 3JIEKTPOHHBIX JCHET.

8 Oco0eHHOCTH CUCTEMbI MTHOBEHHBIX IUIATEKEH.

9 KpunroBaitoTHbIE IUIATEKHBIE CUCTEMBI

10 CpaBHeHHE MPEUMYIIECTB M HEAOCTATKOB PA3IIUYHBIX THUIIOB IJIATEKHBIX CHCTEM.

11 TeHaeHIMYU Pa3BUTHUS TUIATSIKHBIX CUCTEM.

12 TexHOJOTHH, WCIOJB3yeMbIE B IUIATSKHBIX CUCTeMax (KpunTorpadus, MPOTOKOJIBI
Oe30macHOM Tepenayn JIaHHBIX, TEXHOJIOTUM AayTCHTU(UKAIUK I10JIb30BaTeleH,
TEXHOJIOTUH 3aIIUTHI OT MOIIICHHIYECTBA, OJIOKYCHH).

13 UudpacTpyKTypa MIaTeKHBIX CUCTEM.

14 TIpoTOKOJBI B3aUMOJICUCTBHS MEXKITY YIaCTHHKAMHU TUIATE)KHBIX CHCTEM.

15 Poinb CTaHAapTOB B O6CCH€‘I€HI/II/I COBMCCTHUMOCTHU U 6630HaCHOCTI/I IIJIATC)KHBIX CUCTEM
(PCI DSS).

IIpumepsl TecTOB 1JIs1 pyOe:kHOTo KOHTpoIs Ne 1
Br16epuTe 01H BEpHBI OTBET Ha KayKbli BOIIPOC.

1. Yto Takoe muaTexHas cucrema?

a) Opranuzanus, 3aHUMaroLIascs IPOU3BOICTBOM JICHET.

6) Habop mnpaBui, mpoueayp M TEXHUYECKOW HHQPACTPYKTYphl UIsl MEpEeBOjAa JIEHEKHBIX
CPEACTB MEX/y yYaCTHUKAMHU.

B) ['ocynapcTBEHHBII OpraH, peryiMpyromuil J1eHeKHOe O0palleHHe.

r) KomnbrorepHas nporpamMma st yuera (UHaAHCOB.

2. Kakoe coObITHE OTHOCUTCS K PAHHUM 3TanaM pa3BUTHS IUIATEKHBIX CUCTEM?
a) [losiBIeHNE KPUIITOBAIIIOT.
6) Hcnonb3oBanue 6aprepa.
B) BHeapeHnne MOOMIIbHBIX MIIaTEKEH.
r) Pacipoctpanenue 6eCKOHTaKTHBIX KapT.

3. Kaxkas ocHOBHast (yHKIUS IJIATEKHONU CHCTEMBI B 3KOHOMHUKE?
a) YBenuueHve HHQISALHIH.
6) CoxpalleHrne HaJOrOBbIX OCTYIUICHUH.
B) OGecneuenue 3¢(HEeKTUBHOTO U OE30MACHOTO TIEPEMEIICHHS TCHEKHBIX CPEJICTB.
r) [lognepxka pa3BUTHSA TEHEBOM SKOHOMUKHU.

4. KT0 Takoil SMUTEHT B IJIATEXKHOU cucTeme?
a) Opranu3zanus, IpeIoCTaBISAIONas YCIYTH SKBapUHTa.
6) Opranuzanus, BBITYCKaIOIas IUIaTEKHbIE HHCTPYMEHTHI (KapThl, 3JICKTPOHHbIE KOIIETBKH).
B) Opranu3anusi, 00padaTheIBaIoas TPaH3aKIUH.
r) KoHeuHblii oJib30BaTeNb IIATEXKHON CHCTEMBI.

5. YTo Takoe NpOLECCUHIOBBIN LEHTP?
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a) Opranu3anusi, 3aHUMarOIAsAC PEKIAMOH IIATEXKHON CUCTEMBI.
0) Opranun3zanus, Npe1oCTaBISIOIAs KPEIUThI ISl OIIAThl TOBAPOB M YCIIYT.
B) Opranu3zamusi, OCyIIECTBIISIONIAs TEXHUUECKYI0 00pabOTKy TpaH3aKUUil U mepeaady JaHHBIX

MCXKAY Y4aCTHHUKaMHU.

r) Opranu3anusi, 3aHUMAKOLIAsCsl CTPAXOBAHUEM IUIATEKHBIX OIIEparIUii.

6. Kakas xiaccudukanus miaTe:KHbIX CUCTEM OCHOBaHA Ha TeorpaduieckoM oxpare?

a) Kaptounsie u OeckapToUYHBIE.

0) HarmonanbHbIC U MEKTyHAPOTHBIC.
B) DJIEKTPOHHBIC ¥ HAIUYHBIE.

r) Kpenutnsie u 1ebeToBbIe.

. Kakas xapakrepucTrka OTHOCHTCS K KAPTOUHBIM IUIATSKHBIM cUcTeMam?
a) AHOHUMHOCTb.

0) Beicokast CKOpOCTh TpaH3aKIIUH.

B) Mcnonp3oBaHue MUPPOBBIX MOAMUCEH.

r) 'apanTus Bo3Bpata rarexa (chargeback).

. Kakast ocHOBHast 0COOEHHOCTb CUCTEMBI 3JIEKTPOHHBIX JICHET?
a) OU3nUecKoe BbIPAKEHUE JIEHEKHBIX CPE/ICTB.

0) Mcnonp30BaHKe IEHTPATN30BaHHOTO PEECTpA.

B) XpaHEHHUE IEHE)XHBIX CPE/ICTB Ha FJIEKTPOHHOM KOILIEJIbKE.
r) HeBo3M0XXHOCTB HCTI0Ib30BaHMs 0€3 HHTEPHETA.

. Uto XapaKkTepHO JJIsl CHCTEMbI MTHOBEHHBIX TITaTeXen?
a) JlmutenbHoe BpeMsi 00pabOTKU TpaH3aKLUH.

6) Huzkas ctrouMocTh TpaH3aKLUH.

B) OrpanudeHHoe BpeMsl paboThI (TOIBKO B Oy/AHUE JIHH).
r) CIOXXHOCTh B UCITOJIb30BAHUHU.

10. Kakoit He1oCcTaToOK XapaKkTepeH JUIsl KpUIITOBAIIOTHBIX IJIATEKHBIX CUCTEM?
a) Beicokast komHccus 3a TpaH3aKIUH.

0) LlenTpann3oBaHHOE yIpaBIICHUE.

B) BonarunsHOCTb Kypca.

r) OTCYTCTBHE BO3MOKHOCTH MEXKIYHAPOIHBIX TIEPEBOJIOB.

11. Kakas TenaeHuust Haubosee pKko MpOSBISETCS B pa3BUTHUHU TUIATEKHBIX CUCTEM?
a) Bo3Bpar k ucrnonbp30BaHUIO HATMYHBIX JICHET.

0) YBenuueHue posid rocy1apCTBEHHBIX OPTaHOB.

B) PocT nomynsapHOCTH MOOUIIBHBIX TUIATEKEH.

r) CokpalieHne KOJIM4ecTBa y4aCTHUKOB.

12. Kakast TeXHOJIOTHSI UICTIOJIB3YETCA JIJIS 3aIUThI JAHHBIX B TUIATEAKHBIX CUCTEMAX ?
a) Crarucruka.

6) Kpunrorpadus.

B) MapkeTuHr.

r) bByxranrepckuii y4er.

13. Yto BX0aUT B UHPPACTPYKTYPY TUIATSIKHON CUCTEMBI?
a) Tonmbko OAaHKOBCKHE OTICIICHUSI.

0) TonbKO BEO-CAMNTHI.

B) bankomatsl, POS-TepMunasl, cet CBs3H.
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r) Tonbko MOOGMIIbHBIE TIPUITOKEHUSI.

14. Kakoit npoTokoia obecrieunBaeT 0€30I1aCHYIO Nepeaavy JaHHbIX B IUIATEXHBIX cucTeMax?
a) HTTP.
6) FTP.
B) SMTP.
r) HTTPS.

15. Kakyto posb UrparoT cTaHAApPTHI B IJIATEKHBIX CUCTEMAX ?
a) OrpaHnyeHre KOHKYPEHIIUH.
0) OGecrieueHe COBMECTUMOCTH U OC30IIaCHOCTH.
B) YBennueHUE CTOMMOCTH TPAH3AKIUH.
r) YrpoieHue OyXrajaTepcKkoro ydera.

16. Yro takoe PCI DSS?
a) [Iporpamma J10sUIBHOCTH /7S TTOJIb30BaTENEH MIaTEXKHbBIX KapT.
0) Cranmapt 6€30MaCHOCTH JAHHBIX HHYCTPUH IUIATEKHBIX KaPT.
B) Hasor Ha miaTexHble onepanuu.
r) Tun 0aHKOBCKOW KapThl.

17. Kakoe mpeumMyIiecTBO Npe1oCTaBIs 0T OECKOHTAKTHBIC TJIATEHKH?

ChatGPT4 | Midjourney, [30.03.2025 17:52]

a) bonpnryto 6e30nacHOCTb TpaH3aKLUH.
0) YBenuueHue JIMMUTA 10 ONeparusiM.
B) BBICOKYIO CKOPOCTBH COBEpILICHHSI OTEpaLUA.
r) [ToBBIIIEHHBIN KAIOAK.

18. Kakoli y4yaCTHUK IUIaT€KHON CHCTEMBI OTBEUYAET 3a MPUBJICYCHUE TOPTOBBIX TOUYEK K MPUEMY
Kapt?

a) OMUTEHT.

0) [Top30BaTens.

B) DKBaiiep.

r) [IporieccCHHTOBBIM LIEHTD.

19. Kakoit Bua MOIIICHHUYECTBA PACTIPOCTPAHEH B TUIATEKHBIX CHCTEMax?
a) [lognenka TOKyMEHTOB.
0) OumuHr.
B) [Toakyn TOJDKHOCTHBIX JIHII.
r) Hapymenue npaBuin JOPOKHOTO JABHKEHUS.

20. Kakoe yTBep:k/ieHHE BEPHO JIJIS TUIaTEKHBIX CUCTEM Ha OCHOBE OJIOKueiHa?
a) OHM MOJIHOCTBHIO KOHTPOJIUPYIOTCS OJJHUM HEHTPATbHBIM OPTaHOM.
0) OHu XapakTepu3yrTcs MPO3PavyHOCTHIO U JACLIEHTpAIN3AlUEH.
B) OHM TpeOyIOT 0053aTENTFHOTO Y4acTHsl OAaHKOB.
r) OHU HE UCTIONB3YIOTCS ISl MEXKAYHAPOIHBIX IEPEBO/IOB.

Kiro4 K TECTOBBIM 3alaHUsAM:

1. 0 5. B 9. 6 13.8 17.8
2. 0 6. 0 10. 8 14. 1 18. B8
3.8 7.1 11.8 15.0 19.0
4. 6 8. B 12.6 16.6 20. 6

15



IIpuMepsI TeCTOB 1151 pyOeKHOT0 KOHTPO.Is Ne 2

ITucbmeHHas paboTa COCTOUT U3 2-X ITAIOB!

1. packpbITh /1Ba TEOPETUUECKUX BOIIPOCA 110 pa3jeaaM JUCHUIUIMHBIL.
2. BBINOJIHUTD TECT.

Teopernueckue BOpocs GOPMHUPYIOTCS TI0 BApUAHTAM.

g1~ w

10
11

12

13
14

15

1.

[Tpumep TEOPETUUECKUX BOIIPOCOB.

Knaccudukanus puckoB u yrpo3 0€30MacHOCTH B TUIATEKHBIX CUCTEMax (MOIIEHHUYECTBO,
BPEIOHOCHOE MPOTrpaMMHOe 00ecrieueHre, XakepCcKue aTaku, BHyTPEHHHUE YTPO3bl).
Knaccudukanuss puckoB U yrpo3 0€30MaCHOCTH B IUIATEKHBIX CHUCTeMax (OmeparroHHbIC
PUCKH, PHUCKH, CBSI3aHHbIE C KpunTorpaduei (kommpomeTanus KIIOYei, YSI3BUMOCTH B
IrOpUTMax).

AHanu3 NpuYrH BOSHUKHOBEHUS PUCKOB U YTPO3.

MeTo/1bl OLIEHKH PUCKOB O€30MaCHOCTH B IIATEKHBIX CUCTEMAX.

OpranuzallioHHBIE MeEpbl 3alUThl (pa3paboTka M BHEAPEHUE MOJUTUK U MPOLEIYP
0e30macHOCTH, 00y4YeHHE M TOBBIIICHHE OCBEAOMIICHHOCTH TEPCOHANA, KOHTPOJIb AOCTYIA
K HH(opMauu U pecypcam, perysipHOe MPOBEACHHUE ayTMTOB 0€30MacCHOCTH).
TexHuueckue cpencTBa 3aImUThl  (MEXCETEBbIE JKpaHbl (OpaHAMAayspbl), CHUCTEMBI
oOHapyxeHusl U npenoTBpaieHus Bropxkennii (IDS/IPS)).

TexHnueckue cpeacTBa 3alluThl (AHTUBUPYCHOE IPOrpaMMHOE OOECHeueHUe, CHUCTEMBI
KOHTPOJIS LIETOCTHOCTH JaHHBIX, UG POBaHUE JaHHBIX).

TexHuueckue cpeacTBa 3amMTH (IBYX(AKTOpPHAS ayTeHTH(HUKAIMA, BUPTyaTU3alUs |
KOHTEHHEpU3aLHs).

Merosp 3amuTel oT MoeHHHuYecTBa (Fraud monitoring systems, 3D-Secure, KYC/AML-
MPOLIEYPHI).

WNHcTpyMeHThl MOHUTOPHHTA U aHaIu3a coObITuil 6e3omacHoctu (SIEM).
3akononarenscTBO Poccuiickoit ®egepanuu B obnactu minaTexHeix cuctem (O3 "O
HallMOHAJIBHOM MIIaTeXKHOM cucteme").

3akononarenscTBO Poccuiickoit denepanuu B 061acTd MHGOPMAIMOHHON 0O€30MacHOCTH
(®3 "O 6e3omacnocT", @3 "O nepcoHaNbHBIX TaHHBIX").

MesxnyHapoaHbIe cTaHIapThI B 061acTi nHpopmarronHoi 6ezonacuoctu (ISO 27001).
PerynupoBanue nesTeNbHOCTH IUIaTEXHBIX cucTeM lleHTpanbHbIM GaHkoM Poccuiickoii
denepanuu.

OTBETCTBEHHOCTh 3a HapylIeHUs B OO0JACTU IUIATEXKHBIX CHUCTEM U HHPOPMAIIMOHHON
0€30MacCHOCTH.

IIpumepsnl TeCTOB 1JIs1 py0e;KHOT0 KOHTPOJIst Ne 2

Br16epuTe 01H BEpHBI OTBET Ha KaKbli BOIIPOC.

YTo OTHOCHTCS K pUCKaM 0€30IacHOCTH B TUIATSIKHBIX CHCTEMaX?
a) MI3MeHeHne NpOLeHTHON CTaBKH MO KPEAUTY.

6) MolieHHUY€eCTBO C UCIIOJIb30BAHUEM YKPAJIEHHBIX KapT.

B) KonebGanus kypca Baor.

r) 3azeprkka 3apabOTHOM TIIaTHI.

. Kakast yrpo3a oTHOCHTCS K ONEpalliOHHBIM PUCKaM B IJIATEKHBIX CUCTEMax?

a) Kubepataka Ha cepBepbl.
0) HexoppekTHast paboTa mporpaMMHOT0 00ECTICUCHHS.
B) Kommpomeranus kimroueit mudppoBaHus.
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r) [elicTBus nHCalACPOB.

Uro Moxer OBITh NPUYMHOM pHUCKAa HECAaHKIMOHHMPOBAHHOTO JOCTyNa K JaHHBIM B

IJIaTEXKHOU cucTteMe?

a) Beicokas 3apaboTHas miaTa COTpYAHUKOB.

0) Cimabas mapoJibHasi OJUTHKA.

B) Mcnionp3oBanue IUIEH3MOHHOTO MMPOTPAMMHOTO 00ECTICUEHUSI.
r) Perymsipuoe 0OHOBIIEHHE aHTUBUPYCHBIX 0a3.

4. Kakoif MeTO1 UCTIOJIB3YeTCs JIJIS OICHKH BEPOSTHOCTH M BO3JICHCTBHUS yIpo3 0€30IacHOCTH
B IJTATEXHBIX cUcTEMax?

a) SWOT-ananus.

6) PESTEL-ananus.

B) AHaJIU3 PHUCKOB.

r) ®UHAHCOBBII aHAIU3.

. UTO OTHOCHUTCS K OpraHU3allMOHHBIM MEpPaM 3aIIUTHI B TUIATSKHBIX CUCTEMaXx?
a) Mcrnonp30BaHne MEXKCETEBOTO IKpaHa.

0) Buenpenue cucreM 0OHApYKEHUST BTOPIKEHUH.

B) Pa3paboTka 1 BHeIpeHHEe MOJUTUK O€30TTaCHOCTH.

r) HludpoBanue qaHHBIX.

6. Kaxoil MHCTpYMEHT SIBJIICTCS MPUMEPOM TEXHHUUYECKOTO CPEACTBA 3aIlUTHI B IUIATEKHOMN

cucreme?

a) [lonmuTrka KOHGUIEHITNATEHOCTH.
6) Kontpons noctyna k uHGopmMaru.
B) MesxceTeBoil akpaH (OpaHamMayap).
r) OOyuenue nepcoHana.

. UTO BBIMOJHAET aHTUBUPYCHOE MPOTrPaMMHOE 0OeCTIedeHre B IIATeXKHOHI cucTteme?
a) KonTpons gocryna k 6a3aM JaHHBIX.
6) OOHapyxeHHue U yJaJeHUue BPEOHOCHOIO IPOrpaMMHOT0 00ecrieueHMsl.
B) lIudpoBanue naHHbIX.
r) AHanu3 ceTeBoro Tpaduka.

. Jlnst gero ucnonb3yercs AByX(pakTOpHas ayTeHTU(UKAIHS B JIATSKHBIX CUCTEMax?
a) Jlms yckopeHust mporiecca aBTOpHU3alliy TIaTEKEH.
06) [nsa mnoBblmieHUss OE30MACHOCTH TPAH3aKIMA IMyTeM TMOATBEPXKACHUS IJTUYHOCTH
TI0JIB30BATEJS C MOMOIIBIO ABYX Pa3HbIX (PAKTOPOB.
B) JlJist CHM>KEHMSI CTOUMOCTH TpaH3aKIUH.
r) Jlyg npeiocTaBiieHUss aHOHUMHOCTH T10JIb30BATENSIM.

9. Kakasg TexXHOIOTHSI HCIOJIB3YCTCA JIA 3alllUThl OT MOMICHHUYCCTBA C HCIIOJbB30BaAHUEM

KapT?

a) SSL-ceptuduxkar.
6) 3D-Secure.

B) Bupryanusanus.
r) Konreitnepuzanus.

10. Yto nenaetr SIEM-cucrema?

a) OrpannymBaeT AOCTYN K caliTaM B MHTEPHETE.
6) MOHUTOPHUT U aHAU3UPYET COOBITHS OE30MACHOCTH U3 PA3TUYHBIX HCTOUHUKOB.

17



B) ONTUMHU3UPYET NPOU3BOAUTEIBLHOCTD CEPBEPOB.
r) Ilpenocrasiser GecraTHbIN JOCTYI B MHTEPHET.

11. Kakoii ®enepanbHblii 3aKOH PETYIUPYET JESITEIBHOCTh HAIMOHAIBHOM IUIATEKHOU
cucteMsl B PO?

a) @3 "O nepcoHaNbHBIX JaHHBIX".

0) @3 "O Ge3omacHocTu".

B) @3 "O HanMOHAILHOW MJIATEKHOM crcTeme".

r) @3 "O 3amure npaB nmotpeduTenei'.

12. Kakoii 3ak0H peryaupyeT BOpockl HHGOPMAIIMOHHOM 0€301acHOCTH B 11eJIoM B PD?
a) @3 "O HanMoHAIBHOH TIJIATS)KHOU cucTeMe".
0) @3 "O nepcoHaNBHBIX TaHHBIX'".
B) @3 "O 6e3omacHocTu".
r) @3 "O6 nnpopmanyu, HHPOPMAITMOHHBIX TEXHOJIOTUSIX U O 3aIIUTe HHOpMaIn'.

13. Kakoii MeXIyHapOJIHBIM CTaHIAPT OIpeAeseT TpeOOBaHHS K CHCTEME MEHEIKMEHTa
nH(popMaMoHHOM 6e30macHOCTH?

a) PCI DSS.

6) COBIT.

B) ISO 9001.

r) ISO 27001.

14. Kaxoii opran B P® ocyiiecTBisieT peryaiupoBaHue AesITeIbHOCTH IUIATEKHBIX cCUCTEM?
a) ®eznepanbHas HaJIOroBast ciyxoa.
0) LlenTtpanbubiii 6ank Poccuiickoit denepanuu.
B) MuHMCTEPCTBO (PUHAHCOB.
r) @enepanbHas ciyx6a 6€30MacHOCTH.

15. Kakas OTBETCTBEHHOCTh MPEAYCMOTpPEHA 3a HapylleHHe TpeOoBaHHI 0e30MacHOCTH B
TJIATEKHBIX CUCTEMaXx?

a) TonbkO aAMMHHUCTPATUBHASL.

6) Tonpko yrojgoBHasl.

B) AJIMMHHUCTpaTUBHAs, YTOJIOBHAS, TPAKIaHCKO-TIPABOBAsI.

r) JucuumnnunapHasi.

16. Kakast Mepa KOHTPOJISl TOMOTaeT NPEeIOTBPATUTh YTEUKY JAHHBIX OT MHCAAEpOB?
a) Mcnonb3oBanue OpaHaMayspoB.
6) O0Oy4eHue nmepcoHasa OCHOBaM BeO-Ir3aitHa.
B) BHegpeHne mNOAMTHK MUHUMAIbHBIX NPUBMIETMH M  MOHUTOPUHI  JEWCTBUU
MIOJIB30BaTENEH.
r) Perynsipuas cMeHa KapTpuaKei B puHTepax.

17. Kakoit THm araku HUCHONB3YeT BPEIOHOCHBIM KOJ, YTOOBI 3amupoBaTh JaHHBIC
MOJTH30BAaTENSl M TOTPEOOBATH BHIKYI 3a UX BOCCTAHOBIJICHHE?

a) OumMHrOBas aTaka.

0) DDoS-araka.

B) ATaka Tuna '"4yeroBek nocepeauHe".

r) ATaka c UCIOJIb30BaHUEM TIporpamM-BeiMoraresnieli (Ransomware).

18. Kakas aG06peBuaTypa 0003Ha4aeT KOMIUIEKC MPOLEIYp MO UACHTH(GUKAIIUN KIUEHTOB U
IIPEOTBPALLEHUIO OTMbIBAHUS JI€HET?

18



a) SSL.

0) KYC/AML.
B) VPN.

r) CMS.

19. Yro siBRsieTCss OCHOBHBIM MPEUMYIIECTBOM HCIOJIB30BAHUS BUPTYaIH3aIlMA B KOHTEKCTE
0€30MaCHOCTH TUIATE)KHBIX CHCTEM?

a) YBeJIMYCHHUE CKOPOCTH 00pabOTKH TpaH3aKIIUH.

0) YMeHbIIeHHEe CTOMMOCTH 000PY0BaHUSI.

B) M30ms1ust MpUIOKEHUI M CHUKCHUE BIIMSHUS B CITy4ae KOMIIPOMETAIIMU OJTHOTO U3 HHX.
r) Yrpolenue npoiecca pa3padoTKi IPOrpaMMHOTO 00eCTieueHHs.

20. Kakas (yHKOHMS TOMOTaeT OTCIEKHBATh M 3allMChIBATh JCHCTBUS TOJB30BATENCH B
cucTeMe JUIs OCIeIyIOIIEro aHaau3a U BbISIBIICHUS 110103PUTEIbHON aKTUBHOCTH?

a) llludgpoBanue naHHBIX.

6) XKypunanmuposanue (Logging).

B) Bupryanusanus.

') ABTOMaTHUYECKOE PEe3epBHOE KOIMPOBAHUE.

Kiro4 K TeCTOBBIM 3aJaHUsAM:

1. 6 5.B 9.0 13.1 7.1
2.0 6. B 10.6 14.6 18.6
3.0 7. 6 11.B 15.8 19.8
4. B 8. 6 12. 8 16. B 20.6
IIpuMepHbIii NepedYeHb BONPOCOB K IK3aMeHY

1 TlonsTue nuatexxHoll cucteMbl. VicTopust pa3BUTHS MIIATEKHBIX CHCTEM.

2 OyYHKUUU U POJIb IJIATEKHBIX CUCTEM B SKOHOMUKE.

3 VY4YacTHUKM TIIJIATEXKHBIX CHCTEM: OMHUTEHTBHI, OJKBailephl, IUIATE)KHBIC IILTIO3BI,
IIPOLIECCUHTOBBIE LIEHTPBI, M0JIb30BATEIIH.

4 OCHOBHBIE TEPMUHBI U ONIPEAEIEHUS, UCTIOIb3yEMbIE B IJIATEKHBIX CUCTEMAX.

5 Kraccudukanus miaTexHbIX CUCTEM 0 Pa3IUYHBIM KPUTEPUSIM.

6 XapaKTepHCTUKU KapTOUHBIX IJIATEKHBIX CUCTEM.

7 XapakTepUCTUKU CHCTEMBI JIEKTPOHHBIX JICHET.

8 Oco0eHHOCTH CUCTEMbl MTHOBEHHBIX IUIATEXKEH.

9 KpunroBamoTHBIC TUTATEKHBIE CHCTEMBI

10 CpaBHeHuE NPEUMYIECTB U HEAOCTATKOB PA3TUYHBIX TUIIOB IJIATEKHBIX CUCTEM.

11 TenaeHuMM pa3BUTHUS IUIATEKHBIX CUCTEM.

12 TexHonoruu, UCHOJb3yeMble B IUIATEXKHBIX cHcTeMax (Kpunrorpadus, MPOTOKOJIBI
Oe3omacHOl mepenauyd JaHHBIX, TEXHOJOTMM AayTeHTHU(UKALWU I0JIb30BaTenei,
TEXHOJIOTUH 3allUThl OT MOIIEHHUYECTBA, OJIOKYEHH).

13 HudpacTpyKTypa IIIaTEKHBIX CHCTEM.

14 TIpoToKoJbI B3aMMOAEHCTBHS MEXKy YUaCTHUKAMHU TUIATEKHBIX CUCTEM.

15 Posb cTaHgapTOB B 00€CTICUCHUH COBMECTUMOCTH M 0€30TaCHOCTH TJIATEKHBIX CHCTEM
(PCI DSS).

16 Knaccudukamus puCKOB H  yrpo3 0O€30MaCHOCTH B  IUIATEKHBIX  CHCTEMax
(MOILIEHHMYECTBO, BPEJIOHOCHOE TMPOrpaMMHOE O00eCleueHue, XaKepCcKue aTakw,
BHYTPCHHHUE YTIPO3HI).

17 Knaccu¢pukanuss puUCKOB M yYrpo3 0€30MacHOCTH B  IUIATEXKHBIX  CHCTEMax

(oTmepanoOHHbIE PUCKH, PUCKH, CBA3aHHBIC ¢ KpunTorpaduen (KOMIpoMeTaIus KII0UeH,
YSI3BUMOCTH B aJITOPUTMAX ).
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18
19
20
21
22
23
24

25
26

27

28
29

30

AHanu3 TpuYuH BO3HUKHOBEHHSI PUCKOB U YTPO3.

MeTo1bI OIICHKH PHCKOB OE€30MACHOCTH B TUIATE)KHBIX CHCTEMAX.

OpranuzaiiioHHbIE MEPHI 3alUThl (pa3padoTka W BHEAPEHUE TOJUTHK U MPOLEIYp
0e30macHOCTH, OOy4YCHHE W TIOBBIIICHHE OCBEIOMIICHHOCTH IIE€pCOHANIA, KOHTPOJIb
J0CTyna K MH(GOpMaIiu U pecypcam, peryispHoe IpoBeIeHHE ayTUTOB O€30I1aCHOCTH).
TexHuueckue cpeacTBa 3amIUTHl (MEXCETeBbIe SKpaHbl (OpaHIMaydphl), CHCTEMBI
oOHapy»KeHHsI U TipeaoTBpanieHus Bropskenuit (IDS/IPS)).

TexHuueckue cpencTBa 3aluThl (AHTUBUPYCHOE TPOTPaMMHOE 00ECTieueHHE, CUCTEMBI
KOHTPOJISI IETIOCTHOCTH JaHHBIX, ITU(PPOBAHUE TAHHBIX).

TexHuueckue cpencTBa 3amuThl (ABYX(paKTOpHAsS ayTeHTHU(HUKAIWS, BUPTYAIU3aUs U
KOHTEWHepu3aIms).

Meroasl 3ammtel OT MomeHHndecTBa (Fraud monitoring systems, 3D-Secure,
KYC/AML-mporieiypsi).

WNHcTpyMeHTH MOHUTOPUHTA U aHaIN3a coObITUH Oe3omacHoctu (SIEM).
3axoHogarenscTtBO Poccuiickoit ®@enepanuu B obnactu IuarexHelx cucreM (P33 "O
HallMOHAJIBHOM IIATEeXKHOU crucTeme").

3akoHomatenscTBO  Poccuiickoit  @Denmeparmmu B obOnacté  MHGOPMAIIMOHHOMN
6e3omacuHoctu (O3 "O 6ezonacHoctu, @3 "O nepcoHaIbHBIX TaHHBIX").
MesxayHapoIHbIe CTaHAapTHI B oOacT nHpopMannoHHo# 6e3omacHoctu (ISO 27001).
PerynupoBanue AesTeNbHOCTH TUIATSKHBIX cucTeM LleHTpanbHbiM GaHkoM Poccuiickoit
denepanuu.

OTBETCTBEHHOCTh 332 HAPYIICHUS B 00JACTH IJIATEKHBIX CHCTEM U MH()OPMAIMOHHON
0€30MacCHOCTH.

6.5 ®oHA OLIEHOYHBIX CPeICTB

ITonHell OaHK 3aﬂaHHﬁ AJId TCKYILICTO KOHTPOJIA U HpOMe)KYTOQHOﬁ arTeCcTaguu 110
AUCHUIUIMHE, II0Ka3aTCiv, KPUTCPpUH, MIKaJIbl OLOCHUBAHUIA KOMHGTGHHHﬁ, METOJHYCCKHEC
MaTepuraJibl, OMPCACIIIOIINEC ITPOUCAYPbl OLICHUBAHUA 06pa3OBaTeJ'IBHBIX PE3yIbTAaTOB, IMTPUBCACHLI
B y‘I€6HO'M€TOI[I/I‘-I€CKOM KOMIIJICKCE AU CIUIIIINHBI.
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7 OCHOBHASA 1 JOINIOJTHUTEJIBHAS YYEBHASA JINTEPATYPA

7.1 OcHoBHAas y4yeOHasi JUTEpaTypa

1. A6aykapumoB A. M. [TnaTexxHsie cuctemsl: yaeOHoe mocooue / A. M. A6aykapumoB, M.
T. Huzamoga, O. JI. be3pykosa, A. H. boosuteBa. — Mocka: TH®PA-M, 2022. — 216 ¢. — URL:
https://znanium.com.

2. Iarpymmnua, FO. B. Ilnarexusie cuctemsl: ydeOHoe mocobue / FO. B. ITlarpymuHa,
B. H. benouepkosckuii, C. B. KpuBopyuko. — Mocksa: KHOPYC, 2020. — 248 c.

3. Smmnua, H. U. UacTuTynnonanpHas cpea (GyHKIMOHUPOBAHUS M PA3BUTHUS TUIATEKHBIX
cucteM: MmoHorpadus / H. U. SAmmna, 1. A. KpsuioB. — MockBa: UHOPA-M, 2021. — 208 c. —
URL.: https://znanium.com.

7.2 lonoJiHUTE/ILHAS yUeOHas JIUTepaTypa

1. Banog, 1. 1. AkryanbHbie poOIeMBbl 0E€30TIACHOCTH COBPEMEHHBIX TUIATEKHBIX CUCTEM
/ N. Y. UBanoB // Bectuuk kubepdesonacuoctu. — 2021. — Ne 2 (42). — C. 45-52. — URL:
https://znanium.com.

2. PomanoBckuii M. B. ®uHaHCHI, IeHbry, kKpeaut: yaeOHuk / M. B. PomanoBckwii [u np.];
nox penakmueir M. B. Pomanosckoro, O. B. Bpybnesckoit. — Mocksa: FOpaiit, 2023. — 544 c. -
URL.: https://znanium.com

3. CumopoBa A.A. IlnaTexxHbie cucTeMbl: yaeOHoe mocobue / mox pea. A.A. Cugoposa. —
Mocksa: KuoPyc, 2022. — 200 c. - URL: https://znanium.com.
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8 YYEBHO-METOJINYECKOE OBECIHEYEHUE CAMOCTOSTEJIBHOMN PABOTHI
OBYYAIOIIUXCA

1. CoBpeMmeHHbIe IIATEKHBIE CUCTEMbl M HMX 0€30MacHOCTh. MeToAMYecKHe YyKa3aHus K
MIPAaKTUYECKUM 3aHATUSAM JUIsl CTyldeHToB crnenuanbHocTH 38.05.01 DOkoHomMueckas
6e3omacuoctey / coct. C.H. Opios, Kypran, 2019 r. 9ua npaBax pyKOIHCH).

9 PECYPCBI CETH «MHTEPHET», HEOBXOJIUMBIE J1JI51 OCBOEHUSA
TACIHATLITAHBI

=

Dnextponnas oubnmoreka KI'Y (www.dspace.kgsu.ru)

DeKTpOHHO-0MOIMOTeUHas cucTemMa «Znanium.comy (Www.znanium.com).

3 Odunuanpupii  cadlT MunuctepctBa ¢unancoB Poccuiickoii  @enepaunu —
https://minfin.gov.ru/ru/

4 Ienrpanbusiii 6ank Poccuiickoit @enepanuu (http://www.cbr.ru/)

O¢uuunanbusiii  cailt  @DenepanbHOM  Cly’)KObl  TOCYJApCTBEHHOH  CTaTUCTUKU

(http://www.gks.ru)

6 «bankup.py» - nopran o 6ankoBckom omsHece (http://www.bankir.ru/).

N

o1

10. ”THOOPMAIIMOHHBIE TEXHOJIOI'MA, TIPOTPAMMHOE OBECIIEYHEHHUE
N NHO®OPMALMUOHHBIE CITPABOYHBIE
CUCTEMbI
1. BBC «Jlaub»
2. OBC «KoHCynbTaHT CTYICHTa»
3. ODBC «ZNeaNeium.comy»
4. «"apaHT» - CIPaBOYHO-IIPABOBAs CUCTEMA

11. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JUCHUIIVIMHBI
MarepuanabHO-TEXHHUYECKOE O0eCIeYeHre M0 pealn3aluu AUCHUILIUHBI OCYIIECTBISETCS B
cooTtBeTcTBUH ¢ TpeboBaHusiMu @I'OC BO no nanHoi#l 06pazoBaTenbHON IporpaMme.

12. JJAA OBYYAIOIIUXCA C UCITIOJIBb3OBAHUEM IUCTAHIHMOHHDBIX
OBPA3OBATEJIbHBIX TEXHOJIOT U

[Tpu ucroNB30BaHUM 3JIEKTPOHHOTO OOYYEHHS M JUCTAHIIMOHHBIX 0Opa30BaTENbHBIX TEXHOJIOTHM
(manee D0 u JOT) 3aHATHS MOJHOCTHIO WJIM YaCTUYHO NPOBOAATCA B pekuMe oHjaitH. O0bem
JTMCLUIUIMHBL U paclpeeNieHe Harpy3KH 1o BujaaM paboT cooTBeTcTBYeT 1. 4.1. Pacmpenenenue
0aJI0B COOTBETCTBYET M. 6.2 MO0 MOXKET ObITh U3MEHEHO B COOTBETCTBUU C pelIeHHEM Kadeapsl,
B ciyuae nepexoga Ha D0 u JJOT B mporecce oOyuenus. Pemenne kadenpsl 06 MCmonb3yeMbIx
TEXHOJIOTUSIX U CHUCTEME OLIEHUBAHUS JOCTHXKEHUHN, 00yJaoUXCsl IPUHUMAETCS C Y4ETOM MHEHUS
BEYIIEro NpenoaBaress U JOBOAUTCS 10 00yJarOIUXCsl.
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AHHOTAaIUS K pabouell mporpaMme TUCIUTLTAHBI

«CoBpeMeHHbIE IJIATe;KHbIE CHCTEMbI U MX 0€30MaCHOCTb
o0pa3oBaTeIbHOM MPOTpaMMBbI BBICIIIETO 00pa30BaHUs —
IPOrpaMMbl CIICIIUATIUTETA
38.05.01 - «OxkoHoMHYecKasi 0€30MACHOCTbY
crieruaIn3alus;

«OKOHOMUK-TIPABOBOE 00eCIIeUeHNE IKOHOMUYECKON O€30IMacCHOCTIY

TpynoeMKOCTh U3y4eHHs] JUCLMIUIMHGL: 4 3aueTHbIX eaunul] (144 yac.)
Cemectp: 9 (ounas popma oOydeHms)

11 (3aounas popma 00yueHus)
dopma NpoMEKyTOUHOM aTTECTALMU: IK3AMEH.

Conep:xanue QM CIUTLTHHBI

[lonarne mnmaTtexxHOM cucTeMbl. VIcTOopus pa3BUTHUSA IUJIATEKHBIX CHUCTEM.
OYHKIHUH U POJIb TUIATEKHBIX CUCTEM B IKOHOMUKE. Y YACTHUKH IJIATEHKHBIX CUCTEM:
AMUTEHTBI,  SKBaWepbl, IUIATEKHBbIE  IUIO3bI,  IPOLECCUHIOBBIE  LIEHTPHI,
nosib3oBaTenu. OCHOBHBIE TEPMUHBI M ONPENEICHUS, UCIOJIb3YEMbIE B IUIATEAKHBIX
CUCTEMAX.

Knaccudukanuss  mIaTeXHbIX CHUCTEM  TI0  Pa3JIUYHBIM  KPUTEPHUSIM.
XapakTepUCTUKU PA3TUYHBIX TUIMOB TUIaTeXKHBIX cucTteMm (KapTouHble miaTexHBbIC
CHUCTEMBI, CHCTEMbI DJJEKTPOHHBIX JICHEr, CHCTEMbl MTHOBEHHBIX IUIATEXKEH,
KPUIITOBAJIOTHBIE TJIaTeXHbIE cucTeMbl). CpaBHEHHE MPEUMYUIECTB U HETOCTAaTKOB
PA3JIMYHBIX TUIOB IJIATEXKHBIX CUCTEM. TEHIAEHUINUU Pa3BUTHS MIATEKHBIX CUCTEM.

TexHomornu, uCHOIb3yeMble B IIATEXKHBIX CHUCTeMax (Kpunrorpadus,
MPOTOKOJIBI  OE30MacHOM mepefayd  JaHHBIX, TEXHOJOTUU AayTeHTU(PUKALUU
MOJIb30BATENICH,  TEXHOJOTUM  3alIUThl  OT  MOIIEHHUYECTBA,  OJIOKYEHH).
NudpactpykTypa mimaTexHbIX cuUcCTeM. [IpOTOKOJBI B3aMMOJCUCTBHS MEXKIY
YYaCTHUKAMU TJIATEKHBIX CUCTEM. Posih cTaHmapTOB B 00€CTICUEHUH COBMECTHMOCTH
u 6e3omacHocTH atexxHbIx cucteM (PCI DSS).

Knaccudukanus puckoB U yrpo3 0€30MaCHOCTH B IUIATEKHBIX CHCTEMax
(MOILIEHHUYECTBO, BPEJAOHOCHOE MPOrPaMMHOE OOECIEUYeHHE, XaKepCKUE aTakH,
BHYTPEHHHUE YTpO3bl, OMEPAlMOHHBIC PUCKH, PUCKH, CBS3aHHBbIE C KpunTorpaduein
(koMImpoMeTanusi  KIO4YeH, YSI3BUMOCTH B airoputMax). AHaIu3 MOpUYUH
BO3HMKHOBEHHUSI PUCKOB M yrpo3. MeToabl OIEHKH PHUCKOB O€30MacHOCTH B
MJIaTEXXHBIX CHCTEMaX.

OpraHu3aioHHbIE MEpbl 3aluThl (pa3paboTka W BHEAPEHUE IMOJUTUK H
npoueayp 0e30macHOCTH, oOydeHHEe M TOBBIIICHHE OCBEIOMIIEHHOCTH IEpCOHaNa,
KOHTPOJIb JOCTyHa K MHQOpPMAIMH U pecypcaM, PEryisipHOe IMPOBEIACHHE ayauTOB
0€30macHOCTH). TexHuueckue cpencTBa 3allUThl  (MEXCETEBbIE  HKPaHbI
(Opannmayapsl), cUCTeMbl OOHapyXeHus U npenotsparienus Bropxkenuit (IDS/IPS),
aHTUBUPYCHOE MPOrPaMMHOE OOECleueHUe, CHCTEMbl KOHTPOJS IEIOCTHOCTH
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TaHHBIX, MUGPOBAHNE JAHHBIX, ABYX(aKTOpHAS ayTeHTU(DHUKAIMS, BUPTyTU3aIus U
KOHTeWHepu3anusi). Metoasl 3ammuThl OoT MolneHHudectBa (Fraud monitoring
systems, 3D-Secure, KYC/AML-npouenaypsl). HWHCTpYMEHTBI MOHHUTOPHUHIA U
aHanu3a coObIThil 6e3omacHoctu (SIEM).

3akoHonarenscTBO Poccuiickoit deneparin B 00J1acTH TJIATEXKHBIX CHUCTEM
(@3 "O mnHanuoHambHOM TLIATEXKHOM cucTeMe"). 3akoHonarenbcTBO Poccuiickoi
®enepanuu B obmaactu nHdopmamonHon 6ezonacuoctu (O3 "O 6e3onacHoct", O3
"O nmnepcoHanbHBIX JaHHBIX"). MexayHaponHble CTaHAapThl B 00JACTH
uHpopmarmonHoir O6e3omacHoctr (ISO 27001). PerynupoBanue AesiTEIbHOCTH
wiaTexHelx  cucteM  LlenTpanmpabiM  OankoM  Poccuiickoit ~ denepanmu.
OTBETCTBEHHOCTH 32 HAPYIICHUS B 00JIACTH TIJIATSKHBIX CHCTEM M HH(GOPMAITMOHHOMN
0€30MacHOCTH.
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JIMCT
perucTpanuy Uu3MeHeHu (10NoJTHeHu) B pa0do4yI0 NporpaMmmy
Y4eOHOM JUCHMILTHHBI
«BHYTPEeHHHMH ayJUT U KOHTPOJIb OPraHU3aAlUu)

N3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENOAaBaTEIb / /

N3meHeHus: yTBEpKIECHBI Ha 3aceAaHuM KadeIphl « _ » 20 r.,

IIpoTtoxkon Ne

3aBenyronuii kadenpoit « » 20 T.
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