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1. OBPBEM JUCIHUIIJIMHBbI

Bcero: 8 3aueTHBIX equHUIl TPYA0eMKOCTH (288 akajeMUdyecKux yaca)
Ounas ¢popma 00yueHust

Bun yaeOHOM paboThI Ha scio Cemectp
JACIUIUIUHY 5 6

AyauTopHbIe 3aHATHS (KOHTAKTHas padoTa ¢
npenojgaBartejieM), BCero 4acoB 128 64 64
B TOM 4HCJI€:
Jlexknun 64 32 32
JlaboparopHbie pabOTHI 64 32 32
CamocrosiTesibHAas paboTa, BCero 4acoB 160 80 80
B TOM 4HcJIe:
[ToaroroBka K 3K3aMeHy o4 27 27
KypcoBas pabora 36 - 36
Jpyrue Bubpl CaMOCTOSTENBHOM pabOThI (MTOATOTOBKA K 70 53 17
71a00PATOPHBIM 3aHATUSM U pyOEKHOMY KOHTPOITIO)
Bua npoMexkyTo4yHoi aTTecTannu JK3aMeH, JK3aMeH | JK3aMeH
OO01mas Tpy10eMKOCTb JUCIUIIIUHBI U TPY/10€MKOCTbH 110 288 144 144
ceMecTpaM, 4acoB




2. MECTO JAUCHUIIJIMHBI
B CTPYKTYPE OBPA3OBATEJBHOM MPOTPAMMBI

Jucnummaa  «be3omacHocTs  ceTerk DBM»  OTHOCHTCA K 00s3aTelIbHBIM
JTUCIUTUIMHAM MOyl HHGOpMaImoHHas 6e30macHocTh bioka 1.

N3ydyenune nucuuiuiMHbl 0azupyercs Ha pe3ylsibTaTax 00ydeHHs, c(pOPMUPOBAHHBIX
MIPY U3YUYECHUU CICTYIOMMNX TUCIUTLIINH:

- OCHOBBI TEOPUH 3AITUTHI HHGOPMAITTH

- OcHOBBI HH(OPMAIIMOHHON 0€30MTACHOCTHU

- Opranuzanust 9BM U BEIYHCIUTENBHBIX CUCTEM.

Pesynbratel 00y4deHHsS CHOy)KaT OCHOBOM ISl JUCHMIUIMH «CETH M CHCTEMBI
nepenavn uHopMamm, «Pa3paboTka H AKCIUTyaTaIus 3aIUIICHHBIX
aBTOMATHU3UPOBAHHBIX CHCTEM), «MeTopl MPOCKTUPOBAHUS 3aIIUIIECHHBIX
pacripefieiecHHbIX HHGOPMAIMOHHBIX CHCTEM», «TexHudeckas 3amura WHOOpMAIUNy,
«YupapneHue WHOOPMAIMOHHON OE30MAaCHOCTHIO» W MPUMEHSIOTCS JJIS BBIMOJHEHUS
KypCOB pabOT M MPOEKTOB U BBITYCKHON KBaTN(DUKAIITMOHHON paOOTHI.

3. INTAHUPYEMBIE PE3YJIBTATHI ObYUEHUS

Llenvio NMCHMIUIMHBI SBJISETCS OOYYCHHE CTYJCHTOB OCHOBaM IIOCTPOCHHS U
OKCIUTyaTallid BBIYMCIUTEIBHBIX CETEH, MPHHIIMIIAM M METOJaM 3allluThl MHPOpMAIUU B
KOMIIBIOTEPHBIX ~ CETSAX, HaBBIKAM KOMIUIEKCHOTO TIPOSKTHPOBAHUS, TOCTPOCHUS,
00CTy)KUBaHUS U aHATM3a 3alTUIIICHHBIX BRIYUCIIUTEIBHBIX CETCH.

3aoauu oucyuniumol:

- MOJYYCHHUE MPEACTABICHHUS O IMPOrPaMMHO-AINAPAaTHBIX U TEXHHYECKHX CPEJICTB
CO3JIaHUS CETEH;

- IPUHITUIIBI IOCTPOCHUS CETCH M YIIPABJICHUS UMH,

- MpaBUJIa TEXHUYCCKOM 3aIUTHI CETEH;

- HCIIOJIb30BAaHUE TIPOTPAMMHBIX U allapaTHBIX TEXHOJIOTUH 3alIUThI CETEH;

- METO/Ibl IPOCKTUPOBAHUS, PA3BEPTHIBAHUS U COMPOBOKICHUS OC30MMACHBIX CETEH;

- METOJIbI OOCTICIOBAaHUS U aHAJIM3a 3alTUIIICHHBIX BBIYUCIUTEIBHBIX CETCH.

Komnerenuuu, popMupyemblie B pe3yabTaTe OCBOCHUS JUCITUTUIMHBIL:

- CTOCOOHOCTH MPUMEHSITh 3HAHUS B 00J1aCTH 0€30MaCHOCTU BHIYMCIUTEIBHBIX CETEH,
OTIEpAIMOHHBIX CHUCTEM M 0a3 JaHHBIX TpPH pa3paboTke aBTOMATH3UPOBAHHBIX CHUCTEM
(OIIK-12);

- CIOCOOHOCTh OPTaHU30BbIBATH U MPOBOJUTH AMATHOCTUKY U TECTUPOBAHUE CHCTEM
3alUThl MHOOPMAIIMM aBTOMATHU3UPOBAHHBIX CHCTEM, MPOBOJIUTH aHAIU3 YSI3BHUMOCTEH
CUCTEM 3aluThl HH(pOpManuu aBToMaTu3upoBanHbix cucteM (OITK-13);

- CIOCOOHOCTH OCYIIECTBIIATH aIMUHUCTPUPOBAHUE U KOHTPOJIb () yHKIMOHUPOBAHUS
CpPeICTB W CHUCTEM  3aluThl  WHPOPMAIMM  ABTOMATH3WPOBAHHBIX  CHCTEM,
UHCTPYMEHTAIBHBI MOHUTOPHHT 3alHINEHHOCTH aBTOMaTu3upoBaHHBIX cuctem (OIIK-

15).

NuaukaTtopsl M JECKPUNTOPBI YacTH COOTBETCTBYIOLIEHM KOMIIETCHIUU,
dbopmupyemMoii B Tpoliecce U3y4YeHHS aUcCHMIUIMHBI - «be3zomacHocTh cerei
OBM», oneHUBaIOTCS MPU MOMOIIY OLIEHOYHBIX CPEACTB.



noctmkenns komnetenuuii OIIK-12, OITK-13, OIIK-15, nepedyeHb OLIEHOYHBIX CPECTB

[Imanupyemsie pe3ynbpTaThl 00yueHus mo aucuumuinHe «besonmacHocts ceteit DBM», nHANKaTOPHI

Ne | Kon unHmukaro- HaumenoBanue nn- | Koj mianupyemoro [Tnanupyemeie pe- HaumenoBanue
/I | pa MOCTMKGHUsS | JUKAaTOpa JOCTHXKE- | pe3yibraTa 00yde- | 3yabTaThl OOydYCHHS OIICHOYHBIX
KOMITETECHIINU HUSI KOMIIETEHIINN HHUSI CpeacTB
1. WJ-1 OIIK-12 3HaTh: METOABI U 3 (UJ-1 OIIK-12) 3HaeT: METOIbI U Bormpock! Tecta
CpeICcTBa pa3paboOTKH CpencTBa pa3paboTKu
3¢ P EKTHBHBIX TIPO- 3¢ GEKTHBHBIX TPO-
IPaMMHBIX aJITOPUT- rpaMMHbBIX allTOPHUT-
MOB MOB
2. W-2 OIIK-7 VYmers: unrath u o- | Y (MO-2 OIIK-12) | YMeet: untath ¥ 10- | KoMIUIEKT MMHU-
HUMAaTh [IPOTPaMM- HUMAaTh POTPaMM- TAIlMOHHBIX
HBIA UCXOIHBIN KO U HBIM UCXOJHBIN KOI U | 3a7au
JIOKYMEHTAI[HIO JIOKYMEHTAIHIO
3. WJI-3 OIIK-7 Bnaners: 3Hanusimu | B (MJ]-3 OIIK-12) | Bnageer: 3HaHusimu | Bompockr s
OCHOBHBIX METOJIOB U OCHOBHBIX METOJIOB U | CIIau HK3aMeHa
HHCTPYMEHTOB  pas- HHCTPYMEHTOB ~ pas3-
paboOTKK Mporpamm- paboOTKH TpOrpamm-
HOTO 00eCTeYeHHUs HOTO 00ECTICUCHHUS
4. N-10I1K-13 3HaTh: METOBI U 3 (UJ1-1 OIIK-13) 3HaeT: MEeTOIbI U Bormpocs! Tecta
cpeacTBa pa3paboTKH CpeAcTBa pa3paboTKH
3¢ PEKTUBHBIX MPO- 3 PEeKTUBHBIX MPO-
IPaMMHBIX aJITOPUT- IPaMMHBIX aJITOPHUT-
MOB MOB
5. na-2 OIK-13 YMeTb: IpUMEHSTh Y (UA-2 OIIK-13) | YmeeT: mpuUMEHATH Kommiext umu-
METO/IBI ¥ CPECTBA METOJIbI ¥ CPECTBA TAIMOHHBIX
pa3pabotku 3 dex- pa3pabotku 3 dek- 3amay
TUBHBIX MPOrPaMM- TUBHBIX MPOrPaMM-
HBIX QJITOPUTMOB HBIX AJITOPUTMOB
6. nJI-3 OIIK-13 BianeTs: HaBeIKaMU B (MJ-3 OIIK-13) | Bianeer: HaBBIKaMHU Bonpocer s
MOCTAHOBKH U BbI- MOCTAHOBKH H BbI- c/1a4u 9K3aMeHa
MOJIHEHHUS KCTIEPH- MOJIHEHHUS IKCIIEPH-
MEHTOB TIO IPOBEPKE MEHTOB TI0 TIPOBEPKE
UX KOPPEKTHOCTH U MX KOPPEKTHOCTH U
3¢ pekTUBHOCTH 3¢ EKTHBHOCTH
7. H-1 OIIK-15 3uath: Meroasl cpaB- | 3 (UJI-1 OIIK-15) 3HaeT: MeToJIsI cpaB- | Bompock! Tecta
HUTEJIBLHOTO aHAITU3a HHUTEJILHOTO aHATN3a
1 OLICHKH CJI0KHOCTHU 1 OIICHKH CJI0KHOCTH
IITOPUTMOB AJITOPUTMOB
8. N-2 OIIK-15 YMeTh: aHAIU3upO- Y (MJ-2 OIIK-15) | YMeer: aHaIU3UpoO- KowMmriext nmu-

BaTh AJITOPUTMBI U
OIICHUBATh BPEMCH-
HYIO H €MKOCTHYIO
CIIOXKHOCTB TIPO-
rpaMMHOTro obecrie-
YeHHs

BaTh aJITOPUTMBbI U
OIICHUBATb BPECMCH-
HYIO U EMKOCTHYIO
CJIOXKHOCTB TPO-
rpaMMHOro obecrie-
YeHHMS

TAIIUOHHBIX
3ama4




V-3 OTIK-15

Bnanets:
OIIEHKH BPEMEHHOHU U
€MKOCTHOHM CJIOKHO-

HaBbIKaMH

CTH  IPOTrPaMMHOTO

obecnieueHus

B (/-3 OIIK-15)

Bnageer:
OLIEHKH BPEMEHHOU 1
€MKOCTHOM CJIOKHO-

HaBbIKaAMH

CTH  IIPOTPaMMHOTO

obecreueHus

Bonpocer  mna
cllauM dK3aMeHa

B pe3ynbrare nu3ydeHus: AUCUUIIIMHBI 00YYaIOLUIUICS JOKEH:

3Hamo:

- OCHOBHBIE MIPOTOKOJIBI KOMITbIOTEPHBIX ceTeit (miss OITK-13, OTIK-12);

- TIOCIIEJIOBATENIbHOCTh U COJIEpP’KaHUE 3TANOB TOCTPOCHUS KOMIBIOTEPHBIX CeTel
(s OINK-12, OITK-13, OIIK-15);

yMmemu:

- KOH(UTYPHPOBATh aKTUBHOE ceTeBoe obopymoBanue (OITK-13, OITK-15).

- TPOCKTHPOBaTh W aAJMHUHHCTPUPOBATH KOMITBIOTEPHBIC CETH, PEAM30BHIBATH
MOJUTHKY Oe30macHocTH KommbioTepHoi cetr (s OITK-15);

- 3(ppeKTUBHO HCMONB30BATh PA3TUYHBIE METOIBI M CPEJICTBA 3aIIUTHl MHPOPMALIUU
1u1st KommbroTepHbIX cereit (s OINK-13, OIK-15);

- MPOBOJUTH MOHUTOPUHT Yrpo3 Oe3omacHOCTH KoMmmbloTepHbIX cereid (mmss OITK-13,
OIIK-12, OIIK-15);

61a0emy.

- HaBbIKAMH Pa3pabOTKH, JOKYMCHTHPOBAHUS KOMITBIOTEPHBIX CETEH C y4eToM
TpeboBaHuii Mo obecneucHuio Oe3zonacuoct (s OIMK-12);

- HaBBIKAMH OKCIUTyaTallid W aJMUHUACTPUPOBaHHUS 0a3 JaHHBIX, JIOKAIBHBIX
KOMITBIOTEPHBIX CETeH, MPOrpaMMHBIX CHUCTEM C Y4YeTOM TpeOOBaHUN IO OOECIIEYECHHUIO
uHpopmarmonHo# 6e3omnacuoctr (st OIMK-13, OIK-15).

4. COAEPKAHUE JNCIUIIINHBI

4.1. YueOHO-TemaTH4yecKuil mjiad. Ounas popma o0y4yeHust
KonungectBo yacos
Howmep KOHTaKTHOM paboThI ¢
pasnena, HaumenoBanue paznena, IpemofaBaTeneM
TEMBI TEME JlaGoparopHsle
Jlexmun
paboTHI
5 cemecmp
Beenenne. ®ynknuu cereir. Monens OSI 2 -
1 JlokanbHble ceTH. [IpMHIMIBI  TOCTPOCHMS 2 -
— JIOKAJIbHBIX CeTen
£ 2 Ceru Ethernet 2 4
2 3 Crexk npotokono TCP/IP. Jlornyeckas 4 4
- anpecarus B cetsix TCP/IP.
4 CuyxeOHbIe mpoToKouisl B ceTsix TCP/IP 2 -
5 Tpancnsus cereBbix aapeco (NAT) 4 6
Pybescnvtit konmponw 1. Tecmuposanue - 2
6 Cern IPV6 2 -
(; 7 Mapmpytuzanus B cetsix TCP/IP 8 14
8 8 Cayx0a TOMEHHBIX UIMEH 4 -
& 9 NetBIOS u WINS 2 -
Pybescnvtit konmpons 2. Tecmuposanue - 2
Hmozo: 32 32




6 cemecmp

PyGex 1

10 Tumnosbie yrpo3bl CETEBON OE30MACHOCTH 4 -

11 ATaky Ha paclnpeesICHHbIE BbIUUCIUTEIbHBIC 4 8
CHCTEMBI

12 ATaky Ha y3JIbl BBIYMCIUTENbHBIX CETEN 4 12
Pyoesxcnoviit konmpono 3. Tecmuposanue - 2




13 ammra oT HECaHKITMOHUPOBAHHOTO 4 4
MIPOHUKHOBEHUS
‘; 14 3ammra cerei Ha ypoBHe |P 4 4
& 15 3ammra World Wide Web 4 -
o 16 AyTeHTHU(UKAIIUU B CETAX 4 -
17 3amuTa Ha IPUKJIAJHOM YPOBHE 4
Pyoesxcnoviit konmpono 4. Tecmuposanue - 2
Hmozo: 32 32
Bcero 64 64

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Beeoenue. @ynxyuu cemeit. Mooenwv OSI

Lenu, npeamet u 3amauu Kypca. O01IMe CBEIEHUS O BHIYUCIUTENbHBIX CETSIX.
Knaccudukanums  BBIYMCIUTENBHBIX  ceTel. ba3oBas  3TajoHHas  MOJEINb
B3aMMOJICUCTBHS OTKPHITHIX ceTelt (Momens OSI). dyakuun ypoBaen moaenn OSI.

[IpeoOpazoBanrie maHHBIX Mpu Tmepenade 1o ceTtd. CrnocoObl KOHTPOJIS
MPaBUIILHOCTH Tepeaaur HHPOPMAIIUH.

Tomonoruu BEIYUCIUTENBHBIX CETEH.

Tema 1. Jlokanvusie cemu. Illpunyunst nocmpoenus 10KaabHbIX cemell.

JlokanbHbIE BBIYMCIUTENIbHBIE CETU. METOIbl yIpaBieHUsI JOCTYIIOM K Cpejie
nepeaaun (KOJUIEKTUBHBIN JOCTYH K Cpejie Tepe/iadu ¢ MPOCTyIIuBaHUEM HECYIel U
oOHapy>KeHHeM KOH(IMKTOB, YIIPABISIOMIUNA MapKep, pa3MEYCHHOE KOJIBIIO).

Tema 2. Cemu Ethernet

[Mpuniune! noctpoeHus ceteit Ethernet. MeTos! gocTyma K cpejie nepeiadu B
cersx Ethernet. Anpecamus B cersx Ethernet. ®opmar Ethernet dpeiima.
KoHnieHTpaTophl, KOMMYTAaTOPHI U IPUHIIUIIBI UX PaOOTHI.

Tomosoruu ~ coeAMHEHUs]  KOMMYTAaTOpOB.  ATrperupoBaHHEe  TOPTOB
KOMMYTaTOpOB. Ainroputm padotsl STP.

Bupryanbnsie nokanbHbie cety (VLAN) v npuHLMIIBI UX TOCTPOCHHUS.

Tema 3. Cmex npomoxonos TCP/IP. Jlozuueckasn adpecauus 6 cemsx TCP/IP.

O030p creka mpotokosioB TCP/IP. Anpecanus B cetsix TCP/IP. ®dopmar
aapeca |IPv4. Knaccel IP anpecoB. 3ape3epBupoBaHHBIE KJIAcChl ceTel. Apecarus
NoACEeTEN. 3ape3epBUPOBAHHBIE aApeca B IMOACETH. MAaCKMpPOBAaHHE TOJCETEM.
[ImanupoBaHue moaceTen.

®opmar IPv4 neiitarpamMmel.

[Iporokos UDP

Tema 4. Cnyaceonvie npomoxo.ivt 6 cemsnx TCP/IP

[Iporokon ARP: ARP-3anpocki, ARP-otBets, ARP-tabmumpl. [IpoTtokon
RARP. Mapmpytusaropsl u ARP-Tabmuier. 1103 mo ymonganuro.

[TpoTokon ICMP. I'pynnoBoe Bemanue. [Iporokon IGMP.

[Iporokon DHCP.

Tema 5. Tpancnayusa cemesvix aopecos (NAT)

Hasznauenue u BUBI TPAHCISALUKA CETEBBIX aApecoB. CTaTUdeckasi TPaAHCISLMS
CETeBBIX ajpecoB. JlMHAMHUUecKas TpPaHCIAIUS CETEeBBIX aApecoB. TpaHCALUs
CETEBBIX aJIPECOB Ha YPOBHE MOPTOB. THUIIBI TPAHCIALIMH aPECOB HA YPOBHE MTOPTOB:
symmetric NAT, full cone NAT, address restricted cone NAT, port restricted cone




NAT, hairpin NAT. Crarndeckasi TpaHCIISIIHSI CETEBBIX aJPECOB HAa YPOBHE MOPTOB.
banancupopka Harpy3ku ¢ momorbio NAT.

Omnpenenenue criocoda Tpa"cisaiuu aapecoB. [Tpotokon STUN.

[IpoOneMbl, cBsI3aHHBIE C TPAHCISALUEH aJPECOB.

Tema 6. Cemu |PV6

Otmume cereii [Pv6 ot ceteit IPv4. Anpecarust B cetsix [Pv6. [pedukcent anpecos IPV6.

®dopwmar 3aronioBka IPv6. JlonomauTensHble 3aroioBku |PV6.

ABTokoHpuUrypupoBanue aapecoB. Ilpotokon [ICMPv6. Wccnenosanue
coceneli B [Pv6.

Tema 7. Mapwpymuszauusn ¢ cemsax TCP/IP

Mapuipytuzaiiuss ¢ HCHOJB30BAaHHMEM  CETEBBIX  aapecoB. [IpoTokosb
MapHipyTH3allud W MapHIpyTH3UPyEeMble TPOTOKOIbL. Omepamuu, BBITOTHICMBIC
IIPOTOKOJIOM CETEBOTO YPOBHS. MHOTONPOTOKONIbHAS MapuipyTusanus. CTaTuueckue
U JUHAMUYECKHE MapUIpyThl. AjanTanuss K U3MEHEHHsM Tomnojioru. Omnepanuu
JTUHAMUYECKON MapuipyTtu3anuu. [IpeacraBienne paccTosTHUS C TOMOIIBIO METPUKH.

Anroputmbl Mapiipytuzanuu. LleHTpanu3oBaHHBIE W JCIICHTPATU30BAHHBIC.
BHyTpeHHUE 1 BHENTHUE MPOTOKOJIBI MapIIPYTU3AIUH.

[IpoTokoabl MapuIpyTHU3alUU. AJTOPUTMBI MapHIPYTH3ALUKA [0 BEKTOPY
paccTosiHusl. AJITOPUTM MapHIPyTH3AIMUU [0 BEKTOPY PACCTOSIHHS W HCCIEAOBaHHE
CETH. AJITOPUTM MapIIPYTU3AIMH IO BEKTOPY PACCTOSIHUS U U3MEHEHHUS TOTOJIOTHUH.
MapipyTtu3zaius no 3aMKHyTOMY Kpyry. Caer 10 6€CKOHEYHOCTH.

[Iporokon mapupytusanuu RIP.

ANTOPUTMBI MapHIPyTH3AlMA C yYE€TOM COCTOSHUS KaHalla CBS3U. Pexum
UCCIICIOBAaHMUSI CETH B aJrOpUTMax C Yy4eTOM CoOcTOsHHS KaHaia. OOpaboTka
W3MCHEHHUH TOIOJIOTHH B MPOTOKOJIAX MAPIIPYTHU3AIMK C YIETOM COCTOSHHUS KaHaia
CBSI3H.

[Iporokon mapuipytuzauu OSPF.

ABtoHOMHBIE cucTeMbl. [Iporokomnsl MapmpyTtuzanuu EBGP u IBGP.

Tema 8. Cnyscoa 0omennvix umen

Uepapxus y31m0B 1 nomeHoB. JlenerupoBanue. Jlomensl U 30HbI. [IpoxoxaeHue
3ampoca KJIUeHTa.

Tunel cepBepoB HWMEH: OCHOBHBIE, [OTIOJHUTEIbHBIC, TOJBKO  JIs
KOILITMPOBAHMS, Y3JIbI TIEPECHIIIKU U TIOTYMHEHHBIE CepBepa.

CuHTaKcHC 3anucen pecypcos.

Jlunamuaeckas DNS.

Tema 9. NetBIOS u WINS

CereBass 0azoBas cuctema BBoAa-BbiBojga NetBIOS. MUctopus wu
xapakrepuctuku. Mmena NetBIOS. Pazpemenne unmen NetBIOS. Tunsl y3m10B
NetBIOS. Cnyx0a obnapyxenus: NetBlOS.

Cayx6a umen Internet g Windows (WINS).

6 cemectp. TexHosioruu odecrnedyeHust 6€30MACHOCTH B CETAX
Tema 10. Tunoswie yzpo3vt cemegoii 6e30nacHocmu
[IpobGnembr Ge30macHOCTH COBpeMEHHBIX ceTeil. Kimaccudukamms ynaneHHBIX
aTaKk Ha paclpeeiICHHbIE BBIYUCIUTEIIbHBIE CUCTEMBI (IO XapaKTepy BO3JACHCTBUS,



MO IEeJW BO3ACHCTBUS, IO YCIOBUIO Hayajga OCYIIECTBICHHS BO3JICUCTBUA, IO
HAJIMYMUIO OOpaTHOM CBSI3U C aTaKyeMbIM OOBEKTOM, MO PACIOJIOKEHUIO CyOBheKTa
aTakd OTHOCUTEILHO aTaKyeMOro 00bEKTa, IO YPOBHIO ATAJIOHHON MOJIEIH).

XapakTepucTUKa U MEXaHU3MbI peaIM3allii TUIIOBBIX y/IaJICHHBIX aTakK.

Tema 11. Amaxu na pacnpeoenenHvle 8bIHUCIUME/IbHBLE CUCHEMbL

VYnaneHHble aTakd Ha pacHpelelieHHbIE BBIYMCIHUTENbHBIE CUCTEMbl: aHAJINU3
ceteBoro Tpaduka, noxHbsid ARP cepBep, noxusii DNS cepBep, HaBsi3bIBaHUE
JI0O)KHOTO MapliipyTa ¢ Hucnojib3oBaHueMm mnpotokona ICMP, nmoamena ojaHoro us
cyonrektoB TCP-coenmuuenus (hijacking), ataku Tuma oTkas B 00CITy>KHBaHUU.

Tema 12. Amaku na y3/16l 8bI4UCTUMETLHBIX CEMeEll

VY aneHHble aTakyd Ha y3Jbl BBIUUCTUTENbHBIX ceTeil. [lepenomnenue Oydepa.
[lepenonmuenue creka. Ilepenomuenne kyunm. OmUOKA WHACKCAIIMA MAaCCHBOB.
Ommbku B cTpokax popmatupoBanus. HecoBmanenue pazmepon Oydepa.

SQL wnbeknmu. Mubeknmm koma. CMelIaHHBICE WHBEKIUU. MekcalTOBBIM
ckpuntunr. CSRF artaku.

Bpenonocnoe mnporpammuoe obecneuenue. Kiaccudukanus BpeaoHOCHOTO
porpaMMHOro odecredeHusi. BUpycol, 4epBU U TPOSIHBI.

Tema 13. 3auwguma om HecaHKyUOHUPOBAHHO20 NPOHUKHOBECHUA

bpannMayspbl:  XapakTepHCTHKA, THUIBI, KOHUTYpaluu. YIpaBJieHHUE
JIOCTYTIOM K JaHHBIM: TOHSITHE TOJUTUKU OE30MaCHOCTH, THUIIOBBIE DSJIEMEHTHI
MOJUTUKKU 0€30MacCHOCTH, PEKOMEHIAIMK O MOCTPOEHUIO MOJUTUKU O€30MacHOCTH.
Cucrembl 0OHAPYKEHUSI U MIPENOTBPALICHUS] BTOPKEHHI. 3aluTa OT BPEIOHOCHOIO
MPOTPaMMHOT0 00eCTICUeHUSI.

Tema 14. 3awguma cemeii na yposne |P

BbezomnacHocTh pecypcoB ceTu: cpeacTBa UACHTU(GUKAIMK U ayTeHTU(UKAIUH,
METOJbl  pa3JejeHUs PEeCypcoB U TEXHOJOTUM pa3rpaHUYEHUs JIOCTyMa.
BuptyanbHble yacTHble ceTd. KOHIIENMA MOCTPOCHUS 3alIUIIEHHBIX BUPTYaJbHbBIX
gacTHbIX cered VPN. ®Oynknuum u kommoHeHThl cetd VPN. TyHHenupoBaHwue.
Knaccudukanusa supryanbHbix dacTHbIX ceTedt VPN. Apxutextypa 3amuThl Ha
ypoBae IP. [Iporokon IPSec. 3amumennsie cBsa3u U ux napamerpsl. [Iporoxonst AH
u ESP. TpancnopTHBIM U TYHHETBHBIA PEXXUMBI.

Tema 15. 3awguma World Wide Web

Yrpo3sr Hapyiienus 3amutbl Web. ITporokonsr SSL u TLS.

Tema 16. Aymenmugpuxayuu é cemsx

Cucremsr Kerberos Bepcuii 4 u 5: nenu, nuanor ayreHTuduKanum, o0IacT u
ux B3aumojeincteue. Ciyx0a ayreHtTudukanuu X.509: ceprudukatsl u npoueaypsl
ayTeHTU(PUKALIUH.

Tema 17. 3auwguma na npuKkIaOHOM ypoeHe

[Ipotokon SET. Ilporokon cereBoro ympaBieHus SNMP Bepcuit 1 u 2.

[IpoTtokon cereBoro ymnpasieHus SNMP Bepcuu 3. Cucrema 3allUThl 3JIEKTPOHHOU
noutbl PGP. Cucrema 3amutel snexktponHoit nmoutel S/MIME. Apxurekrtypa cuctem
ayreHTu(ukanuy, aBTopm3anuu U ydeta (AAA — Authentication, Authorization,
Accounting). [Tporokon RADIUS.
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4.3. JlabopaTopHbie paboThl

HaunmenoBanue Tem J1ab0paTopHBIX Hopmarus
Howmep HanmenoBanue paszena, .
TeMLI TeMLL 3aHATHH BPEMCHH,
yac.
5 cemecmp
3 Crex ipotokosioB TCP/IP. OCHOBBI HACTPOWKH MapIIPyTU3aTOPOB 2
Jlornueckas agpecanys B Cisco
cersix TCP/IP OunpTpanus IerTarpaMmm 2
2 Cetu Ethernet Hacrpolika kommyTtaTopa 4
5 TpaHcasuus ceTeBbIX aapecoB | TpaHCHsAUUs CETEBBIX aApPECOB 6
(NAT)
1-o0u1 pybesrcnvtii Konmponw Tecmuposanue 2
7 MapipyTtu3zanus B ceTsix Craruyeckas MapuIpyTH3anus 6
TCP/IP HacTtpoiika npoTokosia MapuipyTHU3auuu 4
RIP
2-011 pybexcHblil KOHMPOIlb Tecmuposanue 2
MapipyTu3zanus B CeTsx HacTtpoiika npoTokoia MapuipyTH3anuu 4
TCP/IP OSPF
Hmozo 32
6 cemecmp
11 ATaku Ha pacnpeeeHHbIC Hacrpoiika cepsepa DNS 4
BBIUMCIIUTENIbHBIE CUCTEMBI Hacrpoiika cepepa DHCP 4
12 ATaku Ha y3JIbl SQL nHbpeKINU 6
BBIUHCIIUTENbHBIX CETeH MesxcaiitoBslii ckpuntuHr u CSRF ataku 6
3-o0it pybescHblii KOHMPOTb Tecmuposanue 2
3amuTa oT HccnenoBanue BpeJOHOCHOTO 4
13 HECaHKI[MOHUPOBAHHOTO MPOrPaMMHOT0 oOecTieueHust
MIPOHUKHOBEHUS
14 3amura cereit Ha yposHe IP HaCTpoﬁKal CUCTEMBI TIPEIOTBPAIIICHHS 4
BTOP)KEHU I
4-o11 pybesrcHblil KOHMPOTIb Tecmuposanue 2
Hmozo 32
Bcezo 64
4.4 KYPCOBAS PABOTA
Tema xypcosoti pabomor. «IIpoeKTHPOBAHKUE JIOKAIBHOM BBIUMCIUTEIHLHON CETH
OpraHu3anm,.

Llenvio KypcoBOM pabOTHl SIBIISIETCSl peau3alvs TMOJyYSHHBIX 3HAHWUW 10
mucrmiuinie "be3onacHocTs cerert OBM'.

3aoanue:

1. CropoexkTupoBaTh JIOKAIBHYIO BBIYUCIHTEIBHYIO CETh OpraHU3allMd B
COOTBETCTBHH C MHIUBHIYATbHBIM 32 1aHHCM.

2. ITonoGpaTh 1151 CETH aKTUBHOE CETEBOE 000pYI0BaHHUE.

3. CocTaBUTH CMETY.

4. [TocTpouTh MOJIEIH YTPO3 IS CIPOCKTUPOBAHHOMN CETH.

KypcoBast paboTa BBITTOJHIETCS B COOTBETCTBUU C MHIVBHIYaJIbHBIM 3a7aHUCM.
O06BeM KypcoBoi padoTel 20-25 cTpaHuil.

CtpykTypa KypcoBOU pabOTHI:

1) TuTyJIbHBIN JTUCT.
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2) OrnasyieHue (CoJiepxKaHue) KypcoBOro MPOEKTA.

3) Beenenue.

4) IloctaHoBKa 3a7a4H:

a) UCXO/IHbIC JaHHbIE;

0) 11eJ1b KypCOBOM pabOTHI;

B) 3aJ1auH, MOJyISKAIIHE PACCMOTPEHHIO (PEIICHUI0) B KypCOBOM pabdoTe.

5) ConeprxatenbHast 4acTh (MOXKET OBITH B BHJIC IJIaB, pa3JieiioB, maparpados,
MPUBS3aHHBIX K 3a/1a4aM KypCOBOM pabOTHI).

6) 3aKII0UYEeHUE U BBIBOIBI:

a) MepevyeHb MOJTYYCHHBIX Pe3yIbTaTOB (COTIACHO ENH U 33jJadaM KypCcOBOM
paboThl) U UX HOBU3HA;

0) BBIBOJIBI, TTOJTYYCHHBIE 10 UTOTAM KYPCOBOM paOOTHI.

5. METOANYECKUE YKA3ZAHUA JIAA OBYUAIOIIINXCA
IO OCBOEHHIO JTUCHUITJIMHBI

[Ipy mpociaymuBaHUM JIEKIUNA PEKOMEHIYETCS B KOHCIIEKTE OTMEYaTh BCE
BAKHBIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSIET BHUMAHHE MPENOAABATEIb, B YACTHOCTH
T€, KOTOpPBIE HAIpPaBJICHbl HAa KAaYECTBEHHOE BBHIMIOJIHEHUE COOTBETCTBYIOLIEH
1abopaTopHOI pabOTHI.

3a0roM Ka4eCTBEHHOTO BBIMIOJIHEHUS J1A0OPAaTOpPHBIX paboOT  SIBISETCS
CaMOCTOSITENIbHASI MOJrOTOBKA K HUM HaKaHyHE NyTeM MOBTOPEHHS MaTepHUasioB
nexkmui.  [lpemogaBareneM  3aljlaHUPOBAHO  HA  JIAOOPATOPHBIX  3AHSATHUAX
KOJUIEKTUBHOE B3aMMOJICUCTBUE W Pa3d0p KOHKPETHBIX CHUTyallMi, a Takxke
00CyXJIeHE HESICHBIX MOMEHTOB U CUTYaIlUi MO JEKIIMOHHOMY KYypCY.

JIns TeKyiiero KOHTPOJS YCIEBAEMOCTH TMPENOJaBaTeieM HCIOIb3YyeTCs
OaJUIbHO-PEUTHUHIOBasE CUCTEMa KOHTPOJS M OILICHKA aKaJeMHYE€CKOW aKTHMBHOCTH.
[ToaToOMy HaCTOATENFHO PEKOMEHIYETCS TINATeIbHO MpOpadaThiBaTh MaTepHall
JTUCIUTUIMHBL TIPU  CaMOCTOSITEIbHOM paboTe, y4acTBOBaTh BO Bcex (opmax
00CYXXJICHHsI ¥ B3aUMOJICHCTBUS, KaK Ha JICKIUSAX, TAaK M Ha JIAOOPATOPHBIX 3aHITHUIX
B LEMAX JYYIIEro OCBOCHHMS MaTepuajla M TMOJy4eHUS BBICOKOM OLEHKU IO
pe3yabTaTaM OCBOEHUS JUCHUILINHBI.

BrimonHeHne caMocTosATeIbHOM padoThI MOPa3yMeBaeT CaMOCTOSITENTHHOE H3YUEHHUE
Pa3IesioB JMCIMILUIMHBI, BBITIOJHEHHE KypCOBOM palOThI, TOATOTOBKY K J1abOpaTOpHBIM
3aHSTUSIM, K PYOEKHBIM KOHTPOJISIM, TTOJITOTOBKY K SK3aMEHY.

PexoMeHtyeMasi TpyJO€MKOCTh CaMOCTOSTEIBHON pabOThl MpeCcTaBieHa B
Tabnuie:

PexkoMeH1yeMblil pe:KuM CaMOCTOATEILHON PadoThI

Pexomennyemas
HanmeHnoBanue
. TPYAOEMKOCTb,
BH/Ia CAMOCTOATEIbHOM pPadoThI
aKaJ. Jac.

CamocTtosiTe/IbHOE H3yYeHHe TeM TMCIUIIUHBI: 34
JlokanbHble ceTH. [IpUHIMIBI TOCTPOEHUS JIOKAIBHBIX CeTel 4
Ceru Ethernet 2
Crek npotokonoB TCP/IP. Jlornyeckas anpecanus B cetsix TCP/IP. 2
CnyxeOHbIe npoTokouisl B cetsix TCP/IP 2
Tpancnsus cereBbix agpecoB (NAT) 2
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Ceru IPV6

Mapmpytu3zanus B cetsix TCP/IP

Cny»x06a TOMEHHBIX UMEH

NetBIOS u WINS

TunoBsle yrpo3sl ceTeBoii 0e30MmacHOCTH

ATaky Ha pacupe/ielIeHHbIE BBIYMCIUTEIbHBIE CUCTEMbI
ATaky Ha y3JIbl BBIYUCIUTEIIbHBIX CETEN

3amuTa OT HECAaHKIIMOHUPOBAHHOT'O MPOHUKHOBEHUS
3amuTa ceteld Ha ypoBHe IP

3armmra World Wide Web

AyTeHTu(UKaIK B CeTAX

3amuTa Ha MPUKIAJAHOM YPOBHE

IMoaroroBka Kk Ja6opaTopHbIM padoTaMm (1o 1 4. Ha KaK0€ 3aHATHE)
IloaroroBka Kk py0e:KHbIM KOHTPOJISAM (110 2 Yaca)
IToaroroBKa K 3K3aMeHy

Kypcosas padora

Bcero:

RN R RRIRRINdN NN

N
(ee]

oo

(62
SN

w
(o]

160

6. ®OH/I OHEHOYHBLIX CPE/ICTB
JJIAA ATTECTALUU IO JUCHUIIVIMHE
6.1. IlepeyeHb OLIEHOYHBIX CPEACTB
1. bamnapHO-peHTHHTOBas CHCTEMa KOHTPOJS U OICHKA aKaJeMHYECKOU
akTuBHOCTU oOyyatomuxcs B KI'Y (nist ouno#t hopmbl 00ydeHUs)
2. OTyeThl 00yYarommMXcs Mo Ja60paTOpHBIM padoTaMm.
3. bank TecToBBIX 3a/1aHU K pyOeKHBIM KOHTPOJIsIM Ne 1, Ne 2. Ne3 1 Ne4.
4. KypcoBas paborTa.
5. Ilepedenn BOPOCOB K IK3aMEHY.

6.2. Cucrema 02JUIbHO-PEHTHHIOBOM OLICHKH Pa00Thl 00y4YaIOLIMXCS 110 TUCHUILIMHE

Ne | HammeHoBaHUE CopepxaHue

1 | Pacnpenenenue Pacripenenenne 6ammoB
0aJuIoB 3a 5 cemecmp
CCMECTPBI IO . Brimonnenue . o o
BUIaM Y4eOHOI Bun PyGexnsbiii | PyOesxHbIH ()

0 eOHOM Hocemerne 1 SatliTa KOHTPOJIb KOHTPOJIb 2
PaboTeL, C%OKP{ y?16OTLI’ JICKIUAN J1a00PaTOPHOM Nol No2 2
caauu y4yeOHoit | P : paGoThi y 0 o)
paboThI 5
aJTbHAs

(00600stmcst 0o 71 15x 16= 165 65x 7 = 425 6 6 30
ceedenust OLCHKa.
ooyuarowuxcs 6 cemecmp
Ha nepgom Brimonnenue N .

P Bun PyGexnsiii | PyOesxxHbIit 5
yuebrom eOHoM Tocemenue H 3alliiTa KOHTPOJb KOHTPOJIb =
3ansamuu) i JIEKIAN nabopatopHoi P p ¥

padoThI: Nel No2 A
paboTsI
bannbHas
16 x 16 =166 56X 6= 306 12 12 30
OIICHKA:
Kypcosas paboma
KauecTBO nosicHuTenbHOM KauectBo KauecTtBo Beero
3aMMUCKY U TpaduvIecKol YacTu JIOKJIaa 3alUTHl Pa0OTHI
1o 40 1o 20 1o 40 100
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Kputepuii nepecuera 6a1ioB B
TPaJULMOHHYIO OLIEHKY 110 HTOraM
paboThI B cEMECTpe, SK3aMeHa U
3agera

60 u MeHee 0aJTOB — HEYJOBICTBOPUTEILHO; HE3aUET;
61...73 — yIOBICTBOPUTEIHHO; 3a4ET;

74... 90 — xoporio;

91...100 — oTnuuHO

Kpurepuu nomycka
MIPOMEKYTOYHOM aTTecTauuy,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOH OIICHKH) 10
JTUCITUTLTHHE, BOZMOKHOCTD
noJTydeHus: OOHYCHBIX 0aJlIoB

Jnst jmomycka K HPOMEKYTOYHOW aTTECTallMH 10
TUCIUIUIMHE 32 CceMecTp OOy4arouuiicss JI0JDKEH
HaOpaTh M0 UTOraM TEKYILEro M PYOEKHOIO KOHTPOJIS
He MeHee 51 GamioB. B cinywae ecnu oOywaromuiics
HaOpan wmeHee 51 Oamma, TO K aTTECTAIlMIOHHBIM
UCIBITAHUSM OH HE JOIYCKAeTCs.

Jns  monmydeHHMs 9K3aMeHa 0e3  MpOBEACHUs
pOLEAYpPHI IPOMEKYTOUHOM aTTecTaluu
oOyuyaromemMycs He00X0AUMO HaOpaTh B X0JI€ TEKYILEro
U pyOeXHBIX KOHTpoOJIeH He MeHee 61 Oamia. B atom
ciydyae  UTOr  OasIbHOW  OICHKH,  IOJy4aeMOi
0o0y4JaromuMcs, OnpeensieTcss Mo KOJIMYecTBY OalioB,
HaOpaHHBIX MM B XOJIe¢ TEKyIIEro u pyOexHOro
KoHTposei. [Ipu 3ToM, Ha yCcMOTpeHue mpernoiaBarTens,
OampHAsi OIEGHKA  OOYyYaroIIerocs MOXET  OBITh
MOBBIIIEHA 32 CYET TOJIyYEeHHUS JOMOJIHUTEIbHBIX
0aJIIoB 3a aKaJJeMHYECKYIO aKTUBHOCTb.

OOyuaromuiics, UMEIOIIUNA NPaBO Ha MOJTy4YCHHE
OLIEHKH 0€3 TPOBEACHUS TMPOLEIYpPHl HMPOMEKYTOUHOU
aTTecTallid, MOXET TIOBBICUTh €€ IyTeM CAadu
aTTECTAIIOHHOTO WCIBITaHUs. B ciiydae momydeHus
oOyyarommMcsi Ha AaTTECTallMOHHOM ucrhbiTaHuu 0
0a/u1oB  UTOr OaJbHOM OIEHKU 1O JAUCHUIUIUHE HE
CHIDKAETCH.

3a aKkaJeMUYecKyl0 aKTHBHOCTh B XOJI€ OCBOCHHUSI
JUCUUIUIMHBL,  y4acTMe B y4eOHOW,  HayyHo-

HCCIIEI0BATENBLCKOM, CIIOPTHUBHOM, KYJIbTYpHO-
TBOPYECKON u 00I11eCTBEHHOM JESITEIbHOCTH
oOyyaromemycs MOTYT OBITDH HAYKCIIEHBI

JIONIOJIHUTEIIbHBIE Oaibl. MaKCUMaJIbHOE KOJUYCSCTBO
JIOTIOJTHUTEIBHBIX O0aulIoB 32 aKaJeMUYECKYIO
aKTHBHOCTL cocTasisgeT 30.

OcHoBaHWeM ISl TIOJMY4YEHUS JOTOJIHUTEIBHBIX
0aIIJIOB SIBJISIIOTCSL:

- BBINOJIHEHUE JONOJHUTCIBHBIX 3aJaHHM 10
JUCLUHIUINHE, IOIMOJHUTEIIbHBIC Oa/ulbl HAYUCIAIOTCS

IpEernoAaBaTeIeM;
- yyacTue B T€4E€HHE CeMecTpa B y4eOHOI, Hay4yHO-
UCCIIEeJ0BaTENbCKOM, CHOPTHUBHOM, KYJIBTYPHO-

TBOpUECKOM U obmecTBeHHOH nesrensHocT KI'Y.
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4 | ®opMsbl U BUIBI y4eOHOH pabOTHI B ciywae ecnm kK OpOMEXYTOUHOW arTecTalluu
AJLSL HEY CLICBAIOLIMX (ox3ameny) HaOpaHa cymma MeHee S1 Oamnos,
(BOCCTaHOBHBIINXCS Ha KypCe oOyyJaromeMycsi HEoOX0IUMO HaOpaTh HEAOCTAIOIIEEe
06yHeHNs) CTY/ICHTOB A KOJMYECTBO  OAluIOB 33  CYET  BBHINOJIHEHHS
MOJyHCHHA HE/IOCTAIONINX 0AIIOB B JOTIOHUTENBHBIX 3aJaHui, 10 KOHIAa MOCIeaHel
KoHte cemectpa (3a4eTHOI) HEJIEN CEMECTpA.

JlukBuzjalys — aKkaJeMUYeCKHX  33/I0JDKEHHOCTEH,
BO3HUKIIMX W3-32 PA3HOCTH B YYEOHBIX IUIAHAX TMIPU
MepeBOJIE WM BOCCTAHOBJICHUH, TPOBOAUTCS ITyTEM
BBITIOJTHEHUS JOTIOTHUTENBHBIX 3a/IaHui, (hopMa U 00beM
KOTOPBIX OMpeJIeNsIeTCsl IPEro/iaBaTesieM.

6.3. [Ipouenypa oueHnBaHus pe3yJIbTATOB OCBOEHUSI AN CUMIJIMHbI

Py0OexxHpie KOHTpOJIM MPOBOIATCA B (opMe MUCBMEHHOTO TECTHPOBAHHUS.
DK3aMeH MPOBOJUTCS B TPAJUIIMOHHOU (popme.

Ilepen npoBeneHHEM KaXXIOro pyOekKHOro KOHTPOJS IMpernojgaBareib
npopalaTeIBaeT ¢ 00y4YaroUIMMKICS OCHOBHOM MaTepual COOTBETCTBYIOLIUX pa3JeioB
JTUCIUTUIMHBI B POopMe KpaTKOH JEKIUU-TUCKYCCUU.

Ha xaxnoe tecTupoBaHue TMpu pyOekKHOM KOHTpoOJIe OOyyarouemycs
OTBOJIUTCA 2 4yaca. BapuaHThl TECTOBBIX 3aJaHUi JJIsi pyOeXHOro KOHTposs Nel,2
COCTOMT U3 6 BOIPOCOB, a AJs pyOoexxHbIX KOHTposiel Ne3 u Ne4 — u3 12 Borpocos B
KQKJIOM.

[IpenonaBatens oOleHMBAEeT B OallaXx pe3yibTaThl TECTUPOBAHUS KaXKOTO
0Oy4Yaronierocsi N0 KOJUYECTBY MPABUIIbHBIX OTBETOB U 3aHOCUT B BE€AOMOCTb y4yeTa
TEKYIIeW yCIeBaeMOCTU. ODK3aMEHAllMOHHBIA OWJIET COCTOUT U3 2-X BOMPOCOB,
KXl MX KOTOPBIX OlleHUBaeTcs B 15 OamnoB. Bpems, oTBoiuMoe 00ydaromemycs
Ha MOJITOTOBKY K OTBETY Ha BOIIPOCHI COCTABIIAET | aCTpOHOMUYECKHUI Yac.

Pe3ynbTaThl TEKyLIEro KOHTPOJIA YCIEBAEMOCTH, 3K3aMeHa, KypCOBOUM pabOThI
3aHOCATCS NPENoJaBaTeleM B 3a4E€THYIO WIM HK3aMEHAIMOHHYIO BEIOMOCTH,
KOTOpasi CIAeTCsl B OPraHU3allMOHHBIA OTJIENl MHCTUTYTa B J€Hb 3K3aMEHA, 3alllUThI
KypCOBOI1 pabOThI, a TAKkKe BHICTABJISIOTCS B 3aYETHYIO KHHYKKY 00y4aroIerocs.

6.4. IlpumepbI O1LIEHOYHBIX CPEACTB ISl PYOE:KHBIX KOHTPOJIEH,

3K3aMeHa
5 CEMECTP

1-vti1 pybesicrvlit Konmpob

1. Ymo ucnonvzyem KanHaavHblil yPOEEHD 0151 NOUCKA XOCMA 8 10KATbHOU
cemu?

1. JTorndeckyto CeTeBYyIO aJpecaluio

2. Homepa noptoB

3. AnmaparHsle aapeca

4. 1111103 M0 yMOJTYAHHIO

2. B kakom pescume KOMMymamop J10Kaa1bHOl cemu nepeo
nepenanpagieHuem Kaopa nposepsaem moJabKo annapamuslii aopec?

1. CxkBo3HOM

2. CoxpaHUTh U MepeaTh
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3. [IpoBepku pparmeHTOB

4. be3 (hparMeHTOB

3. Kaxoii npomokon obecneuugaem cayxycoy c ycmanosieHuem coeOuHeHus
0J171 83AUMO0EUCm U XOCM 08?2

1. 1P

2. ARP

3. TCP

4. UDP

2-011 py0escHblil KOHMPOJlb

1. Ha kakom ypoene OSI oumot npeodpasyomcsa 6 yughpoeswie cuznanvt?

1. dusznyeckom

2. TpaHCTIOPTHOM

3. KananpHOM

4. CereBoM

2. Umo onpedenaem 6 cemu KOPHEGOU KOMMYMAmMOp NPU UCHO1b306AHUU
STP?

1. I[Ipuopurer

2. CTOUMOCTD MOAKIIOYEHHBIX K MEPEKII0UaTENI0 CBA3EH

3. MAC-anpec

4. IP-anpec

3. Eciu xocm nocwvlinaem 6 WiUpOKOGew,amenbHoll paccovlike Kaop,
coodepricaniuil annapamHlil aopec UCMOYHUKA U HAZHAYEHUA, NPUYUEM Ue/1bI0
aenaemca npuceaugarnue ceve IP-aopeca, mo Kaxkoi ucnojib3yemcsa npomoKoJ
cemeesozo ypoeua?

1. RARP

2. ARP

3. ICMP

4, TCP

5. IPX

6 CEMECTP

1-vti1 pybesicrvlit Konmpob

1. Kakasa mempuka mapwpymu3ayuu ucnoav3yemcsa ¢ npomokxo.e RIP?

1. Cuet 10 OECKOHEUHOCTH

2. CUeT4rK y4acTKOB

3. Bpewms xuznu TTL

4. Tlomoca mpomycKaHus, 3aJIepKKa

2. Kakoui anzopumm mapwpymuzayuu ucnonvzyemcs ¢ npomokoie RIP?

1. MapmpyTtusupyemoii nHpopmaium

2. CBs3pIBaHUS

3. CocTosiHUSI CBSI3H

4. JIucTaHIIMOHHO-BEKTOPHBIM

3. Amaxka eneopenus n10x#crno20 ARP cepsepa saenaemca?

1. ITaccuBHOM.

2. AKTUBHOI.

3. MexcerMeHTHOM.
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4. BHyTpUCETMEHTHOM.

2-011 pyOexcHbLil KOHMPOb

1. Kakoe u3 ymeepotcoenuii 6epHo 0151 MexHcceneso20 IKPaH NPUKIAOHO20
yposua?

1. O6p1yHO TpeOyeT MoaudUKAIMK KIUEHTa I paboThl Yepe3 MEKCETEBOM
9KpaH

2. lna oOecrnieueHus: pabOThI JHO00N HOBOM CIIY)KObI TpeOyeTCs TOJBKO
U3MEHEHNE KOH(PUTYPAITUU MEKCETEBOTO IKpaHa

2. IIpomokon SSL npeonaznauen onsa

1. 3ammTel nepenayn JaHHBIX C HCIOJIb30BAHUEM MPOTOKOJIa [P

2. 3amuThl TIepeaadn JaHHBIX C UCTOJIb30BaHueM IpoTokoia TCP

3. 3anuThI epeaun JaHHBIX ¢ UCIOJIb30BaHUEM ITpoTokoiaa UDP

4. 3amuThl COOOIIEHUI AIEKTPOHHON MOYTHI

3. Kakoe u3 onucanuii kongpauxkma ¢ cemu Ethernet aensemcs
Haunyywum?

1. Pe3ynbrar nepeayul JaHHBIX B CETh JBYMsI Y3JIlaMU HE3aBUCHUMO JIPYT OT
Apyra.

2. Pe3ynbTat 0JHOBpEMEHHOM TIepeiaun JaHHBIX B CETh ABYMS Y3JIaMH.

3. Pe3ynbrar noBTOpHOI Mepeaadn JaHHBIX B CETh JBYMS y3J1aMu

4. Pe3ynbTaT HEBBIMIOJHEHUS TIEPEIaun JaHHBIX B CETh ABYMS y3J1aMHu.

IIpuMepHBIH IepeYeHb BONPOCOB K IK3aMeHY S cemecTp

1 Cets Ethernet. [Tpunuunst padboTel. KOHLIEHTpAaTOPBI 1 KOMMYTATOPBI.

2 Tomosoruu coequHEHUST KOMMYTaTOPOB: OCTOBHOE AepeBo (Spanning Tree),
nyonupyromue yguHuu (Resilient Link, LinkSafe), o0wenunenne mnoptos (Port
Trunking)

3 Buptyanbhnsbie nokansHbie ceTi (VLAN)

4 |P-anpecanusa IPv4 (kimaccoBas m OeckiaccoBas ajapecanusi, TOJCETH, MacKa
CeTH)

5 IP-anpecarnus [Pv6

6 ABToxoHburypuposanue [P-anpecoB u oOHapyxkenue coceneit B [Pv6

7 I'pynimoBoe Bentanue (mpotokos IGMP)

8 Cmyx6a nomeHHBIX UMeH DNS

9 Ilpotoxonr DHCP

10 ITporokon ICMP

11 IMporokonst ARP u RARP

12 IIporokon UDP

13 IIporokon TCP. Pykonoxatue. [loaTBepkaeHue mnepenayd U MOBTOpHAs
nepeaaya. YIpaBJieHHE OTOKOM U KOHTPOJIb MEPErpy3Ku

14 Tpaucnsauus aapecoB (NAT)

15 Hasnadenue u mpuHIUIBL padoThl mpoTokona STUN

16 Anroputmsl MAapIIPYTHU3ALINH. LlenTpanu3oBaHHbIE 151
JeleHTpaIN30BaHHbIe. BHYTpeHHNE 1 BHEITHUE MPOTOKOJIBI MapIIPyTU3AITUN

17 Anroputm mapuipytusanuu RIP.

18 Anroputm mapuipytuszaiuu OSPF.
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19 Anroputm mapmpytusanuu BGP.

IIpumepHbIi NepevyeHb BONMPOCOB K IK3aMeHy 6 cemecTp

1 Cets Ethernet. [Tpunuumnst padoTel. KoHIIEHTpaTOpbl 1 KOMMYTATOPHI.

2 Tomosoruu coeMHEHUsI KOMMYTaTOPOB: OCTOBHOE JiepeBo (Spanning Tree).

3 Tomosoruu coeguHEHUsT KOMMYTATOpoB: nyonmpyromue juHuU (Resilient
Link, LinkSafe).

4 Tomonorum COEIWHEHHUS KOMMYTaropoB: oObeauHeHue mnopTtoB (Port
Trunking).

5 Bupryanbsublie gokansHbie cetd (VLAN).

6 IP-anpecanus IPv4 (kiaccoBast u OeckiaccoBas aapecartus).

7 IP-anpecamus IPv4 (mmoxcerun, Macka cetn).

8 IP-anpecarus [Pv6

9 Astokondurypuposanue [P-anpecoB u oOHapyxkenue coceneit B [Pv6

10 I'pynnoBoe Bemanue (mporokon IGMP)

11 Cnyx6a nomenHbix umeH DNS

12 TTporoxon DHCP

13 IIporokon ICMP

14 TIporokonst ARP u RARP

15 IIporokon UDP

16 IIpotokon TCP. Pykomnosxarue.

17 IloaTBepkaeHue nepeiayu U NOBTOPHAs Nepeaya.

18 YnpaBneHune MOTOKOM U KOHTPOIIb IEPETPY3KH.

19 Tpancnsamus agpecoB (NAT)

20 Haznayenne v mpuHIUIBI paboThl ipoTokona STUN

21 AATOpPUTMBI MapIIPYyTU3AIIHAH.

22 lleHTpanu30BaHHBIC U JICIICHTPATN30BAHHBIC.

23 BHyTpeHHUE U BHEITHUE MPOTOKOJIBI MAPIIPYTU3AITUU

24 Anroputm mapmpytuzanuu RIP.

25 Anroputm mapmipytuzaiuu OSPF.

26 Anroputm mapmpytuzaiuu BGP.

27 Knaccudukanus ynaaeHHBIX aTaKk Ha paclpelieJICHHbIE BBIYHCIUTEIbHBIC
crcTeMbl (10 XapaKTepy BO3ACHCTBUS, 11O LIEIH BO3CHCTBHIA)

28 Knaccudukaiusi yaaJeHHBIX aTak Ha paclpeaelieHHbIe BBIYUCINUTEIHHBIC
crcteMbl (110 YCIIOBUIO Hayaia OCYIIECTBICHUS BO3JICHCTBHS).

29 Knaccudukaiusi yaaJeHHBIX aTak Ha paclpeaelieHHbIe BBIYNCIUTEIHHBIC
cucteMbl (10 HATMYUIO OOPATHOW CBS3M C ATAKyEMbBIM O0BEKTOM).

30 Knaccudukanuusi yaaneHHbIX aTak Ha pPaclpelesieHHbIe BBIYMCIUTEIbHbBIE
CHCTEMBI (I10 PaCIIONIOKECHUIO CyObEKTa aTaKi OTHOCUTEIBHO aTaKyeMoro 00bheKTa)

31 Knaccudukanusi ynaqeHHbIX aTak Ha paclpellelICHHBIC BBIYHCIUTEIbHBIC
cucTeMbl (110 YPOBHIO 3TAIOHHOW MOJICIIH).

32 YaneHHbIe aTaku HA paclpeieICHHbIC BEIUUCIUTEIHHBIC CUCTEMbI: aHAJN3
CETEBOTO Tpaduka.

33 YaneHHble aTakd Ha paCIpECNICHHbIE BBIYMCIUTEIbHBIE CHUCTEMBI:
(moxubIit ARP cepsep).

18



34 YpaneHHble aTakd Ha paclpeiesieHHbIe BBIYHCIUTEIbHBIE CHCTEMBI:
(moxwub1it DNS cepBep)

35 YianeHHble arakd Ha paclpeesiCHHbIE BBIYUCIUTENbHBIE CHUCTEMBI:
(HaBsI3BIBAHKE JIOXKHOT'O MapIIpPyTa ¢ UCHOJIb30BaHUEM TpoTokosia ICMP).

36 YnaneHHble arakd Ha paclpeesiCHHbIE BBIYMCIHUTEIbHBIE CHUCTEMBI:
(moxmena ogHOro U3 cyonbekTOoB TCP-coequnenus (hijacking)).

37 YaneHHble aTakd Ha pacrpe/iesIieHHbIE BHIYMCIUTENbHBIE CUCTEMBI: (aTaku
THUIIA OTKa3 B 0OCITYyKUBaHHH.

38 MeToap! aTaku y3JI0B BEIYHCIUTEILHON CHCTEMBI.

39 MesxceTteBble 3KpaHbl (OpaHaIMayspbl) U UX BUIBIL.

40 Cucrembl 0OHapyxeHus u npeaorspanienus sropskenuit (IDS u IPS).

41 3amuta nadopmanmu Ha I[P yposHue. [Ipotokon IPSec

42 3amuta WEB uadopmanmu. [Tpotokon SSL (TLS).

43 Ceptudukarst X.509

44 TIpotoxon SET

45 TIpotoxon cereBoro ynpasienuss SNMP Bepcuii 1 u 2

46 TIpotoxoi cereBoro ynpasienuss SNMP Bepcuu 3

47 CucreMa 3aiuThl 3J1eKTpoHHOM nmouTsl PGP

48 Cucrema 3amuThl 35eKTpoHHON moutsl S/MIME

49 ApxuTekTypa CUCTeM ayTeHTU(]HKaluu, aBTopu3anuu U ydera (AAA —
Authentication).

50 YpaneHnusle araku Ha pacmnpeiesieHHbIC BBIYUCIUTEIbHBIE CHCTEMBI:
(Authorization)

51 Ypanenusle araku Ha pacmnpeiesieHHbIE BBIYUCIUTEIbHBIE CHCTEMBI:
(Accounting).

52 Iporoxon RADIUS.

6.5. @OH/I O1IEHOYHBIX CPEICTB
[Tonuplii  OaHK 3agaHWil A8 TEKYIIEro, pPyOEXKHBIX KOHTPOJEH U
MPOMEKYTOUHOM aTTeCcTalldd MO AUCIMIUIMHE, TO0Ka3aTeld, KPUTEPHUH, IIKaJIbI
OIICHUBAHUSI KOMIIETCHIINM, METOANYECKUE MaTEPHAIIbI, ONPEACIIAIONINE MPOIEAYPhI
OIICHUBAHUSI 00pPa30BATEIbHBIX PE3YJIbTATOB, MPUBEICHBI B Y4COHO-METOAMUECKOM
KOMITJIEKCE TUCIIUATIITUHBI.

7. OCHOBHAS ! JTONNOJTHUTEJIBHASI YYEBHAS JIUTEPATYPA
7.1. OcHOBHAasl yueOHasl JIUTEPaATypa

1 Omudep, B. I'. KoMnbrioTepHbie CETH: MPUHIIMIIBI, TEXHOJOTHH, TPOTOKOJIBI
[Texct] : yuebHoe nmocobue st By30B / B. I'. Omudep, H. A. Onudep. — 2-¢ uzn. —
CII6: ITutep, 2003. — 864 c.

2 Jlanonmna, O. P. OcHOBBI ceTeBOM O€30IMacCHOCTH: KpHHOTorpaduueckue
QITOPUTMBI ¥ TIPOTOKOJIBI B3aUMOICUCTBUS: Kypc Jiekiuii [ TekcT]: yaebHOoe mocodue:
JUI CTYIIEHTOB BY30B, oOyuaromuxcst no crneuuaibHoctu 510200 "Ilpuknaanas
matemMatnka u  uHpopmaruka"'/ O.P. Jlamonwna; UWHTepHET-yHHBEPCHUTET
nH(OPMAITMOHHBIX TexHOJorui. — M.: UHTepHeT-YHUBepcuTeT MHGOPMAIIMOHHBIX
texHoJioruii, 2005. — 605 c.
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3 lllanbrun, B.®. Nudpopmanmonnas 6€30macHOCTh KOMITBIOTEPHBIX CUCTEM U
ceTell [DneKkTpoHHBIM pecypc]: yued. mocobue / B.®D. lawbrun. — M.: U]
«DOPYM»: UHDPA-M, 2018. — 416 c. — Hoctyn u3z DbC «znanium.comy.

7.2. lonosiHUTEILHAS yueOHAasl JIUTEpPaTypa

1 Jlanonuna, O. P. MexcereBoe sKkpaHHpoBaHUE [DIEKTPOHHBIN pecypc]:
yueOHoe mnocobue / O.P. Jlanonuna; VHTepHET-yHUBEPCUTET WHGOPMAIIMOHHBIX
TEXHOJIOTUNA. — DJEKTpoH. naH. — M.: MuTepHeT-YHuUBepcUTeT MHGOPMAIIMOHHBIX
TEXHOJIOTUH, 2006. — Pexum JOCTYIIA: CBOOO/IHBIIA:
https://www.intuit.ru/studies/courses/20/20/info, cBoOoaHBIH. — 3ari. ¢ 3KpaHa.

2 EpmakoB, A.E. OcHoBbl kOH(UrypupoBanus kopnopaTuBHBIX ceTeil Cisco
[DnexTpoHHBIN pecypc]: yued. mocodue / A.E. Epmakos. — M.: YMI] XK/T, 2013. —
247 c. — octyn u3 OBC «KoHCYIbTaHT CTyIEHTa».

3 Hazapos, C. B. AnMmunuctpupoBaHue JIOKaJdbHBIX ceTeir Windows
NT/2000/.NET [Dnektponnslii pecypc]: Yueb. nocobue / C. B. Hazapos. — 2-e u3n.,
nepepad. u pomn. — M.: ®unancel u cratuctuka, 2003. — 480 c. — Hoctyn uz 9bC
«znanium.comy.

4 Jlanonuna, O. P. IIpoTokosibl 0€30MaCHOTO CETEBOTO B3aUMOJCUCTBUS
[OnekTpoHHBINM pecypc]: ydebHoe mocobme / O.P. Jlanonwna; WHTepHer-
YHUBEPCUTET MHPOPMAIMOHHBIX TEXHOJOTMM. — DieKTpoH. naH. — M.: HTepHer-
YHuBepcuteT HHPOPMALMOHHBIX TexHoyorui, 2005. — Pesxxum noctyma: cBOOOHBIH:
https://www.intuit.ru/studies/courses/59/59/info, cBoboaHBIH. — 3ari. ¢ 3KpaHa.

5 MbiiBona, 3. besomacHOCTh ceTel [DNEKTpOHHBIA pecypc]: ydeOHoe
nocobue / D. MpiiBona; MHTEpHET-yHUBEPCUTET MH(DOPMAMOHHBIX TEXHOJIOTHM. —
OnektpoH. maH. — M.: VHTepHeT-YHUBEpCUTET HMH(POPMALMOHHBIX TEXHOJOTHM,
2005. — Pexum goctyma: https://www.intuit.ru/studies/courses/102/102/info,
CBOOOJIHBIN. — 3aril. C IKpaHa

8. YA EBHO-METOANYECKOE OBECIIEYEHUE
CAMOCTOSTEJIBHOM PABOTHI OBYYAIOIIUXCS

1. Huxk HO.U. SQL-unbekmus. JlabopaTopHbINi MPaKTHUKyM IO JAUCIHILIAHE
«be3zonacHocTs cereit OBM» no nucuuminHe «be3zonacHocTs ceteit OBM» miis
cTyneHToB mnporpammbl crenuanurera 10.05.03 «Mudopmanmonnas 0e30macHOCTb
aBTOMATHU3UPOBAHHBIX  CHCTEM» M  mporpamMmbl  OakanmaBpuata  10.03.01
«ndopmannonnas 6e3onacHocts» / J[.W. Jluk. — DnekrpoH. nan. — Kypran: KI'V,
2016. -9 c.

2. Hux J.M. HccnemoBaHue BpPEIOHOCHOTO MPOTPaMMHOTO OOECIEeUeHHUS.
Metoauyeckue yka3zaHHs K BBITIOJHEHHUIO JIAOOPATOPHOM padOThl MO JUCIUIUIMHE
«beszonacHocTh ceteit OBM» nnst ctyneHToB nporpammbl crnernuanutera 10.05.03
«udopmanonHass 0€30MaCHOCTh aBTOMATU3UPOBAHHBIX CHUCTEM» U MPOTPAMMBI
6akanaBpuata 10.03.01 «Mudopmarmonnas 6e3onacHocts» / JI.W. Jluk. — DaeKTpoH.
nad. — Kypran: KT'Y, 2016. — 25 c.

3. Hux JI.W. Hacrtpoiika mpotokona mapripytusanmuu RIP. JlaGopatopnbrit
NpakTUKyM 1o jaucuuiuinHe «be3omacHocTh cereir OBM»  miist  cTyneHTOB
nporpammbl  crnemmanurera  10.05.03 «Mudopmanmonnas ~ 6e30macHOCTD
aBTOMATU3UPOBAHHBIX  CHCTeM» MW  mOporpammbl  OakanmaBpuara  10.03.01
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«Muadpopmanmonnas 6e3omacHocthy / JI.U. Jluk. — Dnexrpon. man. — Kypran: KI'Y,
2016. - 28 c.

4. Nuxk .M. MexcantoBbii ckpuntuHr u CSRF araku. JlaGopatopHblit
MpakTUKyM 10 JucuuiuinHe «be3omacHocTs cerer OBM»  miisg  CTyIEHTOB
nporpammbl  crnermanurera 10.05.03  «MudopmManmonnas ~ 0Ge€30MacHOCTH
aBTOMAaTH3WPOBAHHBIX  CHCTeM» HW  mporpamMmbl  OakamaBpuara  10.03.01
«Mudpopmannonnas 6e3onacHoctb» / J.U. JJuk. — Dnexrpon. nan. — Kypraun: KI'Y,
2017.-21c.

5. Mux .M. OcHoBBl HacTpoiiku MmapuipytuzatopoB Cisco. JlabopaTopHsrii
NpaKTUKyM 1o aucuuiuinHe «be3omacHocTh cereid OBM»  nmns  CcTyZneHTOB
nporpammbel  criermanurera  10.05.03  «MHpopmanmonHas ~ 6e30MacHOCTD
aBTOMaTU3UPOBAaHHBIX  CHUCTEM» M  mOporpamMmbl  OakanaBpuata  10.03.01
«Muadpopmanmonnas 6e3omacHocthy / JI.WU. Jluk. — Dnexrpon. man. — Kypran: KI'Y,
2016. -25c.

6. Hux JI.W. Hactpoiika cepBepa DHCP. Meroaudeckue ykazaHusi K
BBITIOJIHEHUIO J1abopaTopHOil paboThl mo nucuuiuinHe «be3omacHocTh ceteit OBM»
Uit CTyaeHToB  mporpammbl  crienmanuteta  10.05.03  «Mudbopmarnmonnas
0e30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM» U mporpaMmbl Oakanaspuara 10.03.01
«Mudopmannonnas 6e3omacHocts» / JI.M. Jluk. — Dnekrpon. naH. — Kypran: KI'VY,
2016. - 14 c.

7. Hux J.W. Hactpoiika cepBepa DNS. Metoanueckue yka3zaHusi K
BBINIOJIHEHUIO J1a0opaTopHOil paboThl No nucuuiuinHe «be3omacHocTh ceteit OBM»
It cTyAeHToB  mporpammbl  criennanmtreta  10.05.03  «MuHpopmarimonHas
0e30MacHOCTh aBTOMaTU3MPOBAHHBIX CUCTEM» U mporpammbl Oakanaspuara 10.03.01
«ndopmannonnas 6e3omacHocthy» / JI.W. luk. — DnekrpoH. nan. — Kypran: KI'V,
2016. - 22 c.

8. Jux .M. OcuoBbl MapmpyTtuzanuud. CraTU4eckas MapIiipyTu3aius.
JlaGopaTopHblii mpakTHKyM mo auciuiuimHe «be3omacHocTh cereit OBM» s
cTyneHToB mnporpammbl crenuanurera 10.05.03 «Mudpopmannonnas 6e€30mMacHOCTb
aBTOMATHU3UPOBAHHBIX  CHCTEM» M  mporpamMmbl  OakanmaBpuata  10.03.01
«Mudopmannonnas 6e3omacHocts» / JI.M. Jluk. — Dnekrpon. nan. — Kypran: KI'VY,
2017.-19c.

9. Hux [AUW. Dunprpamus paedtarpamm B Mapupytuzatopax CISCO.
JlaGopatopHbIii TpakTUKyM T0 aucHuiuimHe «be3omacHocTh cereir DBMy» s
CTYyJICHTOB O4HOU (opmbl o0yuenusi HampasieHus 10.05.03 «UudopmanmonHas
0e3omacHoCTh aBTOMaTu3upoBaHHbIX cuctem» / JI.W. Jlux. — Kypraun: PUL[ KTV,
2016.-12 c.

10. dux .M. TpaHcnsuus ceTeBbIX aApecoB. MeToaudeckue yKazaHus K
BBITIOJIHEHUIO J1abopaTopHOil padoThl no nucuuiinHe «be3omacHocth ceteit IBM»
Ui CTyaeHToB  mporpammbl  crienmanuteta  10.05.03  «Mudopmarmonnas
0€30macHOCTh aBTOMATU3UPOBAHHBIX CUCTEM» U MporpamMmbl OakanaBpuarta 10.03.01
«Muadpopmanmonnas 6e3omacHocts» / JI.U. Jluk. — Dnexrpon. man. — Kypraun: KI'Y,
2017.-19c.

11. HMux .M. IIpoexkTupoBaHHE BBHIYUCIUTEIBHON CETH NPEANPUSITHUS.
MeTtonuueckre yKka3aHUSI K BBITIOJHEHUIO KYpCOBOM pabOThl MO JAWCIUILUIMHE
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«besomacHocTh cereii OBM» mis ctynentoB mporpammbl crneruanurera 10.05.03
«MHdpopmanonHas 0€30MaCHOCTh ABTOMATU3UPOBAHHBIX CHCTEM» U MPOrPaMMBbl
6akanapuarta 10.03.01 «udopmanmonnas 6e3omacHoctsy / .M. Jluk. — DneKTpoH.
naH. — Kypran: KI'Y, 2017. — 11 c.

9. PECYPCbI CETU «<MHTEPHET», HEOBXO/JIMUMBIE /U151 OCBOEHUA
AU CHUITJIMHBI

1. Caiit gucranuumonHoro oOydyenuss B HOY (Haumonanbublii OTKpBITHINA
VYuusepcurer) «MHTYUT» comepxkut OecraTHbIe KypChl, IPOrPaMMbl OBBIILIEHUS
KBaM(pUKaMU ¥ TpOo(HecCHOHATBFHOM TEePernoAroTOBKH, WHTEPECHBbIC NOKIAAbl U
JPYTYIO TIoJIe3HyI0 nHpopMariio http://www.intuit.ru.

2. @enepanpHblil mopran «Poccuiickoe odpazoBanuey» http://www.edu.ru/

3. UndopmanonHblii  caliT, coaepXkamuié CHOpaBOYHBIE MaTepuanbl IO
MH(POpMaTUKE, KOTOpPbIE BKIIOYAIOT B CeOsl KypcC JEKLUUH, CXEMbl, MPE3eHTaluH,
pedepats u ap. informatikaplus.narod.ru

4, CallT 0 BBICOKMX TEXHOJOIMSIX, HOBOCTH HWHIYCTPUM U3 MHUpa
KOMIIBIOTEPHOI'O  «KEJIe3a», TECTOBbIE HCHBITaHUS M 0030pbl  000pYAOBAHUS
IXBT.com.

5. [lopran «MH(pOopMaLIMOHHO-KOMMYHHUKAI[IOHHBIE TEXHOJIOTUN B
obpazoBanumy» http://wwwe.ict.edu.ru.

10. ”TH®OPMAIMOHHBIE TEXHOJIOI'UHU, TPOTPAMMHOE
OBECIIEYEHUE U THO®OOPMALIMOHHBIE CITPABOYHBIE CUCTEMBI
1. OBC «Jlanby.
2. ObC «KOoHCYIBTaHT CTYICHTAY.
3. OBC «Znanium.comy.
4. «I"apaHTy - CIPaBOYHO-TIPABOBAs CHCTEMA.

11. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJINHBI

MarepuanbHO-TeXHUYECKOe oOOecleueHue 10 peaau3alud JIUCIHUIUIAHBI
ocymiecTBisieTcsi B cooTBeTcTBUU ¢ TpeboBanuss OI'OC BO mno panHOU
o0pa3oBaTenbHOM MpOrpaMMme.

12. JIsisi cTyJIeHTOB, 00Y4YAIONIUXCS ¢ UCIOJIb30BAHHEM JUCTAHIMOHHBIX
o0pa3oBaTeJibHbIX TEXHOJIOT Uil

[Ipy  wWcroNb30BaHWM  BJECKTPOHHOTO  OOYYECHHS W JUCTAHIIMOHHBIX
oOpazoBaTenbHbIX TexHoyorud (magee D0 u JIOT) 3aHATHS TOJHOCTHIO WIIU
YJaCTUYHO TMPOBOMAATCS B pekume oHiaiiH. OO0beM AUCIUIUIMHBI U pacIpecICHUe
Harpy3ku mo Bugam pabor coorBerctByeT 1. 4.1. Pacmpexnenenue 0amioB
COOTBETCTBYET M. 6.2 1100 MOXET OBITh U3MEHEHO B COOTBETCTBHUU C PEIICHUEM
kadenpel, B ciaydae mnepexoma Ha D0 um JIOT B mporecce oOyuenus. Pemenue
Kadeapbl 00 HMCHOJB3YEMbIX TEXHOJIOTHSIX W CHUCTEME OIICHUBAHUS JOCTKCHUN
OoOy4JarommMxcss MPUHUMAETCS C YYEeTOM MHEHHUS BEIYyIIEer0 TNpernojaBareiisi u
JIOBOJIUTCS JIO CBEACHUS O0YJarOIIINXCS.
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[MPMJIOXKEHME 1

AHHOTaIMs K pabodeit mporpaMme JTUCIUIUIMHBI
«be3onmacHocTh ceTeii DBM»

00pa30BaTeNLHOM MTPOrPaMMBI BBICIIIETO 00pa30BaHUS —
MIPOTPaMMBI CTICTIHATTUTETA
10.05.03 — UndopmanuonHasi 6e30MaCHOCTb> ABTOMATU3UPOBAHHBIX CHCTEM

Cneunaﬂnsaunﬂ Ne 5 «be3onacHOCTb OTKPBITBIX I/IHq)OpMaIII/IOHHLIX CUCTEM»

TpymoeMKoCTh AUCIUTIIMHEL: 8 3.¢. (288 akajgemMuyeckux yaca)
Cemectp: 51 6
dopma MPOMEKYTOUHOM aTTeCTAIlUU: SK3aMEH, IK3aMeEH.

Coaepxanue QM CHUITHHBI

Crex mnpotokonoB TCP/IP. IP-ampecanus. baszoBbie mnpotokosisr TCP/IP.
Metoasl U TPOTOKOJIBI MapuipyTuzanuu. Opranu3annsi BEIYUCIUTENbHBIX CETEH Ha
0a3e omeparmoHHBIX cucteM Windows. TumoBbie yrpo3sl ceTeBOM OE30MMaCHOCTH.
BHyTpeHHUE 3I0yMBIITUICHHUKN B KOPIIOPATUBHBIX CEeTsAX. TexHonoruu odecrneyeHus
0e30MacHOCTH B KOMIIBIOTEPHBIX ceTsX. 3amura ceteil Ha ypoBHe IP. 3amura World
Wide Web. AyreHtudukanum B CeTAX. 3aldTa OT HECAHKIMOHHPOBAHHOTO
MPOHUKHOBEHUS.
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JIMCT
perucTpanu u3MeHeHu (I0MOJTHeHU )
B pado4yio nporpamMmMy y4e0OHOW IMCIUIIIAHBI
«be3onacHocTb cereit IBM»
o0pa3oBaTeIbHON MPOTrpaMMBbl BBICIIETO OOpa30BaHUs —
IPOrpaMMBbl CIIEIUATTUTETA
10.05.03 — UndopmanuonHasi 6€301aCHOCTh ABTOMATHU3HPOBAHHBIX CHCTEM
Cneunanu3anus Ne 5 «be30nacHOCTb OTKPBITHIX HH(POPMAIUOHHBIX CHCTEM))
@opMbI 0O0yUEHHS: OYHASA

HN3meHnenus / n1onoJiHeHUs: B pa00o4ylo NporpaMmmy
Ha 20 /20 __ y4eOHblii rox:

OTBETCTBEHHBIN NpPenogaBaTeib / AN Quk /

N3menenus yrBepxaeHsl Ha 3acenanuu kadenpst BUAC «  » 20 1.,
ITporokoi Ne

3aBeayrommii kadeapoin /0. Oux /
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