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1. OFBEM JIMCHHUIIJINHBI

Bcero: 9 3a4eTHBIX eAMHUIIBI TPYI0EMKOCTH (324 akaleMUYECKUX yaca)
Ounas ¢popma o0yueHust

Bun yuebHo# paboThl Ha scio Cemectp
JTUCHUIUTUHY 8 9

AyauTopHbIe 3aHATHS (KOHTAKTHAas padoTa ¢
npenojaBartejieM), BCero 4acoB 176 96 80
B TOM 4HCJI€:
Jlexuum 62 32 30
JlaGopaTopHbie pabOThI 52 32 20
[IpakTHyeckue 3aHsATHS 62 32 30
CamocrosiTesibHasi padoTa, BCero 4acoB 148 84 64
B TOM 4HCJI€:
[TonroroBka K SK3aMeHY 54 27 27
Jpyrue Buapl caMOCTOSTENIbHON pabOThI
(moaroToBKa K MPaKTHYECKUM 3aHATHSAM H 94 57 37
71a00paTOPHBIM paboTaM U PyOSIKHOMY KOHTPOJIIO)
Bua npomMe:KyTOYHO# aTTeCTAIINH IK3aMeH IK3aMEeH | IK3aMeH
OO0masi Tpy10eMKOCTb JMCUMILVIMHBI M TPYA0EMKOCTh 304 180 144
Mo ceMecTpaM, 4acoB




2. MECTO JUCHUIIVINHBI
B CTPYKTYPE OBPA3OBATEJBHOM ITPOI'PAMMBI

Huctumnaa «IIporpaMMmHo-anmapaTHbie CpeACTBa 3allUThl MUHPOPMAILIUK
OTHOCUTCA K oOs3arenbHOM wactu brmoka 1  wmonyns «uHpoOpMannoHHas
0€30MacHOCTbY.

N3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  0OydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUEHUH CJICTYIONIUX JTUCIUTIINH:

— OcHOBBI HH(DOPMAITMOHHON O€30MTaCHOCTH.

— TeopeTndeckue 0OCHOBBI KOMITBIOTEPHON 0€30TIaCHOCTH.

— be3onacHocTsk cereidr OBM.

— be3onacHOCTh OnepalMOHHbBIX CUCTEM.

PesynbTaThl 00yueHHs] 1O JUCHUIUIMHE HEOOXOAUMBI JUISl BBIMOJHEHUS
pa3lesioB KypcoOBOro MpoekTa Mo jucuuiuinHe «Pa3paboTka M AKCIUTyatarus
3AIMINCHHBIX ~ aBTOMATU3UPOBAHHBIX  CHCTEM», A  TakKe  BBITYCKHOMN
KBIM(PUKALIMOHHON paOOTBHI.

3. INIAHUPYEMBIE PE3YJIbTATbBI ObBYYEHUSA

llenvro W3ydeHUsT NUCHMIUIMHBI SBISIETCS: MpUOOpeTeHrne o0ydaeMbIMU
HE0OXOoMMMOro oObemMa 3HAHMW W MPAKTUYECKUX HABBIKOB 0  aHAIU3Y
3¢ (HEKTUBHOCTH MPOTrpaMMHO-aNMapaTHBIX CPEACTB oOecrieueHust HHOOPMAIMOHHON
0€30MacHOCTH, YIPABICHUIO O€30MaCHOCThIO aBTOMATU3UPOBAHHBIX CUCTEM B YaCTH,
Kacarolieicss MporpaMMHO-aNIMapaTHbIX CPEJCTB oOecnedeHus WHOOPMAIMOHHON
0€30MacHOCTH.

3adauu oucyuniumbl.

- OCBOCHME NPUHIMUIIOB nocTtpoeHus noacucrem 3amutel B OC, BC u CYB/]
Pa3INYHON apXUTEKTYPBHI,

- CPEACTB ¥ METOJI0B HecaHKIMoHupoBaHHoro noctyna (HCJ) k pecypcam
OC, BCu CYB/I;

- MPUHIIMTIOB (DYHKIITMOHUPOBAHUS COBPEMEHHBIX CUCTEM UICHTU(DUKALINYU 1
ayTeHTU(DUKALINHY;

- CPEJICTB U METOJIOB pealiu3allii aTaK Ha CETEBbIE PECYPCHI;

- MPUHIIUIIOB HCTOJIb30BaHUS MEKCETEBBIX IKpaHOB (MD);

- IOCTPOCHUS CUCTEM aJJaNITUBHON 0€30MaCHOCTH B BHIYUCIUTEIILHBIX CETSIX;
MOCTPOCHUSI BUPTYaIbHBIX YaCTHBIX CETEH.

Kommnerenmmu, popmupyembie B pe3ysibTaTe OCBOSHUS JUCITUTUTHHBIL:

- CIMOCOOHOCTh TPHUMEHSTh TPOTrPAMMHBIE CpPEACTBA CHCTEMHOTO H
NPUKIAAHOTO HA3HAYEHUW, B TOM YMHCIE OTEYECTBEHHOT'O MPOM3BOJICTBA, IS
perienus 3aaad npodeccruonanbHoi aesreiabHoctu (OITK-2);

- CIIOCOOHOCTH pelIaTh 3aJaud Npo(ecCuoHaIbHON JEATETBHOCTU C y4E€TOM
TEKYIIETO COCTOSIHUSI W TEHACHIMHU pa3BUTUA HWH(POPMAIIMOHHBIX TEXHOJIOTHH,
CPEICTB TEXHUYECKOW 3ammThl HHPOpMALMM, CETed U CHUCTeM [epeaaydu
undpopmaruu (OITK-9);

- CIOCOOHOCTh OPTaHW30BHIBATH U MPOBOAWTH TUATHOCTUKY W TECTUPOBAHHE
CUCTEM 3aluThl WH(POpPMAIMM ABTOMATH3WPOBAHHBIX CHUCTEM, MPOBOJAWTH aHAJIH3



ySI3BUMOCTEH CHCTeM 3amuThl mH(OpMalmu aBromMaru3upoBaHHbIx cucteM (OITK-

13);

- OCYIIECTBIISTh QIMUHACTPUPOBAHUE M KOHTPOJIb (DYHKIIMOHUPOBAHUS CPE/ICTB
U CHCTEM 3alllUThl MHPOPMAIIMK AaBTOMATH3MPOBAHHBIX CHCTEM, HHCTPYMCHTAJIbHBIN
MOHHUTOPHHT 3allIUIIEHHOCTH aBTOMaTH3upoBaHHbIX cucteM (OITK-15);
- CIIOCOOHOCTH OCYIIECTBJISTh KOHTPOJIb oOOecreueHus HH()OPMAIMOHHOM
0€30IaCHOCTH U MPOBOANTH BEpU(DUKALIUIO JAHHBIX B OTKPBITHIX MH(POPMAIIMOHHBIX
cucremax (OITK-5.3).

Nupukaropel

U JIECKPUITOPBI
dopmupyemMoii B Tpolecce U3YyYCHUS JTUCHUIUIMHBI

qaCTu

COOTBETCTBYIOIIEH KOMIIETEHIINH,
«IIporpammHo-anmapaTHbie

CpCACTBA 3alIUTHL I/IH(I)OpMaHI/II/I)), OLICHUBAIOTCA IIPHU ITOMOIIX OCHOYHBIX CPCCTB.

[Tranupyembie pe3ynbTaThl 00ydeHus mo auciuiumHe «lIporpamMMHO-anmapaTrHbeie CpencTBa
3alMThl HH()OPMAITUKY, HHIUKATOPHI JocTrxkeHns: kommereHiwii olIK-2, OITK-9, OIIK-13, OIIK-15,
OIIK-5.3, nepeueHb OLIEHOYHBIX CPEJCTB

Kon Kon
HaumenoBanue
Ne uHaukatopa | HamMeHoBaHme mHOMKaTopa TUTAHUPYEMOTO [Tmarupyemsie
/T | JOCTHKCHUS JOCTIDKEHUSI KOMIICTCHITHH pe3ynbTaTta pe3yIbTaThl O0yUCHHUS OUCHOHHbIX
KOMICTEHITHH o0OyueHHs cpects
3uath:  kak  mpoBoauth | 3 (MJ-1 onk.2) 3Haer: Kak mpoBectd | Bompockl Tecta
BEIOOD TIPOTPaMMHO- BEIOOD MIPOTPaMMHO-
ammapaTHBIX CpencTB ammapaTHBIX CpPeICTB
obecrnieueHHs obecriedeHUs
nHpopManoOHHOH UH(OPMALMOHHOH
0e30MacHOCTH JUIst 0e30MmacHOCTH TSt
HCTIOBb30BaHUS ux B UCIIONIb30BaHHUsI WX B
L U-1onk-
cocraBe cocTaBe
aBTOMATU3UPOBAaHHOU aBTOMAaTU3UPOBAaHHOU
CHUCTEMBI c IEeJTBIO CHCTEMBI c LENBIO
obecnieueHnss  TpeOyeMoro obecriedeHnst TpeOyeMoro
YpOBHS 3aIUIIEHHOCTH VPOBHS  3aIIUIICHHOCTH
ABTOMATH3MPOBAHHOU ABTOMATH3HPOBAHHOM
CHCTEMBI CHCTEMBI
Ymers: npumensts 3amaun | Y (UI-2 onx.2) YmMmeer: npuMeHsTh 3ajaun | Kommaekr
u TEXHOJIOTHUS u TEXHOJIOTUS | IMUTAIIHOHHBIX
cepTUhUKAIIH CepTU(HUKAINA 3amad
2 V-2 o IIPOrpaMMHO-aIIapaTHBIX NpOrpaMMHO-AIIapaTHBIX
CpPEeICTB Ha COOTBETCTBHE CPEICTB Ha COOTBETCTBHE
TpeOOBaHUAM TpeGOBaHUIM
nHpopMaMOHHOH UH(OPMALMOHHOH
6e3omacHOCTH 6e3omacHOCTH
Brnanets: HaBbikamu | B (MJI-3 orx.2) Brnaneer: HaBblkamu | Bompocel s
UCTIONIb30BAHMS HCIIONIb30BAHUSA c/1aud SK3aMeHa
MIPOTrPaMMHO-aIIapaTHBIX MPOrpaMMHO-aIIapaTHBIX
CpeacTB obecrieueHus CpeaCTB obecrieueHus
3. W3 onk-2 » y
nH}popMannoHHOH nH(pOpMaMOHHON
6e301acHOCTH 6e3omacHoCTH
ABTOMAaTH3MPOBaHHBIX ABTOMATH3UPOBAHHBIX
CHCTEM CHCTEM
3HaTh: nporpammuo- | 3 (MI-1 omx.9) 3HaeT: mporpaMMHO- | Bompocs! Tecra
ammapaTHbIe cpencTsa amnmaparHbIe cpencTaa
obecrnieueHus obecriedeHns
4 W-Torcs nHPOPMATMOHHOM WHPOPMATMOHHOM
0€30MaCHOCTH B THIIOBBIX 0€30MaCHOCTH B THIIOBBIX
OTIePAIOHHBIX CHCTEM OTIEPALIMOHHBIX  CHCTEM
(00), CVYB], (00), CVYB[,
KOMITBIOTEPHBIX CETAX KOMITBIOTEPHBIX CETSIX
5. W/-2 onk.o YMeTh: sammmate | Y (MJ-2 onk.g) Ywmeer: 3ammmare | KoMrekr




nHdopmanm B cucrtemMax nHpopManuy B CHCTEMaX | MMUTAIMOHHBIX
YHOpaBJICHUS Oazamu yIIpaBICHU 6azamu | 3amad
JAaHHBIX. [onsTus JIAHHBIX. IlonsTus
0e30IacHOCTH 0a3 JaHHBIX 0e30ImacHOCTH 0a3 JaHHBIX
Bmanets: HaBbikamu | B (M/I-3 orik.g) Bmaneer: HaBblkamMu | Bompocel s
UCTIONIb30BaHUSA HCTIONB30BaHMA ca4n SK3aMeHa
MIPOTrpPaMMHO-aMIapaTHBIX MIPOTrPaMMHO-aNIapaTHBIX
CpencTB obecrnieueHus CPEICTB obecrieyeHus
6. -3 oo » ”
nH}popMaMOHHON nH(pOpMaMOHHOH
0e30macHOCTH 0e30macHOCTH
ABTOMAaTH3HPOBaHHBIX ABTOMATH3HPOBAaHHBIX
CUCTEM CHCTEM
3HaTh: kak  BeUIBIATH | 3 (U-1 opx.13) 3HaeT: Kak  BBUIBIATH | Bompockl Tecta
YSI3BUMOCTH YSI3BUMOCTH
nHpopMannoHHO- nH}pOopMaMOHHO-
7. NA-1onx13 TEXHOJIOTHYECKUX PECYPCOB TEXHOJIOTHIECKUX
AC, MIPOBOJUTH pecypcoB AC, npoBoIuTh
MOHHUTOPHHT yrpo3 MOHHUTOPHHT yrpo3
6e3omacaoctr AC 6e3omacHoctu AC
VYMmeTs: anamsupoBath | Y (MI-2 omx-13) YMeer: aHanu3upoBaTh | Komruiekt
8 V-2 oness MOCTPOEHHE  aNMapaTHBIX MIOCTPOEHHE AIMAPAaTHBIX | MMUTAIMOHHBIX
KOMITOHEHTOB 3alIUTHI KOMITIOHEHTOB 3alUTHI | 3a/1a4
JIAHHBIX JIAHHBIX
Brnanets: HaBbikamMu | B (U/1-3 ork-13) Brnaneer: HaBblkamu | Bompocel s
HCTIOJb30BaHUS UCTIOJIB30BaHUS cIa4yy SK3aMeHa
MPOrpaMMHO-aIIapaTHBIX NpOrpaMMHO-AIIapaTHBIX
cpeacTB obecrieueHus CpPE/CTB obecrieueHus
9. -3 on-13 - o
nHpopManOHHOH UH(OPMALMOHHOH
0e30macHOCTH Oe3omacHOCTH
aBTOMAaTH3UPOBaHHBIX aBTOMATH3HPOBAaHHBIX
cucTeM CHCTEM
3uate:  kak  npoBoguth | 3 (M-1 orx.15) 3HaeT: Kak npoBoAMTh | Bompocsl Tecta
BBEIOOD MIPOTPaMMHO- BBEIOOD MPOTPaMMHO-
anmapaTHBIX cpencTB anmapaTHbIX CpenCTB
obecrnieueHHs obecriedeHUs
nHpopMaMOHHOH UH(OPMALMOHHOH
0e301acHOCTH JUIs 6e3omacHoCTH IS
10. W-Lomers HCTIONBb30BaHUS ux B UCIIONIb30BaHHUs WX B
cocraBe cocTaBe
aBTOMATU3UPOBAaHHOU aBTOMATU3UPOBAaHHOU
CHCTEMBI c IEeJTBIO CHCTEMBI c LENBIO
obecnieueHnss  TpeOyeMoro obecriedeHnst TpeOyeMoro
YPOBHS 3aIMIIEHHOCTH YPOBHS  3alUIIEHHOCTH
aBTOMAaTH3HPOBAaHHON aBTOMAaTH3UPOBaHHON
CHCTEMBI CHCTEMBI
YMers: npumenaTs | Y (MI-2 opxs) VYmeer: npumeHATs | Kommnekr
MIPOrpaMMHO-aIIapaTHbIE MIPOrpaMMHO-aIIapaTHbIe | UMUTAIMOHHBIX
11. WI-2 onk-15 cpencTBa cpencTBa 3a7a4
Kpunrorpaduaeckoi Kpunrorpaduaeckoi
3aIIUTHI 3alIUTHI
Brnanets: HaBbikamMu | B (M[-3 ork-15) Brnaneer: HaBblkamu | Bompocel s
HCTIOB30BaHUS HCTIOIb30BAaHUS cIa4yy SK3aMeHa
POrpaMMHO-aMNaPaTHBIX MIPOrpaMMHO-aMNaPaATHBIX
CpeacTB obecrnieueHus CPEICTB obecrieueHns
12. | WI-3omk1s » y
nH}popMannoHHOH nH(pOpMaMOHHON
6e301acHOCTH 6e3omacHoCTH
ABTOMAaTH3MPOBaHHBIX ABTOMATH3HPOBAaHHBIX
cucTeM CHCTEM
3HaTh: KakK BoisiBIATE | 3 (MJI-1 ok.s.3) 3HaeT: Kak  BBISIBIATH | Bompocsl Tecta
13. W-Lonss YSI3BUMOCTH YSI3BUMOCTH
nHpopMannoHHo- nH(pOpMaMOHHO-
TEXHOJIOTHYECKUX PECYPCOB TEXHOJIOTHUECKHUX




AC, MIPOBOJIUTH pecypcoB AC, mpoBOIuTbH
MOHUTOPHHT yIrpo3 MOHUTOPHHT yrpo3
6e3omacHocTr AC 6e3omacaocT AC
VMmeTsh: samumathk | Y (UI-2 onies.3) Vmeer: 3amumarh | KoMmiekr
nHpOpMAUH B “HpOpMALIN B | HMHUTAllMOHHBIX
14. W-2 onkes.3 BBIYMCIIMTEIBHBIX CHCTEMAX BBIYMCITUTEILHBIX 3a71a4
U ceTsX. ATaku Ha CeTeBbIe CHUCTEeMax M CeTsX. ATaku
CITYKOBI HA CETEBBIE CITY>KOBI
Bmanets: ocuoBHbIMH | B (M3 orixc.5.3) Bmaneer: OCHOBHbIMM | Bompocel  mns
MIpUHIUIIAMHU CO31aHUusA ONpUHIUIIAMU CO31aHus | cdadyM 3K3aMcEHa
IIPOrpaMMHO-aIMNaPaTHBIX NIPOrpaMMHO-aMNapaTHbIX
15. MH-S OIIK-5.3 c 6 6
PEACTB O0CCIICYCHUA CpC€aCTB O0CCIICYCHUA
nH}popMaMOHHON nH(pOpMaMOHHOH
0e30macHOCTU 0e30macHOCTH
4. COAEP/ KAHUE JUCHUIIJIMHBI
4.1. YyeOHO-TeMaTu4ecKuil Ii1aH. Ounas ¢popma o0yueHus
KoaunuectBo yacos
Homep KOHTAaKTHOM pabOTHI C IPEeIoaBaTeIeM
Py0ex HanmenoBanue TemMbl
TeMBbI [TpakTuu. Jlabopatop.
Jlexuuu
3aHATHS paboThI
8 cemecmp
1 Beeoenue 2 - -
Hoocucmemut 3augumeot 6
coepemennwix OC. IIporpamMmHO-
2 armapaTHbIe METO/IbI U CPEICTBA 6 8 8
— OTpaHUYEHUS K pecypcam 1
5 kommnoHeHTam [I19BM.
2 3 [IporpammHoO-anmapaTHble CpeacTBa 5 2 8
A KpHUITOrpa@uuecKoil 3aIHThL
4 3amuTa mporpamMm. 6 10 8
[ToncucTemsl 3auThl HHGOPMAIIUU B 4 4
5 OC Windows NT.
Pybesxcnvtit konmpop No 1 - 2 -
6 [Toncucrema 3amuThl UHGOPMALIMH B 5 i 4
OC UNIX.
7 3amuTa HHGOpPMAIUH PU 4 i i
~ unterparmn UNIX u Windows NT.
S 3armra THPOPMALTMH B BEIUHCTUTETHHBIX
e, 8 CHCTEMaX M CETSIX. ATaKH Ha CETEBBIC 3 4 -
A~ CITY>KOBL.
AnantuBHasg 0€30I1aCHOCTE B 3 4 i
9 BBIYUCITUTEIIbHBIX CETAX.
Pybexcuwiit konmpono No 2 - 2 -
Hmozo 3a cemecmp 32 32 32
9 cemecmp
10 MesxceTeBble SKpaHbl. 2 8 4
11 Y naJieHHBIN JOCTYN K CETH. 2 - -
2 12 BupTtyanbHbIe YaCTHBIE CETH. 4 10 6
8 13 [ToauTHka 6€301aCHOCTH. 4 - -
& 3amuTa UHPOPMAIIMH B CHCTEMaX
14 ynpasyieHus 0a3aMu TaHHBIX. 4 - -
[NousaTust Oe3omacHOCTH 0a3 JaHHBIX.




Pyoexcnoiii konmpono No 3 - 2 -
15 Kpureprn 3anmiieHHocTy 6a3 JaHHBIX. 4 -
16 Monenu 6e30macHOCTH B CHCTEMax 4 i i
< yrpaBieHus 0a3 TaHHBIX.
5 Mexanu3MbI 00eCIIeYeHIs LIETIOCTHOCTH
© 17 4 8 6
S CHCTEM yNparlicHust 0a3 TAHHBIX.
A= Mexanu3mbl obecrieueHus 5 i 4
18 koHpuaeHmmansHoctu B CYB/I.
Pybesxicuvtit konmpop N 4 - 2 -
Hmozo 3a cemecmp 30 30 20
Bcero: 62 62 52

4.2. Coaep:kaHue JeKUMOHHbBIX 3aHATHH

Tema 1. Bgeoenue

Hemn wu 3amaum  kypca. CoaepxkaHue IUCHMIUIMHBL. PexkoMeHmyemas
autepatypa. OCHOBHBIE MOHATHS U ompenaesieHus. OCHOBHbIE TMPUHIUIBI CO3/IaHUS
MporpaMMHO-aNmnapaTHeIX CpelCcTB obecrnieueHuss UHGOPMAIMOHHON 0€30MacHOCTH.
Konuenmus nucneryepa JocTyna.

Tema 2. Ilpozpammno-annapammuvie Memoovl U cCpeocmea 0ZPAHUYEHUA K
pecypcam u komnonenmam IIIBM.

[IporpammHo-anmnapaTHbie Cpe/ICTBa, peali3yrolme OTJICJIbHbIE
GyHKIIMOHATIbHBIE TPEOOBAHUS 110 3AIUTE, UX MPUHIUIIBI JIEHCTBUS U TEXHOJIOTUYECKUE
0COOEHHOCTH, B3aUMOJICHCTBHE C OOIECUCTEMHBIMA KOMIIOHEHTAMHU BBIYUCIUTEIBHBIX
cucTeM. 3a/ladyil U TEXHOJIOTHSI CEPTHU(HUKAIMK MPOrpaMMHO-ANMapaTHBIX CPEJCTB Ha
COOTBETCTBUE TpeOoBaHUSM WHPOpMAIMOHHON Oe3omacHocTH. OCHOBHBIE KaTEropuu
TpeOOBaHUN K TMPOrPaMMHOM U MPOrpaMMHO-AMNMAPaTHON peau3alii  CPe/CTB
obecrieueHusi WHGOPMAIIMOHHON 0Oe30mMacHOCTA. MeToJbl M CPEACTBa OTPaHUYCHUS
Joctyna K KomnoHeHTaM OBM. Metoasl W cpeAcTBa MPUBSA3KU IPOrPAMMHOIO
oOecrieyeHHsI K amnmapaTHOMY OKPYXCHHMIO W (DU3MYECKUM HOCHUTEIsIM. MeTonbl U
CpelCTBAa XpaHEHHs KiIoueBoM uHGopManuu. MeToasl U CpelCcTBAa OrpaHUYCHUS
JI0CTyMA K (aiiiam.

Tema 3. [Ilpozpammno-annapamnvlie cpeocmea Kpunmozpaguueckoi
3auwgumot. IlocTpoeHure anmapaTHbIX KOMIIOHEHTOB 3alllUThl JIAHHBIX. 3anmra ¢aiioB
OT M3MEHEHMs. DJIEKTPOHHO-IIM(POBasi MOJIMUCH. 3aluTa aJropuTMa IMHMQpPOBaHUS,
MPUHIIMI YYBCTBUTEJILHOM 00JIACTM W TPUHIUI TJaBHOro Kitouda. HeoOxomumbie u
JOCTAaTOYHBIE (DYHKITUU alMapaTHBIX CPEICTB KPUMITOTPAPUUECKOM 3aIUTHI.

Tema 4. 3aumguma npozpamm.

AHaIIM3 TPOrpaMMHBIX pealiu3aluid. 3amTa ITporpaMM OT U3y4eHUs. 3aluTa
OT PpaspylIalIIUX NOPOrpaMMHBIX Bo3neucTBuil. I[locTpoeHue U30JIUPOBAHHOU
MPOrPpaMMHON cpefpl. 3aluTa NporpaMM OT U3MEHEHUS U KOHTPOJIb LETOCTHOCTH.
[Iporpammusie 3akianku. KommbioTepHbie BUPYCHI KaK OCOOBIN KIIACC MPOTpaMMHBIX
3akaagoK. [[puHIMIBI pabOThl AHTUBUPYCHBIX CPEJICTB.

Tema 5. IToocucmemuwt 3awgumot ungpopmayuu ¢ OC Windows NT.

OcHoBHbIe KOMIOHEHTHI noacucTeMsl 3auThl Windows NT u Windows 2000.
[Momutuku. Ilonsitue nomeHa. OCOOEHHOCTH YCTAHOBJICHUSI JOBEPUTEIBHBIX
otHouieHui. Co3nanue U yaaneHue OrIKeTOB MOJIb30BaTEICH.




Tema 6. Iloocucmema 3auwgumot ungpopmayuu ¢ OC UNIX.

OcHOBHBIE KOMIIOHEHTHI MOACUCTEMBI 3aUThl Unix. DaitnoBas cuctema — Kak
OCHOBa MOJCHCTEMBbI 3amuThl. [IpaBa moctyma k snemeHTaM (alIoBOW CUCTEMBI.
VYmupasnenue mpoueccamu. Co3naHue W yaajlieHHe OOJKETOB IOJIb30BaTENCH.
OcHoBHBIE MPOOJIEMBbI ¢ OE30MaCHOCTHIO U BO3MOKHBIE petieHrs B UniX-mogqo0HbIX
CUCTEMaX.

Tema 7. 3amuma ungpopmavyuu npu unmezpayuu UNIX u Windows NT.

OcCHOBBI B3aUMOJICUCTBUSL AJEMEHTOB reTeporeHHbix cered. Illmio3er NFS,
SMB B Unix. Ucnons3oBanue cepepa Samba A pa3feneHus: JOCTyNa K CETEBBIM
pecypcam B tomeHe Windows NT.

Tema 8. Amaku na cemeesuvie cyscont.

[Toustue araku. Tunsl yrpo3. Krnaccudukamuss arak 1m0 OCHOBHBIM
MEXaHU3MaM peaan3alunuu yrpo3. CeTeBble CKaHepHI.

Tema 9. Aoanmuenaa 6ezonacnocmo 6 BC.

[TonsiTue amanTUBHOCTU OE30MACHOCTH M CHUCTEMBI OOHApY)KEHHUS aTak.
Knaccudukanus mno HCHONIB3yeMbIM MEXaHHW3MaM OOHApy»KEHUsl arak, W IO
MPUHIIMIIAM UX MpakTUudecKor peanuzanuu. OCOOEHHOCTH MPUMEHEHUS Pa3IMYHBIX
tunoB cucreM. OOHapyxeHus atak. OCOOEHHOCTH CYIIECTBYIOLIUX CBOOOJHO-
pacmpocTpaHsieMbIX CUCTEM OOHApYKEHUS aTak.

Tema 10. Mesccemesvie 3xkpatnbi.

[lonsitue MexcereBblx 3KpaHOB. Ux kimaccudukanus. OCHOBHBIE TPHUMEPHI
KOH(Urypalyu 3alUIIeHHbIX CETEeN ¢ UCMOIb30BAHUEM MEXKCETEBBIX 3KpaHOB (MD).
OcoOEHHOCTHM  CYHIECTBYIOIIMX  CBOOOJHO-PACIpOCTPAHAEMbIX  MPOTrPaMMHBIX
peanu3anuii MeKCeTeBbIX 3KpaHoB. I[IporpaMMHO-anmapaTHble CpPEACTBA 3AILUTHI
nH(pOpMaIIK B CETSIX Mepeayn JaHHbIX.

Tema 11. Yoanennwiit 0ocmyn k cemu.

[TpoGnembl obecrieuenns 0€30MaCHOCTH MPHU YAAICHHOM J0CTyTe. [IpoTokoIibl
ayrentudukanuu PAP u CHAP. IIpotokonsl ayTeHTH(DUKAIIIN yIaJ€HHOTO JOCTYyIIa
B MpOTpaMMHBIX cpencTtBax Microsoft. Cucrema ayTeHTH(UKAIIMU U aBTOPHU3ALUU
TACACS u Kerberos.

Tema 12. Bupmyanvnsie yacmuwie cemu.

[TonsaTrie BHUpPTyaldbHONM 4YacTHOW ceTH, ee MpeaHasHadeHue. CTaHIapTHBIE
BO3MOXKHOCTH KaHAJI000pa3yooIlero 000pyJAOBaHUS Pa3IUYHBIX MPOU3BOIUTENECH.
OcHOBHBIE NPUHLHUIBI (YHKIMOHUPOBAHUS W UCHOJIb30BaHUS mporokona PPTP.
Peanuzanus B nporpaMMHbIX cpeacTBax Microsoft.

Tema 13. Iloarumuka 6e3onacnocmu.

[lonsiTHE TONUTUKM HMHPOPMALMOHHON O€30MACHOCTU MJi OpraHu3aliu.
OcHoOBHBIEC TPeOOBaHUS K MOJTUTHKE 0€30MaCHOCTH. DTarbl €€ pa3paboTKH.

Tema 14. Ilonamusa é6e3onacnocmu bJ/I.

VYrposel  GezomacHoctd B/l oOmme wu cnemuduuHbie. TpeboBaHus
6e3omnacHoctu bJl. 3amuTa 0T HECAaHKIIMOHUPOBAHHOTO JIOCTYTA. 3aluTa OT BHIBOJIA.
[enoctaocts BJI. Aynut. 3amaum u cpenctBa agMuUHHCTpaTopa Oe3omacHocTu 0a3
JTAHHBIX.



Tema 15. Kpumepuu 3auwpuuennocmu b/1.

Kputepun oOLEHKM HaJAEKHBIX KOMIBIOTEPHBIX cuUCTEM. (CoBpeMEeHHOE
MPUMCHEHUE Pa3IMYHBIX TOJUTHK OE€30MacHOCTH B paMKax €IuHON MOJEeiu.
Nurepnperanus TCSEC nns nagexubix CYBJI (TDI). Konnenmus I'octexxoMmuccumu.

Tema 16. Mooenu 6ezonacnocmu ¢ CYBJI.

Knaccudukanus mozaeneit. ACMEKThl HCCIEI0BaHUS Mojeiel 0e30MacHOCTH.
OcoOennoctu IIPUMEHEHUS Mojelen 0e301acHOCTH B CYBA.
Juckpermonubsie(M30upaTeabHble) W MaHAaTHble  (ITOJTHOMOYHBIE)  MOJIEIN
6e3omacHoctu. BJl ¢ MHOTOypoBHEBOU cekperHOoCThIO (MLS). MHorosamadsocts
(polyinstantiation) B B/I.

Tema 17. Mexanusmot obecneuenusn yeaocmuocmu CYBJ/I.

OcHOBHBIEC BUJIbl U MPUYUHBI BOZHUKHOBEHUS Yrpo3 1EeI0CTHOCTH. CrocoObl
nporuBoAcrcTBus. HasHauenune cnoBapst naHHbBIX. JlOCTynm K CIIOBapr0 JTaHHBIX.
CoctaB cnoBaps. IlpencrtaBinenue cioBapsa. Puxcamus TpaH3akiuu. [IpokpyTku
Bnepeaq W Hazaa. KonrtposnbHas Touka. Otkar. TpaH3zakuuum Kak CpeacTBO
M30JIMPOBAHHOCTH TMOJb30BaTeel. Pexxumbpl OiokupoBok. IIpaBmiia coriacoBaHus
OIokupoBOK.  JIByX(a3HBIi  MPOTOKON  CHHXPOHU3AIMOHHBIX  OJIOKMUPOBOK.
TynukoBble CUTyalluM, WX paclio3HaBaHUE U paspylieHue. JleximapatuBHas u
MpOICAYpHAs. CCHUIOYHBIC I1e0CTHOCTH. BHemmHui kimod. CriocoObl Mo aiepKaHus
cChUTOUHOM T1enocTHOCcTH. llenmn wucmons3oBanus mnpaBmia. CrocoObl  3ajlaHus,
MOMEHTBI ~ BBbITIOIHEHUA. Has3Hauenue wMexaHu3zMa coObITH. CHUTHATU3ATOPBI
coObITHil. Tunbl yBEAOMJIEHUH O MPOUCXOKIACHUU COObITHA. KOMIOHEHTHI
MEXaHH3Ma COOBITH.

Tema 18. Mexanuszmut ob6ecneuenus kongpuoenyuanvnocmu ¢ CYB/I.

[IpyuuuHbl, BUIBI, OCHOBHBbIE METOJbI HapyLIEHUs KOH(MUICHIIMATHLHOCTH.
Tunel  yreukn KoHpuaeHuuansHol uHpopmammu w3 CYBJl, wyactuuHoe
paszriamieHrie. COOTHOIIEHHE 3alMIIEHHOCTA U JIOCTYIMHOCTH JaHHbIX. [lomydyeHue
HECAHKIIMOHUPOBAHHOTO JOCTyNMa K KOH(MHACHIIMAILHOH WH(pOPMAIMA IMyTEeM
JIOTUYECKUX BBIBOJIOB. MeToasl NpOoTUBOACHCTBUA. OCOOCHHOCTH TMpPHUMEHEHHUS
kpuntorpagpuueckux MetoqoB. OOmme cBegaeHus. OpraHusamus B3aMMOJICHCTBUS
CYBJl u 6azoBoit OC. OcHOBHbIE TOHSTHS: CYOBEKTHI U OOBEKTHI, TPYMIIBI
MOJb30BATENICH, TPUBWIETHMH, POJM U TIpeJCTaBleHHUs. SI3bIKOBBIE CpElICTBa
pasrpaHuyYeHus JO0CTyna. BUbI MPUBUIIETHIA: TPUBUIIETUN O€30MMACHOCTH U JIOCTYTIA.
Konuenmusas u peanuzauuss mexaHuzMa poiiel. CoOOTHOIIEHHME TpaB JOCTYMa,
onpenensiempix OC wu  CYBJ. Merku Oe3zonmacHoctu. Hcnonbs3oBaHue
npeaocTaBiIeHUN sl oOecrieueHusi KoHpuaeHunaibHoctT uHdpopmairuu B CYB/I.
[TogoT4eTHOCTh NEUCTBUM MMOJB30BATEISl U ayJAUT CBSA3AaHHBIX C 0€30MaCHOCTHIO
coObiTuit. KypHanuzauus. Peructparus AeHCTBUI mMoJib30oBaTeNsl. YIpaBJieHUE
Ha0OPOM PETUCTPUPYEMBIX COOBITHI. AHATU3 pErucTpalioOHHON HH(pOopMaIIn.
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4.3 IlpakTn4yeckne 3aHATUSA

Howmep } Hopmarus
TeMLI HaumeHnoBanue Tembl HaumeHoBaHHE TeM MPAKTHUECKUX 3aHATHH | BPEMCHH,
Jac.
8 cemecmp
[IporpammHo-ammaparusie | [lpakmuyeckas paboma Nel. 4
METO/IbI U CPENCTBA Wnentudukarms nons3oBareneit KC —
2 OrpaHUYEHUS K pecypcaM U | CyObEKTOB JOCTYIA K JAHHBIM
komroHeHTam [ 1OBM. IIpakmuueckas paboma Ne2. 3aumra 4
nnpopmaryn B KC or HCJJ
AnmnaparHo-niporpammusle | Ipakmuueckas paboma Ne3. AnmapatHo- 2
3 cpencTaa MIpOrpaMMHBIE Cpe/ICTBA
KpunTorpapuyeckon KPUNTOTPapUUECKON 3aIIUTHI
3aIIUTHI
3amura nporpamMmm. Ilpakmuueckas paboma Ne4. 3amura 2
MIPOrPaAaMMHBIX CPEACTB OT UCCIICIOBAHUS
Ipakmuueckas paboma Ne5. 3amura 4
4 MpOrpamMM OT HECAHKIITMOHHUPOBAHHOTO
KOIUPOBAHUS
Ipakxmuueckas paboma Ne6. 3amura 4
MH(POPMAIIH OT BPEIOHOCHOTO
MIPOrPaMMHOT0 00ECTICUCHUS
5 1-o0at pybesicnviii Tecmuposanue 2
KOHmMPOJib
8 Artaxu Ha ceTeBble CyXKObl. | [lpakmuyeckas paboma Ne7. Y I3BUMOCTb 4
KOMITBIOTEPHBIX CHCTEM
AnanrtuBHasg Ipaxmuueckas paboma Ne8. MeTonsl 1 4
0e30macHOCTh B CpeAcTBa OTpaHUYEHUS JIOCTYIIA K
9 BBIYHCITUTENBHBIX CEeTSIX. KoMroHeHTaM DBM (3amuTa oT yTeuek)
2-0i1 pyoescHblil Tecmuposanue 2
KOHmMPOJib
Hmozo 32
9 cemecmp
10 Me:xceTeBble 3KpaHBbI. Ilpaxmuueckas paboma Ne9. IIporpaMMHo- 8
amnmapaTHbIe CpeICTBa 3auThl cetr (MO u
COB)
12 BupTtyanbHble yacTHbIE Ipakmuueckas paboma Nel(. BupryanbHble 5)
CeTH. YacTHBIE CETH
Ipaxmuueckas paboma Nel I. YnipaBieHue 5
KpUnTorpaguuecKuMH KIF0YaMu
14 3-uii pyoescuolii Tecmuposanue 2
KOHmMpOJip
17 Mexanusmel obecnieuenust | [lpakmuueckasn paboma Nel2. Cpencta 8
nenoctHoctu CYB/,. 3anuThl CYB/]
18 4-p1i1 pybescHblil Tecmupoesanue 2
KOHmMpOJib
Hmozo 30
Bcezo 62
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4.4. JlJabopaTopHbIe padoThl

Howmep HaumenoBanue 1abopatopHbIx padboT Hopmarus
HaunmenoBanue TeMsl BpPEMEHH,
TEMBI
Jac.
8 cemecmp
[Iporpammuo- Jlabopamopnass ~ paboma  Nel.  AnHanm3 2
anmapaTHble METOABI U | XapaKTEPUCTUK YCTPONCTB ayTEHTH(HKAIHH.
cpeacTBa orpaHnyenus | Jlabopamopuas paboma Ne2. Cuctemsl 4
5 K pecypcaM U samThl nHpopmaruu ot HC: «Ctpax NTy,
kommoneHTam [I9BM. | «Dallas Lock», «Secret NET».
Jlabopamopnass  paboma  Ne3.  IlpoBepka 2
MeXaHM3Ma OYHCTKM TMaMsITH Ha MpuMepe
ucnonb3oBaHus nporpaMmsl «HKB/D».
ArnmapaTtHo- Jlabopamopnass  paboma  Ne4.  Cucremsl 2
MIPOrpaMMHBIE CPEACTBA | 3aIUThl  KOH(MUICHIHAIBLHON  HH(OpMALIUU
KpHUITOrpapruuecKoi «PGP» n « GPGy.
3aLIUTHI Jlabopamopnasa  paboma  Ne5.  VI3yuenue 2
3 IPOTPaMMHBIX CpeAcTB g poBaHus,
KOMIIBIOTEPHON cTeraHorpaduu M 3amuThl OT
BPEJIOHOCHBIX TPOTPAMM.
Jlabopamopnasa ~ paboma  Ne6.  Cucrtembl 4
3a0MThl  KOH(UICHIMAIBHOW WHGOPMAIHH:
«StrongDisk», «SecretDisk», «TrueCrypty.
4 3amura nporpamm Jlabopamopnas ~ paboma  Ne7.  3amuta 4
porpaMmm oT HECaHKIIMOHUPOBAHHOU
OKCIUTyaTalli 3a CYET NMPHUBS3KH K HOCHUTEIIO
uHpOopMaLuu.
Jlabopamopnas paboma No§. 4
IIporpammupoBanue U3MEHEHUIN
XapaKTepUCTHK (aiina
5 [Moncucremsl 3ammtel | Jlabopamopras paboma Ne9. TlpoBepka HacTpoek 4
nHpopmanuu B OC Pa3peLIUTENBHOM CUCTEMBI JIOCTYNa K (PaiyIoBbIM
Windows NT. CHCTEMaM C HCIOJE30BAaHUEM CIICIIHAT3HPOBAHHBIX
TECTUPYIOIIMX CPEICTB M INTaTHBIX CPEACTB W3
cocrasa OC.
6 [Toacucrema 3anuThI Jlabopamopuass  paboma  Nel(.  OCHOBBI 4
uHpopmanuu B OC UCTIOJIb30BaHUS CpeACTB  3allUThl  OT
UNIX. HECAHKIIMOHUPOBAHHOTO JIOCTyMa B
OTepaIrmoHHON cucteMe Linux.
Hmozo 3a cemecmp 32
9 cemecmp
10 MesxceTeBbie SKpaHbI Jlabopamopnas paboma Nel 1. OCHOBBI paOOTHI C 4
TIEPCOHAILHBIM CETEBBIM dKpaHOM «VipNety.
12 Bupryaneusie yactusle | Jlabopamopuas — paboma  Nel2.  Cpexnctsa 6
CETH. OpraHu3alliy BUPTYAIbHBIX YAaCTHBIX CETEH.
17 MexaHu3Mbl Jlabopamopnas ~ paboma  Nel3.  Kontponb 6
o0ecrnieueHus MOJICUCTEMBI 00€CTIeYeHHsI LIETTIOCTHOCTH.

nenoctaocty CYB/I.
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18 MexaHu3MBbI Jlabopamopnass paboma Nel4. TlporpamMvmHbIC 4
obecrieyeHus cpencTBa 3amuThl HHGOopMauu oT yreyek: DLP-
KOH(PHUACHIIMAIBHOCTH | CHcTema Secure Tower
B CYB/I.

Hmozo 3a cemecmp 20
Bcezo 52

5. METOANYECKUE YKA3ZAHUA JJIS1 OBYUYAIOHINXCA
O OCBOEHHIO JTUCHUITJIMHBI

[Ipyn mpociyliMBaHUM JIEKIUA PEKOMEHAYeTCd B KOHCIEKTE OTMEYaTh BCE
Ba)KHBIE MOMEHTBI, HA KOTOPBIX 3a0CTPSIET BHUMAaHHUE MPENOJIaBATENb, B YACTHOCTHU
T€, KOTOpbIE HANpaBJICHbl HA KayeCTBEHHOE BBINIOJHEHUE COOTBETCTBYIOIICH
71a00paTOPHON WIIM MPAKTUYECKON paOOTHI.

[IpenogaBareneM  3alUIaHUPOBAHO  KCIIOJNB30BAHWME TMPU  YTEHUH  JICKLMAN
TEXHOJIOTUU y4eOHOU nuckyccuu. [loatomy pexomeHayercsi (pukcupoBarh sl ceOs
MHTEPECHBIE MOMEHTBI C IEJIbI0 MX AaKTUBHOTO OOCYXKICHHS Ha JTIUCKYCCHHM B KOHIIE
JIEKLIVY.

3a50roM Ka4yeCTBEHHOT'O BBITIOJHEHUS Ja00paTOPHBIX U MPAKTUYECKUX padboT
ABJIIETCSI CAMOCTOSITENIbHAsI MOATOTOBKA K HHUM HAaKaHyHE IIyTEM IIOBTOPEHUS
MaTepuaioB JIeKIUil. PEekoMeHayeTcsl MOArOTOBUTh BOIPOCHI 110 HESICHBIM MOMEHTaM
U OOCyIUTh MX C TpernojaBaTesieM B Hadaje JIaDOpaTOPHOW WM TMPAKTUYECKOU
paboTHI.

[IpenonaBareneM  3alJlAaHUPOBAHO NPUMEHEHUWE HA  MPAKTHYECKUX U
71a00paTOPHBIX 3aHATUSIX TEXHOJIOTUI pa3BUBAIOIIEHCA KOONEPalUU, KOJJIEKTUBHOTO
B3aUMOJIEUCTBUS, pa300pa KOHKPETHBIX CUTYALIMA.

JUist  Tekylero KOHTPOJSl YCIEBAEMOCTH MO O4YHOW (opme oOydeHus
MPEernoIaBaTesieM UCIHOJIb3yeTcsl 0auIbHO-PEUTUHIOBASI CUCTEMA KOHTPOJIA U OLIEHKU
aKaJleMUYECKOM aKTHUBHOCTH. [l03TOMY HACTOSATEIBRHO PEKOMEHIYETCS TIIATEeIbHO
nmpopadaThiBaTh MaTepua AUCIUILUIMHBI P CAMOCTOSITEIbHON paboTe, y4acTBOBAThH
BO BcexX (opmax OOCYXJCHHS W B3aUMOJICUCTBHSA, KaK Ha JIGKIUAX, TaK M Ha
MPAKTUYECKUX U JTAOOPATOPHBIX 3aHATHUSAX B IEJSAX JYUIIEro OCBOCHUS MaTepuaia u
MOJTYYEHHUSI BBICOKOM OIIEHKH MO PE3yJbTaTaM OCBOCHUS JUCUUILIAHBI.

BrinonHeHne caMOCTOSATENBHONM paboThl MOAPA3yMEBAET CAMOCTOATEIBHOE
W3Y4YCHUE Pa3/eiOB JNUCIUIUIMHBI, TIOJTOTOBKY K J1a0OpPaTOPHBIM W MPaKTUYECKUM
3aHIATHAM, K PYOSKHBIM KOHTPOJISIM, TIOJITOTOBKY K DK3aMECHY.

PexoMeHtyeMasi TpyJOEMKOCTh CaMOCTOSTEIBHOM pabOoThl MpeJCcTaBiieHa B
Tabnuie:
PexkoMeH1yeMblil pe:KuM CaMOCTOATEILHON PadoThI

Pexomennyemas
HaumenoBanue Y
. TPYAOEMKOCTb,
BH/Ia CAMOCTOSITeIbHOI PadoThI
aKaJ. Jac.
CamocTosTenbHOE U3YYECHHUE TEM: 37
- [IporpaMmHoO-anmapaTHbIE METO/bI U CPEICTBA OTPAHUYEHUS K PECypcam 3
1 komnoHentam [[1OBM.
- [IporpamMmmHO-anmapaTHbie CpeACTBa KPUNITOTpahUIECKOM 3aIUTHI. 2
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- 3ammTa mporpaMm.

- [loncucremsr 3anmtel nadopmaru B OC Windows NT.

- [loncucrema 3amuts! nHGpopManuu B OC UNIX.

- 3amura napopmanuu npu uarerparuu UNIX u Windows NT.

- ATaku Ha CETeBBIE CITYKOBbI.

- AI[aHTI/IBHaH 0€30I1aCHOCTE B BBIYHCIIMTEIBHBIX CETAX.

- MexceTeBbie OKpPaHbI.

- Y 1aneHHbIN JOCTYII K CETH.

- BupTyanpHble 4acTHBIE CETH.

- [TonuTrka 0E€30IIaACHOCTH.

- IlonsaTus 6e30macHOCTH 0a3 JaHHBbIX.

- Kputepun 3ammineHHOCTH 0a3 JaHHBIX.

- Mopaenu 0€30I1aCHOCTH B CHCTEMAX YIpaBJICHUA 0a3 JaHHBIX.

WINIDNININDNPNINIDNDIDNDNIDNDDNDND

- Mexanu3mbl o0ecriedeHust 1IeT0CTHOCTH CUCTEM YyIIpaBiieHus 0a3

JAHHBIX.
- Mexanu3mel obecrieuerns KoHpuneHmaabHocT B CYB/I. 3
[loaroroBka K npakTuyeckuM 3aHATHAM (110 1 yacy Ha KaXkJ10€ 3aHsTHE) 27
IToaroroBka K 1abopaTopHbIM padboTam (1o 1 yacy Ha Kax10e 3aHsTHE) 26
[TonroroBka K pyOeKHBIM KOHTPOJISIM (110 | Yacy Ha KaxIblil pyOexHBIH 4
KOHTPOJIb)

IloaroroBka K 3K3aMeHy o4
Bcero: 148

6. ®OH/] OIIEHOYHBIX CPEJICTB JIJISI ATTECTAIINH TTO IACIATUINHE

6.1. IlepevyeHb OLIEHOYHBIX CPEICTB
1. bannapHO-peMTHMHTOBasi CHUCTEMa KOHTPOJS M OLEHKU aKaJeMUYECKOU
aktuBHOCTU oOy4watomuxcs B KI'Y (nmst ouno#t hopmbl 00ydeHMs)
2. OtueTsl 00yUarOMUXCs MO JTA00paTOPHBIM paboTaMm.
3. OTyeTsl 00YYaIOIIUXCS IO MPAKTHYECKUM 3aHATUSIM.
4. baHK TeCTOBBIX 3a7aHUI K pyOexHbIM KOHTpOssiM Ne 1, 2, 3 u 4.
5. Bompocsl k 3k3ameny
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6.2. Cucrema 0a//IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4ar0IMXCSl 10 AUCHMILIMHE

Ne | HaumenoBanue Copepxanue
1 | Pacnpenencamne Pacnpenenenne 6amion
0ayToB 3a 8 cemecmp
CCMECTPBI IO Boimonnenune u = | &
1 — — jani
BHJaM y4eOHOM Bun 3aIiTa OTYETOB | BeImonHeHwe | & 4| 2 4| ©
aboTbI, CPOKH .| [Tlocemenne L EE|IEE| 2
p » CP yueOHoOM y 1o npaktuueckoil | £ 3| 8 S| &
cauu yueOHoi JIEKIIUH S &8 & g2
y paboTEHI: J1a00paTOPHBIM paboThI == IS =R
paboThi paboram Aol g
(00800smcs 00 a "
JUTEHAS
ceeoenus f— 15x 16 = 165 25 x 10=204 2,55 x 8 =206 7 7 30
obyuarwuxcs Ha I : 9
nepsom yueoHom cemecntp
3aHﬂmuu) Brmonnenne N o N g
— — jas]
Bu U 3allyTa Brimonnenue | 2 £ )
| Hocewenue Hl L | EE|EE| 2
yueOHO . OTYETOB T10 npakTHueckod | 5 o 5 S| &
TeK TN © o & x
paboThI: 1a00PaTOPHBIM paboTsI S =N =S =R
paboram R Real®
bannbHas
15x 15 = 154 55 x 4 = 205 56 x 4 = 205 7 8 30
OIICHKA!
2 | Kpurepnii nepecuera 6ammoB B | 60 1 MeHee 6a/UIOB — HEYJOBIETBOPUTEIHHO; HE 3a4TEHO;
TPaJULIMOHHYIO OLIEHKY 10 61...73 — yIOBIETBOPUTENHHO; 3a4TEHO;
UTOraM paboThI B CEMECTPE, 74... 90 — xoporio;
3a4eTa WM dK3aMeHa 91...100 — oTnuHO
3 | Kputepuu nomycka K Jlns gomycka K MPOMEXYTOYHOM aTTecTallMy 10 JMCIWIUIMHE 32

MPOMEKYTOUHOM aTTECTALIUH,
BO3MOKHOCTH IOy YECHUS
ABTOMATHYECKOTO 3a4eTa
(3K3aMeHaIMOHHOW OLIEHKH ) TIO
JMCIUIUIAHE, BOBMOYKHOCTb
MOTy4eHHUs1 OOHYCHBIX 0aJlIIOB

ceMecTp OOydJarolMiicsi TOJDKEH Ha0paTh MO UTOTaM TEKYIEro u
pyOexxHOrO KOHTpOJs He wMenee 51 OammoB. B cmyuae ecnm
oOyuaroruiicss HaOpam wMeHee 51 0Oamra, TO K aTTeCTAIMOHHBIM
HCIIbITAHHUAM OH HE JOITYCKACTCA.

Jus  momyueHuss 9K3amMeHa 0e3  MPOBEACHUS  MPOIETYPHI
MIPOMEXYTOYHOW aTTecTaluy OoOydJarimeMycs HeoOXoauMo HaOpaTh B
XO0JIe TEKyIIero W pyOexXHbIX KOHTpoJel He meHee 61 Oamma. B atom
ciyyae WTOr OaJUIBHOW  OIIEHKH, TMOJy4aeMol  0OydaroIuMmcs,
OTIpeAeNsieTCs 0 KOJMYECTBY OaiuioB, HAOpaHHBIX UM B XOJ€ TEKYIIETO
u pyoexxHoro koHTposed. IIpu 3ToM, Ha ycMOTpeHHe mpemnojaBaTeds,
OayibHAsi OLEHKAa OOYyYaroIerocs MOXKET OBbITh TIOBBIIICHA 3a CYET
MOJIy4Y€HUA NONOJHUTCIIbHBIX 6aJ]J]OB 3a aKaIEMHUYCCKYIO0 aKTUBHOCTb.

OOy4aronmuiicsi, WMEIIIUN MpaBO Ha TIONy4YeHHWE OIEHKH Oe3
MPOBEACHUS NPOUEAYPHI POMEKYTOUHON aTTECTALIMM, MOKET MOBBICUTh
€€ IMyTEM CIa4Md aTTCCTAllMOHHOI'O0 HCIILITaAHHA. B cjiydya€ IIOJIYUCHUA
00yJaromumMcs Ha aTTeCTAI[HOHHOM HcIbiTaHny () OaJuIoB WTOT OanbHOM
OIICHKH I10 TUCIIUIUINHE HE CHUYKAETCSI.

3a akageMHYeCKyI0 AaKTHBHOCTh B XOA€ OCBOCHHS JIUCIIMILINHEI,
yuyactTue B  y4eOHOW, HAy4YHO-HCCIEIOBATEIbCKOW, CHOPTHUBHOM,
KYJIETYPHO-TBOPYECKON M OOIIECTBEHHOU JIEATEIBHOCTH 00YJarOIIEMyCs
MOryT OBITh HAYHMCIIEHBI JOIIOJITHUTCIIbHBIC Oamtel.  MakcuMalibHOE
KOJIMYECTBO JIOTIOJHUTENFHBIX OAJIIOB 33 aKaJIeMUYECKyl0 aKTHBHOCTh
coctassiet 30.

OcHoBannem JUTA TIOJTYYCHUA JOIOJIHUTEIIBHBIX 0aJlJIOB SIBJISIFOTCSI:

- BBIIIOJIHCHUC OOIIOJJHUTCIBHBIX 38.)18.HI/II7[ 10  AUCIUIIINHE,
JIOTIOJTHUTENTbHBIC OAJThI HAYMCIISIOTCS TPENOaBaTeleM;

- yyacTHe B TEYEHHE ceMecTpa B y4eOHOW, HaydHO-
HCCIIEIOBATEIIHLCKOM, CIIOPTUBHOM, KYJIETYPHO-TBOPUCCKOM M OOIIECTBCH-
HoM nesrenpHOCTH KI'Y.
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@DopMbI 1 BUIB YIEOHOH B ciyuae ecim K MpoMeKyTOYHOH aTTecTaluy (3K3aMeHy) HaOpaHa
PpaboTHI AJIsT HEYCIIEBAIOIITIX cymma MmeHee 51 OamroB, oOydaromemycss HeoOxomuMo HaOparth
(BOoCCTaHOBMBLIMXCS HA Kypce | HEJOCTarollee  KOJMMYECTBO  OajyioB 32 CUET  BBINOJHEHUS
o0y4eHus1) 00yvaromuxcs A1l | AOTIONMHUTENBHBIX 3aJaHuid, 10 KOHIA TocienHeil (3aueTHoi) Hemenu
MOJTYYSHHUS HETOCTAIOIINX ceMecTpa.

0aiyIoB B KOHIIE CEMeCTpa JIMKBUIAIMST  aKaJIeMHYECKUX 3a/I0JDKEHHOCTEH, BO3HUKIIMX H3-3a
pasHOCTH B Y4YeOHBIX IUIaHaX TIPU TIEPEBOJC WM BOCCTAHOBIICHHH,
MPOBOIUTCS ITyTeM BBITIOJHEHHS JOTIOJHUTENBHBIX 3aJaHui, (hopma 1 00beM
KOTOPBIX OIPEIEISIeTCS MPENOIaBaATENIEM.

6.3. IIpouenypa oueHUBaHHUS Pe3yaAbTATOB OCBOCHUSA IUCHMILIHMHBI
PyGexxHble KOHTPOJIM TPOBOSATCS B (POpME MTUCEMEHHOTO TECTUPOBAHMS.
Ilepen npoBeneHHEM KaXIOro pyOEXKHOTro KOHTPOJIA MpernojaBaTeib

npopabaThiBa€T €O OOYYAIONIMMUCS OCHOBHOW MaTepuail COOTBETCTBYIOIIUX
pa3/iesioB NUCIUIUIMHBI B JOpME KPATKOM JEKIMU-AUCKYCCUM. BapuaHThl TECTOBBIX
3aIaHU PyOEKHOTrO0 KOHTPOJSL COCTOST M3 7 BompocoB (st 1, 2, 3 pyOexxHOro
KOoHTpoJisi) U 8 (mis 4 pyOexHOro KOHTPOJs) BompocoB. Kaxawlii Bompoc
omenuBaeTcss B 1 Oami. Ha kaxmoe TecTUpoBaHHE TMpU PYOEKHOM KOHTpPOJIE
oOy4aroniemMycst OTBOJUTCS 2 akaJeMUYECKUX Yaca.

bannbel oOyuaromeMycsi BHICTABIISIIOTCS B 3aBUCHMOCTH OT YHCJA MPAaBUIBHO
BBIOpaHHBIX OTBeTOB. MToroBas oreHka 10 TecTy (GOPMHUpPYETCS IMyTeM
CYMMHpPOBaHMsSI HaOpaHHBIX OaUIOB M OTHECEHHUS HUX K OOIIeMy KOJIMYECTBY
BOINIPOCOB B 3aj1annu. [loMHOkUB nosrydyeHHoe 3HaueHue Ha 100%, MOXKHO NpuBeCTH
UTOTOBYIO OIIEHKY K TPaJAULIMOHHOM CJIEIYyIOUIUM 00pa3oM:

«HEYJIOBIIETBOPUTEIIBHO» — MeHee 50%

«ynosnerBoputenbHO» — 50% - 70%

«xoportio» — 70% - 90%

«otamaro» — 90% - 100%.

[IpenonaBarens OUEHUMBAET B Oaiax pe3ylbTaTbl TECTUPOBAHUS KaXKIOTO
00y4Yaromnierocsi Mo KOJUYECTBY MPaBUIILHBIX OTBETOB U 3aHOCUT B BEJIOMOCTH yueTa
TEKYLIEN YCIIEBAEMOCTH.

OK3aMEeH COCTOMT W3 2 BOINpOCOB. Bompockl K »3K3aMEHy JOBOIATCS 10
oOyJaronmxcsi Ha TOCeHEN JeKIK B cemecTpe. Kaxpiii Borpoc oreHuBaercst B 15
6amtoB. Ha moaroroBky oTBeTa 00ydaromemMycsi OTBOAUTCS 1 aCTpOHOMHYECKHUH Yac.

Pe3ynbTaThl TEKyLIEro KOHTPOJISI YCHEBAEMOCTH M JK3aMEHa 3aHOCATCS
npernojaBaresieM B AK3aMEHAIMOHHYIO  BEIIOMOCTb, KOTOpas  cHaercs B
OpraHU3aIllMOHHBIA OTJEI MHCTUTYTa B JCHb DK3aMEHA, a TaK)Xe BBICTABIISIOTCS B
3aYETHYIO0 KHIXKKY 00y4aromerocs.

6.4. IIpyMepbl OLIEHOYHBIX CPEACTB I PYOeKHBIX KOHTPOJIe M IK3aMeHa
1-wv1i1 pyoestcrvlit Konmposn
1. Jlna nposedenus npoyedyp uoenmugpukayuu u aymenmuurayuu
nonb308amens HeodX00UMO:
d) Hamu4Me ayTeHTUQUIHMPYIOMETO OOBEKTa, XPAHSIIETO YHHKAIBHYIO
uH(pOpPMAIIHIO;
b)Hanuure cOOTBETCTBYIOIIETO CyOBeKTa (MOIYJIs) Ay TEHTH(DUKALIUY;
C) OTBETHI a) U b).
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2. Annapammuo-npocpammmuslie Cpeocmeda Kpunmoepaguyeckou 3aujumol
ungopmayuu 8bINOIHAIOM PYHKYUU:

a) MPOBEPSIOT HAa OTCYTCTBHE 3aKIIAJJOK TPUOOPOB, YCTPONCTB.

b) OopraHM30BBIBAIOT pEATU3ALMIO MOJUTUKU O€30MacHOCTH MHGOpMAIMK Ha
stane 3kcruryaranuu KC.

C) ayTeHTU(PUKALHUIO TOJIb30BATEINS, pa3rpaHUUYeHUE JOCTyna K uHpOopMaIuy,
oOecrieyeHUEe I1EJOCTHOCTH UWHGOpPMAIMU W €€ 3allluThl OT YHUYTOXKEHHUS,
mupoBaHUE U SIEKTPOHHYIO MUGPOBYIO MOIHUCH.

2-011 py0escHblil KOHMPOJlb

1. K epynne xananoe ymeuku ungopmayuu 8 KOmopou 0CHOBHbIM CPEOCMEOM
ABAAEMCSL Annapamypa, OMHOCAMCS C1e0yIouwue Ymeuku.:

a) XHIlleHUue HocuTenel nHdopManuu (MarHUTHBIX TUCKOB, TUCKET, JICHT)

b) noakmtouenue k [IDBM crnenmansHo pazpabOTaHHBIX aNapaTHBIX CPEJCTB,
00ecIeynBaIIMX JOCTYN K HH(OpMAIUy;

C) KOMMMPOBAHUE MPOTpaMMOil HHGOPMAIIK C HOCUTENEH

2. Moouguxayus knoua — omo

a) TEHEPUPOBAHME HOBOTO KJI0Ya U3 TMPEABIAYIIEr0 3HAYCHHs KiIo4a C
MOMOIIIBIO IBYCTOPOHHEH (ABYHANPaBICHHOMN) (QYHKIIUH.

b) reHepupoBaHHE HOBOTO KJIIOYa W3 IMOCJIEAYIOIIErO0 3HAYCHHUS KIto4ya C
MOMOIIBIO OJTHOCTOPOHHEH (OHOHAIIPABICHHOW) (DYHKIIHUH.

C) TEHEpUpPOBAHWE HOBOTO KJIOYa M3 MPEIbIAYIIEr0 3HAYCHMS KIoYa C
MTOMOII[LI0 OJTHOCTOPOHHEH (OHOHAIIPABICHHON) (DYHKIIUU.

3-blit pybdescHblil KOHMPOJIb

1. Cywynocms memooa, 0CHOBAHHO20 HA UCNONBLIOBAHUU CAMOSEHEPUDYEMbBIX
K0008, 3aKI104aemcst 8 mom 4mo:

a) HCHOJIHSIEMBbIE KOJbl MPOrpaMMBbl TMOJYyYArOTCS CaMOW MPOrpaMMoOi 0
MIPOIIECCA €€ BBIIOJTHEHUS.

b) ucnosHAeMble KOJbI MPOTPAMMBI MOJIYYAOTCS CaMOM MPOrpamMMoi Tociie
MIPOIIECCA €€ BBIIOJTHEHUS.

C) HCIOJHSAEMbIE KOJbl MPOTPaMMbl MOJYYAaKOTCS CaMOMl MpOTrpaMMoil B
MIPOIIECCE €€ BBIOTHEHUS.

2. B yem 3axknouaemcs npasuio pasepanuienus oocmyna?

a) JINIIO JOMyCKaeTcsl K paboTe C JOKYMEHTOM TOJIbKO B TOM CiIy4ae, €CIIH
YpPOBEHb JIOMyCKa CyYOBEKTa JOCTyna HHUXE YPOBHSI KOHOUIACHIIMATHLHOCTH
JIOKYMEHTa, a B Habope KaTeropuii, MPUCBOCHHBIX JTAaHHOMY CYOBEKTY JOCTyIa,
COJIEpIKaTCsl BCE KaTEropyu, ONPEACICHHBIC 711 TAHHOTO IOKYMEHTA.

b) numo pomyckaercs K paboTe ¢ JOKYMEHTOM TOJIBKO B TOM cCllydae, €Cu
YPOBEHbB JIOMYyCKa CyOBhEKTa J0CTyIa PABEH WM BBIIIEC YPOBHS KOH(GUICHIIMATHLHOCTH
JIOKYMEHTa, a B Habope KaTeropuii, MPUCBOCHHBIX JTaHHOMY CYOBEKTY JOCTyIa,
COJIeprKaTcsl BCE KaTEropuu, ONPEACIICHHbIE 11 TAHHOTO IOKYMEHTA.

C) JIMIIO JOMyCKaeTcsi K paboTe C JOKYMEHTOM TOJIbKO B TOM CiIy4ae, eCiu
YpPOBEHb JIOMyCKa CYOBEKTa JOCTyna HIKE YPOBHSA KOH(MUICHIINATHLHOCTH
JIOKyMEHTa, & B Ha0Ope KaTeropuii, MPUCBOECHHBIX JAHHOMY CYOBEKTYy JOCTyIla, HE
COJIepKaTcsl BCE KaTEropuu, ONPEACIICHHbIE 111 JAHHOTO IOKYMEHTA.

4-0it pybdexcHblil KOHMPOTIb
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1. Jlocmogepnas sviuuciumenvuas 6a3a blNoaHAem 3a0a4u.

a) GyHKIIMOHUPYET Ha PoHE N30HpaTeIbHON MOJIUTUKH, TIPUIaBas e
TpeOOBaHUAM HEPAPXUICCKHU YITOPSTOUCHHBIN XapakTep (B COOTBETCTBUU C
YPOBHSIMU 0€30TIaCHOCTH)

b) moamepkruBaeT peaan3alrio MOJIUTUKNA OC30IMACHOCTH U SBIISIETCS TAPAHTOM
IIEJIOCTHOCTH MEXaHHU3MOB 3aI[UTHI

C) ImpeAcCTaBisieT co00M HEKOTOPHIM HaOOp TpeOOBaHUM, IPOIIEITHX
COOTBETCTBYIOILYIO MPOBEPKY, PEATM3YEMBIX MPU MOMOIIM OpPTraHU3aIMOHHBIX MEp.

2. Memoo manunynayuu ¢ KoOOM npocpammyl:

a) B TOM, YTO Ha BUHYECTEPE MMPU MHCTAIUIALNHN 3alIUIIAeMON OT KOMUPOBAHUS
nporpaMMbl POpPMHUPYETCS YHUKATbHBIN HACHTU(UKATOP, HATUYUE KOTOPOTO 3aTEM
IIPOBEPAETCS MHCTAJUIMPOBAHHON MPOrPAMMOM IIPHU KaXKJIOM €€ 3aITyCKe;

b) BO BKJIIOYEHHUE B TEJIO MTPOTrPaMMBbI IEPEXOI0B IO TUHAMHUYECKH
U3MEHSIEMBIM aJIpecaM U IPEPhIBAaHUSAM, a TAK)KE CAMOTCHEPUPYIOITNXCSI KOMaHT;

C) B U3MEHEHMH 3allUIIIAEMON POTPaMMBI.

IPUMEPHBINA MEPEYEHD BOITPOCOB K DK3AMEHY (8 CEMECTP)

1. OCHOBHbIE MNPUHLMIBI CO3JaHUS MPOrPaMMHO-AIIAPATHBIX  CPENICTB
obOecnieueHus: MHPOPMAITMOHHON O€30MTaCHOCTH.

2. Konnenmus aucrnerdepa I0CTyma.

3. OcHOBHBIE KOMIIOHEHTHI MOACUCTEMBI 3aUThl Unix.

4. daiinoBas cucTeMa — Kak OCHOBA MOJICUCTEMBbI 3aIIUTHI.

5.IIpaBa gmoctyma Kk oiaeMeHTaM (aJIOBOM  CHCTEMBL.  YTIpaBJICHHE
IIPOLIECCAMM.

6. OcHoBHBIE KOMIOHEHTHI nojcucteMbl 3amuThl Windows NT u Windows
2000. ITonsiTue nomeHa.

7. OcOOEHHOCTH YCTAaHOBJICHUS IOBEPUTEIbHBIX OTHOLLIEHU.

8. Co3nanue u ynaneHue O HKETOB MOJIb30BATEICH.

9. OcHOBBI B3aMMOJCHCTBHSI dJEMEHTOB rereporeHHbix ceteil. Llmo3er NFS,
SMB B Unix.

10. Mcnonb3oBanne cepBepa Samba miisg pasaeieHUs A0CTyla K CETEeBBIM
pecypcam B tomene Windows NT.

11. 3agaun U TEXHOJOTHUs CepTU(PUKALIMUA TPOrPAMMHO-ANMAPATHBIX CPEJACTB Ha
COOTBETCTBUE TPEOOBAHUAM UH(POPMAIIMOHHON 0€30MaCHOCTH.

12. OcHOBHBIE KaTeropu TpeOOBaHW K TPOTPAMMHOM ¥ MPOTPAMMHO-
anrnapaTHOM peaH3aluy CpeCcTB o0ecreueHus: nHPOPMALMOHHON 0€301MacHOCTH.

13. MeTopl ¥ CpeAicTBA OTPaHUYEHUS TOCTyIa K KoMIoHeHTam DBM.

14. MeTtompl U CpeaCTBa MPUBS3KU MPOTPAMMHOTO OOECTICUEHHSI K anmapaTHOMY
OKPYXEHHIO U (PU3NYECKUM HOCHUTEIISIM.

15. MeTtonpl 1 cpeacTBa XpaHEHHS KITFOUEBOW MH(POPMAITHH.

16. Metoapl ¥ CpeCTBa OTpaHUYEHHS JOCTYIA K (aiiam.

17. Ananu3 nporpaMMHBIX peanu3aiuii. 3aiumra nporpaMm OT U3yUEHHUS.

18. 3amuTa OT pa3pyuaiuX TPOrpaMMHBIX BO3EHCTBUA.

19. TTocTpoeHue N30JUPOBAHHON MTPOTPAMMHOM CPEJIbl.

20. 3amuTa nporpaMm OT U3MEHEHHUSI U KOHTPOJIb 1[eIOCTHOCTH.
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21. [IporpaMMHbIE 3aKJIAJKH.

22. KoMIIbIOTEpHBIE BUPYCHI KaK OCOOBIN KJacC MpPOTPAaMMHBIX 3aKJIaJOK.
[TpuHIMIIBEI pabOTHI AHTUBUPYCHBIX CPEJICTB.

23. llonstue ataku. Tumnsl yrpos.

24. Knaccudukaiys aTak mo OCHOBHBIM MEXaHH3MaM pean3aliii yrpo3s.

25. CeTeBbie CKaHEPHI.

26. IloHATHE aTaITUBHOCTH 0€30TTACHOCTH M CUCTEMBI OOHAPYKEHUS aTaK.

27. Knaccudukamnusi mo MCHosib3yeMbIM MEXaHU3MaM OOHapy>KEHUs aTak, U
10 MIPUHIIMIIAM X MPAKTUYECKON peasn3allnu.

28. OcoOeHHOCTH MPUMEHEHUS PA3INYHBIX TUIIOB CHCTEM.

29. ObHapy>KeHus aTax.

30. OcoGeHHOCTH  CYIIECTBYIOMUX CBOOOJHO-PACIPOCTPAHIEMBIX CHCTEM
OoOHapyXeHUs aTax.

31. [lonsiTHE MEKCETEBBIX IKpaHOB. WX Kinaccudukaims.

32. OcHOBHbIE  TpUMEpPbl  KOH(Urypanuu  3alUIIEHHBIX  CeTell ¢
UCIIOJIb30BaHUEM MEXKCETEBbIX FKpaHoB (MD).

33. Ocobennoctu CYILECTBYIOIIUX CBOOOTHO-PACIIPOCTPAHIEMBIX
MIPOTrPAMMHBIX pealu3aIuil MEKCETEBBIX IKPAHOB.

34. IlporpaMMHO-anmapaTHble CpeJCTBa 3allUThl WHMOPMAIUA B CETAX
nepeaaun JaHHBIX.

IMPUMEPHbBINA NEPEYEHB BOITPOCOB K DK3AMEHY (9 CEMECTP)

1. [IpoGemsl oOecrieueHns 6€30IaCHOCTH MPH YIAICHHOM JIOCTYIIC.

2. IIpotoxomnsl ayrentuduxanuu PAP u CHAP.

3. [IpoTokonbl ayTeHTU(PHKAIIMKA YAAJIEHHOTO JOCTylla B TMPOTPAMMHBIX
cpeacTBax Microsoft.

4. Cucrema ayrentudukamnuu u apropusannu TACACS u Kerberos.

5. [lonsiTue BUpPTyanbHOW YAaCTHOM CETH, €€ MpeaHa3HaueHue. Peanuzanus B
porpaMMHBIX cpenctBax Microsoft.

6. Yrpo3sr 6e3omacHocTr b/1: o0onme u crietmduanbie. TpedoBanms 6e3omacHocTr b/I.

7. 3amura OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

8. 3amuTa OT BEIBOJA.

9. UenoctHocth B/I. Ayaurt.

10. 3agaum u cpelicTBa aAMUHUCTpATOpa O€30MacHOCTU 0a3 TaHHBIX.

11. OcHOBHBIE BUbI U IPUYMHBI BOSHUKHOBEHUS YI'PO3 LIEJTOCTHOCTH.

12. CniocoOb1 mpoTuBOAciicTBUSA. HazHaueHue cioBaps JaHHBIX.

13. Jloctym k cioBapto nanHbix. CoctaB cinoBaps. [IpencraBnenue cioBapsi.

14. ®ukcanusa Tpanzakuuu. [IpokpyTku Briepen U Ha3al.

15. KontponbHas Touka. OTKar.

16. TpaH3zaknuu Kak CpPEACTBO H30JMPOBAHHOCTH TMOJB30BaTeNieh. Pexkumbl
OJIOKUPOBOK.

17. Baemnuit kirod. CriocoObl MOAACpKaHUS CCHUIIOYHOM 1[ETOCTHOCTH.

18. IlpuuunHbl, BUABI, OCHOBHBIE METO/IbI HAPYIIEHUSI KOH(DUIEHIIUATbHOCTH.

19. Tunbl yreukn koHpuaeHnuanbHo wHbopmanuu 3 CYBJl, wactuuHoe
pasriamieHue.
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20. IlonmyyeHne HECAHKIIMOHUPOBAHHOTO JOCTyHna K KOH(PHIECHIUATbHON
uH(OpMAIUU yTeM JIOTUYECKUX BBIBOAOB. MeTOAbl TPOTUBOICHCTBHUS.

21. Bunapl npuBWIIETUNA: IPUBUIIETHH 0€30MMaCHOCTH U JIOCTYTIA.

22. KoHuenuus U peanu3anus MexaHu3Ma poJieH.

23. CooTHolieHue mpaB goctyna, onpeaensemsix OC u CYB/I.

24. MeTku 0€30MacHOCTH.

6.5. ®oH/ OLICHOYHBIX CPEACTB
[lomuprii GaHK 3agaHUl 11 TEKyllero, pyOeXHBIX KOHTpOJeH u
IIPOMEXYTOUYHOM AaTTECTAllMH II0 JIHUCLUMIUIMHE, II0KA3aTeld, KPUTEPUH, IIKAJIbI
OLICHUBAHUSA KOMIIETEHLUNW, METONYECKUE MATEPUAIIBI, ONPEICIAIOIINE IPOLEAYPBI
OLICHMBAHUsI 00pa30BaTENIbHBIX PE3YJbTATOB, NMPUBEJIEHBI B Y4€OHO-METOANYECKOM
KOMILUIEKCE JUCHUIUIAHBI.

7. OCHOBHASA U JONNOJTHUTEJIbHAS YYEBHASA JIUTEPATYPA
7.1. OcHOBHas yueOHas1 JIUTEPATypAa

1. [Ipockypun B.I'. 3amura nporpamMm u AaHHBIX. Y4eOHOE ocodue 2-e u3fl.,
crep. — M.: «Akagemus», 2012 — 208 c.

2. Cemenko B.A., ®enopos H.B. IIporpammHo-anmapatHas 3amnura
uHdopmaruu [InekTpoHHbI pecypc]: — M.: MI'MY, 2007— Pexum nocryma:
https://studfiles.net/preview/3580869/page:4/

3. [ImatonoB  B.B. IIporpamMMmHo-ammapaTHble CpeACTBa  OOECIEUCHUs
MH(OPMAIIMOHHOW O€30MaCHOCTH BBIYMCIMTENBHBIX ceTeil: YdeOHoe mocobue.
N3panme 2-e uctp. u gon. — M. : «Akagemus», 2006.

4. 3aiiueB A.Il., T'ony6sitHukoB M.B., Memepsakos P.B., Illenynanos A.A.
[IporpammHo-annapatHbie cpeAcTBa oOecrieueH sl MH(POPMAMOHHON O€301aCHOCTH:
VYuebnoe nocodue. U3nanue 2-e ucnp. u gon.— M.: Mamunoctpoenue-1, 2006

7.2 JlonoJIHUTeJIbHASA JIUTEPATypa
1. [lTanprun B.®. MadopmanrionHas 6€30MacCHOCTh KOMITBIOTEPHBIX CHCTEM U
ceteit [DnexTponnslit pecypc]: M: U] «Dopym», Uudpa-M, 2014. — [Toctyn u3z DbC
«znanium.comy.
2. Kacniepckuit K. KoMmistotepHbie BUPYChI U3HYTPH U CHAPYKH [ DIICKTPOHHBIH
pecypc]: CIIo: ITutep, 2007 — Pexxum moctyna: http://nemalo.net/books/490344-kris-
kasperski-kompyuternye-virusy-iznutri-i-snaruzhi-2006.htmi

8. YA EBHO-METOANYECKOE OBECIIEYHEHHE
CAMOCTOSTEJBHON PABOTHI OBYUYAIOIIUXCSI

1. MockBun B.B. Metonuueckue ykazaHusi K BBINOJHEHUIO JIa0OpaTOPHOU
paboTtsl «IIpoBepka HacTpOEK pa3pelIUTEIbHON CUCTEMBI JIOCTYIay MO JAUCHUIUIMHE
«IIporpamMmmMmHoO-amnmaparHsie CpeAcTBa obecrnieueHus nH(pOPMaLMOHHON
6e3omacHocTn» A obydatontuxcs Hanpasienuit 10.05.03, 10.03.01. Kypran: KI'Y,
2017.-37c.

2. MockBun B.B. Mertonuueckue yka3aHUs K BBIIOJHEHHUIO J1aOOpAaTOPHBIX
pabor mo guctumiuHe «lIporpamMMHo-anmapaTHbele cpeAcTBa  0OeCIeYeHHS
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uH(POPMAIMOHHON 0€30MacHOCTIY sl 00y4arouxcsa 04HOi Gpopmbl oOyueHus AJis
Hamnpasyenuit 10.05.03, 10.03.01. Kypran: KT'Y, 2017. - 59 c.

3. MockBun B.B. Metoauueckue ykazaHus K BBIMOJHEHUIO MPAKTUYECKUX
3ajanid o auctuiuinHe «lIporpaMMHo-anmapaTHble CpelcTBa 0OecrneueHus
HH(pOpMAITMOHHOW 0€30MacHOCTH» I O0yJaroIUXCcsa 0YHOM (OpMBbI O0yUECHUS IS
Harnpasyennit 10.05.03, 10.03.01. Kypran: KI'Y, 2017. - 22 c.

9. TH®OPMAIIMOHHBIE TEXHOJIOI'NHU, IPOIT'PAMMHOE
OBECIHEYEHUE U HHO®OPMAILIMOHHBIE CITIPABOYHBIE CUCTEMbI
1. OBC «JIaaby.
2. OBC «KoHCyNnbTaHT CTYACHTAY.
3. BBC «Znanium.comy.
4. «["apaHT» - CIPaBOYHO-TIPABOBAS CHCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHUE
AN CIUITJINHBI
MarepuanbHO- TEXHHUYECKOE OOECleYeHUEe IO peau3aiui JAUCIUILUIUHbI
ocymiecTBiIsieTcsi B cooTBeTcTBUU ¢ TpeboBanuss OI'OC BO mno panHOU
o0pa3oBaTeIbHOMN MporpaMMme.

11. Iois1 cTyA€eHTOB, 00y4aIOUIUXCS € UCIO0JIb30BAHUEM JUCTAHIMOHHBIX
o0pa3oBaTeJibHbIX TEXHOJIOT Uil

[Ipy  wcmonb30BaHWM  DJCKTPOHHOTO  OOy4YeHWS W JHUCTAaHIIMOHHBIX
oOpazoBaTenbHbIX TexHoyorud (mamee D0 u JIOT) 3aHATHS TOTHOCTBIO WM
YAaCTUYHO MPOBOAATCS B pekuMe oHjailH. O0beM AUCHUIUIMHBI U paclpeiesieHue
Harpy3ku mo Buaam paboT coorBerctByeT 1. 4.1. Pacmpenenenue 0OamioB
COOTBETCTBYET M. 6.2 TUOO0 MOXET ObITh U3MEHEHO B COOTBETCTBUHU C PEIICHHUEM
kadenpel, B ciaydae mnepexona Ha D0 um JIOT B mpomecce oOyuenusi. Pemienue
Kadenpsl 00 HCHOJIB3YEMBIX TEXHOJIOTMSX U CHCTEME OLECHUBAHHUS JOCTHKEHMH,
oOyyarolmuxcss MPUHUMAETCS C YYE€TOM MHEHHs BeIyIero IMpenojaBaTessi u
JIOBOJUTCSI IO CBEJICHUSI 00yUYaOIUXCSL.
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[MPMJIOXKEHME 1

AHHOTanus K padbodeil nporpaMme JUCIUILTUHBI
«IIporpamMHoO-annapaTHble CpecTBa 3a1IUUThHI HHGOPMALMN)

00pa30BaTeNbHOM MPOrPaMMBbI BBICIIETO 00pa30BaHUS —
MIPOrPaMMBbI CTICLIUATIUTETa
10.05.03 — UndopmanuonHasi 6e30NaCHOCTL ABTOMATU3UPOBAHHBIX CHCTEM

Crneunamuzanyst Ne5: be3onacHOCTh OTKPBITHIX HHPOPMAIMOHHBIX CHCTEM

Tpyooemrocme oucyunaunwl: 9 3.€. (324 akaeMUYECKUX Yaca)
Cemecmp: 8, 9 (ounast popma 0OydeHUs)
Dopma npomedicymounon ammecmayuu: IK3aMEH, SK3aMEH
Cooeporcanue oucyuniunsi. OcHogHble pazoeivl

Brenenune. IIporpammHo-amnmapaTHbIE METOAbl U CPEACTBA OrPAHUYEHUS K
pecypcam u  kommnoHeHTamM [IDBM.  IIporpamMMmHoO-anmapaTHble  CpEACTBA
Kpunrorpagpuyeckoil  3amuThl.  3ammra  nporpamm.  [logcucTeMbl  3alIUTHI
uapopmanuu B OC Windows NT. IToxcucrema 3ammtsl nHGpopmanuu B8 OC UNIX.
Zammra wHpopMmarmu npu uHTerparpim UNIX um Windows NT. Ataku Ha ceTeBbIe
ciykObl. AnantuBHas Oe3zonacHocTh B BC. MexcereBble 3KpaHbl. Y JaleHHBINA
nocTyn K cetd. BuptyanbhHbie yacTHble cetd. [lomuTuka Oe3omacHocTtu. [loHsiTus
oeszonacHoctu bJI. Kputepuu 3amumennoctu bJ[. Moaenu 6e3onacHoctu B CYB/I.
Mexanu3mbl  obOecnieuenust 1eiaoctHocth CYBJl. Mexanusmbl  oOecredeHUs
koH(punennmnansuocty B CYB/I.
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JIMCT
perucTpanuy Uu3MeHeHu (10MoJTHeHu) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«IIporpaMMHoO-annapaTHblie CPeACTBA 3AIMTHI HHGOPMaITUN»

HN3meHeHus1 / 10M0JHEHHUs B pa004yI0 IPpOrpaMmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENIOJABATEID / Mocksuu B.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENOAABATEIb / Mocksun B.B. /

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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