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1. OFBEM JIUCIIUITJINHBI

Bcero: 4 3aueTHBIX euHULIBI TPY10eMKOCTH (144 akajmeMudyecKux yaca)
Ounas ¢popma o0yueHust

Bun yueGHO# paboThI Ha seio Cemectp
JTUCUUILTHHY )
AyauTopHbIe 3aHATHS (KOHTAKTHAasi padora ¢ 48 48
NpenojaaBaTejieM), BCEro 4YacoB B TOM YHCJIe:
Jlexknun 32 32
JlaboparopHbie pabOTHI 16 16
AynuTopHBIE 3aHSATHS B HHTEPAKTHBHOW ()OpMe, 4acoB - -
CamocTosiTesibHasi padoTa, BCero 4acoB B TOM 4YHcJie: 96 96
[ToaroToBka k 3auery 18 18
Jpyrue BUIIBI CAaMOCTOSTENILHOM paboThI (IOAr0TOBKA K 60 60
J1a00PATOPHBIM 3aHITUSM U PYOSIKHOMY KOHTPOJIIO)
KoHTtposbHas pabota 18 18
Bua npoMeKyTo4HOI aTTecTAlMU 3ayer 3ayer
O0mas Tpy10eMKOCTh THCHUILIMHBI U TPYA0EMKOCTH 10 144 144
ceMecTpaM, 4acoB
Bcero: 4 3aueTHbIX euHULIBI TpyaoeMKkocTH (144 akaneMuuecKux yaca)
3aouHasi popma o0yueHust
Bun yuebnoit paboTbl Ha Bcro Cemectp
JTUCHUILTHHY 5
AyIHMTOpHBIC 3aHATHS (KOHTAKTHAsA padoTa ¢ 8 8
npenojsaBarejieM), BCEro 4acoB B TOM YHcJIe:
Jlextum 6 6
JlaGopaTopHble paboThI 2 2
AyZnUTOpHBIE 3aHATHS] B MHTEPAaKTUBHOM opme, yacoB - -
CamocrosiTeibHas padoTa, BCEro 4acoB B TOM YHCJIe: 136 136
[ToaroToBka K HK3aMeHy 18 18
Jlpyrue BUIIbI CaMOCTOSTENbHOM paboThI (MMOAr0TOBKA K 100 100
NPAKTHYECKUM 3aHITUSIM U PYOSIKHOMY KOHTPOJTIO)
KontponbHas padora 18 18
Buj npoMeKyTOYHOM aTTecTalNu 3a4er 3a4eT
O0mmas TPy10eMKOCTh TUCHHILIMHBI U TPYA0EMKOCTH 10 144 144

ceMmecTpam, 4acoB




2. MECTO JUCHUIIJINHBI
B CTPYKTYPE OBPA3OBATEJBbHOM NPOT'PAMMBI

Huctuminaa  «OCHOBBI  MH(POPMAIIMOHHOW  0€30MaCHOCTHY» OTHOCHUTCS K
oOs3aTenbHOM  yacth  Ojoka | jgucuMIuiiH — Moaynsa — uHGOpMaThKa |
IPOrpaMMHUPOBAHHUE.

N3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  0OydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUEHUH CIICTYIONINX JTUCIUTIINH:

- Undopmaruxka.

- OOBEKTHO-OPUEHTHUPOBAHHOE MTPOTPAMMHUPOBAHNUE.

- BBenieHne B CrienuanbHOCTb.

N3yyenne MUCIMIUIMHBI JOJDKHO CIIOCOOCTBOBATh OOECIICUCHUIO OYIyIIEeTo
CHEIMATUCTa KOMIUIEKCOM 3HaHHWM, HAaBBIKOB M YMEHUW, KOTOpbIE IO3BOJISAT
y4acTBOBaTh €My B Pa3BUTUU U TOAJEPKKE CTPATErHMH Pa3BUTHS MPEANPUATHN U
OpraHu3aluii, a TMPaKTUYECKUEe HaBbIKM, TMOJy4eHHble u3 Kypca «OCHOBBI
UHPOpPMallMOHHON 0e30MacHOCTH», OYIyT HCHOJB30BaHbl OOYyYaIOIIMMHUCA NpU
U3YYEHUHU JIPYTUX AUCLUHUIUIMH IpOo(hecCHOHATBHOTO IUKJIA, a TAaKKe NMpU pa3paboTke
KYpPCOBBIX U IUIIJIOMHBIX paOoT.

3. IJIAHUPYEMBIE PE3YJIBTATbI ObYUEHUS

OCHOBHOM LEIbI0 Kypca SBISIETCS O3HAKOMJIEHHME OOYyYarolIUXcs ¢
COBPEMEHHBIM COCTOSIHUEM NpOOJIeMbl XpaHEHUs, oOpaOOTKH, MOHUCKa, Iepeayd,
peoOpa3oBaHusl, 3aKPHITUS U BOCCTAHOBIICHUS KOH(PHUACHINATBHON WHGOPMAIIUU B
OpraHM3alMsIX M Ha MNPENNPHATHIX pPA3IWYHBIX HAMNpaBICHUNA ACSITEIBHOCTH U
pa3nuuHbIX (OpM COOCTBEHHOCTH, CIIOCOOOB 3aIIMTHI OT HECAHKIIMOHHUPOBAHHOTO
JI0CTyTa K HeHl, paCCMOTPETh Ha COBPEMEHHOM YPOBHE BOIIPOCHI pa3pabOTKU CPENICTB
U CUCTEM cOOpa U 3alIUThl HHPOpPMALIUU.

3amayaMu  TUCHUIUIMHBI  SIBJISIFOTCSI:  O3HAKOMJIGHHE C  TEPMHUHOJIOTHEH
nH(OpPMAITMOHHONW 0€30MacCHOCTH; JaTh OCHOBBI OOecreueHuss MHQPOPMAIMOHHOM
0€30MacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTBa; METOAOJOTMH CO3JaHMs CUCTEM
3alUThl MHPOpPMAIMU; METOJOB U CPEICTB BEACHUS HH(OPMALMOHHBIX BOWH;
OIICHKM 3alMIIEHHOCTH u obecreueHrus WHGOPMAIIMOHHONW  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

Komnerenmuu, popmMupyemblie B pe3yibTaTe OCBOCHUS AUCLUILINHBL

- CIMOCOOHOCTh  pemiaTh  CTaHAApPTHBIE  3aJadyud  MpodecCUuOHATHLHOM
NeATEIbHOCTH Ha OCHOBE MH(POPMALMOHHON M OuONMorpaduueckoil KyJIbTypbl C
IpUMEHEHHEM HWH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH M C Y4eTOM
OCHOBHBIX TpeboBaHuil nHpopMmarronHou O6e3onacuoctu (OITK-3).

NuaukaTtopsl M JECKPUNTOPHI YaCTH COOTBETCTBYIOIIEH KOMIIETEHIIUU,
dbopMupyeMoii B Tpoliecce M3y4eHHUs AUCIUIUIUHBI «OCHOBBI MH(POPMAIIMOHHOM
0e30MacHOCTHY, OLICHUBAIOTCS MPHU MOMOUIM OIIEHOYHBIX CPEJCTB.



06e30MmacHOCTHY, MHAUKATOPHI nocTrkeHus kommnereHuid OITK-3, nepeyeHn O1IeHOYHBIX CPENICTB

[Tnanupyemblie pe3yapTaThl 00y4eHus o aucuurinHe «OCHOBBI HTHPOPMALMOHHOM

Ne Kon HaumenoBanue Kon [Lnanupyembie Haunmenosa
/Tl | MHAMKATOpa WHMKATOpa TUTAHUPYEMOTO pe3yIbTaThI HUE
TOCTUKCHHUS JOCTHKEHUS pe3ynbrarta oOy4eHus OIICHOYHBIX
KOMIIETEHIINH KOMIIETEHIIUU oOyueHus CpEeICTB
1. | Ud-1onk-3 3HaTh: MECTO U 3 (U/-1omk-3) | 3HaeT: MeCTO u Bormpocsr
poIb poiib TecTa
nH(pOPMaTMOHHO uH()OpMaITMOHHON
i1 6e30MMacHOCTH B 0€30MMacCHOCTH B
cucTeMme CUCTEME
HALIMOHAJILHOMN HALMOHAIBHOMN
0e30IMacHOCTH 0e3omacHocTu PD,
P®, ocHOBEI OCHOBBI
rocy/1apCTBEHHON rocy/1apCTBEHHOU
nH(pOPMAITMOHHO uH(bOpMaITMOHHON
1 IONMUTHKY, MOJIUTUKH,
CTPATETHIO CTPATETHIO
pa3BHUTHS pa3BHUTHS
MH(POPMAITMOHHOT MH(POPMALIMOHHOTO
0 o01iecTBa B oO1ecTna B
Poccun Poccun
2. | UJ-2 onk-3 YMeTs: Y  (U-2omk- | Ymeer: Kommiext
knaccuduiuposa | 3) KJIACCU(PHUITUPOBATh | HMUTAIIUOH
Th U OLICHUBATH U OLIGHUBATh HBIX 337124
YTPO3BI yTPO3bI
MH(OPMALIMOHHO nH(}OpMaLIMOHHON
1 6€30MacHOCTH 0€301acHOCTH JIJIsi
JUTsl OOBEKTa 0o0beKTa
uH(popMaTHU3aUU uH(bOpMaTU3alUN
3. | UJ-3 onk-3 Bmagers: B (U/J-3omnk- | Bnageer: Bompocst
HaBbIKaMU 3) HaBbIKAMU UL cIauu
0€e30MmacHOTO 0e30MmacHOTO 3ayeTa,dK3a
WCIIOJIE30BAHUS WCITIOJIb30BAHHUS MeHa
TEXHUYCCKHUX TEXHHUYECKHUX
CPEICTB B CPEICTB B
npodeccuoHanbH npodeccroHalbHO
Ol JEeATENIbHOCTH, U IeATENBHOCTH,
npodeccnoHanbH npodeccroHalbHO
oi 1 TEPMUHOJIOTHEN
TEPMHUHOJIOTHEHN B B 00NacTu
o0nactu nH(}OpMaLIOHHON
MH(OPMALMOHHO 0€30MacHOCTH

1 0e30macHOCTH




4. COAEPKAHUE JNCIUIIINHBI

4.1. YyeOHO-TEeMATHYECKHI TIJIAH.

KonuuectBo yacos

KOHTaKTHOM pa0oThI ¢ TIPETo/IaBaTesieM

£ Homep HaumenoBaunue pasjieda, Ounas 3aounas
S | pa3uena,
< TeMbL TeMbl JlaGoparo JIaGoparo
Jlexunn pHBIE Jlexunn pHBIE
3aHATUS 3aHATHSA
OcHo6bl 6e30nacHOCIMU A8MOMAMUZUPOBAHHBIX 16 6 2 2
cucmem
AKTyallbHOCTB MTPOOIEeMBI 00ecTieueH s 2 - - -
0€3011acHOCTH aBTOMaTHU3UPOBAHHBIX CUCTEM
(AC)
_ OcHOBHBIC MTOHATHS B 00J1aCTH 6€30MacHOCTH 2 2 - -
S 1 aBTOMATHU3UPOBAHHBIX CHCTEM
2 YTpo3s1 6e30MacHOCTH aBTOMATH3UPOBAHHBIX 4 2 - 2
= CHCTEM
Mepsl ¥ OCHOBHBIE TNPHHLUMBI 0O0ecreueHUs 2 2 1 -
0e3omacHOCTH
[IpaBoBEIE OCHOBBI obecrieueHus 4 - 1 -
aBTOMATHU3UPOBAHHBIX CHCTEM
lNocynmapcTBeHHas cricTeMa 3amuTa HHPOpPMAaIun 2 - - -
Obecneuenue 6ezonacnocmu 10 6 2 -
AGMOMAMU3UPOBCAHHBIX CUCHEM
OpraHu3anioHHast CTPYKTypa CUCTEMBI 4 2 - -
obecrieyenus 6ezonacHoctu AC
O06s13aHHOCTH MTOJIL30BATENICH U OTBETCTBEHHBIX 2 - -
o 3a obecrieueHre MHPOPMAIIMOHHON 0€30MaCHOCTH -
S 5 B TIOJIpa3/IeTICHUSX
= PernamenTanus padot 1o o0ecreYeHn o 2 2 1 -
= 0€30IaCHOCTH aBTOMATH3HPOBAHHBIX ~ CHUCTEM
KareropupoBanue u 10KyMEHTHPOBaHUE 1 1 1 -
3aIIUIIEHHBIX PECYPCOB
Konnenmums napopMaimoHHoi 0€30MacHOCTH. 1 1 -
[Tnane! 3amuTHl ¥ 0OeCTIeYeHUs] HEMPEPHIBHON
paboThl M BoccTaHoBIeHUS moacucTeM AC.
Cpeocmea 3aujumel ungopmayuu om 6 4 2 -
HEeCAHKUUOHUPOBAHHO20 00CHYNA
Haznauenne u BO3MOXXHOCTH CPEJICTB 3aIUTHI 2 1 2 -
WHPOPMAIIUHN OT HECAHKITHOHUPOBAHHOTO
3] JOCTymna
é 3 AnmnapaTHO-ITPOrpaMMHBIE CPECTBA 3alUTHI 2 1 - -
-9 WHPOPMAIIUHN OT HECAHKITUOHUPOBAHHOTO
JOCTyIA.
[IprMeHeHne MTaTHBIX U TOMOJTHUTENbHBIX 2 2 - -
CPEICTB 3aIIUTHI HHPOPMAIIH OT
HECaHKIIMOHUPOBAHHOTO JAOCTYIIA.
Beero 32 16 6 2




4.2. Cogep:kaHue JeKUMOHHBIX 3aHATHH
1. Ocnosbl 6e3onacnocmu asmomMamu3upoOBaAHHbIX CUCHIEM.

AKTyaJbHOCTH MPOOJIEMbI 0OecrieueHusi 0€30MaCHOCTH aBTOMATHU3UPOBAHHBIX
cucteM (AC). Mecto U posib aBTOMaTU3UPOBAHHBIX CUCTEM B YIIpaBJICHUU OU3HEC-
MIPOIIECCAMH. O6ocTpenue po0JIeMbl obecrnieueHus 0e301MmacHOCTH
aBToMatu3upoBaHHbIX cucteM (AC) Ha coBpemeHHOM »dTtame. 3Jamura AC Kak
IpOLIECC YMpaBieHUS pUCKaMH. METONbl OLEHKHU IEJIeCOOOpa3HOCTH 3aTpaT Ha
obecnieuenne Oe3zomacHocTd. OcobeHHOcTH coBpeMeHHbIX AC Kak 00BEKTOB
3aIlUTHI.

OcHOBHBIE MOHATHA B 00JIACTH aBTOMATU3UPOBAaHHBIX cucTeM. OnpeneneHue
oezonacHoctu AC. HWudpopmanuss u uHPopManuoHHble pecypchl. CyObeKTh
MH(OPMAIIMOHHBIX CHCTEM, UX 0e30MacHOCTh. Llenb 3amuTel aBTOMaTU3UPOBAHHOM
CUCTEMBI U LUPKYJIUPYIOLIEH B HEW HH(DOpMaLUK.

VYTpo3bl 6€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM. Y SI3BUMOCTH OCHOBHBIX
CTPYKTYPHO-(DYHKIIMOHAJIbHBIX ~ 3JIEMEHTOB  pacnpeneiieHHbix  AC.  Yrpo3ssl
6e3onacHoctu uHpopmaiuu, AC u cyobekToB HHPOPMAIIMOHHBIX OTHOIIICHUH.

Knaccuduxkanus yrpo3 6€30macHOCTH.

Knaccudukanus kananoB npoHukHOBeHHs B AC M yTeuyku HHPOpPMAIIUU.
HedopmanbHas Moens HapyIIUTENs.

Mepbl 1 OCHOBHBIE TpHUHIUIIBI oOecrieueHust OezonacHoct AC. Buasl mep
MPOTUBOJCHCTBHSI yTrpo3aM 0e30macHOCTH. [IpUHITMIBI TOCTPOSHUS CHUCTEMBI
oOecrnieuenus 6ezonacHocty nHpopmanuu B AC.

[IpaBoBbie  OCHOBBI ~ oOecreueHus Oe3zomacHoctn AC. 3amumaemas
unpopmarus. JlunensupoBanue. CepTudukanusi CpeAcTB 3alUThl WHOOpPMAIUU U
arrectaniisi  o0ObekTOB  mHMopMatmzanuu. CrenuaibHble  TPEOOBaHUS U
pPEKOMEHJAIMU [0 TEXHUYECKOW 3amure KOH(PUIASHIMAIbHOU WHGOpMAIIUH.
IOpuanyeckass 3HAYUMOCTh DJIEKTPOHHBIX JTOKYMEHTOB C 3JICKTPOHHOW TOIHUCKHIO.
OTBETCTBEHHOCTH 3a HapyIICHUS B chepe 3almuThl HHHOPMAITIH.

l'ocynapcTBenHass cucrteMa 3amuThl WHGOpMaruu. [J1aBHBIC HaNpaBICHHS
pabor mo 3amurte mHpopMmaimu. CTPyKTypa TOCYJapCTBEHHON CHUCTEMBI 3allUTHI
uHdopmaruu. Opranuzanus 3anmThl UHPOPMAIMM B CHCTEMax M CPEACTBaX
uHpopmaTuzanuu U CBI3U. KOHTPOJb COCTOSHUS —3alIUThl  MHGOPMAITUH.
duHaHCUPOBAHUE MEPONPUATHI IO 3aIUTe WHPOPMAITUH.

2. Obecneuenue 0e30nacnocmu agmoMamu3uPOCAHHBIX CUCHIEM.

OpranuzanmoHHasi CTPyKTypa cucTeMbl obOecneuenust Oe3zonacHoctu AC.
TexHonorus ynpasieHus: 6e30nacHOCTbI0 HHpopManuu u pecypcoB B AC. UHCTUTYT
OTBETCTBEHHBIX 3a oOecrieueHrne MHPOPMAIMOHHOW Oe30macHOCTH. PermamenTarus
neiicTBUil mosib3oBarene u  obcmyxkuBaromero mnepcoHana AC. [lonmurtuka
0e3omacHOCTH OpraHu3anud. MeponpuaTuss TO0 CO3JaHUI0O H  00eCIEeUEHUIo



(GYHKIIMOHUPOBAHUS KOMIUIEKCHOM CHUCTEMBI 3alMThl. Pacnpenenenue QpyHKumii mo
obecrnieuenuto 6ezonacHoctd AC. Opranu3alMOHHO-PacoOpsAIUTENbHbIE JOKYMEHTBI
no obecneyenuto 6ezonacHoctu AC.

OO0si3aHHOCTH  TOJb30BaTEIE W OTBETCTBEHHBIX 3a  OOECIedeHHe
uHpOpMaIlMOHHON Oe30macHOCTH B mojpaszaencHusx. [Ipobrema uvemoBeueckoro
daktopa. OOmme mpaBuwiaa  obecnedeHuss  Oe3omacHocTH.  OO0S3aHHOCTH
OTBETCTBEHHOTO 3a o0ecrmedeHrne 0e30macHOCTH HH(OpMalUUd B TMOAPA3ICICHUU.
OTBETCTBEHHOCTH 3a HapylIeHus: TpeOoBaHUil oOecnieueHus OezonacHoctu. [lopsimok
paboOThI C HOCUTENSIMU KITFOUEBOM MH(OpMAIUH.

PernamenTanust paboT nmo obecreueHnto 6e30MacHOCTH aBTOMATU3UPOBAHHBIX
cucteM. PernmameHranuss mNpaBWJl  NApOJBHOM W AHTUBUPYCHOM  3allUTHI.
PernamenTanuss nopszka JOMycka K pabdoTe M M3MEHEHHS IMOJHOMOYHUMN
nosnb3oBatenet AC. PernaMmeHranus 1nopsAka M3MEHEHUs  KOH(UTrypauuu
anmnapatHo-niporpaMMHbIX cpenctB AC. PermameHTanus mnpoieccoB pa3padoTKH,
UCIIBITaHUS, ONBITHOM SKCILTyaTalliy, BHEAPEHHS U COITPOBOKICHUS 3a/1a4.

KareropupoBaHne W  JOKYMEHTHMPOBAaHHE  3allMILECHHBIX  PECYpPCOB.
Omnpenenenve rpajgaluil Ba)KHOCTH M COOTBETCTBYIOLIMX YpPOBHEH obecrieueHus
3amuThl  pecypcoB. KareropupoBaHue 3amminaeMslx pecypcoB. lIposenenune
MH(POPMAITMOHHBIX 00CJIeI0BaHUHN U JOKYMEHTUPOBAHUE 3AIUIIAEMbIX PECYPCOB.

Konnenuus nadopmanronHoit 6e3onacHocty. [nansl 3amuThl U o0ecreueHus
HEMpephIBHOM  paboThl W BoccTaHoBieHust noacuctem AC. Konuenmwms
uH(popMaMoHHOW Oe3omacHOCT opranu3auuu. [lnan 3ammrel nHPopManuu. Ilnan
o0ecrniedyeHurs: HenpepbhIBHON paboThl U BoccTaHOBIEHUS noacuctem AC.

3. Cpeocmea 3auiumul uHopmayuu om HeCAHKUUOHUPOBAHHO20 OOCHYNA.

HazHauenne ©  BO3MOXHOCTH  CpPEICTB  3alMThl HMH(pOpManuu  OT
HECAHKIIMOHUPOBAHHOTO JocTyma. OcCHOBHble MexaHu3Mbl 3amuThl AC. 3ammra
NepuMeTpa KOMIIBIOTEPHBIX CETe W  yIopaBieHUE MEXaHU3MaMH  3allUThI.
CrpaxoBaHue HHPOPMALMOHHBIX PUCKOB.

AnmnapaTHO-IPOrpaMMHBIE CpelcTBa 3aIIUThI uH(popMaIun oT
HECaHKIIMOHUPOBAHHOIO JOCTyna. PekoMeHganmuu 1o BbIOOPY CPEACTB 3alUThI
uHpOpMallMd OT HECAHKIIMOHUPOBAHHOrO jaocTyna. O030p CyIIECTBYIOIMIMX Ha
pBIHKE CpEACTB 3allUThl HMHPOpPMAIMU OT HECAaHKUMOHMPOBAHHOI'O JOCTYIIA.
CpencTsa anmapatHoi moanepxkku. CriocoObl ayTeHTH(PUKAIINH.

[IpuMeHeHre MTATHBIX U JAOMOJHUTENBHBIX CPEACTB 3alUThl HTHHOPMALIUKU OT
HECaHKIIMOHUpPOBaHHOTO jaoctyna. Ctparerusi 6e3onacHoct Microsoft. 3ammra ot
BMeEIIATEILCTBA B Ipoliecce HopMainbHOro (pyHkimonupoBanus AC. Pazrpannuenue
JOCTyNa 3aperucTpUpOBaHHBIX Toyb3oBaTenet k pecypcam AC. OmnepatuBHOE
OIOBEILIEHUE O 3apErMCTPUPOBAHHBIX MOIBITKAX HECAHKIIMOHMPOBAHHOIO JOCTYIIA.



3ammTa JAaHHBIX OT HECAHKIIMOHMPOBAHHOM MOAu(UKAIMKU, KOMUPOBAHUA U
nepexBara cpefcTBaMM U POBAHNUS.

4.3 JIabopaTopHble 3aHATHS

Hopmatus
Howmep Hanverosan BPEMEHH,
ue paszena, HanmenoBanue TeM 1a00paTopHbIX paboT
paszzneina TOMbL Jac.
OYyHasi | 3a04Had
1 OcHOBBI Jlabopamopnoe s3ansmue Nel. OCHOBHBIC TIOHSTHS B 2 -
6e3omacHocTH | 06JacTH 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
Jlabopamopnoe 3ausmue No2. YTpo3sl 0€30MacHOCTH 2 2
aBTOMATHU3UD | aBTOMATH3HPOBAHHBIX CHCTEM.
OBAHHBIX Jlabopamopnoe 3anamue Ne3. Mepbl W OCHOBHBIE 2 -
CUCTEM NpUHOMIBL  obecriedenust Oe3omacHocTH. [IpaBoBbIe
OCHOBBI 00€CIICYCHNsI aBTOMATH3MPOBAHHBIX CHCTEM.
2 Ob6ecnieuenue | Jlabopamopnoe 3anamue Ne4. OpraHuzalOHHAS 2 -
0€30MMacHOCT | CTPYKTypa cuctembl obecnieueHus 6ezonacHoctu AC.
u Jlabopamopnoe 3anamue NoS. PernamenTanus padoT 1mo 2 -
aBTOMATH3UP | 00ECTIeYCHUIO OE30MACHOCTH aBTOMAaTH3NPOBAHHBIX
OBaHHBIX CHCTEM.
CUCTEM Jlabopamopnoe 3anamue Ne6. KareropupoBanue u 2 -
JIOKYMEHTHUPOBAHUE
3alMIIeHHBIX pecypcoB. KoHnenuus nHPOpMaIIMOHHOMI
O6esomacHoctd. [lmanel  3amuTel U oOecnedyeHus
HEeMpephIBHOW pabOThl M BOCCTAHOBJICHUS IOJCUCTEM
AC.
3 CpencrBa Jlabopamopnoe 3anamue Ne7. Haznauenue u 2 -
3aIIUTHI BO3MOYXHOCTH CPECTB 3aIIUTHI HH(POPMAIHH OT
nH(pOpMalUY | HECAHKIIMOHUPOBAHHOTO JIOCTyMA. AMMapaTHO-
oT MIPOrPaMMHBIE CPEJICTBA 3AIMUTHI HH()OPMAIIUN OT
HECaHKIMOHH | HECAHKIIMOHUPOBAHHOTO JIOCTYyTA.
POBaHHOTO Jlabopamopnoe 3anamue Ne8 IlpuMeHeHne MTaTHBIX U 2 -
J0CTyIa JIOTIOTHUTEIBHBIX CPEACTB 3aIIUTHI HH()OPMAILIUU OT
HECAHKIIMOHHPOBAHHOTO JIOCTYTIA.
Hmozo 16 2

4.4 KonrpoJsbHas padora

B mpouecce BBINIOJHEHHS KOHTPOJIBHOM  paboOThl y  0OyYaroluxcs
bopMHPYIOTCS HAaBBIKA BEJCHUSI CAMOCTOSITEbHOM paboThl. KOHTpOIbHBIE 3a/aHus
CIIOCOOCTBYIOT 0oJiee YIIIyOJICHHOMY M3YYeHHIO OCHOB JUCIUILIMHBI U TIOBBIIICHUIO
TEOPETUYSCKOM H TpodecCHoHaIbHONH IOATOTOBKM oOydaronuxcs. Hamumcanue
KOHTPOJIbHOHM paboTy CIIOCOOCTBYET Jy4IlIeMy YCBOCHHUIO MaTepuraa.

OOyuatomuiicss BbIOMpaeT OJHY W3 TMPEIJIOKEHHBIX TPErojaBaTeIeM TeM,
CaMOCTOATENILHO TOTOBHUT IMPE3CHTAIMIO PA0OTHl M BHIHOCUT €€ Ha OOCYXXJICHHE Ha
3aHSITUU.

Pe3ynbTaT BBINOJIHEHUS KOHTPOJIBHOM paboThl odopmiisieTcss B BUJAC
MOSICHUTEJILHOM 3anucku, 00bemMoM 15-20 cTpanuil, KOTOpasi COJEPHKUT:

- TUTYJIbHBIH JIUCT;

- COJIepKaHUE;




- BBE/ICHUE;

- OCHOBHYIO YaCTh OTYETA;

- 3aKJIFOUCHUE;

- CIIMCOK MCIIOJIb30BaHHBIX HCTOYHHUKOB;

- IPWJIOKEHUS.

TutynbHbI TUCT paboThl npenactarieH B [Ipunoxenuun 1. Ilpu odbopmienun
KOHTPOJILHOM paboThl OOYyYArONIUIICS JOKEH PYKOBOJCTBOBATHCS METOJUYECKUMU
yKa3aHUsIMA K O(OPMIICHUIO TEKCTOBOW TOKyMEHTAIuu s oOydarommxcs. [lo
pe3ysibTaTaM MPOBEPKH TPEICTABICHHON OOYYarOIIMMCS KOHTPOJIBHOU pPabOThI
IIPENOAABaTeNlb IPUHUMAET PEUICHHE O JONYCKE €€ K 3allMTe WM BO3BpAIlacT
oOydaroriemMy Ha JOpaOOTKy B COOTBETCTBUH C OTMEYCHHBIMU 3aMEUYAHHSIMHU.

5. METOANYECKHUE YKA3AHUA JJISA OBYUAIOIIIUXCA
11O OCBOEHUIO JUCHUMIIVINHBI

IIpyn mpociymMBaHUM JIEKIIM PEKOMEHIYETCS B KOHCIEKTE OTMEYaTh BCE
Ba)KHBIE MOMEHTBI, HA KOTOPBIX 3a0CTPSIET BHUMAHUE IIPENOJABATENb, B YACTHOCTU
T€, KOTOpBIE HANpaBJICHbl Ha KayeCTBEHHOE BBINOJHEHUE COOTBETCTBYIOIICH
1abopaTopHOIl pabOTHI.

IIpenomaBareneM  3alUIAHUPOBAHO  WCIIOJIB30BAHWUE MPU  YTCHUU  JIEKIWN
TEXHOJIOTHH yueOHOM auckyccuu. IloaTtomMy pexomeHayercsi (pUKCHpoBaTh Uit ceOst
WMHTEPECHBIE MOMEHTBI C LENbI0 MX AaKTUBHOIO OOCYXKIECHUS Ha JTUCKYCCHH B KOHIIE
JIEKLIWH.

3aJl0rOM Ka4€CTBEHHOTO BBIIIOJIHEHHS J1a0OpPaTOpHBIX padboOT  SIBISIETCS
CaMOCTOATENIbHASA TOJrOTOBKA K HHUM HAaKaHyHE MYTEM IOBTOPEHUS MaTEpHAJIOB
Jexuuidi. PekoMeHyeTcst MOArOTOBUTH BOIIPOCHI M0 HESICHBIM MOMEHTAM U 00CYJIUTh
UX C MPEnoaaBaTesieM B Hauaje padoThl.

[IpenogaBaTeneM 3alIaHUPOBAHO MPUMEHEHHE Ha JITAOOPATOPHBIX 3aHITHUSIX
TEXHOJIOTUM Pa3BUBAIOIICHCS KOOIEpAllUM, KOJUIEKTUBHOIO B3aUMOJICHUCTBUS,
pa300pa KOHKPETHBIX CUTYaIUH.

JUist  TeKyliero KOHTPOJS YCIEBAaEMOCTH MO0 OYHOW (opmbl 0OydeHHs
npernoAaBaTesieM UCNOIb3yeTcs OalIbHO-PEUTHUHIOBasl cUCTEMa KOHTPOJIS U OLEHKU
aKaJeMHUYECKOM aKTMBHOCTH. [I03TOMY HACTOSATENBPHO PEKOMEHIYETCS TIIATEIBHO
npopalaTeiBaTh MaTepuai AUCUUIUIMHBI IPH CAMOCTOSITENIbHOM paboTe, y4acTBOBATh
BO Bcex (opMax OOCYXIEHHMS M B3aUMOJCHCTBHA, KaK Ha JIEKIUAX, TaK M Ha
7a0b0paTOpHBIX paboTax B LENSAX JYYIIErOo OCBOEHUS MaTepuaia U TMOJyYEHHUS
BBICOKOM OLIEHKH MO Pe3yJIbTaTaM OCBOEHUS JUCIUIIINHABI.

BrlnonHeHne caMoCTOSATENbHOM padoOThl MOJApPa3yMEBAET CaMOCTOATEIbHOE
U3y4YeHUE pa3AesioB AUCIUIUIMHBI, MOJATOTOBKY K J1IabOpaTopHbIM paboTaM, K
pyOEKHBIM KOHTPOJISIM (IJ1s1 OYHOU (hOpMBbI OOYy4EHHMS), BBIIIOJIHEHUE KOHTPOJIBHOM
paboTHI U MOATOTOBKY K 3a4eTy .
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PexomenmyemMass TpyZOEMKOCTh CaMOCTOSTEIBLHOW pabOThl MpeicTaBicHa B
TabnuIe:
PexoMeHIyeMblil pesKMM CaMOCTOATEIbHOM pa0doThl

Pexomennyemas
HaumenoBanue TPYAOEMKOCTb,
BH/IA CAMOCTOSITEIbHOM PadoThI aKal. Jac.
Ounast | 3aouHas

[ToaroToBka k 1abopaTopHbIM padoTam (110 2 yaca Ha Kaxo0e 16 2
3aHSITHE)
[ToaroToBka K pyOoe)HBIM KOHTPOJISIM (TI0 2 Yaca Ha Ka)IbIi 4 -
pyOEKHBIN KOHTPOJIB)
[ToaroToBka K 3auery 18 18
[ToaroToBka K sK3aMeHy - -
BrInonHeHne KOHTPOJIbHOM paboThI 18 18
Jpyrue Buabl caMOCTOSATEIbHOM padoThl (MOATOTOBKA K 40 98
3aHATHAM)
1. Ocnoswi bezonacnocmu agmomMamu3upoB8aAHHbIX CUCEM 13 32
2. Obecneuenue 6e30NACHOCIU ABMOMAMUIUPOBAHHBIX CUCEM 13 33
3. Cpedcmea 3awumel uH@opmayuu Om HECAHKYUOHUPOBAHHO2O 14 33
docmyna
Bcero: 96 136

6. ®OH/] OLIEHOYHBIX CPEJICTB /ISl ATTECTALIMU IO JUCLUIIIMHE

6.1. IlepevyeHb OLIEHOYHBIX CPECTB

l. bannpHO-peUTHMHTOBass cCHUCTEMa KOHTPOJS W OLEHKU aKaJeMUYECKOU
akTuBHOCTH oOyuarormuxcs B KI'Y (1151 ounoi popMbl 00ydueHus ).

2.0TYeTHI 110 JTA0OPATOPHBIM 3aHATHSIM.

3. bank TecToBBIX 3amaHMil K pyOekHBIM KOHTpOIIsiM Ne 1, No 2 (asst ouHoOi
bopmbl OOyUEHHUS).

4. KontponbHas padoTa.

5. Bompock! k 3a4eTy (17151 OUHOM U 3a04HOU (opM OOydeHUS).
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6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4aIOIIMXCSl 10 AUCHMILIMHE

Ne | HammenoBanume Coneprxanue
1 | Pacnpenenenue Pacnpenenenue 6amios
0aioB 3a . o © I = — ~
CEMECTpEI 110 S . = = 2 g =1 ==
. S Z z 5 &3 3 s < 24 3
BUJIaM YIeOHOM S & % = =25 55 ; = ; 5 2
paGoTHI, CPOKH 9 85 S %% E‘% S & 8 & 3
. S = E
clauu yueOHoi = & = 2 € 5 g E &
paGoTHI & = P = =
(00800smcs 00 =
ceeoeHus g g
oOyuarowuxcs Ha 5 5 1 x 16 =164 4:x 8=32; 10 6 6 30
nepeom yuebHom 3 g
3auHAMUU)
2 | Kpurepuii nmepecuera
PHTCED p 60 1 MeHee OaJTOB — HEYIOBJICTBOPUTEIILHO; HE 3a4TEHO;
0auIoB B > ;

61...73 — y1OBIETBOPUTEIHHO; 3aYTECHO;
74... 90 — xoporo;
91...100 — oTau4HO

TPaJULIMOHHYIO OLEHKY
110 UTOraM paboThI B
CeMEeCTpe U 3aueTa

3 | Kpurepuu momycka K Jnsa  pomycka K IPOMEKYTOYHOM — arTecTalliyd 110
IPOMEKYTOUHOM JTMCHIUIUIMHE 33 ceMecTp OOydaromMicsi JOJDKEeH HaOparh 1o
aTTEeCTalluH, WTOTaM TEKYIIEro U pyOeXKHOr0 KOHTPOJISI He MeHee 51 Oaos.
BO3MOYKHOCTH B cnyyae ecnu oOywarommiicss HaOpan MeHee 51 Oamia, TO K
MMOJIYYCHHA ATTCCTALIMOHHBIM HCIIBITAHUAM OH HC OOITYCKACTCA.
ABTOMATHYECKOTO Jns nonydeHuss 3adera Oe3 MPOBEACHUS NPOILETYPHI
3aueTa MIPOMEXYTOUHON aTTecTalud OO0y4aromeMmycss HeoO0XO0AUMO
(9K3aMEHAIMOHHOM HaOpaTh B XO/I€ TEKYILEro U PyOSIKHBIX KOHTpOJIeH He MeHee 61
OIICHKH ) TIO Oamuta. B aTomM cirydae wTor Oa/UTbHOM OILIGHKH, MOJy4aeMOM
JUCIUTUTHHE, o0yJaroImuMcs,  ONpPENeNsAeTCsT 10  KOJIMYECTBY  OajlioB,
BO3MOKHOCTb HaOpaHHBIX UM B XOJI¢ TEKYIIETO U pyOex)HOro KoHTposeil. [lpu
HOJy4eHUs1 OOHYCHBIX 9TOM, Ha YCMOTpEHHE MpemnojaBareis, OajgbHas OLEHKa
OaJioB oOyuaronerocsi MokeT ObITh IOBBIINIEHA 32 CUET MOJyYEHHS

JIOTIOTHUTEJIBHBIX 0aJllIOB 32 aKaJeMHUECKYI0 aKTUBHOCTb.

OO0yuaronuiicsi, UMEIOIINI TPaBO HA MOJYYEHUE OIIEHKH 0e3
MPOBEICHUSL TPOIEypPhl MPOMEKYTOYHOM AaTTeCcTalliu, MOXKET
MOBBICUTh €€ IyTeM CJaud aTTeCTAllMOHHOTO HCHbITaHus. B
cllyuae TOJydeHUs OO0yJalmuMcs Ha  aTTECTAllMOHHOM
ucnpiTanun 0 OalyIoB UTOr OAILHOM OLIEHKH MO JUCLMIIIMHE HE
CHIKACTCHI.

3a akageMUYeCKyld aKTHBHOCTh B  XOJI€ OCBOEHUS
JUCLUTUIMHBI, y4acTHe B Y4eOHOMW, Hay4dHO-HCCIIEI0BATENbCKOM,

CIIOPTUBHOM,  KYyJbTYpHO-TBOPUECKOH W  OOIIECTBEHHOMU
NEeSITeTbHOCTH  O0yd4aromeMycss MOTYT  OBbIThb  HAYUCIEHBI
JIOTIOJTHUTEIIbHBIC OaJLIbL. MakcumainsHoe KOJINYECTBO

JIONOJTHUTENBHBIX ~OalJIOB 32 aKaJeMHYECKYI0 aKTHBHOCTh
cocrasiseT 30.

OcHoBaHUEM Ui TIOMYYEHHUS JIOTIOJHHUTENbHBIX OalioB
SABIIAKOTCA:

- BBITNIOJIHEHUE JIOTIOJIHUTENBHBIX 33JaHUM MO JUCLUILIMHE,
JIOTIOJTHUTENbHBIE OaJlIbl HAUUCIISIOTCS MPENoAaBaTeIeM;

- yyacThe B TEYEHHE ceMecTpa B Yy4uyeOHOH, Hay4dHO-
HCCIIEIOBATENIbCKOM, CHOPTUBHOM, KYyJIbTYpHO-TBOPUECKOH U
obmectBeHHOM nearensHocTH KI'Y.
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4 | ®opmbl ¥ BUIBI YIeOHOM B cayuae ecnmum K MpOMEXYTOYHOW aTTeCTalMH (3adeTy)
paboTh! AJist HaOpaHa cymma mMenee 51 6amioB, oOydaromemycss HeOOX0 MO
HEYCIEBAIOIIUX HaOpaTh HEAOCTAOLIEe KOJIMYECTBO OAIIOB 3a CUET BBINOJIHEHUS
(BOCCTaHOBMBILIMXCS HA | AOIOJIHUTENBHBIX 3aJaHUM, O KOHIA IOCJIEAHEN (3a4eTHON)
Kypce OOydeHHs) HEJIEIN CeMECTpa.
oOyyaromuxcst s JIvkBUAIMA aKaJeMHUYECKUX 3a[J0JDKEHHOCTEH, BO3HHKIINX
HOJy4YeHUs u3-3a Pa3sHOCTM B Y4YeOHbIX IUIAHAX TMpPU IIEPEBOAE WU
HEJ0CTAaIOIINX BOCCTAHOBJICHUH, HPOBOAUTCS yTeM BBITIOJTHEHHS
0aJuI0B B KOHILIE JIOTIOJIHUTEIIBHBIX 33/1aHui, JopMa 1 00beM KOTOPBIX OIpesessieTcs
cemecTpa IIPENO/IaBaTEIEM.

6.3. Ilpouenypa oueHuBaHHUSA Pe3yJIbTATOB OCBOCHUS TUCHMILIHHBI
Py6exxHble KOHTPOJIM TPOBOJATCSA B (POPME MUCEMEHHOT'O TECTUPOBAHMUS.
[lepen mpoBeneHHEM KaXIOTO pPYyOEKHOTO KOHTPOJIA —MpenojaBaTeib

npopabaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprall COOTBETCTBYIOLIUX Pa3/eiioB
JTUCUUIUIMHBL B (hOpME KpaTKOM JIEKIMHU-IUCKYyCcCHHM. BapuaHThl TECTOBBIX 3aJaHM
cocTosT st 1 u 2 pyOesxkHOTrO KOHTpOoJia u3 24 BonpocoB. Ha kaxgoe TecTupoBaHue
pu pyOEKHOM KOHTPOJIE 00ydaroneMycsi OTBOJUTCS 2 aKaJeMUYECKUX Yaca.

3auyer mpoBoaUTCS B (opme TecThpoBaHud. Tect coctout u3 10 BompocoB u3
pyOexHbIx KoHTpose. Kaxnprii Bonpoc oneHuBaercs B 3 O0auioB. Ha BbinonHeHue
TecTa 00y4aromeMycsi OTBOJUTCS | aCTpOHOMUYECKHI Yac.

PesynbraTel  TEKymiero - KOHTPOJIA  YCIIEBAEMOCTHM  3a4eTa  3aHOCSITCS
IIPENOAABATEIEM B 3a4E€THYI0 BEJOMOCTb, COOTBETCTBEHHO, KOTOpAas CHAETCs B
OpPraHU3alMOHHBI OTJEJI WHCTUTYTa B JEHb 3auera, a TaKXe BBICTABIIIOTCS B
3aYETHYIO KHMKKY O0y4aroIerocs.

6.4. IIpuMepbI OLIEHOYHBIX CPEACTB IS PYyOeKHbIX KOHTPOJIeil, KOHTPOJIbHbBIX
paoor, 3a4era

1-v1i1 pyoesicrblit Konmpob

1. AKmueHnbwtii nepexeam ungopmayuu 3mo — nepexean, KOMoOpPwvlii:

1. 3aKyr04aeTCs B YCTAaHOBKE IMOJICTYIIMBAIOIIETO YCTPOWCTBA B ammaparypy
CpelcTB 00pabOTKK MH(pOpPMAINY;

2. OCHOBaH Ha (hUKCAIUU DJIEKTPOMATHUTHBIX U3JIYYCHUN, BOSHUKAIOUIUX MPU
(GYHKIITMOHUPOBAHUU CPEJICTB KOMITBIOTEPHON TEXHUKU U KOMMYHUKAIUH;

3. HEMPABOMEPHO MCMOJIB3YET TEXHOJIOTHYECKHE OTXOAbl MHGOPMAIMOHHOTO
npolecca;

4. oCcymIeCTBIIETCS TyTEM UCIIOIb30BaHUS ONITUYECKON TEXHUKU;

5. OCYHIECTBIIETCS C MOMOILIBIO MOAKIIOUYEHUSI K TEIEKOMMYHUKAITUOHHOMY
000pyZI0BaHUIO KOMITBIOTEPA.

2. Kax nazvieaemca cnocod HecaHKUUOHUPOBAHHO20 Oocmyna K
ungopmayuu, KOmopwlii 3aK10YAemMcsa 6 HEeCAHKUUOHUPOGAHHOM Oocmyne @
KOMnblomep uiu KOMRbIOMeEPHYIo cems 0e3 npasa Ha mo?

1. «3a nypakomy; 2. «bpeniby; 3. «kKoMmbroTepHBIN a00paax»;

4. «3a XBOCT»; 5. «HecnienHsiit BEIOOPY.

3. 3awguma ungopmayuu — 3mo:
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1. mpomecc cbopa, HakoruieHHsA, OOpPaOOTKH, XpaHEHUs, PACHpPEICICHUS U
novcka uHpopMaluu;

2. mpeoOpa3oBaHue HH(POpPMALMU, B pe3yJbTaTe KOTOPOTO COAEpIKaHUE
UH(POPMAIIUU CTAHOBHUTCS HETIOHATHBIM I CyOBEKTa, HE UMEIOIIETO JOCTYIIA;

3. momydeHue CcyOBEKTOM BO3MOXXHOCTH O3HAKOMJICHHS C WH(oOpManuei, B
TOM YHCJI€ TP MOMOIIN TEXHUYECKUX CPEICTB;

4. COBOKYITHOCTb MpaBWJI, PETJIAMEHTUPYIOMIUX MOPSAOK M yCIOBHS JOCTyHa
cyOBeKTa K HHGOPMAIINH U €€ HOCUTEISIM;

5. JIeATeNbHOCTh MO  MNPEAOTBPALICHUIO  YT€UKH  MH(pOpMALHH,
HECaHKIIMOHUPOBAHHBIX U HEMPETHAMEPEHHBIX BO3CHCTBHIA Ha HEe.

2-011 pyOexscHblil KOHMPOJlb

1. 3awuma ungopmauyuu om pazenawienus — MO 0€AMENbHOCHb NO
npeoomepauienuIo:

1. monydyenus 3amuinaeMoil MHGOPMalUU 3aUHTEPECOBAHHBIM CYOBEKTOM C
HapyILICHUEM YCTAHOBJICHHBIX IIPaBOBBIMM JOKYMEHTAMU WM COOCTBEHHHKOM,
BJIaJI€JIbIIEM UH(POPMAIIMH MPAB WU MPABIII JOCTYIIA K 3alIHUIaeMoi HH(OpMaInu;

2. BO3ACUCTBHS C HapyUICHHMEM YCTAHOBJICHHBIX IMpaB W/WIM NpPaBUI Ha
U3MEHEHHuEe UuH(pOpMaluu, NPUBOJAIIETO K  HUCKAKEHUIO, YHUUYTOKEHUIO,
KOIIUPOBAHUIO, OJOKHMPOBAHUIO JOCTyNa K HHPOpMALUH, a TaKXKe K yTpaTe,
YHUUTOXEHUIO UM COOK0 (PYHKIIMOHUPOBAHUS HOCUTENS MH(POPMALIHH;

3. BO3AEWCTBUS Ha 3alMIIAEMYI0 HH(POPMALMIO OMIMOOK MOJIb30BATEIS
uH(popmanuen, cO0d TEXHUYECKHX W IMPOTPAMMHBIX CpPEICTB HHPOPMALUOHHBIX
CUCTEM, a TAK)KE MPUPOJIHBIX SBICHHIA;

4. HEKOHTPOJIUPYEMOIO PACHPOCTPAHEHUS 3alUIIAEMON MH(OpPMAIUU OT €e
pasriaiieHus, HECAaHKIIMOHUPOBAHHOIO JJOCTYIIA;

5. HECaHKUMOHHMPOBAHHOIO JOBEJIEHUS 3allUIlaeMoil HHOpMaUH 10
HEKOHTPOJINPYEMOTO KOJIMYECTBA MOTydaTeaeii tHpopMaIiu.

2. Hocumens ungpopmayuu — smo:

1. ¢usmveckoe JUIO, WIKM MaTepUATbHBIA OOBEKT, B TOM YHCIe (U3UUECKOE
nojie, B KOTOpBIX MH(pOpMalus HAXOAUT CBOE OTOOpa)KeHHE B BMJIE€ CHMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUUECKUX PELICHUH U MPOLIECCOB;

2. cyOBEeKT, OCYIIECTBISIONIUNA TOJIb30BaHUE MH(POpMaAILEed U peaTu3yronui
MOJIHOMOYHMS PACHOPSDKEHHST B Tpeleiax IpaB, YCTAHOBIEHHBIX 3aKOHOM W/WIIA
COOCTBEHHUKOM MH(pOpPMALINH;

3. cyOBeKT, MONMB3YIOMHMic nHpOpMaIueH, MoIydeHHON OT ee COOCTBEHHHKA,
BIaJeNblla WM TIOCPEIHUKA, B COOTBETCTBUM C YCTAHOBJIEHHBIMH IpPaBaMH U
npaBuiIaMH J0CTyna K HHGopMaIuu JIM0o ¢ UX HapyUICHUEM;

4. cyOBeKT, B TMOJHOM O0BbEME peaTU3yIONUNA TOJHOMOYMS BJIJICHHUS,
MOJIb30BaHUs, paclopsikKeHuss HHGopMaIueil B COOTBETCTBUM C 3aKOHOAATEIbHBIMU
aKTaMU;

5. y4aCTHHMK MPaBOOTHOIIECHU B HH(POPMAIIMOHHBIX MTpOLEccax.

3. Tpoanckue npozpammol, CKpbIIMHO OCYULECMEAAIOUUE AHOHUMHBLIL
oocmyn K paznuynvim Hnmepuem-pecypcam, 00v1uno ucnoiv3yomcs 01
paccwliiku cnama:
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1. Trojan-PSW; 2. Trojan-Spy; 3. Trojan-Proxy;

4. Trojan-Downloader; 5. Trojan-Dropper.

Ilpumepnvle memovt KOHMPOILHBIX padom

1. OcHOBBl W IIENHM TOJUTHKH OE30MacHOCTH B KOMIIBIOTEPHBIX CETSX.
MHoroypoBHeBast 3aIIUThl KOPTIOPATHBHBIX CETEH.

2. MeTo/pl OpraHu3aIiii aHTUBUPYCHOH 3aIIUTH KOMITBIOTEPHBIX CUCTEM

3. AHanM3 METOJOB H CPEICTB 3allUThl OT HECAHKIMOHUPOBAHHOTO
KOITMPOBAHUS U UCTIOJIB30BAHUS TIPOTPAMM.

4, Ananu3 METOJOB TapaHTHPOBAHHOTO YAAJICHHS KOH(HICHIIMATLHON
uH(OpPMAITUHU Ha SJIEKTPOHHBIX HOCHTEIISX.

5. Kommbrotepnas creranorpadusi.

6. AHaIM3 ~ COBPEMEHHOTO  3aKOHOMATEIhCTBA B O0JACTH  3aIUTHI
MIEPCOHAIILHBIX JAHHBIX.

7. UnpopManiuoHHOE MPOTUBOOOPCTBRO.

8. CoBpeMeHHbIE METO/IbI U CPENICTBA Ay TEHTU(DUKAIUY.

9. Kubep6e301acHOCTh U KHOSPIPECTYITHUKH.

10. Uudopmarmonnsie BOWHBI u CpeAcTBa UH()OPMAITMOHHOTO
POTUBOOOPCTBA.

IMPUMEPHBIN TIEPEYEHB BOITPOCOB K 3AUYETY

1. AKTyaabHOCTb poOJIEMBI oOecrieueHus 0e301acHOCTH
aBToMatu3upoBaHHbIX cucTteM (AC). MecTo u pojib aBTOMAaTU3UPOBAHHBIX CUCTEM B
YIPABJICHUH OU3HEC-TIPOLIECCAMMU.

2.3ammta AC kak mporecc ympaBieHus puckamud. OcCOOEHHOCTH
coBpeMeHHbIX AC Kak 0ObEKTOB 3aIIUTHI.

3. Yrpo3bl 6€30macHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

4. VY SI3BUMOCTb OCHOBHBIX CTPYKTYPHO-(DYHKITHOHAJIBHBIX AIIEMEHTOB
pactipeneneHabix AC.

5. Yrposbl GezomacHoctu uH(popmanmu, AC u CyObeKTOB HMHGOPMAIMOHHBIX
OTHOILICHUH.

6. Kimaccudukaius yrpo3 6€301macHOCTH.

7. Knaccudukanus kananoB npoHukHOBeHUs B AC U yTeuku HH(PpOpPMAaIIUU.

8. HedopmanbHas MojieNib HAPYIIUTEIIS.

9. Meps! 1 OCHOBHBIE IPUHIIUTTBI 0OecrieueHus 6e3onacHoctr AC.

10. Buap! Mep mpOTUBOACHUCTBUS yrpo3aM 0€30MacHOCTH.

11. ITpyHIMOBI ~ TOCTPOEHUST  CHUCTEMbI  oOecrieyeHuss  0e30MacHOCTU
uHpopmanuu B AC.

12. ITpaBoBbie 0cHOBBI 0Oecnieuenus 0e3omacHoctu AC.

13. 3amumaemas unpopmanus. Jluuensuposanue. CepTUPUKALUS CPEICTB
3aIUThl HHPOPMAIIMK U aTTeCTaIrs 00beKTOB HH(POPMATHU3AIUH.

14. CneunanbHble TpeOOBaHUS W PEKOMEHJAIMM IO TEXHUYECKOW 3allluTe
KOH(DHIeHIIATEHON NHGOPMAIIHH.

15. FOpuandeckasi 3HAUMMOCTh BJEKTPOHHBIX JOKYMEHTOB C 3JEKTPOHHOU
noanuckio. OTBETCTBEHHOCTH 32 HapyIIeHUs B cepe 3aluThl HH)OpPMALIUH.

16. I'ocynapcTBeHHas crucTeMa 3aiuThl HHQOpMaIuu.
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17. Opranuzanuss  3aumThl  WHQOpMalMM B CHUCTEMaxX W CPEACTBAX
uH(OpPMATU3ALMU U CBSI3U.

18. OpranuzaimoHHas CTpyKTypa cuctembl odecrieuenus 6ezonacuoctu AC.

19. Texnonorus ynpaieHust 0€30MacHOCThIO0 HH(popMmanuu u pecypcos B AC.

20. PernamenTarus 1elcTBUM MOJIb30BaTENECH U OOCITYKUBAIOIIETO MepCoHaNa
AC.

21. IlonuTrka 6€30MaCHOCTH OpTaHU3AINH.

22. MeponpusiTuss TIO CO3MaHWI0 © OOECHEYCHUIO0 (PYHKIIMOHUPOBAHUS
KOMITJIEKCHOW CHCTEMBI 3aITUTHI.

23. Pacnipenenenne GpyHkiuii mo odbecnedenuto 6e3omacaoct AC.

24. Opraau3aiiOHHO-PaCOPSIUTEIbLHBIE  JOKYMEHTBI 110  00€CIICUCHUIO
oe3onacHoctu AC.

25. O0s13aHHOCTH  TOJB30BaTeNied M OTBETCTBEHHBIX 3a OOECHedeHue
UH(OPMAITMOHHON 0€30MaCHOCTH B TOIpa3IeICHUSIX.

26. O0s13aHHOCTH ~ OTBETCTBEHHOro  3a  obecrneueHue  0€30MaCHOCTU
uH(pOpMaIUU B TIO/Ipa3/IeTICHUN.

27. OTBETCTBEHHOCTD 3a HapyIIeHUs TpeOoBaHUM oOecrieueHus 6€30MacHOCTH.

28. [lopsinok paboOThI C HOCUTESIMU KITFOUEBOU MH(OpMAIUU.

29. PernamenTarus pabort 1o 00ecCIeueHuIo 0e30macHOCTH
aBTOMATU3UPOBAHHBIX CHCTEM.

30. PernamenTarius mpaBuj MapoJbHOW U aHTUBUPYCHOU 3aIIUTHI.

31. PernamenTarus mopsiaka JOMycka K padoTe W M3MEHCHHUS ITOJTHOMOYHMA
nonb3oBatenent AC.

32. PernamenTaruss  TopsAaKa  WM3MEHEHHS  KOHQPUTYpaIlMu  ammapaTHo-
nporpaMMHbIX cpeacts AC.

33. Ilnan 3amuThl HHGOPMAITUH.

34. HazHaueHne W BO3MOXHOCTH CPEJCTB 3allUThl HH(pOpMamuu OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

35. OcHoBHbIEe MexaHU3MbI 3auThl AC.

36. 3ammTa epuMeTpa KOMIBIOTEPHBIX CETe W YIpaBICHUE MEXaHU3MaMHU
3amuThl. CTpaxoBaHue WH()OPMAITMOHHBIX PUCKOB.

37. AnmapaTHO-IPOTPAaMMHBIE  CPEJICTBA  3allUThl  MHGOpPMAIMH  OT
HECaHKIIMOHUPOBAHHOTO JOCTYyTIA.

38. CpencTBa ammapaTHOW MOIACPIKKH.

39. Crioco0s1 ayTeHTU(DUKAIIHH.

40. IIpuMeHeHHe MTATHBIX W TOMOJHUTEIBHBIX CPEACTB 3aUTH HH(pOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO J0CTyMa. Pa3rpaHnuenne MOCTyIma 3aperucTpUPOBAHHBIX
nojb3oBarelneit k pecypcam AC.

41. OnepatuBHOE  OMOBELIEHWE O  3aPErMCTPUPOBAHHBIX  MOMBITKAX
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

42. 3amuTa JaHHBIX OT HECAHKIIMOHUPOBAHHON MOAM(PUKAINH, KOTTUPOBAHUS
U TIepexBaTa CpeACTBAMU MHU(PPOBAHHS.

16



6.5. ®oH OLIEHOYHBIX CPEICTB

[Tonubril 6aHK 3aMaHMM I TEKYIIET0, pPyOEKHBIX KOHTPOJICH M ITPOMEKYTOUHOM
aTTeCTAllUU 0 AUCUUIUINHE, OKA3aTENN, KPUTEPUH, Kbl OUECHUBAHNS KOMITETCHIINN,
METOIMYECKUE MaTEpUalIbl, ONPEEIISIONIIE MPOIETyphl OLIEHUBAHUS 00pa30BATEIIbHBIX
pe3yIbTaTOB, IPUBEICHBI B Y4EOHO-METOIMUECKOM KOMITIIEKCE TUCIUILIMHBL.

7. OCHOBHASA U JONOJIHUTEJIBHAA YYEBHAS JIMTEPATYPA
7.1. OcHoBHAasl y4eOHas1 IUTEPATYpPA

1. MenpaukoB B.I1. UndopmanmonHas 6€30MacHOCTh U 3alIyuTa HHOOPMALIHH.
N3natensckuil neHTp «Axagemusi», 2008. — 336 c.

2. dpouxkun B.M. Mudopmannonnas 6e3omacHOCTb. - M.: AkajgeMU4ecKuit
npoekt, 2008. — 544 c.

3. I'anatenko B.A. OcHoBbl uH(popMalionHoi 6e3omnacuoct: Kypc nexuwit. -
M.: Untepuet- Yuusepcutetr Undopmarmonnsix Texnonorui, 2006. — 208 c.

4. Pactopryes C.I1. OcHoBbl HH(pOpMaIIMOHHON Oe30macHoCTH. M3 aaTenbekuit
1eHTp «Axaaemusi» 2009.

5. KynpusunoB A.W. OcHoBbl 3amuthl uHboOpMmaruu. M3nareabCckuil 1EHTp
«Axagemusi», 2009. — 256 c.

6. Hosoctpyes, A.B., ComonoBuukoB, B.M., TepenteeBa, A.A. Tezaypyc B
chepe wuHPpopmarmonHoit Oe3zonacHoctu [Tekct]/ A.B. Hooctpyes, B.M.
CononsuukoB, A.A. TepenteeBa: YueOHoe mnocobue. — Kypran: HW3a-Bo
Kypranckoro roc. Yu-ta, 2014. — 471 c.

7.2 lonoJiHUTeIbHAs Y4eOHasl JuTeparypa:
1. beno E.b., Jlocs B.II., Memepskos P.B., IlenynanoB A.A. OCHOBBI
nHpopmarmorHoi 6e3onacHoctu. M.: ['opsiuast muans-Tenexkom, 2006.

7.3 MeToanueckas aureparypa

1. MockBun B.B., [TonsikoBa E.H. MeToanueckre yka3zaHusl K BBIITOJTHEHUIO
1abopaTopHBIX paboT mo AucCHUIUIMHE «OCHOBBI MH(GOPMAIIMOHHON 0€301aCHOCTHY
st cryaeHToB  cnenuanbHoctu  10.05.03  «MHpopmarimonHas 0€30MacHOCTh
aBTOMAaTU3MPOBaHHBIX cuctem». Yacte 1. PUI] Kypranckoro rocyaapcTBEHHOro
yHuBepcureta. 2017.- 52 c.

2. Mocksun B.B., IlonsikoBa E.H. Meroauueckne ykazaHusi K BBITOJTHEHHUIO
7ab0paTopHBIX padoT nmo AucCHUIUIMHE «OCHOBBI MH(GOPMAILIMOHHON 0€30MacCHOCTH
s cryaeHToB  cnenuanbHoct  10.05.03  «MHpopmarimonHas 0€30MacHOCTh
aBTOMAaTH3UpOBaHHbIX cuctem». Yacts 2. PUIL] Kypranckoro rocyaapCTBEHHOIO
yHuBepcuteta. 2017.- 41 c.

7.4 HopmaTuBHO-TIPaBOBOE O0ecnevyeHne MCIUIIUHbI:

1. loxtpuna undopmarmonnon 6e3omacaoctu Poccuiickoit deneparu. (yTB.
VYkazowm Ilpesunenta PO 5 nexadpst 2016 r. Ne646).
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2. 3akoH P® «O rocynapctBeHHoi TaitHe» ot 21 utong 1993 r. Ne 5485-1.

3. 3akoH P® «O xommepueckoit TaiiHe» oT 29 utons 2004 r. Ne 98-@3.

4. ®enepanbHblil 3aK0H «O0 uHbOpMaIuu, HOOPMAITMOHHBIX TEXHOJIOTUSIX U
o 3amute naHpopmarum» ot 27 urosst 2006 1. Ne 149-D3.

5. @enepanbHbliil 3aKk0H «O MEePCOHATBHBIX JTaHHBIX» OT 27 uross 2006 1. Ne 152-
3.

6. ®enepanbhblil 3aK0H «O0 371eKTpoHHON moanucky oT 6 ampens 2011 r. Ne 63-
@3,

7. IlonoxxeHue Mo arrecTauyd 00bEeKTOB MH(GOpPMAaTU3aLKU MO TPeOOBAHUIM
6e3omacHoctu uHpopManuu (yTB. ['oCy1apcTBEHHON TEXHUYECKONW KOMHCCHUEH MpHU
[Ipesunente PO 27.10.1994).

8. Tlonmoxenwme o cepTuduKalUd CpPEACTB 3alIUTHl HMHDOpPMAIMHU  TI0
TpeboBanmsIM Oe3omacHocTH WHpopManuu (yTB. ['0CymapCTBEHHOW TEXHUYECKOM
komuccueit ripu [pesuaente PO 25.11.1995, mpukas Nel199).

9. CnenuanbHble TpeOOBaHUS M PEKOMEHJAUMU MO TEXHUYECKOW 3alluTe
koH(punenuuansuoit uHpopmanmu (CTP-K) (yrB. ['ocymapcTBeHHON TEXHHYECKOM
komuccuei ripu [pesugente PO 30.08.2002, mpukazom Ne282).

10. ISO/IEC 27001 - 2005 (2013). MudopMarmoHHas TeXHOJOTHSA. MeTo bl
oOecrieueHusi  Oe3omacHoctd.  CuUCTEeMBl  ympaBiieHUs  MHGOPMAIMOHHON
6e3onacHocThio. TpeboBaHUs.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/MUMBIE JJI1 OCBOEHUA JUCHUITJIUHBI

1. [Onextponnsiii pecypc] Internet Security Glossary, Version 2
(http://www.ietf.org/rfc/rfc4949.txt)

2. [Dnextponnsrit pecypc] Behavior of and Requirements for Internet Firewalls
(http://www.ietf.org/rfc/rfc2979.txt)

9. AH®OPMAIIMOHHBIE TEXHOJIOI'NHA,
INPOT'PAMMHOE OBECIIEYEHUE
N HH®OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBbI
1. OBC «JlaabY.
2. ObC «KoHCYyIbTaHT CTYJEHTAY.
3. DBC «Znanium.comy.
4, «"apaHT» - CIPaBOYHO-TIPABOBAS CHCTEMA.

10. MATEPUAJIBHO-TEXHHNYECKOE OBECIIEYEHHUE
JUCHHUITINHBI
MarepuanbHO-TEXHUUYECKOE OOecleueHne T0 peaju3alud  JAUCITUTIIAHBI
OCYIIECTBIISIETCI B CcoOTBeTcTBUM ¢ TpeboBanuss PI'OC BO mno ma"HOM
o0pa3oBaTeIbLHOM MpOrpaMMme.

11. Inst cTyIeHTOB, 00y4AKOIIMXCH € HCMOJIb30BAHHEM IHMCTAHIIHOHHBIX
o0pa3oBaTeibHbIX TEXHOJIOT Uil
[Ipu  wucmonb30BaHWW  DIAEKTPOHHOTO  OOyYEeHHs] W JUCTAHIIMOHHBIX
oOpazoBarensHbiXx TexHoyorui (mamee D0 u JIOT) 3aHATHS TOJHOCTBIO WIU
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YAaCTUYHO MPOBOMIITCS B pekuMe oHjaitH. OO0beM MUCIUIUIMHBI U PACIpPECIICHUE
Harpy3ku mo Bugam pabot coorBerctByeT 1. 4.1. Pacmpenenenue O6amios
COOTBETCTBYET M. 6.2 1100 MOXET ObITh U3MEHEHO B COOTBETCTBUU C PEUICHUEM
kadenpel, B ciaydae nepexona Ha D0 u JOT B mpomecce oOydenusi. Pemienue
Kadeapbl 00 HUCHOJIb3YeMbIX TEXHOJOTHUSIX M CHUCTEME OLEHHWBAHMS JOCTHXKECHUH,
oOy4Jarommxcs TMPUHUMAETCS C YYETOM MHEHHUS BEIyIIero mpernojaBareis u
JIOBOJIUTCS JIO CBEACHUS O0YyYaIOIINXCS.
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Ilpunoswcenuel
MuHHCTEPCTBO HAYKU U BhICIIEro oOpazoBanus Poccuiickoit denepannu
benepaibHOE TOCYIAPCTBEHHOE OI0HKETHOE 00pa30BaTENbHOE YUPEKICHNE
BBICIIETO 0Opa3oBaHuUs
«KypraHnckuii rocy1apCTBEHHbBI YHUBEPCUTET
(KT'Y)
Kadenpa «be3onacHocth HHPOPMAITMOHHBIX M aBTOMATU3UPOBAHHBIX CUCTEMY

KonTpouabnasi padora nmo 1ucuniinHe
«OcHOBBI HHPOPMALMOHHOMN 0€30ITACHOCTID)

TEMA:

09.03.04 — I[IporpaMMHasi HHXEHEPUS
Hanpasnennocts «IIporpaMmmHoe o0ecrieueHre aBTOMATU3UPOBAHHBIX CHCTEM)

BpInonHWI CTYAEHT rpynIbl

(TOIDKHOCTB, TIOATHUCH) (pamumust, ©MsI, OTIECTBO)
[TpoBepuit npenoiaBaTenb
(TOIDKHOCTB, TIOATHUCH) (pamumust, ©MsI, OTIECTBO)
Onenka
Kypraun 20
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AHHOTAaITUS K paboueit mporpaMme TUCIHUTLTAHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTIDY

00pa3oBaTeIILHOW POTPAMMBI BBICIIETO 00Pa30BaHUS —
porpaMMbl OakajiaBpuaTa
09.03.04 — IlporpamMMHasi MH:KeHEPHUS
(ITporpamMMHoe oGecriedeHUs ABTOMATH3HPOBAHHBIX CHCTEM )

Tpyooemrxocmo oucyunaunsi: 4 3.e. (144 akaneMuyeckux yaca)

Cemecmp: 4 (ounast popma oOyueHus)

Cemecmp: 6 (3a0uHas Gpopma 00yICHHS)

Dopma npomencymoyHo ammecmayuy. 3a9eT (71 OYHOU ¥ 3a09HON (HOPMBI

oOyJeHwMS).
Cooeporcanue oucyuniunsi. OcHogHble pazoeivl
[TonsTue HAllMOHAJIbHOU 0€30MacHOCTH. Bunpr 0€30I1aCHOCTH.

NupopmanmonHass 0€30MacHOCTh B CHUCTEME HAIMOHAJIbHOW  O€30MacHOCTU
Poccuiickoit @enepannu. OcHOBHBIE MOHATHA. OOIIEMETOI0IOTMUYECKUE TTPUHITUIIBI
Teopuu HH(OpPMALIMOHHOW Oe30macHOCTU. AHaIu3 yrpo3 HH(pOpPMALMOHHON
oeszonmacHoctu.  [IpobGnemsl  uHOpmanmoHHOW  BoWHBIL.  ['ocymapcTBeHHas
uHdopmarmonHas mnoiutuka. [IpoOGrembl  pernoHanbHONM  WMH(DOPMAITMOHHON
oezomacHoctu. Buabl  uHpopMammu. Meroasl W cpeAcTBa  oOecIeueHUs
uH(popManmoHHOW Oe3onacHocTH. HapymieHnus: KoH(HUIeHIUaTbHOCTH, LETOCTHOCTH
U JocTynHOCTH uHpopmanuu. [IpuunHBl, BUABI, KaHAJIBl YTEYKU U HCKAXKCHUS
uH(popManuu.
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