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1. OFBEM JUCIUIIVINHBI

Bcero: 7 3a4eTHBIX eUHUIL TPYAO0EMKOCTH (252 akaJieMUYECKHUX yaca)

Ounas ¢popma o0yueHust

Bu eOHOM paboThI Ha scio Cemectp
v p JTACIUIIIUHY 5 6
AyauTopHbIe 3aHATHS (KOHTaAKTHas padoTa ¢
npenojgaBartejieM), BCero 4acoB 128 64 64
B TOM 4HCJIE:
Jlexnun 64 32 32
JlaboparopHbie pabOTHI 64 32 32
CaMocTosiTeJIbHAs padoTa, BCEro 4acoB
p > 124 44 80
B TOM 4HCJIE:
[TonroroBka K 3auery 18 - 18
[TonroroBka K SK3aMeHY 27 27 -
KypcoBas pabora 36 - 36
Jlpyrue BUIBI CAMOCTOSTEIILHOM PabOThI (ITOJrOTOBKA K
IIPAKTUYECKHUM, J1a00paTOPHBIM 3aHITHUSIM U PYOSI)KHOMY 43 17 26
KOHTPOJTIO)
3a4er ¢
. . 3a4er ¢
Bua npomMeKyTOYHO# aTTecTAIUH OLICHKOI1, IK3aMEH 9
OLICHKOI
IK3aMEH
O0mas TpyA0eMKOCTh JUCHHUILIMHLI M TPYA0EMKOCTD 110
wast TPy AHCIY PyA 252 108 144
ceMecTpaMm, 4acoB




2. MECTO JUCHUIIJINHBI
B CTPYKTYPE OBPA30OBATEJBbHOM TPOT'PAMMBI

N3ydyeHne nucuuIuiMHbl «be30macHoCTh OnepalMoOHHbBIX CUCTEM» OTHOCHUTCA K
oOsi3arenpbHOM  vactw  bnokal  wmomyns  MudpopmanumonHass — 0€3011aCHOCTS,
c()OpMUPOBAHHBIX IIPU U3YUECHUHU CIEAYIOIIMX AUCLUIIINH:

- OCHOBBI T€OPUH 3ALUTHI UHPOPMALIUU

- OcHOBBI HH(POPMAITMOHHOM 0€30TTaCHOCTH

- Opranuzanuss O9BM 1 BBIYMCIUTENIBHBIX CUCTEM.

Pe3ynpraTel 00y4yeHHS CIy’KaT OCHOBOM i AMCUMIUIMH «CEeTH U CHCTEMBI
nepenaun  uHopmarumn», «Pa3zpaboTka W IKCIUTyaTanusi  3allUIIEHHBIX
aBTOMATU3UPOBAHHBIX  CHUCTEM», «MeEToapl MPOEKTUPOBAHUS  3AIIUIIEHHBIX
pacnpeleNeHHbIX ~ HMH(QOPMALMOHHBIX  CHCTEMY, «Texnuueckas  3amuTa
uHpopMaluny, «YIpasieHne UHPOPMAIIMOHHON 0€30MacHOCThIO» U MPUMEHSIOTCA
JUISL BBITIOJIHEHUS! KYpPCOBBIX pa0OT M MPOEKTOB M BBIMTYCKHOW KBaJM(UKALIMOHHOU
paboTHI.

3. INTAHUPYEMBIE PE3YJIbBTATBI ObYUEHUA

Llenvio AUCUMIUIUMHBL SABJISETCS MPUOOPETEHUE 3HAHUM M TMPAKTUYECKUX
HaBBIKOB [0 JKCIUTyaTalldd COBPEMEHHBIX onepanuoHHbX cucrem (OC) mis
oOecrieyeHuss UX  APQPEKTUBHOTO  NPUMEHEHUST C  ydyeToM  TpeOOoBaHUU
MH(OPMAIMOHHOW 0€30MaCHOCTH.

3adauu oucyuniumbl.

- W3y4Y€HUE YCTPOMCTBAa WM NPUHIMNOB (PyHKUHOHUpOoBaHUs OC paznuyHOu

aApXUTEKTYPBHIL;
- W3yYECHUE NPUHUUIIOB MOCTpoeHUsi noacucteMm 3aumTtel B OC paznuuHon
apXUTEKTYPHI;
- U3y4YeHHE CPEeACTB U METOJ0B HecaHknuoHupoBaHHoro nocrymna (HCH) x
pecypcam OC.

Kommnereniuu, hopMUpyeMbIe B pe3ysIbTaTe OCBOCHHUS AUCIIUTUIAHBI:

- CITIOCOOHOCTh MPUMEHSTH 3HAHHS B 001aCTH 0€30MACHOCTH BBIYUCIUTEIBHBIX
ceTel, OMepalroOHHbIX CUCTEM M 0a3 JaHHBIX NPU pa3paboTKe aBTOMATH3UPOBAHHBIX
cucrem (OITK-12);

- CIOCOOHOCTh OPraHM30BHIBATh W MPOBOAUTH JTUATHOCTUKY W TECTHPOBAHHE
CHCTEM, 3allUThl HWH()OPMAIMOHHBIX ABTOMATH3UPOBAHHBIX CHCTEM, IIPOBOIHUTH
aHaIN3 YA3BHMOCTEH CHCTEM 3allWThl HH(GOPMAIMOHHBIX aBTOMATH3HPOBAHHBIX
cucrem (OITK-13);

- CIOCOOHOCTh  OCYHIECTBIIATH  AAMHHHUCTPUPOBAHHE M KOHTPOJIb
(GYHKIIMOHMPOBAHUSA  CPEACTB W CHCTEM  3aIIUThl  MH(POPMAIMOHHBIX
ABTOMATH3UPOBAHHBIX CHUCTEM, HWHCTPYMEHTAIbHBI MOHHTOPHHI 3aIIUICHHOCTH
aBToMatu3upoBaHHbIXx cucteM (OITK-15);

WHaukatopel W JECKPUITOPHI YaCTH COOTBETCTBYIOMICH KOMITETCHIIHH,
dbopMupyemMoii B Mpollecce H3ydeHHUs TUCIMILIMHBI «be3omacHOCTh omeparmoH-
HBIX CHCTEM», OILCHMBAIOTCS IMPH IOMOIIM OIECHOYHBIX CPEICTB.
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[TnanupyemMsbie pe3yabTaThl OOYUYCHHS MO TUCIUILTHHE «be30macHOCTh ONEPaIMOHHBIX CHCTEM), WHIUKATO-
psl noctmwkenns komnerenimii OIIK -12, OITK-13, OITK-15 nepedeHb OLIEHOYHBIX CPEICTB.

Kon

HanmenoBanue

HaumenoBanue
Ne MHAUKATOpa HWHIUKaTOpa Kopn nnanupyemoro [Inanupyemsie OLICHOUHEIX
/I | JOCTHXCHUSA JOCTIDKEHUS pe3ynbpTaTa 00ydeHus pe3yIbTaThl 00yUCHHS cpeicTs
KOMITETEHIINN KOMITCTEHIINT
3nare:  ¢ynxkmuun  OC, | 3 (U/I-1 OIIK-12) 3HaerT: OocHOBHBIE | Bompocsr Tecta
1 VJI-1 OITK-12 OCHOBHBIE  KOHIEIIINHU KOHLETIIUN  yIPaBICHHUA
YIpaBICHUS TIPOLIECCOM, MaMATBIO,
yCTpoiicTBaMH
VYmerp:  mcmoas3oBats | Y (MJI-2 OIIK-12) YwMmeer: rpamotHO | Kommekc
cpencTaa oC hilst:e ucnoisbszyer cpeacrsa OC | IMUTALMOHHBIX
obecrieueHus Ut 6e3zomacHoro | 3amay
2 VIJI-2 OTTK-12 3¢ PEeKTUBHOTO u (YHKIMOHHPOBAHUS
0e301acHoro ABTOMAaTH3HPOBaHHBIX
(YHKIIMOHUPOBAHUS CHCTEM
ABTOMAaTH3HPOBAHHBIX
CHCTEM
Buagers: meronamu B (U/I-3 OIIK-12) Bunageer: meronamu Kommexe
SKCIITyaTauu 1 aIMUHUCTPHUPOBaHUS 0a3 | MMHUTAIIMOHHBIX
aJIMUHUCTPHUPOBAHUS JaHHBIX, JIOKATBHBIX 3a71a4
3 VJI-3 OTK-12 6a3 JIaHHEIX, C y4eTOM KOMITBIOTEPHBIX CHCTEM C
TpeboBaHuii 1Mo y4eToM TpeOOoBaHUH 1O
o0ecreueHHTo obecriedeHnIo
HHPOPMAIMOHHOM HHPOPMAIUMOHHON
0€301acHOCTH 6e30macHOCTH
3nare: gmarsoctuky u | 3 (UJI-1 OIIK-13) 3HaeT: [MAarHOCTHKY U | Bompocsl Tecta
TECTUPOBAHHE  CHCTEM, TECTUPOBaHHE cucTeM,
4 WJI-1 OTIK-13 3aIIUTHI 3alIUTHI
nH(pOpMaLMOHHBIX UH()OPMALMOHHBIX
ABTOMAaTH3HPOBAHHBIX ABTOMATH3HPOBaHHBIX
CHCTEM CHCTEM
YMersb: IMpumensite | Y (UJI-2 OTIK-13) YmMmeer: IIpumensats | Kommiexe
BCTPOEHHBIE ITPOTPAMMBI BCTPOEHHBIE NPOTPaMMbI | UMHUTAIMOHHBIX
5 VT2 OTTK-13 u yruwurel OC st nu yrwtel OC  jnd | 3agay
JIMAarHOCTHKH u JMarHOCTHKH "
TECTUPOBAHUS CHUCTEMBI TECTUPOBAHHUS  CHCTEMBI
3aIIUTHI 3aIIUTHI
Bnanerts: pabotsl ¢ B (M-3 OIIK-13) Brnaneer: paboTsI c | Bompocer  mns
OIIePAMOHHBIMH OnepalMoOHHbIMU C/lauu 9K3aMeHa
CUCTEMAMU CEMENUCTB CHUCTEMaMU CEMEICTB
6. W-3 OIIK-13 | Windows u Unix, Windows i Unix,
BOCCTAHOBJICHUS BOCCTaHOBIICHHSI
OIIEPALMOHHBIX CHCTEM ONepalMOHHBIX CHCTEM
nocie c6oeB nocie cooeB
3uath: cuctems! 3ammthl | 3 (M]]-1 OITK-15) 3HaeT: CHCTEMBI 3ammThl | Bompock! Tecta
MH(POPMALMOHHBIX MH(MOPMALOHHBIX
ABTOMAaTH3MPOBAHHBIX ABTOMAaTHU3MPOBAHHBIX
CHCTEM, CHCTEM,
7. WJI-1 OIIK-15 | mHCTpyMEHTaNbHBIH HMHCTPYMEHTAIbHBII
MOHUTOPHHT MOHHTOPHHT
3aIUIIEHHOCTH 3aIUIIEHHOCTH
ABTOMAaTH3HPOBAaHHBIX ABTOMAaTH3UPOBAHHBIX
CHCTEM CHCTEM
VYmers:  ucnons3oBats | Y (MJ[-2 OITK-15) YwMmeer: WCIONIb30BaTh | Bompockl s
8. NJI-2 OIIK-15 | cpeactsa OC IS cpencTa OC IUIS | cadd DK3aMeHa
obecrieueHus obecrieueHus




3¢ PEKTUBHOTO u
6e30macHOro
(YHKIHOHAPOBAHUSA
aBTOMATH3HPOBAHHBIX
CHCTEM

3¢ PEKTUBHOTO "
6e3omacHOTro
(YHKIMOHUPOBAHUS
aBTOMaTH3MPOBAHHBIX
CHCTEM

WJI-3 OIIK-15

Bnanerts: HaBBIKAMU
SKCILTyaTaIIH "
aIMHUHICTPUPOBaHUA (B
4acTH, Kacaromiemncs
pasrpaHUueHUs] JOCTYIA,
ayTeHTU(UKAIIIT u
ayaura) ©0a3  JaHHBIX,
JIOKQJTbHBIX

KOMITBIOTEPHBIX CHCTEM C

B (M]1-3 OIIK-15)

Bnaneer: HaBBIKAMU
SKCIDTyaTaIlNH u
aIMAHICTPHPOBAHUA ®
4acTH, Kacarouieics
pa3rpaHUuCHUS  JIOCTYIIA,
AyTEHTU(HKAIIMH U ayJIUTa)
0a3 JaHHBIX, JIOKATHHBIX
KOMITHIOTEPHBIX CHCTEM C
ydeToM TpeOOBaHWH  TIO

Kommexke
MMHUTAIHOHHBIX
3a1a4

yderoM TpeOOBaHUI 110 obecrieuennio b

obecnieuenuro b

4. COAEP KAHUE JUCIHUIIJINHBI
4.1. YyeOHO-TeMaTH4ecKuil Ii1aH. Ounas ¢popma o0yyeHus

KonnuecTBo yacoB KOHTaKTHOM
Howmep HanmenoBanue paboTHI C MperoaBaTeIeM
TEMBbI TEMBI Texum JlabopatopHbie
paboThI
5 cemecmp
Py6es | 1 BBenenne B onepanroHHbIE CHCTEMBI 6 -
2 VYrpaBiaeHue nporeccamu 10 16
PyGex 2 3 YpasieHue namMsThIO 16 16
Hmozo: 32 32
6 cemecmp
PyGex 1 4 W!\/II — MHCTPYMEHTApUI yIIPABICHUS 4 4
Windows
OCHOBHBIE KOMITOHEHTBI CUCTEMBI 28 28
PyGex 2 5 0€30I1aCHOCTH U COOTBETCTBYIOLIHE
(GYHKIIMHM IPOTPaMMHOI0 JJOCTYyTa
Hmozo: 32 32
Bcero 3a 5 u 6 cemectp 64 64

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH
5 cemecmp

Tema 1. Beeoenue ¢ onepayuonHnble cucmemol.

Uctopus paszsutus OC. Kiaccudbukanus OC. OcHoBHBIE (GYHKIHH,
Bozyiaraembie Ha OC. TlokosneHus omepalMoOHHBIX CUCTEeM. Pecypchl u yrpaBieHue
uMHU. BerunciutenbHas cuctemMa Kak COBOKYITHOCTh PECYypPCOB.

Knaccudukanus omnepanmoHHBIX CHCTEM TI0 OCOOEHHOCTSIM aJTOPUTMOB
VIOPABJICHHUS] pecypcaMu, OCOOCHHOCTSM amnmapaTHBIX ImIaTGopM, OCOOCHHOCTSIM
obOnacteit ucrnosb3oBanus. 3arpy3ka OC nHa mnpumepe XP. Apxurtekrypa OC.
OCHOBHBIE KOMIIOHEHTBHI ~HMCHOJHUTENbHON moacucTteMbl. Kommnonentst OC.
BBIHECEHHBIEC Ha MOJIb30BATEIbCKUN YPOBEHD.

Crpykrypa ¢daitna boot.ini. ®aiiner NTL.PR u nldelecl. 3arpy3ka npaiiBepoB u
COOTBETCTBYIOIIIME KIIFOUM peecTpa. 3arpyska cepBucoB. SMSS. CSRSS. Winlogon.
Kimoun peectpa. Haznauenue u Bo3MokHoCcTU cucteM kjoHa UNIX, cuctem rpymnmbl
Windows. Uutepdetic OC ¢ nonbp3zoBaTesnsiMu. JluanoroBelie U NakeTHbIE UHTEP(EHCHI.

6




Tema 2. Ynpaenenue npouyeccamu.

[Tonarue mnpouecca. Ctpykrypsl OC mpounecca. Kiaccel NpPUOPUTETOB.
Coznanue npoiiecca. Opranu3zaius MeKIpPOoIIeCCOPHOTO B3aUMOICHCTBHUS.

Hutu. Ctpykrypst OC auth. I'padsl coctosauuii u coobituil. Co3gaHue HUTEH.
Opranuzanus ouepeaeit. CHHXpOHU3ALMS HUTEH.

Oddexr ronok. Tynuku. [Iporpammuas peanuzanus. ATOMapHbIE HHCTPYKIIUU
npoieccopa.

Kputnueckue cekumum, cemadopbl, CcOObITHS. AmmapartHas — peanu3anys
B3aMMOHWCKIIIOUECHNU. YTIpaBiieHue pacnpenenenneMm Bpemenu L1 Jucrieruepmsanms
HUTEMN.

Anroputm  pabotel  mmanmpoBmmka XP. Win32  Priority  Separation.
CtpykTypupoBaHHasi 00pab0TKa UCKITIOYEHUH.

Tema 3. Ynpasnenue namamoio.

Opranuzanuss W yOopaBlI€HHE BHpPTyaldbHOM mnamAThio. (CerMeHTHas,
CTpaHWYHasi oOpraHu3zalus naMATH. PachpeneneHue NaMaTH W BBINOJHEHHE
pOrpamm.

AnpecHoe pocTpaHCTBO Mpoiiecca. Memory Manager. OtoOpakenue (aityioB
B aJIPECHOE MIPOCTPAHCTBO U pazeisieMasi HaMATh.

Konuposanue 3anuceio. Paboune MmuosxectBa. Ctparerus 3aMenieHus CTpaHuIlL.

Cucremsble (YHKIUUA BBIJCICHUS, CKAaHUPOBAHMS, OCBOOOXKICHUS MaMSTH.
Kyua u pabora ¢ Hel.

Junamuyecku TuHKyeMble 0ndmuoteku. CTpykTypa ucnoiaHseMbix (aitioB PK
- popmara. 3aronoBok PK ¢aiina. Tabnuia o0bekTOB (cekiuii] daitna.

Crpanuiiel 00pa3oB cekiuil. Okcnopt. Tabmuia skcropta. Tabmuiia aapecoB
skcriopTta. Tabmuia ykaszareneid Ha uMeHa. Tabmuna opauHaioB. Tabnuiia WMeH
AKCIOpTA.

Nwmmnopt. Katanor umnopra. Tabnuia npocmotpa ummnopra. Tabnuna aapecon
nmropta. Karamor pecypcos.

Y ckopenue 3arpy3ku MPUIIOKEHUHN ¢ TOMOILBIO TIPEBAPUTEIBHOTO CBSI3bIBAHUSI.

6 cemecmp

Tema 4.

WML - wuncrpymenrtapuii ynpasnenust Windows. Kommonentst WMI. ®opmar
yrpasisieMoro oobekra. CIMOM.

I[pogaiineps! pecypcoB. Bumpl kinaccoB. Mepapxust kinaccos. [lonmnicka Ha coObITHSI.
YV 1anieHHOE yIIpaBJICHHUE.

Tema 5.

Opranu3anus yrnpaBjieHus I0CTYIIOM U 3auThl pecypcoB OC.

OcHOBHBIE MeXaHU3Mbl 0€30MAaCHOCTH: CPEICTBA U METOJIbl ayTeHTU(UKALIUK B
OC, Mozaenu pa3rpaHUYEHUs JOCTYIIA, OPraHU3alMsl ¥ UCIIOJIb30BaHUE CPENICTB AyAUTA.

AnmunuctpupoBanre OC: 3a1auyu ¥ NPUHIUIBL COMPOBOXKIEHUS CHCTEMHOIO
IPOrpaMMHOTO 0OecTieueH s, TeHepalusl, HACTPOMKa, U3MEPEHUE MPOU3BOAUTEILHOCTH
U Moau(UKaIMs CHCTeM, yipaBienue 6e3onacHocTbio OC.

OcHoBubie ctanmaptel OC. Dnementsl kimaccudukammmu OC HA mpumepe
«OpaHKeBOW KHUTH.



Bxon nonp3oBarens B okanbHyto cuctemy Windows XP.

Crioco0Ob1 XpaHeHu# xaiel maposueit. @opmupoBanue ntlm u nt xamei.

Turmmunsie araku. Henocratku RC4 mexanusma 3-ro ypoBHsI IMGPOBaHUSL.

AHaTOMUS TOKEHA JJOCTYTIA U IECKPUITTOpa O€30aCHOCTH.

Pa6ora ¢ npuBunerusmu. SID, DACL, SACL, ACE, macka foctyta.

O0600111IeHHBIC, CTAaHTAPTHBIE U crielduyeckre npasa. [ [puHIMITEI HacIeT0BaHUs!.

Auroput™ nipenoctanienust qocrymna. Challenge-response anroput™ ceTeBoro BXoja.

Knaccudukarms yszeumocteit OC, ciocoObl X 3KCILTyaTalid ¥ OCHOBHBIE (DOPMBI
NPOTUBOJCHCTBHSI.

4.3. JlabopaTopHbie padoThl

Hopmatus
Howmep HanmenoBanue
HaumenoBanue 1abopatopHbIx padboT BpPEMEHH,
TEMBI TEMBI
Jac.
5 cemecmp
2  |YmpaBieHue mpoleccaMu Jlabopamopuas paboma Nel. Coznath 1

nporiecc notepad.exe. OTKPBIBAFOLIHIA
TEKCTOBBIH (haiiiI, ¥ cO37aTh MPOIIECC
calc.exe B suspended-pexume.
Jlabopamopnasa paboma Ne2. Co3patb 1
nporecc Calc.exe Ha HOBOM JECKTOIIE.
Co31aTh OJIHOAKPAHHBIN TPOIIECC.
Jlabopamopnas paboma Ne3. Beiectr pid 1
CO3JJaHHOTO Tporecca. BriBecTn Kiacc
MPUOPHUTETA CO3JJAHHOTO TpOoIecca.

Jlabopamopnas paboma Ne4. Co3natb 1
HUTh, PEKYPCUBHO CO3/1a0IIYI0 ce0s ¢
3aBEpIICHHEM.

Jlabopamopnas paboma Nos. 1
CUHXpOHU3UPOBATh c HIOMOIIIBIO
KPUTHYECKOU CEKIIHH TOCTYTI K
r7100a1bHOMY MacCHUBY.

Jlabopamopnas paboma No6. 1

OpraHu3oBaTh BBIUUCIICHUE (aKTOopHaa C
TIOMOIIIBIO 2 HUTEH.

Jlabopamopuas paboma Nel. BeiBectn tid 1
IJIaBHOW HUTH CO3JJaHHOTO Mpoliecca.

Jlabopamopnas paboma Ne8. Co3natb 1
HUTb, PEKYPCHBHO CO3aoIyl0 cedst 0e3
3aBEpIICHHSL.

Jlabopamopnasa padboma Ne9. Co3natb 1

HUTb, BRIBOJISIIYIO Yepe3 KaXIyI0 CEKYHTY
CBOM TEKYIIUN IPUOPUTET.
Jlabopamopnas paboma Nel0. Co3nath 1
HUTH B IIpoliecce explorer.exe.
Jlabopamopnass paboma Nell. Cosznath 1
HUTb, O’)KUAIOIIYIO0 CBOETO 3aBEPILICHHSL.
Jlabopamopnass paboma Nel2. Co3nath 1
CHUTYaLMIO B3aUMOOJIOKUPOBKH JIBYX HUTEH.
Jlabopamopuas paboma Nel3. Cosznath 1
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HUTH, OKUJAIONIYIO 3aBEPUICHUS IIpoIecca
explorer.exe.

Jlabopamopnas paboma Nel4,
CHHXpOHM3MPOBATh € IIOMOIIbIO MUtEX
JIOCTYI K r100aJIbHOMY MacCHUBY.

1-v1i1 pybescnvlit KOHmpow

Tecmuposanue

YHpaBJ'IeHI/IC IIaMATBIO

Jlabopamopuas paboma Nel. Beinenuts 1
MO BHUpPTyaJlbHOM MaMATH C 3alUTON -
TOJBKO  yTeHHe. Broigenmurs 2 MO
BUPTYaJIbHOU aMATU o agpecy|
0x60000000.

Jlabopamopnas paboma No2.
3ape3epBupoBaTh 1 MO BUPTYyaIbHOM
MaMsTH C

3alUTON - TOJIHKO 3aIHCh.

Jlabopamopnas paboma No3. BeiBectn
ajipeca BceX CBOOOTHBIX YUACTKOB IMaMsTH
TEKYIIETO MpoIecca.

Jlabopamopuas paboma Ne4. BeiBectn
ajipeca BceX CBOOOIHBIX YIaCTKOB MaMSATH
nporecca explorer.exe.

Jlabopamopnuas paboma Ne5. BeiBectn
CITMCOK aJIpecoB 3arpyxeHHbIx .dll
TEKYIICIO MPOIIecca Ha OCHOBE aHaIN3a

nosst Type cTpyKkTypsl
MFMORY_BASIC_ INFORMATION.

Jlabopamopnas paboma Ne6. BeiBectu
CIHCOK 3arpyxeHHbIx .dll Tekymero
mporecca Ha OCHOBE aHAJIN3a 3ar0JI0BKa
PE-daiina.

Jlabopamopuas paboma Nei. Beinenuts 3
MO BHUPTY&JIbHOM MaMATH C 3aIIUTOM,
BKJIFOYAIOIIEE HCIOJIHEHHE, CKOIMPOBATH
KOJI, BBIIIOJIHUTB €TO0.

Jlabopamopnas paboma No8.
3ape3epBupoBaTh 1 MO BUPTYyaIbHOM
MaMATH C 3alIUTOH - TOJBbKO 3aMHCh.

Jlabopamopras paboma No9. BeiBectr
TOJTHYIO KapTy NMaMsITH TEKYIIEro mporecca.

Jlabopamopuas paboma Nel(). Bersectn
MOJTHYIO KapTy MaMsATH MPOIecca eX-
plorer.exe.

Jlabopamopuas paboma Nell. BeiBectn
CIIMCOK aJIpeCcOB 3arpyKEHHBIX MOAYJIEH,
He asisromuecs dll.

Jlabopamopnas paboma Nel2. 3arpy3uTth
cobctBennyto dll B anpecHoe
MIPOCTPAHCTBO Tporiecca explorer.exe.




Jlabopamopuas paboma Nel3. C
MTOMOIIIBIO TPOCIIUPYEMBIX B TTAMSITh
(aitioB OpraHu30BaTh MEKIPOIIECCOPHOL
B3aUMO/ICHICTBHUE.

Jlabopamopnas paboma Neld. OueHuTh
CKOPOCTh paboThl (yHKIMH Onbamorexu C
runtime library u ¢pynkiuit orodpaxenus
(haiinos.

2-0il pybescHblll KOHMPOb

Tecmuposanue

Hmozo

32

6 cemecmp

4  WMI — unctpymenTapuit
yrpasineHuss Windows

Jlabopamopnas paboma MNel.
HUcnonp3oBanne WM1 g MOITHOLIEHHOTO
koHTpos OC.

3-vlil pybescHblil KOHMPOTlb

Tecmupoeanue

5  |OcHOBHBEIC KOMIIOHCHTEI
CHCTEMBI 0€30IIaCHOCTH U
COOTBETCTBYIOIINE (PYHKIINU
[POTPAMMHOTO JIOCTYTIA

Api - pynkuuu ona pabomot ¢ 2o0kenom
odocmyna, 0eCKpunmopom de3onacnocmu,
ACE.

Jlabopamopuas paboma 2. 3anpert rpyire
«AIMHUHUCTPATOPBD» MIPaBa UCIIOJIHECHUS
(haiina.

Jlabopamopuas paboma 3. 3anper rpyre
«ITonp3oBatenny» npasa ureHus (daiiia.

Jlabopamopnas paboma 4. Pa3pemncuaue
3apEruCTpUPOBAHHOMY I10JIb30BATENIO0
IIpaBa YUTaTh BiIajenbla (aiia.

Jlabopamopnas paboma 5. Pazpemenue
3aperuCTPUPOBAHHOMY OJIH30BATEIIO
IIpaBa 3alluCH BiIajienbla ¢aiina.

Jlabopamopuas paboma 6. Pazpenienune
rpynne «AJIMUHHCTPATOPBD MOTyYSHHS
cnicka (aiyioB B KaTajore.

Jlabopamopuas paboma 7. Pazpenienune
rpynne «AJAMHUHHCTPATOPBD» CO3/IaHUS
HOBOTO (aiisia B KaTajuore.

Jlabopamopuas paboma No§. 3anper
Cucreme npasa uteHus (aia.

Jlabopamopuas paboma 9. Pazperienne
CucremMe co3iaBaTh HOBBIN (paiiil B KaTajiore.

Jlabopamopnas paboma NelO0.
3ape3epBupoBaTh 2 MO BUPTyaJIbHOU
MaMSITH 10

anpecy 0x70000000.

Jlabopamopnas paboma Nell.
3ape3epBupoBaTh | MO BUPTyaIbHOU
namsITH B miporiecce explorer.exe.

Jlabopamopnas paboma 12. Pazpemenue
BCEM IIOJIHOTO JOCTYMA K (ailny.

Jlabopamopuas paboma Nel3. 3anper
BCEM IIpaBa YTCHHsSI aTPHOYTOB.

Jlabopamopnas paboma 14. Pazpemienue
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CyObeKTaM CEeTEBOTO BXO/Ia IpaBa YTCHUS
aTpuOyTOB.

Jlabopamopuas paboma 15. 3anper 1
CyOBbEKTaM HHTEPAKTUBHOTO BXOJa MpaBa
WCTIOJTHEHUS (aiia.

Api - hynxyuu ons pabomel c npueunezusmu:

Jlabopamopuas paboma Nel6. Tlonydauts 1
NPUBMJIETUH TIpoliecca exlporer.exe.
Jlabopamopuas paboma Nel'7l. IlonydauTts 1
npuBWIEruy nporecca wWinlogon.exe.
Jlabopamopuas paboma Ne 18. Ilonyauts 1

pUBHIIETUH TTporiecca svchost.exe -
Kk LocalService.

Jlabopamopuas paboma Nel9. TIpoBepuTh 1
Hanuuue npusuiernu SB. TCB. NAME
nporecca exlporer.exe.

Jlabopamopnas paboma No20. [TpoBepuTh 1
Hanuuue npusuiernu SB. TCB. NAME
mporecca winlogon.exe.
Jlabopamopuas paboma Ne21. ITpoBeputh 1
Hanuuue npusuiernu SB. TCB. NAME
mnporecca winlogon.exe k LocalService.
Jlabopamopuas paboma Ne22. IIpoBepuTh 1
COCTOSIHME MPUBUJIETUU
SeRemoteShutdownPrivilege mporiecca
exIporer.exe.

Jlabopamopnas paboma Ne23. IIpoeputhb 1
cocTosiHue npuBMiIeruu SeRemote-
ShutdownPrivilege nporecca
winlogon.exe.

Jlabopamopnas paboma Ne24. ITpoeputb 1
cocTosiHue npuBmiIernu SeRemote-
ShutdownPrivilege svchost.exe
LocalService.

Jlabopamopuas paboma Ne5. BKiouuTh B 1
TEKYILEM MTPOLECCe TPUBUIIETHIO
SeRemoteShutdown Privilege.
Jlabopamopuas paboma Ne26. BKitounTts B 1
TEKYIIEM MPOIECCe IPUBUIIETHIO
SeTakeOwnershipPrivilege.
Jlabopamopuas paboma Ne27. BKIIOUUTH 1
B TEKYIIEM IIpoIecce MPUBUIIETHIO
SelLoadDriverPrivilege

A-011 pybescHblit KOHmMPOJIb Tecmuposanue 1
Hmozo 32
Bcezo 64

4.4 KypcoBasi padora

C uenblo yriryOneHus] U YKpeIUIeHUsl 3HaHUW M0 XapaKTEPUCTHUKaM U (PYHKLUSIM
OIEPALMOHHBIX CUCTEM O0YYAIOIIMECS PELatOT MPUKIIAAHBIE 3aa41 aJMUHUCTPUPOBAHUS
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OTeparMoHHbIX cucTeM. OOydaromuiicss OCYIIECTBIISIEM BBIOOP TEMbI HCCIICIOBAHUIS
CaMOCTOSITEIIHHO TI0 COTJIACOBAHUIO C MPETIOIaBATEIIEM.
KypcoBas paboTa BBIIOIHSAETCS B COOTBETCTBUM C MHAUBUIYAJIbHBIM 33/IAHUEM.
O6bem kypcoBoro mpoekta 20-25 crpanui. K 3ammre paGoThl JODKHBI OBITH
NPE/ICTABJICHBIL:
- IHCTBYIOIIas IporpamMMa, peain3yrolasi BCe OCHOBHbIE (DYHKIIMM, YKa3aHHbIE B
3a/IaHHU:
- KOMIUIEKT IPOTPaMMHOM Y JKCILTYaTAIMOHHON JIOKYMEHTALIWH.
OCHOBHBIM JTOKYMEHTOM KypCOBOW paOoThI siBiisieTcst «llosicHUTENTbHAS 3aIiCKay.
PexoMeHnyemas CTpyKTypa MOSICHUTEIILHOM 3alUCKU:
1) TuTyJIbHBIN JTUCT.
2) OrnasyieHue (CoJiepxaHue) KypcoBOi padOTHI.
3) Beenenue.
4) IlocraHoBKa 3a7a4H:
a) UCXO/IHbIC JTaHHbIE;
0) 11eJIb KypCOBOM pabOTHI;
B) 3aJ1a4M, MMOJISKAIME PACCMOTPEHUIO (PEIICHHIO) B KypCcOBOM pabdoTe.
5) ConepkarenpHasi 4acTh (MOKET OBITH B BUJE IJ1aB, pa3/iesioB, maparpados,
MPUBSI3aHHBIX K 3a/1a4aM KypCOBOM pabOThI).
6) 3aKJIFOUeHUE U BBIBO/IBI:
a) TMEepevYeHb IMOIYYEHHBIX pe3yJbTaTOB (COMNIACHO WEIM U 3ajadyam
KypCOBOM pabOThl) U UX HOBU3HA;
0) BBIBOJIbI, TOJTYYEHHBIE IO UTOTAM KYPCOBOM paOOTHI.

IMPUMEPHBIE TEMbI KYPCOBBIX PABOT

1. Ananu3 PEB ns nonydenus cnucka 3arpyxeHHbix dll u npsmoit pazdop ux
TaOJIUI] PKCIIOPTA.

2. AHanmM3 9KCIUIONTOB I NpeAblymux Bepcuit Windows

3. Bujpl atak Ha onepariioOHHbIE CUCTEMBI

4. Bupychl-muppoBabITUKI: MEXaHU3M PaOOThI U 3aIIATa

5. Baenpenue dll nys mepexBara OKOHHBIX COOOIIICHHIMA

6. BcnomoraTenpHBI CEpBUC JIA  3aMycka TMPOTPaMM C  CHUCTEMHBIMH
MPUBUJICTHSIMHU.

/. 3ammura npoueccoB ¢ MOMOIIbI0 MOAUUKAIIMY CTICU(UUESCKUX MPaB.

8. Usmenennie MANDATORY LABEL B cucremusix ACE (Windows 7).

9. Usmenenne MANDATORY POLICY B Tokenax pocryna (Windows 7).

10. 3meHeHus B CUCKE MPUBUIIETHI C TTIOMOIIIBIO MTPSIMOM MaHUITYJISIIUE ¢ hive-
aMu.

11. Vcnionb30BaHWE BHUPTYaJIbHOH MAaIIWHBI B  KadyeCTBE ITECOYHMIIBL:
ONITUMH3AIUS POU3BOIUTEITHHOCTH

12. Vcnionib30BaHUE BHUPTYyAIbHOW MAIIMHBI JUIsl TIOBBIMICHUS O€30MacHOCTH
web-cepdunra

13. cnonp30BaHUE KOHCOJM BOCCTAHOBJIICHUS [JISl yNAJCHUS BPEIOHOCHBIX
dbaiinos
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14. Vicnonb3oBaHue KOHCOJM BOCCTAHOBJIEHHUS [UIsl YNPABICHHUS 3aIlyCKOM
CITY K0

15. Ucnonb3oBanue MexaHu3Ma XyKoB it BHeapeHus dll.

16. Ucnonb3oBaHue HOTUPUKATOPOB OOpAILICHUH K peecTpy.

17. Ucnonb3oBanue HOTUPUKATOPOB (DAtIOBOM CUCTEMBI.

18. UccaenoBanue mexauuzma ASLR B Windows 7

19. WccnenoBanue HOBBIX akkayHTOB Mpu 3amycke Svchost B Windows 7.

20. KonTtpoins ucxopsiero tpaduka B Windows

21. Jlorrep KJIaBHATYPHI.

22. Ilepexsat API mocpeactBoM MoauduKauy CEeKIMU UMITOPTA.

23. IlepexBat API mocpeacTBoM criaiicMHra CEKIIUHU 3KCIIOPTA.

24. Tlouck stream-oB (paiiIoBON CUCTEMBI.

25. Tlouck pyTKUTOB 3 KOJbIIA C IOMOIIBIO TIPSIMOTO BBI30BA SI/Ipa.

26. [Touck (aitsioB ¢ IBHO YCTaHOBJIEHHBIMU JIECKPUNITOPAMU OE30MaCHOCTH.

27. Ilouck ¢aiaoB ¢ SBHO YCTAaHOBJICHHBIMH YPOBHSIMU II€JIOCTHOCTU
(Windows 7).

28. [IporpaMMHBII KOMIUIEKC J1s1 paObOThI C IPUBUIIETHSIMHU.

29. [Ipotuiecc ayTeHTH(UKAIMK B OINEPAIMOHHOM CHUCTEME C TOYKH 3PEHHUS
0e301acHOCTH

30. Peectp Windows 7 ¢ Touku 3peHusi 6€30MacHOCTH

CpaBHeHHE (DalJIOBBIX CUCTEM C TOUKH 3PEHUSI HACTPOEK 0€30M1aCHOCTH

5. METOINMYECKUE YKA3ZAHUA /11 OBYUYAIOLHINXCSA
IO OCBOEHHIO JTUCHUIIJIMHBI

[Ipu mpociymMBaHUU JIEKIIM PEKOMEHIYeTCs B KOHCIEKTE OTMEuYaTh BCE
Ba)KHBIE MOMEHTBI, HA KOTOPBIX 3a0CTPSIET BHUMAaHUE IPENOABATENb, B YACTHOCTH
T€, KOTOpPBIE HANpaBJICHbl HAa KayeCTBEHHOE BBINIOJHEHUE COOTBETCTBYIOIIECH
1abopaTopHOI pabOTHI.

3a70roM KayeCTBEHHOI'O BBINOJIHEHMSI JIaOOpaTOPHBIX paboT  sIBisIETCA
CaMOCTOATENIbHAs NOJArOTOBKA K HHM HAKaHyHE IIyTEM ITOBTOPEHHsS MaTepHaliOB
nexuuit. [lpenonaBarenem 3ariaHupOBaHO Ha J1a0OPATOPHBIX pabOTax KOJJIEKTUBHOE
B3aMMOJICICTBHE M pa300p KOHKPETHBIX CUTyalluH, a Takxke O0OCYKIEHUE HESICHBIX
MOMEHTOB M CUTYallUl IO JIEKITAOHHOMY KYpCY.

JUist  TeKyliero KOHTPOJS YCHEBAEMOCTH MPENOJaBaTeIeM HCIOJIb3yeTCs
OAITbHO-PEUTUHIOBAs CUCTEMa KOHTPOJS M OLEHKH aKaJeMHUYECKON aKTUBHOCTH.
[ToaTOMy HacTOATENbHO PEKOMEHIYETCSl TIIATEeIbHO MpopadaThiBaTh MaTepHall
JTUCUUIUIMHBL TIPU  CAMOCTOSITENbHOM paboTe, y4yacTBOBaTh BO Bcex (popmax
00CYXXJIeHHsI U B3aUMOJICHCTBHUSA, KaK Ha JIEKUUAX, TaK U Ha JJAOOpaTOPHBIX paboTax B
LEeAX JIy4IIero OCBOEHUS MaTepuaja M TOJyYEHHsS] BBICOKOM OLEHKH IO
pe3ysbTaTaM OCBOEHUS JUCLUIIIINHBI.

BeimonHenre caMocTosITeNIbHOM paboThl MOPa3yMeBaET CaMOCTOSITENIHHOE N3yUeHHE
pa3eNoB UCIMIUIMHGBI, BBITIONHEHWE KYpCOBOM pabOoThI, MOATOTOBKY K J1a0OpaTOpHBIM
3QHATUSIM, K PyOSKHBIM KOHTPOJISIM, TIOATOTOBKY K 3a4€Ty U SK3aMEHY.

13



Pexomenmyemass TpymOEMKOCTh CaMOCTOSTEIBHON pabOTHl MpEICTaBlIeHA B
TabnuIe:
PexoMeHyeMblil pe:xuM CaMOCTOATEILHOM PadoThI

Pexomennyemas
HanmenoBanue
BH/Ia CAMOCTOSITEJIbLHOI PadoThI TPYAOCMKOCTE,
aKaj. yac.

CamocCTOsTEIbHOE U3YUYCHUE TEM pasjieiia 11
BBeneHue B onepalliOHHbIE CHCTEMBI 1
VYupasnenue npoieccamu 2
VYnpasiieHue namsaThio 2
WMI — uncrpymenrtapuii ynpasneaus Windows. 3
OCHOBHBIE KOMITOHEHTBI CHCTEMBI O€30MTACHOCTH U COOTBETCTBYIOIIHE
(GyHKIHUU TPOTPaMMHOTO AOCTYIIA. 3
[ToaroroBka k tabopaTopHbiM padotam (o 1 yacy) 28
IToaroroBka K pyOeKHBIM KOHTPOJIsiM (110 1 yacy) 4
[TonroToBka K 3a4ery 18
IToaroroBka K 9K3aMeHy 27
[TonroroBka K KypcoBoi paboTe 36
Bcezo: 124
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6. ®OHI OHEHOYHbLIX CPEJICTB
A ATTECTAOUU IO JUCHUIIVIMHE
6.1. IlepeyeHb OLIEHOYHBIX CPEICTB
1. bannabHO-peHTHHTOBas cCHCTEeMa KOHTPOJS M OILEHKH aKaJIeMHYeCKOu
akTuBHOCTU oOyywatomuxcs B KI'Y (nist ouno#t hopmbl 00ydeHus)
2. OTYeTHI 110 J1a0OpaTOPHBIM paboTaM.
3. bank TecToBBIX 3a/1aHui K pyOeskHBIM KOHTPOJIsIM Ne 1, Ne 2. Ne3 u Ne4.
4. TlepeueHb BOIPOCOB K 3a4ETy U IK3AMEHY.
6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00Y4aIOIIMXCSl 10 JMCHMILIMHE

No | HamMenoBanwme Coneprxanne
1 | Pacupenencume Pacnipenenenne 6amion
0OaJUIOB 3a 5 cemecmp
CCMCCTPHI 110 Bun Brmonnenne PyGexublii | PyOesxHblit
a eGHOI .. | IHocemenue .
BUAaM Yy9COHOU | yyeGHOM KLU nabopaTtopHoOH KOHTPOJIb | KOHTPOJIb |9K3aMEH
pabOTHI, CPOKH | paGOTEI: B paboThI Nel Ne2
cnayn yuyeOHOU —
§6OTL}II bannbHas 1, x 16= 16, 2sx 14 = 285 6 6 30
p OILICHKA: 15 x 14= 14,
(00600smcst 00 5
ceedenus cemecmp
00y aIoUUxCs Bun Bemmonnenue PyGexublii [PyGexupiii | © 5
Ha nepeom . | Iocemenue . 5 2
yueOHO . naboparopHoi KOHTPOJb | KOHTPOJb L&
yuebHOM . TeKIHH Z 8
paboThL: paboThI Nel Ne2 o g2
3auHamuu)
bamnbHas 20x15=3006
1sx 16 =16 6 6 30
OLICHKA: 0 0 10x12=120
2 | Kpurepuii nepecuera 6ayuios B 60 1 meHee OaNIOB — HEYAOBIIETBOPUTEIIEHO; HE3AUET;
TPAAULMOHHYIO OLIEHKY 1O utoraM | 61...73 — yIOBIETBOPUTEIBHO; 3a4ET;
paboTHI B CEMECTpE U 3a4eTa 74... 90 — xoporo;
(’K3ameHa) 91...100 — oTnmaHO
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Kputepuu nomycka k
MIPOMEKYTOYHOM aTTecTauuy,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOH OIICHKH) 10
JTUCITUTLTAHE, BOZMOKHOCTD
noJTydeHus] OOHYCHBIX 0aJlIoB

Jns pomycka K TPOMEXKYTOYHOM aTTECTalMu IO
JTUCITUIUIMHE 32 CEMECTp 00YyJaroluiics JOKeH Ha0paTh
[0 UTOTaM TEKYIIEro M PyOEeKHOTO KOHTPOJS HE MeHee
51 6amoB. B cnyuae ecnu oOygarommiics Habpan MeHee
51 Gamna, TO K aTTECTAllMOHHBIM HUCIBITAHUSM OH HE
JIOITyCKAETCSl.

s monmyueHust 3auera ¢ OILCHKOM W 3K3amMeHa 0e3
MPOBEICHUST TPOLEAYPHl TMPOMEKYTOUHOH aTTeCTAIlHH
oOydJaromiemMycsi He0OX0AUMO HAaOpPaTh B XOJI€ TEKYIIETO
U pyOeKHBIX KOHTposied He MeHee 61 Oamma. B stom
ciydyae  uUTOr  Oa/sIbHOM  OLIGHKH,  IOJIy4aeMoi
00y4aromuMcsi, ONpeaeseTcsl MO KOJIUYEeCTBY OajlioB,
HaOpaHHBIX UM B XOJ€ TEKYyIIero u pyOekHOro
KoHTpoJier. [Ipu 3TOM, Ha yCMOTpEHHE IpenoaaBaTes,
OanpHas OlEHKa 00yYaroIerocsi MOXeT ObITh MMOBBINICHA
3a CYeT TMOJyYeHHUs JONOJHHUTEIbHBIX OaJJIoB 3a
aKaJIeMHYECKYIO0 aKTUBHOCTb.

OOyuaromuiics, MMEIUNA MpaBO Ha IOJIy4YEHHE
OLIEHKH 0€3 MPOBEICHUS MPOIEIYPHl MPOMEKYTOUHOM
aTTecTallud, MOXKET TIOBBICUTH €€ IyTeM CJaudu
aTTECTAIIMOHHOTO HUCHBITaHUs. B ciydae mnomydeHus
00yYaromuyMcsl Ha aTTecTallMOHHOM HcribiTaHuu 0 GamioB
UTOT OATBHOM OLIEHKH IO AUCIHUILIMHE HE CHI)KACTCS.

3a akaJeMUYeCKyl0 aKTUBHOCTb B XOJE€ OCBOCHUS
JMCUUIUIMHBL, ~ ydacThe B ydeOHOW,  HaydHO-
HCCIIeIOBATENBCKOM, CHOPTUBHOM, KYJIBTYPHO-TBOPUECKOM
U OOIIECTBEHHOW NEATEIIbHOCTH O0Y4YaroleMycsi MOTYT
OBIThH HAYMCIICHBI JIOTIONTHUTETHLHBIE OasIbI.
MakcuMalibHOE KOJIMYECTBO JOTONHUTEIBHBIX 0aIOB 3a
aKaJIeMMUYEeCKYI0 aKTUBHOCTb cocTaBisieT 30.

OcHOBaHWEM Uil TIOJNYYEHHsS JIOTIONIHUTEIBHBIX
0aJJIOB SABJISIOTCSL:

- BBINIOJIHEHWE [OTIOJHHUTENBHBIX  3aJaHUN  T10
JTUCLUIUIMHE; JOMOMHUTENbHbIE Oaiibl HAYHUCISIOTCS
MpenojaBaTeneM;

- yyacTue B TE€UYEHHE ceMecTpa B yueOHOMH, HayyHO-
HCCIIEIOBATENIbCKOM, CIOPTUBHOM, KYJIBTYPHO-TBOPYECKOU
1 o01mecTBeHHOM nestenbHocTH KIY.

®Dopmbl 1 BUIBI yueOHON paboTHI
JUTSL HEYCIIEBAIOLINX
(BOCCTaHOBHBIIIMXCS Ha Kypce
00ydeHMS) 00YUIAIOITUXCS IS
MOJTY4YEHUs HEAOCTAIOUINX 0aJlIoB
B KOHILIE ceMecTpa

B cmywae ecnm K TPOMEXYTOYHOW aTTeCTalluu
(3a4eTy ¢ OIICHKOW M IK3aMeHa) HaOpaHa CymMMa MeHee
51 OamnoB, oOydammemycs HeoOXoauMo HabpaTh
HEeJI0CTalolIee KOJIMYECTBO OAJIOB 3a CYET BBHIMOJHEHUS
JOMOJIHUTEIIBPHEIX  3adaHui, JO0 KOHIA IIOCIICIHEH
(3a4eTHOI) Henenu ceMecTpa.

JInkBuoanys aKaJIeMHUYCCKUX 3aJ0JDKEHHOCTEH,
BO3HHUKIIMX W3-32 PA3HOCTH B YUeOHBIX IUIaHAX MpH
MEPeBOJIC WM  BOCCTAHOBJICHWH, TIPOBOIWUTCS  ITyTEM
BBITIOJIHEHUSI JIOTIONTHUTENBHBIX 3adaHuid, (GopMa u 00beM
KOTOPBIX ONPEJIEIISIETCS PETIOIaBATEIIeM.
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6.3. Ilpouenypa oneHMBaHUA Pe3yJbTATOB OCBOEHUS JUCIIUNIMHBI

Py0OexxHble KOHTPOJM MPOBOASTCS B (opMe MNHUCBMEHHOTO TECTHPOBAHUA.
3adeT U HK3aMeH IPOBOJUTCS B TPAAUIIMOHHOMN opMme.

[lepen mpoBeneHHEM KaXXIOTO pPYOEKHOTO KOHTPOJIA MpenojaBaTeib
npopabaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprall COOTBETCTBYIOLIUX Pa3/eiioB
JUCHUIUIMHBI B OopMe KpaTKOH JIeKIUU-TUCKYCCUU.

Ha TectupoBanue B 5-oM cemecTpe MmpH pyOeKHOM KOHTPOJIE 00ydaromeMycs
oTBOAUTCA 2 yaca, a B 6-om cemectpe — |1 yac. BapuaHTbl T€CTOBBIX 3aJlaHUl IS
pyOexubix koHTpoJieid Nel u No2 cocrodar u3 20 BompocoB, a TECTOBBIE 3aaHUs IS
pyOexubIx KoHTposiei Ne3 u Ne4 coctosiT u3 10 Bompocos.

[IpenonaBarens oueHUMBAET B Oamax pe3ysibTaTbl TECTUPOBAHUS KaXKIOrO
0Oy4aronierocsi N0 KOJUYECTBY MPABUIIBHBIX OTBETOB M 3aHOCUT B BEJOMOCTh y4deTa
TEKYIIEW YyCIIEBAEMOCTH.

bannbel oOyuaromeMycsi BHICTABIISIIOTCS B 3aBUCMMOCTH OT YHUCJa MPaBUIBHO
BBIOpaHHBIX OTBeTOB. MToroBas orneHka 1o TecTy (GOpPMHUpPYETCS IMyTeM
CYMMHpPOBaHMsSI HaOpaHHBIX OauIOB M OTHECEHHUS HUX K OOIIeMy KOJIMYECTBY
BOIIPOCOB B 3aiaHuu. [loMHOkHB nonydyeHnHoe 3HaueHue Ha 100%, MOXHO MpuBECTH
UTOTOBYIO OIICHKY K TPaJAUIIMOHHOMN CJIETYIONIUM 00pa3oM:

«HEYJIOBIIETBOPUTEIIBHO» — MeHee 50%

«ynoierBoputTeabHO» — 50% - 70%

«xopotmo» — 70% - 90%

«otamaao» — 90% - 100%.

3ader M 3K3aMEH NPOBOJUTCS B TPAIAULMOHHON (opme. 3a4eT U 3K3aMEH
MPOBOAUTCS B (popMe OTBETOB Ha 2 BOIpPOCa MPENoAaBaTelis, KaKIbli UX KOTOPBIX
orleHuBaeTcss B 15 OamnoB. Bompockl mjisi 3adera W HSK3aMeHa JOBOJISTCS 10
oOyyaronmxcs Ha MocieAHEN JEeKIMH B ceMecTpe. Bpemsi, oTBoanMOe 00yJaroiemycs
Ha MOATrOTOBKY K OTBETY Ha BOIPOCHI COCTABISET | aCTpOHOMHUYECKUI Yac.

Pe3ynbTaThl TEKYIIEr0 KOHTPOJIA YCIIEBAEMOCTH, 3a4€Ta C OLIEHKOW, KYpCOBOM
paboThI ¥ DK3aMEHa, 3aHOCSITCS MPEToaBaTeIeM B 3a4€THYIO WU DK3aMEHAITMOHHYIO
BEIOMOCTH, KOTOpas CHIAE€TCsi B OPraHU3AllMOHHBIN OTAE WHCTUTYTA, 3allUTHI
KypCcOBOM paboThl, dK3aMEHa M 3ayeTa C OIICHKON BBICTABISIOTCS B 3a4YETHYIO
KHIKKY 00y4aromerocs.

6.4. IlpuMepbl OLIEHOYHBIX CPEACTB IS PYOe:KHBIX KOHTPOJIEH,
3a4eTa U IK3aMeHa
5 CEMECTP

1-w1i1 pyoestcrvlit Konmposn

1. K ocnosenvim gpynxyusam OC omunocamcsn:

a) IIpenocTaBieHue NOIb30BATEINIO PACIIMPEHHON WM BUPTYaJIbHON MalllMHbI

0) 3amuTa MONB30BATENBCKUX JAHHBIX M MPOTPaMM OT 3JI0HAMEPEHHBIX
JIEVCTBHI NOJIB30BaTEIICH

B) YIpaBiieHUE pecypcaMu

2. Hujicnum ypoenem @wbl4UCTUMETbHOU CUCMEMbl KAK COBOKYRHOCHIU
pecypcoe aenaemcs

a) AmnmnapaTHblil YPOBEHb BHIYMCIUTENIbHON CUCTEMBI
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0) YpoBeHb CUCTEM MPOTrPaMMHUPOBAHUS

B) VYpoBeHb  yHOpaBJICHUS  JIOTUYECKUMHU/BUPTYAIbHBIMU  pPECypCcamu
BBIYHMCIIUTEITLHON CUCTEMBI

3. K moodynam, evinoanarwuum ocHosensie ynukyuu OC, omnocumcs

a) bubnuoTeka BBO1a-BbIBOIA

0) SAnpo

B) Komnusitop

4. Bozmoowcnocms 3auumsl Ko0a u OAGHHBIX ONEPAUUOHHOU CUCHIEMbl 34
cuem @blNOJIHEHUA (PYHKYUIL A0PA Peau3yemcsa ¢ HOMOUbIO

a) [IpuBmIIETHPOBAaHHOTO PEKUMA

0) [lonb30BaTeIBCKOTO peKUMa

B) Pexxuma oTiagku

2-0ii py0ekHbBIH KOHTPOJIb

1. Cywiecmeyem mpu muna cucmem peaipvHoz2o épemenu. Kakou eapuanm k
HUM He omHocumca?

a) JKEcTkue cucteMbl peaJbHOTO BpeMEHHU

0) TBEpbIC CUCTEMBI PEATbHOTO BPEMEHHU

B) UETKHE cUCTEeMbl PeaIbHOTO BpEMEHU

2. /lna nocneoosamenbHO20 GbIYUCACHUA HECKOJAbKUX O0onbuwiux 3aoau 0e3
NPOMENCYMOUHBIX NEPEeKIIOUEeHUN Mexdcdy Humu Haubonee 3IPpghekmusno
UCNOIb306aMb. ..

a) CucreMbl makeTHON 00pabOTKH

0) Cuctemsl paszieeHusi BpEMEHU

B) CHCTEMBI peaIbHOTO BPEMECHH

3.  Bwvimecnawowue  anzopummesl  OUHAMUYECKO20  NIAHUPOEAHUSA
xapaxmepuwt 01s OC...

a) CucreM nmakeTHOU 00pabOTKH

0) Cucrem pasjeneHus BpeMeHH!

B) CucTeM peaabHOTI0 BpeMEH!

4. Kakue munsl onepayuoHHublX cucmem Ucnoab3ylomcesa Hauboiee 4acmo 6
Hacmoawee epema?

a) cuctembl cemeiictBa Windows

0) cuctembl cemeiictea MS DOS

B) cucteMsl cemeiicta IBM OS 360/370

6 CEMECTP

1-p1ii pyOe:kHBIH KOHTPOJIb

1. Ilomox - HaumeHbwiaa eOuHUYa 00PAOOMKU, UCNOSIHEHUE KOMOPOU
Modxcem ovimb Haznaueno aopom OC. OQbowum 011 NOMOKOE 00HO20 npouecca
Aenaemcs...

a) Crek

0) Cu€TunK BBINOJHESHHUS] KOMaH/T

B) AJIpecHOE MPOCTPAHCTBO

2. Umo 6 mnozozaoaunoit OC moixcno cozoams dvicmpee?

a) [Totok

0) [Iporecc
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B) [ToTok 1 mponecc co3Aat0Tcsa ¢ OJUHAKOBON CKOPOCTHIO

3. CKONMbKO nomoxoe moicem HAX0OUMbCA 6 COCHMOAHUU GbINOJIHEHUA 6
00HONPOUECCOPHOIL MHO203A0AYUHOIL ONEPAUUOHHOU cucmeme?

a) He MeHbI11€ 1BYX

0) Onun

B) Jlo MATH — MO KOJIMYECTBY aKTUBHBIX CEaHCOB IMOJIb30BaTENCH

4. B cemeiicmee OC Windows NT npu 3aeepwmenuu npouecca pooumens,
npouecc-pedéHox...

a) 3aBepiiaeTcs

0) [TepexoauT B COCTOSIHUE OKHTaHMUSI

B) He 3aBepiaercs

2-0ii py0exHBIH KOHTPOJIb

1. Cumyayusa, Kozoa o0ea uau 001ee npoyecca oopadbamuvléaom
pazoennemvle OAHHbIE U KOHEYHLLI peE3yIbmam 3a6UCUM OM COOMHOUIEHUS
CKopocmeil npoueccos, Ha3vl8Aemcs ...

a) ['oHKoO

0) Tynukom

B) Komnusueit

2. Humb (nomokx) 6 cucmeme ¢ mpemsa COCMOAHUAMU (20MOBHOCHLY,
6blNOJIHEHUE, 0XMCUOAHUEe) U AOCONIOMHBIMU NPUOPUMEMAMU HE MOMCEm
cosepuiums nepexoo...

a) U3 COCTOSIHUSI TOTOBHOCTH B COCTOSIHUE BBITIOJTHEHUS

0) U3 COCTOSTHUS OXKUJAHUS B COCTOSIHUE BBITIOJTHEHUS

B) U3 COCTOSTHUS OKHUJIAHUS B COCTOSTHUE TOTOBHOCTH

3. Kakue munwl onepayuoHnbix cucmem uchoib3yomcesa Haubonee 4acmo 6
Hacmoauwee epema?

a) cuctembl cemeiictBa Windows

0) cuctembl cemeiictea MS DOS

B) cuctemsl cemeiicta IBM OS 360/370

4. Kakoe ycnogue Heo0X00umo 6btnOIHUMDb 011 U30ECAHUA 20HOK

a) JlBa mporecca OKHBI OJHOBPEMEHHO HAXOAUTHCS B KPUTHYECKUX
o0JacTsxX

0) HaGmromaercst cutyariusi, B KOTOpOH MPOIECC OECKOHEUHO KAET MOTa aHuUsI
B KPUTHUYECKYIO 00JIacTh

B) B mnporpamme He AOMKHO OBITH NPEANOJIOKEHUH O CKOPOCTH WM
KOJINYECTBE MPOILIECCOPOB

IIpumMepHbIii NepeyeHb BOMPOCOB K 3a4eTy

1. HUcropus pazsutuss OC. Knaccudpukauus OC. OcHoBHBIE (QYHKIUH,
Boznaraemelie Ha OC.

2. [lokoneHus onepaoHHbIX cUcTeM. Pecypchl u ynpaBieHre UMHU.

3. BoruncnutenbHas cUCTEMa Kak COBOKYITHOCTb PECYPCOB.

4. Knaccuduxaiusi OmeparioHHBIX CHCTEM IO OCOOCHHOCTSIM aJrOpUTMOB
yIpaBICHUS pecypcaMu, OCOOEHHOCTSAM anmapaTHbBIX IIAaTGOpM, OCOOEHHOCTSIM
o0nacTel UCTIOIB30BaHUSI.
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5. 3arpy3ka OC na npumepe XP.

6. Apxutektypa OC. OCHOBHBIE KOMITIOHEHTHI UCITOTHUTEIBHON OJICUCTEMBI.

7. Komnonentsl OC, BbIHECEHHBIE HA MOJIb30BATEIBCKUN YPOBEHb.

8. CtpykTtypa (aiina boot.ini. @aiinst NTLDR u ntdetect.

9. 3arpy3ka JipaliBepoB ¥ COOTBETCTBYIOILIUE KIIIOUU PEECTpPa.

10. 3arpy3ka cepBucoB. SMSS, CSRSS, Winlogon.

11. Kmroum peectpa.

12. Ha3nauenme u BO3MOXHOCTH cucteM KioHa UNIX, cucrem rpynmbl
Windows.

13. UaTepdetic OC ¢ monp30BaTEISIMHU.

14. JlnasioroBbie ¥ TaKeTHBIE HHTEP(EHCHI.

15. TTonstre mponecca. Ctpykrypsl OC npouecca. Kiaccel mpuopuTeTos.

16. Coznanue npouecca. Opranu3zanusi MEXXIPOIECCOPHOTO B3aUMOIEUCTBUSL.

17. Hutu. Ctpyktypsl OC HuTH. ['padbl cocTosiHUN U COOBITHIA.

18. Co3nanue Hureil. Opranuszanus ouepeaecii. CHHXpOHU3AIUs HUTEH.

19. 3ddext ronok. Tynuku. [Iporpammuas peanusarusi.

20. AtomapHbI€ HHCTPYKIIUU ITPOLIECCOPA.

21. Kputnueckue cexiuu, cemadopbl, COOBITHS.

22. AnnapaTHasi peaan3anusi B3auMOUCKITIOYEHUN.

23. Yupasnenue pacupenenearuemM BpeMmenu LI1. Jlucneruepuzanust HUTE.

24. Anroputm paboTsl mianuposiuka XP. Win32 Priority Separation.

25. CTtpykTypupoBaHHasi 00pad0TKa UCKIIOUCHUH.

26. OpraHusanys 1 yrpaBJICHUE BUPTYAIbHON NaMSATHIO.

27. CermeHTHas1, CTpaHUYHAs OpTraHU3alUs TAMSTH.

28. Pacnipenenenune naMaTH U BBIIOJIHEHUE POTPAMM.

29. AnpecHoe nmpocTpaHCTBO npouecca. Memory Manager.

30. Orobpaxenue ¢aiaoB B aipeCHOE MPOCTPAHCTBO U pa3feisieMas MaMsTh.

31. Konupopanue 3anucero. Paboune MHOXKECTBA.

32. Ctparerus 3aMeIIeHUs] CTPAHMUII.

33. CucreMHbIe (PYHKIIUM BBIJICIICHHS, CKAHUPOBAHMS, OCBOOOKICHUS TTAMSTH.

34. Ky4a u pabota ¢ HeW.

35. Jlunamudecku JIMHKyeMble 0uommotreku. CTpyKTypa UCHOJIHIEMBIX (ailioB
PE - ¢popmara.

36. 3aronoBok PE ¢aiina. Tabnuua o0beKkTOB (Ccekiuii) daiina.

37. Ctpanuilsl 00pa3oB CEKIIUMA. DKCIOPT.

38. Tabmuria sxcriopTa. Tabmuiia aapecoB sxcrnopta. Tabnuiia ykaszatesel Ha UMeHa.

39. Tabnuna opauHanoB. Tabnuia UMEH SKCIOpTa.

40. Ummnopt. Katanor umnopra. Tabauma npocMoTpa uMInopTa.

41. Tabnuua agpecoB ummnopra. Karanor pecypcos.

42. YckopeHue 3arpy3Ku IpHIoKEHHH ¢ TOMOIIIBIO MPEABAPUTEIBHOTO CBS3bIBAHMS.

43. Buenpenue dll B agpecHoe mpoCcTpaHCTBO APYroro mpoiecca.

44. Tlepexsat API - pynkiuii.

IIpumMepHasi TeMaTHKA BONPOCOB, BHIHOCUMBIX HAa IK3aMeH
1. WMI - uactpymenTapuit ynpasnerus Windows.
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9.

. Komnonentet WML

. dopMar ynpasisieMoro 00ObeKTa.
. CIMOM.

. [IpoBaitnepsl pecypcos.

. Buanr knaccos.

. Nepapxust ki1accos.

. [loanucka Ha cOOBITHS.

Y naneHHoe ynpasieHUE.

10.Opranuzanus ynpasieHHs JOCTYIIOM U 3auThl pecypcoB OC.
OcHOBHBIE ~ MEXaHWU3MBI  0OE30MAaCHOCTH: CpEACTBA W METOMbBI

11.
ayrentupukanuu B OC, Momenu pasrpaHHdyeHHs JOCTYIIa,

UCITOJIb30BAaHUE

CPEICTB ayauTa.
AnvmunuctpupoBanue OC: 3a7auyu M HOPUHLMIBL  COMPOBOXKICHUSA
CUCTEMHOTO MPOTPaMMHOI0 oOecleueHusi, TeHepalus, HacTpolKa, H3MEpEHUE
MPOU3BOJUTEIILHOCTU U MOJIU(DUKAIMA CUCTeM, yrpaBiieHue 6ezonacHocThio OC.

12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.

OcHoBnble cTranaapTel OC.
OnemenTsl knaccudukanuu OC Ha npumepe "OpaHkeBoil KHUTH'.
Bxon nmonp3oBarens B okaibHy0 cucremy Windows XP.
CriocoObl XpaHEeHU X31IIeH MmapoieH.
®opmupoBanue ntlm u nt xsmen.
TunuuHbie aTaky.
Henocrarku RC4 - Mmexanusma 3-ro ypoBHS U(pPOBaHUSL.
AHaTOMMSI TOKEHA JIOCTYNA U JECKPUNTOpPa OE30MaCHOCTH.
Pabota ¢ mpuBHiIeTUIMHU.
SID, DACL, SACL, ACE, macka gocryna.
OO60011eHHbIC, CTaHJAPTHBIE U CHIEIU(UYECKUE MPaBa.
[IpyuHLMTIBI HACTIETOBAHMUSL.
AJNTOpUTM MPEIOCTABICHUS JOCTYIIA.
Challenge-response anroputm ceTeBoOro Bxo/a.
Kimaccudukanus ys3Bumocteit OC, crmocoObl HX JKCIUTyaTallluH

OCHOBHBIE ()OPMBI POTHUBOICHCTBUS.

28.
29.
30.
31.
32.
33.

[lepenonHenue creka.

Format-string ysi3BUMOCTH.

Mexanusm DEP.

Pannomu3anius aapecHOro mpocTpaHCTRa.

Y coBepleHCTBOBaHKE aJITOPUTMOB YIIPABJICHUS Ky4eH.
CrexoBbie cookie.

34. HoBble onuuy KOMOUJIATOPA U JIMHKEPA.

6.5. ®oH/ O1IEHOYHBIX CPECTB

[Tonmnapii  OaHK 3agaHWil A TEKYIIEro, pYyOeXHBIX KOHTPOJIEH
MPOMEKYTOUYHON aTTeCTalldd TO MWCIMIUIMHE, TOKa3aTelr, KPUTEPHUH, IIKaJIbI
OIICHUBAHUSI KOMIIETCHIINM, METOANYECKUE MATEPHAIIbI, ONPEACIISIONINE MPOIIETYPhI
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OLICHUBAaHUA O6p330BaTeJ'IbHI)IX pPE3YyJIbTATOB, IMPUBCACHLI B y‘-Ie6HO-MeTOI[I/I‘-ICCKOM
KOMIIJICKCC JUCHHIIIINHBI.

7. OCHOBHASA U JONOJIHUTEJIBHAS YYEBHASA JIMTEPATYPA
7.1. OcHOBHas yyeOHAas1 JIUTEPATypPAa

1. Hewiten X. M., Heiiten I1. Ix., Yopuec . P. OnepanuoHHbIe CHCTEMBI.
Yactel. OcHOBBI M HpuHLMIBI [DIEKTpOHHBIN pecypc]: bunom-IIpecc - Mockaa,
2011. - 489 c. — Hoctyn u3 ObC «KoHCYnbTaHT CTYyIEHT».

2. Jletiten, X.M.; Yoduec, J.P.; Heitren, I1.J[x. OmnepaniioHHBIE CHUCTEMBI.
Yacte 2. PacrnpeneneHHble CUCTEMbI, CETH, 0€30MacHOCTh [DIEKTPOHHBIN pecypc]:
M.: bunom - Mocksa, 2011. - 704 c. — Joctyn u3 ObC «KoHCcynbTaHT CTYACHTY.

3. Jetiten, I'. Beenenue B omepammonnsie cuctembl UNIX, VAX, CP/M,
MVS, VM; M. [DaextporHBIN pecypc]: Mup - Mocksa, 2013. - 758 ¢. — Jloctyn u3
OBC «KoHCYNIBTaHT CTYIEHTY.

4. Kucenes C. B., Anekcaxun C. B., Octpoyx A. B. OnepaniioHHbIE CUCTEMBI.
VuebHoe nocodue; Akagemus - Mockna, 2013. - 355 ¢. — Hoctyn u3 OBbC
«KOHCYNBTaHT CTyAEHTY.

5. Onmudep, B.I'. CereBble onepanrionnbie cucteMbl. 2-¢ u3a. / B.I'. Onudep,
H.A. Onmudep [Dnexkrponnsiii pecypc]: CIIO. : Tlutep, 2009. — 544 c. — Jloctyn u3
OBC «KoHCYIBTaHT CTYIEHTY.

6. TanenOaym, D. CoBpeMeHHBIC OIEPAIMOHHBIC CUCTEMBI [DIICKTPOHHBIM
pecypc]: CII6: IMurep; U3manme 2-¢ - Mocksa, 2013. - 910 c. — Hoctym u3z ObC
«KOHCYJIBTaHT CTYJICHTY.

7.2. lonosiHUTEILHAS yueOHasl JIUTepaTypa

1. bakon, [xun; Xappuc, Tum OnepaunonHbsie cuctemsl. llapannenbHbie u
pacnpeneneHHble cucteMbl [DnekTpoHHblid pecypce|: CII6: Tlutep - Mocksa, 2012. -
800 c. — Hoctyn u3 ObC «KoHCYNbTaHT CTYACHTY.

2. Jleeuc, VY. Omnepauuonubie cucTeMbl. OyHKIIMOHATBHBIN  TOAXOJ
[OnekTpoHHBIt  pecypc]: M.: Mwump - MockBa, 2013. - 437 c¢. URL:
https://studfiles.net/preview/6149569/ (nara obpamienus: 18.10.2017)

3. Kacnepcku, Kpuc. ®@yHnaMeHTaTIbHBIE OCHOBBI XaKepPCTBa [DJIEKTPOHHBIM
pecypc]: UckycctBo musaccembOmupoBanusi / Kpuc Kacnepcku. — M.: COJIOH-P,
2002. — 448 c¢. URL.: http://forcoder.ru/security/fundamentalnye-osnovy-hakerstva-
343

4. ®onop, K.; borudac, [.; Tanru, XK. Oneparmonnsie cucremsl a1t IBM PC:
DOS 1.1, 2.0, 2.1, 3.0, 3.1/PC-IX, XENIX; M. [DnektpoHHblii pecypc|: Mup -
Mockga, 2013. - 244 ¢. — octyn u3 DbC «znanium.comy.

7.3 MeToauueckas qureparypa:

1. PaGymiko A.I'. MexaHu3Mbl BUPTYaJIbHOM MaMsATH. [DJIEKTPOHHBIN pecypc]:
MeTtonuueckue yka3aHUs K BBIIOJHEHHIO JTAOOPATOPHOW pabOThl MO AMCIUILUIMHE
«be30macHOCTh OMEPANMOHHBIX CUCTEM» ISl CTYIEHTOB OYHOU (OpMBI OO0yUCHUS
115t Harpasiiennit 10.05.03 u 10.03.01. KT'Y, 2013. — Joctyn u3 9bC KT'Y.

2. Padymko A.I'. Co3manme mporeccoB W HuTed. CHHXpOHHU3AIMS HUTEH.
[DnexTpoHHBIN pecypc]: MeTonuueckne yka3aHUs K BBITIOJHEHUIO JTAOOPATOPHOMN
paboThl MO AUCUUIUIMHE «be30macHOCTh ONEpalMOHHBIX CUCTEM» ISl CTY/ICHTOB
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http://forcoder.ru/security/fundamentalnye-osnovy-hakerstva-343

ouHoi (opmbl oOyuenust ans HampasineHuit 10.05.03 u 10.03.01. KI'Y, 2016. —
Hoctyn u3 ObC KT'Y.

3. Pabymiko A.I'. WMI - unctpymenTapuii yripasienust Windows [D7eKTpOHHBIN
pecypc]: Metoauueckre yKazaHMS K  BBINOJHEHUIO JIaOOpaTOpHOM paboThl MO
JUCUUIUIMHE «be30macHOCTh OMNEpalMoOHHBIX CUCTEM» JJIsl CTYJCHTOB OYHOM (POPMBI
o0yuenus i Harpasieruid 10.05.03 u 10.03.01. KT'Y, 2016. — Hoctyn u3 Ob6C KI'Y.

4. Pabymko A.I'. Api - ¢pyHkumu jyis paboThl ¢ IPUBUIIETUSAME [ DJIEKTPOHHBIN
pecypc]: Metoauueckne yKa3zaHMS K BBIIOJIHEHHIO JIAOOPAaTOPHOM pPabOTHl 10
qucuuIuinHe «be30macHOCTh OMeparMoHHBIX CUCTEM» JJISi CTYIEHTOB OYHON (POPMBI
obyuenus misa Hanpasiaeruid 10.05.03 u 10.03.01. KT'Y, 2016. — Joctyn u3 ObC KI'Y.

5. Pabymko A.I'. Api - ¢yHKmmm ans paboTBl ¢ TOKEHOM JIOCTYIIA,
neckpunrtopoM ©Oe3onacHoctd, ACE [OnektpoHHbslii pecypc]: Meroanueckue
yKa3aHUs K BBIMOJHEHUIO JTaOOpaTopHOW paboThl mo nucruruinHe «besomacHocTh
OIEPAIIMOHHBIX CUCTEM» JUISl CTYJIEHTOB OYHOM (POpMBI OOyUEHUS JUIsl HAaIllpaBJIECHUN
10.05.03 u 10.03.01. KT'Y, 2016. — Joctyn u3 ObC KI'VY.

8. YYEBHO-METO/IUYECKOE OBECIIEYEHHUE
CAMOCTOSATEJBHOM PABOTHI OBYUAIOIIIUXCA
1. PeBnsikoB E.H. Metonuyeckue ykazaHusi K BBITIOJIHEHUIO KYPCOBOM pabOThI
[0 JUCLUIUIMHE «be30macHOCTh ONEPALMOHHBIX CUCTEM» Ul CTYAEHTOB OYHOU
dbopmbl  oOyuenus mana HanpasieHut 10.05.03 u 10.03.01. KI'Y, xadenpa
«be3zonacHocTh MHGOPMALIMOHHBIX U aBTOMAaTU3UPOBAHHBIX cuctem», 2017. — 13 c.

9. PECYPCBI CETU «<MHTEPHET»,
HEOBXOJIUMBIE J1JI1s1 OCBOEHMU S JUCIHUITJINHBI

1. DnexTpoHHO-OMOMMOTEUHAs cucTeMa u3AaTenbcTBa «JlaHby. — Pexum
noctyna: http://e.lanbook.com/. — 3ar. ¢ skpana.

2. EnnHoe OKHO A0cTyma K 00pa3oBaTeNbHBIM pecypcaMm. — PexxuMm nmocryma:
http://window.edu.ru/. — 3aru. ¢ skpaHa.

3. Hayunas snextponHast ounbimnoteka. — Pesxkum moctyma: http://elibrary.ru/. —
3aril. ¢ HKpaHa.

4. DNIeKTPOHHO-OMOIMOTEYHASI CHCTEMa HayIHO-U3IaTeIbCKOTO IIEHTPa
«MH®PA-M». — Pexxum goctyna: http://znanium.com/. — 3ari. ¢ skpaHa.

5. http://intuit.ru.

6. http://infotecs.ru.

7. http://www.itsec.ru.

8. OBC htt://www.znanium.com/.

9. OBC htt://www.studentlibrary.ru.

10. http://nio.kgsu.ru/ Caiit KI'Y. Hayuno-uccnegoBarenbCkuii OT/AelI.

11. http://window.edu.ru/. Eaunoe okHO gocTyna k 00pa3oBaTeIbHBIM
pecypcam.

12. http://elibrary.ru/. Hayunas snexTpoHHast OMOIMOTEKA.

13. http://dspace.kgsu.ru/xmlui/ Dnexrponnas 6ubarorexa KI'Y.,
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10. ”TH®OPMAIMOHHBIE TEXHOJIOTUNA,
INPOI'PAMMHOE OBECIIEYEHUE
N UTHOOPMAIINOHHBIE CITPABOYHBIE CUCTEMBbI
1. OBC «Jlanby.
2. ObC «KoHCyIbTaHT CTYJEHTaY.
3. OBC «Znanium.comy.
4. «"apaHT» - CIpaBOYHO-TPABOBAs CHCTEMA.

11. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JUCHUIIJIMHBI
MarepuaibHO- TEXHUYECKOE OO0ECrneYeHHue MO0 peaju3aluyd JIUCLUILIAHBI
ocyulecTBisiercsi B coorBercTBUM ¢ TpeboBanuss @OI'OC BO mno panHOU
00pa3oBaTeabHOI MPOrpaMMe.

12. {nst cTy1eHTOB, 00Yy4YAaIOIIMXCSH C HCIOJIb30BAHMEM ANUCTAHIMOHHBIX
o0pa3oBaTeJbHBIX TEXHOJIOT Uil

[Ipyu  uCMONB30BAaHUU  DJIEKTPOHHOTO  OOYyYEeHHs] U JUCTAHIIMOHHBIX
oOpazoBarenbHbIX TexHoyoruil (mamee D0 u JIOT) 3aHATHS TOJHOCTBIO WU
YaCTUYHO MPOBOJATCS B pexume oHjaiiH. O0beM AUCUMILIUHBI U PacCHpe]esICHUe
Harpy3ku mo BuzaM pabot coorBercTByer 1. 4.1. Pacnpenenenue OamioB
COOTBETCTBYET M. 6.2 1MO0 MOXET OBITh U3MEHEHO B COOTBETCTBUHU C PEIICHUEM
kadenpel, B ciydae nepexoaa Ha D0 u JJOT B mpouecce oOyuenus. Pemenue
Kaeapbl 00 HMCHOJB3YyEMbIX TEXHOJIOTHSIX W CUCTEME OILICHUBAHUSA JOCTHKEHUN
oOy4JaronmMxcsi MNPUHUMAETCS C YYETOM MHEHUs BeIylIero NpernojaBarens u
JIOBOJIUTCA IO CBEACHUS O0yUYarOIINXCA.
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[MPMJIOXKEHME 1

AHHOTaIMs K paboyeil mporpaMme JUCHUILIMHBI
«be30macHOCTb ONePANMOHHBIX CHCTEM»

00pa30BaTeILHOM MTPOrPaMMBI BBICIIIETO 00pa30BaHUS —
IPOrPaMMBI CIICITUATUTETA
10.05.03 — UndopmanuonHasi 6€301aCHOCTh ABTOMATHU3HPOBAHHBIX CHCTEM
Cneunanuzarus Ned be3onacHOCTh OTKPHITHIX HHGOPMAIIMOHHBIX CUCTEM

TpynoeMKOCTh IUCHUTUTHHEL: 7 3.€. (252 akaJeMUYecKrX Jaca)
Cemectp: 5 u 6 (ouHas popma 0OydeHus)
dopma NpOMEKYTOUHOM ATTECTALMU: IK3AMEH, 3a4€T C OLEHKOU

Conep:xanue QM CIUATTHAHBI

OOmast xapakTepuCTUKa ONEPAIMOHHBIX CHUCTEM; Ha3HAYEeHHWE W BO3MOKHOCTU
cucteMm kioHa UNIX, cuctem rpynmsr Windows; uatepderic OC ¢ monbp30BaTeIsIMu;
JTMAJIOTOBBIE M TIAKETHbIE HWHTEpPQENChl; YyMNpaBICHUE pecypcamu; yIpaBJICHHUE
IpoIeccopaMy; yNpaBiCHUE TMaMAThIO; YMpPaBICHUE YCTPOWCTBAMU; JpaniBephI
BHEIIHUX YCTPOWCTB; (hallIoBble CHUCTEMBI; yMpaBIEHUE MPOrpaMMaMH: TOHSITHE
IPOrpaMMBbI, OpTraHU3alvs TUHAMHUYECKUX U CTAaTHUYECKUX BHI30BOB, B3aUMO/ICHCTBUE
OC c¢ mporpaMMaMu ¥ OTJaA4UKaMH; BUPTyajbHBbIE NPOTPAMMBI, YIIPABICHUE
IpoIecCaMH:  COCTOSIHUSL ~ TPOIIECCOB, CHHXPOHHM3AIMS  MPOILEeCcCOB, OOMeH
COOOIIIEHUSIMU, CTPATETUN W JUCIHUIUIMHBI TNIAHUPOBAHUS, HACIEIOBAHUE PECYPCOB,
TYNUKOBBIE CHUTYyallud, OOpa0OTKa HUCKIIIOYEHUW, COXpPAHEHUE U BOCCTAHOBJICHHE
IPOLIECCOB; OPraHU3allKs YIPaBIECHUS JOCTYIIOM U 3alUThl pecypcoB OC; OCHOBHbBIE
MEXaHU3Mbl O€30MAaCHOCTH: CpelcTBa W MeToabl ayTeHTHudukanmuu B OC, momenu
pasrpaHWyYeHUs] JOCTyNa, OpTraHWU3alus W HWCIOJL30BAHHE CPEJACTB ayJNTa;
anmuHucTpupoBanue OC: 3a7auv ¥ TPUHIUIB  COMPOBOXKICHUS CUCTEMHOTO
IPOrpaMMHOTO oOecrnieveHus, reHepars, HaCTpoiiKa, U3MepeHue
MPOU3BOJUTEIILHOCTH M Moaudukanus cuctem, ympasieHue OesomacHocthio OC;
ocHOBHBbIE cTaHaapThl OC.
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JIMCT
perucTpauuy Uu3MeHeHHu i (I0MmoJTHeHUil) B pado4yIo NporpaMmmy
yueOHOH TUCIUIIMHBI
«be30macHOCTh ONePANMOHHBIX CHCTEM))

HN3meHeHus1 / 10MOJTHEHHUs B pa004yI0 IpOrpaMmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN NIPEnogaBaTeib / UBanos J1.C./

N3meHeHust yTBEpKIEHBI HA 3aceTaHuM KadeIphl « _ » 20 1.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T

N3meHeHus / 10M0JTHEHUS B pad0vYyI0 MPOrpaMmmy
Ha20 /20 y4eOHwbIii roa:

OTBETCTBEHHBIN TPEIIO1aBaTEITh / Usanos J1.C./

N3meHeHust yTBEpKIEHbI HAa 3aceaHUM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenytromuii kadenpoit «_» 20 T
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