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1. OFBEM JIUCIIUIIJIMHBI

Bcero: 5 3auetHbIX equHuULbl Tpy0eMKocTH (180 akamemMudeckux Jyaca)

Buj yueOHO# paboThI HH?I;IHI;CH}SIH}/ CeMSe 1p

AynuTopHble 3aHATUS (KOHTAKTHasi padoTa ¢ mpenojaBaTesieM),

BCEro 4acoB 96 96

B TOM YHCJIE:

Jlexuuu 32 32
JlaboparopHbie pabOTHI 32 32
IIpakTudeckne pabOThHI 32 32
CamocTosiTeJIbHasi padoTa, BCero 4acoB 84 84

B TOM YHCJIC:

[ToaroroBka K 3a4eTy 18 18

Hpyrue BUABI CAMOCTOATENBHOMN paOOTHI

66 66
(camocTosATENpHOE H3YUeHHE TeM (Pa3/IeNOB) JUCIUTUIHHE)
N 3aver ¢ 3auer ¢
Bujn npoMe:kyTouHO# aTTeCcTAIIMI - .
OIIEHKOIi OIIEHKOIi
OO0masi TPyI10eMKOCTh JUCHUIUIMHBI W  TPYA0EMKOCTH IO 180 180

ceMecTpam, 4acoB




2 MECTO JUCHUIIJIUHBI
B CTPYKTYPE OFPA3OBATEJBHOM ITPOT'PAMMBI

Huctumnaa «O0HapyXeHUe U MPeIyNpekJeHUe KOMIBIOTEPHBIX aTaK B
OTKPBITBIX MH(GOPMAIIMOHHBIX CHUCTEMax» SBJISIETCS BAPUATUBHOW JUCIMILUIMHON
no BbIOOpy bioka 1 u oTHocuTcs K Yactd, GOpPMHpPYEMONl Yy4YacTHUKaMU
00pa3oBaTeIbHBIX OTHOLIEHUH.

N3yuenne aucuuruiuHbl — Oa3upyercd Ha  pe3ylibTarax  OOydeHwus,
c(hOpPMHUPOBAHHBIX MPU U3YICHUH CIICTYIONTUX TUCITUATIINH:

— be3omnacHocTh cetert OBM;

— be3onacHOCTh onepalMOHHBIX CUCTEM;

— be3omacHocTh cucTeM 0a3 JaHHBIX;

— Ynpasnenre HHPOPMaXOHHON 0€30MMaCHOCTHIO.

Jucuuminna «OO0HapyXeHUue W MPEayNpekICHUE KOMIBIOTEPHBIX aTak B
OTKPBITBIX MH(GOPMAIIMOHHBIX CHUCTEMax» SIBIISETCS OJHON M3 3aKIIOYMUTEIbHBIX
JUCLHUIUIMH TOJATOTOBKH CIENHAINCTOB, HM3Yy4aeTCs B IMOCIEAHEM CEMECTpE,
MO3TOMY 3HAHUS, YMEHHUS U HaBBIKHU, MOJYYEHHBIE B X0J/I€ U3YYCHUS TUCUIUTLTAHBI
HEOOXOJUMBI JIJIi TPOXOXKACHHUS IMPOU3BOJCTBEHHON MPAKTUKKA M YCHEIIHOTO
HAIMCaHUS BBITYCKHON KBATU(PUKAIMOHHON pabOTHI.

3 IINTAHUPYEMBIE PE3YJIBTATBI OB YUYEHUA

Llenpro n3y4eHus: TUCUUILIMHBI SBIIAETCS (DOPMUPOBAHUE 3HAHUI U YMEHHIA
B 00JIaCTH MPOTHBOJEUCTBUS KOMIIBIOTEPHOW MPECTYMHOCTH, PEIICHHs 3a/1ay B
00J1acTH B 00JIACTH YCTAaHOBKH, HACTPOMKH M IKCILTyaTallMd CUCTEM OOHAPYKEHHUSI
KOMITBIOTEPHBIX aTaK.

3amayaMu JUCIUIUIMHBI SBIISIOTCS:

O3HAKOMJIEHUE C TEOPETHYECKHUMH MPUHIUMIAMU [OCTPOEHUS CHCTEM
OOHapy>KEHHsI KOMITbIOTEPHBIX aTaK;

(opMupoBaHHEe yMEHMH 1O MPOEKTUpPOBaHHS 0a3bl MpaBWl IS
OOHapy>KEHUsI U TIPELYNPEKACHNUS KOMIIBIOTEPHBIX aTaK;

npuodpeTeHre OO0y4aroUIMMHCS HAaBBIKOB HACTPOMKM U IKCILTyaTalluu
cUCTEM OOHapYKEHUS! KOMIIbIOTEPHBIX aTak.

Komnerenmuu, popMupyemMblie B pe3ybTaTe OCBOCHHUS AUCIUILIUHBL:

— crocobeH (hopMHUpOBaTh KOMITIEKC Mep (TIpaBMiIa, TMPOIETypPhl, METO/IbI)
TS 3alUThl nH(pOpMalu orpanndeHHoro gocryna ([TK-13);

— cmnocoOeH obecneynmBaTh  PabOTOCIIOCOOHOCTH  CHUCTEM  3aIllUThI
uH(OpMAIMU  OTKPBITBIX HH(OPMAIIMOHHBIX CHCTEM TpPU BO3HUKHOBEHUU
HemtaTHbIX cutyarui (ITK-15);

Nuaukatopel M AECKPUOTOPHI YAaCTH COOTBETCTBYIOLIEH KOMIIETEHIIUH,
dbopmupyeMoil B  mpolecce U3y4yeHUs JUCHUIUIMHBL  «OOHapyxeHue u
OpeaynpexaIeHne KOMIBIOTEPHBIX aTaKk B  OTKPBITHIX  HMH(OPMAIIMOHHBIX
CUCTEMAX», OLEHUBAIOTCS MPHU MOMOILM OLEHOYHBIX CPEICTB.

[Mnanupyemsbie pe3ysbTaThl 00yueHHs N0 auciuiuinae «OOHapy)KeHHe U PeypexIcHIe
KOMITBIOTEPHBIX aTaK B OTKPBITHIX HH()OPMAIMOHHBIX CHCTEMAX, HHIANKATOPHI JTOCTHKESHUS
komnetennuii [1K-13, ITK-15, mepedeHs OLIEHOUHBIX CPEICTB



Ne | Kog nnnuka- HaumenoBanue Kon mnanupy- | Ilnanupyemsie pe- | HammenoBanue
/I | TOpa JOCTH- HWHJIUKATOpa J10- €MOT0 pe3yiib- | 3YyJIbTaThl 00yde- OLICHOYHBIX
JKEHUS KOMITe- | CTIDKEHHS KOMITe- | Tara oOydeHUs HUSI CpEeACTB
TCHINHU TCHIIHNHN
1. W-1nk13 3HaTh: CIIOCOOBI 3 (UA-1rk-13) 3HaeT: crrocoOnI Bompocs! Tecta
YIPABJICHUSI PUCKaMH YIPpaBJICHUS pUCKa-
KnOepOe30IIacCHOCTH MU KnbepOe3omacHo-
CTH
2. WI-2 nx.13 YMeTh: IPOeKTHPO- Y (MO-2p1x.13) YMeeT: mpoeKTHpo- KoMmmrekr umu-
BaThb NpaBWjIa IJIsd BaThb NpaBuJia g TAaOUOHHBIX 3a1a4
oOHapy»KeHHs U Ipe- oOHapy>XeHHs U Ipe-
AYTPECIKIACHUA KOM- AYHOPEKACHUA KOM-
NBIOTCPHBIX aTaK MBIOTCPHBIX aTakK
3. WUI-3 k13 Bnaners: HaBbIKaMu B (U-3k-13) Bnageer: HaBbikamu | Bompochl TSt
Oe30macHoii paspa- Ge3omacHoit paspa- ClIauM 3aueTa
0OTKH NPOrpaMMHBIX 60TKH MPOrpaMMHBIX
CpPENCTB CpENCTB
4, N-1nk.1s 3HaTh: MPUHITUIIBI 3 (UA-1k.15) 3HaeT: MPUHIIMUIIBI Bomnpock! Tecta
MOCTPOCHHUA CUCTEM TMOCTPOCHUA CUCTEM
0oOHapyXeHUs U Tpe- 0oOHapyXeHUs U TIpe-
AYTIPEIKIACHUA KOM- AYHOPEKACHUA KOM-
MBIOTCPHBIX ATAK MNBIOTCPHBIX ATAK
5. -2 nx.1s YMeTh: IpUMEHSTh Y (MA-2pk.15) YMeet: IpuMeHsTh KoMmiurekr  umu-
cpencTa oOHapyxe- cpencTBa oOHapy)Ke- | TalMOHHBIX 3a/1a4
HUS U IIpeayIpexe- HUS U IIpeAYIpexae-
HUSL KOMIIBIOTEPHBIX HUST KOMITIBIOTEPHBIX
aTakK aTak
6. -3 nx.1s Brnaners: HaBBIKaMU B (M-3rk-15) Bnaneer: HaBBIKaMU Bompocst IS
HaCTpOﬁKH " 3KCILTY- HaCTpOﬁKH " 3KC- ca4yu 3a4yera
aTalluyd CUCTEM oOHa- IryaTalguy CUCTEM
PYXEHHS KOMIIbIO- 0OHapy>KEHUS KOM-
TEPHBIX aTaK MBIOTCPHBIX aTakK
4 COJEPXKAHUE JUCUMILIMHBI
4.1 YueOHO-TeMaTHYECKHH IJIaH
KoaunuectBo yacos
¢ | Home KOHTAKTHOM paboThI ¢
L§ p HanmenoBanme TeMBI npenoaaBaTesieM
A< | TeMbI JIaGop. IIpaxr.
Jlexuu
paboThI paboThI
1 Tpenpp knbepOe30macHOCTH 3 — -
2 Cucrema yrpaBiieHHUs! KHOepOE301MacHOCThIO 3 B 5
; COBPEMEHHOM 1T(POBOI OpraHU3aIuu
g |3 YnpasieHue JaHHBIMU KHOepOE30NacHOCTH. 4 8 —
| 4 L{eHTp MOHUTOpPUHTA U pearupOBAHMS Ha 6 8 12
WHIUACHTH HH)OPMAIIMOHHOM 0€30IacHOCTH.
1-v1i1 pyoescnovtit konmpoaw (Tecmupoeanue) 2




5 VYrpasneHue yrpo3aMu U ysI3BUMOCTSMH 3 B 8
krbepbe3onacHoCTH
(; 6 [TpakTuku 6e30macHoi pa3paboTKu U 4 16 4
& DevSecOps
|7 Ynpasnenue puckamu kuoep0e30nacHOCTH. 3 — 2
8 CucTeMbl IPOTUBOICHCTBHS MOLIICHHUYECTBY. 6 — —
2-wtit pybesxcnvtit Konmpons (Tecmuposanue) 2
Bcero: 32 32 32

4.2 Conep:xaHue JeKUMOHHBIX 3aHATHI

Tema Nel. Tpenowt kudepbezonacnocmu.

AKTyaJIbHOCTh oOecrieueHusi kuoepoe3zonacHoctu. CTaTUCTHKA, TEHACHIIUN
U 3BoOIONMA KuOepyrpo3. Ataka kak cepBuc. Mogens Kill chain. CoBpemenHbie
napajaurMel Kuoep0e30macHOCTH

Tema Ne2. Cucmema ynpasieHus Kubepoe3onacHoCmvio CO8PEMEHHOI
uugposoit opzanuzayuu.

TunoBeie yrpo3bl W HapyHIUTENIH KUOEpOE30MacHOCTH. YTpaBlieHUE
puckamu u TpeboBanusimMu. Cucrema ympaBiieHHS KHOepOE30MacHOCTHIO
opranuzanuu. Hopmatusnas 6a3a. [Iponeccel. [lepconan. Texnonoruu u cpencraa
3amuThl HHpopManuu. OLeHKa CUCTEMbI KHOEpOE30MaCHOCTH.

Tema Ne3. Ynpasnenue oanHvimu Kubepoe3onacHocmu.

JlanHble B k1nOepOe30MmacHOCTH. YTPaBICHUE )KU3HEHHBIM 1IUKJIOM JIaHHBIX.
Paborta ¢ nanubiMu. be3onacHOCTh TaHHBIX.

Tema Ned. Ilenmp monumopumnza u peazupoéanus HA UWHUUOEHHIbL
UH(OPMAYUOHHOIL DE30NACHOCHU.

Haznauenne SOC (Security Operation Center). Moxens Cyber Kill-Chain
KaK MOJIXOJ K pearnpoBaHMi0 Ha WHUOHUIEHTBH. DyHknmm u npoueccel SOC.
Texnonorun SOC. Komanga SOC.

Tema No5. Ynpasnenue yzpo3zamu u yazeumocmamu Kuoepoezonacnocmu.

bazoBbie moHATHS W ompeneneHus. Ananutuka kudepyrpos (Cyber Threat
Intelligence).  VYmpaBienue 3HaHWSIMH O  KuOepyrposax.  YIpaBicHHE
yszBumoctsamu, [lonpaznenenne CTI.

Tema Ne6. IIpakmuxku 6e3onacnoii pazpavomku u DevSecOps.

Beenenue B Application Security u DevSecOps. [IpakTuku 1 HHCTPYMEHTEI
Application Security. Ilpumenenusi Application Security B OusnHece. SSDLC
nporiecchl B KpynHoi kommanuu. KyiasTypa Application Security.

Tema Nel. Ynpaenenue puckamu Kubepoezonacnocmu.

Henu wu 3amaum ymopaBieHUs pUCKOM KubepOe3omacHocTu. Cucrema
VOpPABJICHUS  PUCKOM  KHOepOe30macHOCTU.  YNOpaBJleHHE  PUCKaMH B
uHbpacTpyKkType. YmpaBieHHEe pUCKaMH B Ipolieccax. YTNpaBiIeHHE PUCKaAMH B
cootBercTBUM ¢ ISO 27005.

Tema Ne8. Cucmemvt npomueooeiicmeus MouleHHUUeCcmay.

KubepmomennnuectBo B P® wu mupe. HWHCTpyMEHTBHI BBISBICHHUS
MOILIEHHUYECKHUX omnepanuii. Tumonorus antudpoa-pemenuii. [logxoas! kK oneHke
pHCKa omepaiuii B cucteMax (ppoJ-MOHUTOPUHTA. THUIIOBBIE CXEMBI MPUIOKEHUN




aHTHU(PPOA-CUCTEMBI, €€ BHYTPEHHSISI CTPYKTypa.
peLIEHHUS. AHanuTndeckue UHCTPYMEHTHI.
ayreHTUuKanusa. OneHkKa KayecTna.

Apxurektypa aHTU(POJI-
Puck-opueHTnpoBaHHS

4.3 JlabopaTopHble padoThI

Hopmarus
Howmep N
TOMbL HaumenoBanue Tembl HaumenoBanne nabopatopHoit paboThI BPEMEHH,
yac.
YnpapineHue 1aHHbBIMU AHanu3 )XypHaJoB ISl BbISABICHUS 4
3 KnOepOe30MacHOCTH. BTOP)KEHUI U aTaKk
OOGHapyKeHre BTOPKCHHH B KypHaJIax 4
ayJINTa CUCTEMHBIX BHI30BOB
LleHTp MOHUTOPHHTA U [Tnardopma ¢ OTKPBITHIM UCXOJHBIM
pearupoBaHus Ha KOJIOM JIJIsl aHaJIu3a yrpo3 U oOMeHa 4
4 WHIUIEHTEI uHnpopmarnueir MISP
UH(POPMALIMOHHOM Hanmcanue npaBwi 1151 CHCTEMBI 4
0e30MacHOCTH. 0oOHapyXeHHs BTOP)KEHUHN
[TpakTuku 6e30macHoOM CkaHMpoOBaHUE KOHEYHBIX TOUYEK Ha 4
pa3pabotku u DevSecOps Hajgnuue [0C
6 CraTtndeckuil aHaIu3 KoJa 4
@da33MHT TECTUPOBAHUE 4
CkanupoBaHue BeO-TIPUIIOKEHUN Ha 4
YSI3BUMOCTH
Hmozo: 32
4.4 IlpakTyeckue padoThl
N Hopmarus
Howmep HanmenoBanue npakTudyeckoi
TeMbL HaumeHnoBanue TeMbl paboTe! BpPEMEHU,
yac.
Cucrema yrpaBieHUs Knaccugukanus mabdiaoHoB
9 KnOepOe30MacHOCThIO komnbroTepHbIX aTak CAPEC 2
COBpeMEHHOU 1udpoBoi
OpraHu3aIluu
CrannapT onucaHusi, XpaHEHUS U
oOMeHa CHUTHAIaMU TPEBOTH MEXKTY 4
LleHTp MOHUTOpPWHTA U Pa3HOPOTHBIMU CPEJICTBAMH 3aIUTHI
4 pearupoBaHUs Ha UHITUICHTHI Common Event Expression (CEE)
uH(pOpMalOHHON YuudunuposanHslii popmar
0€30IM1aCHOCTH. OTHMCAHUs TIPABUII AETEKTHUPOBAHHUS 4
s SIEM cucrem Sigma.
dopmat oomena nanasiMu MISP 4
1-w1it pybesscnwtii Konmponn Tecmuposanue 2
CtpykTypHpOBaHHbBIE
Vripasenne yrposau i nH(pOpMaITMOHHBIE COOOIIIEHUS 00 4
5 JATBUMOCTMH yrposax _(Structured Threat
Information eXpression, STIX)
KnOepOe30MmacHOCTH
[IpaBuia onrcanus BpEIOHOCHBIX 4
nporpamm Y ARA.
[IpakTuku 6e30macHOM OTKpBITHIN SI3BIK ONUCAHUA U
6 y 4
pazpabotku 1 DevSecOps olileHKH ys3BuMocTeir OVAL




VIDaBICHIE DHCKAMIL OpeltMBOpPK OBICTPOI OLIEHKU
7 P P puckoB (Rapid RiskAssessment, 2
KrOepOe30MacHOCTH.
RRA)
2-011 pybexcHblil KOHMPOIlb Tecmuposanue 2
Hmozo: 32

S METOANYECKHUE YKA3ZAHUA JJISA OBYUYAIOLIUXCSA 1TO
OCBOEHHIO JUCIIUIIJIMHBI

JIekuMOHHBIM Kypc ©Oa3upyercs Ha DIaCCUBHOM MeToAe oOOyuyeHus,
peanusyroem TpaJULIUOHHYO OO0BSICHUTENbHO-UIUTFOCTPATUBHYIO
00pa30BaTeNbHYI0 TEXHOJIOTHIO, B paMKaX KOTOPOM MarucTpbl BBICTYNAIOT B POJIH
cllyllaTenei, BOCHPUHUMAIOIIMX YYEOHbII MaTepuanl M y4acTBYIOUIUMX B
JUCKYCCHUSX U 3KCIIPECC-OMPOCaX.

[Ipu mpociaymmBaHUU JIEKIUA PEKOMEHIYETCS B KOHCIIEKTE OTMEYaTh BCE
Ba)KHbIE MOMEHTBI, HA KOTOPBIX 3a0CTPsI€T BHUMAHKE MPENOAABATENb, B Y4aCTHOCTH
T€, KOTOpbIE HANpPABJICHbl HAa KA4YE€CTBEHHOE BBIIOJIHEHHE COOTBETCTBYIOLIEH
nabopatopHoil pabdore.

3aJI0rOM Ka4yeCTBEHHOI'O BBIMOJHEHUS JabOpaTOpHBIX pabOT sBIAETCA
CaMOCTOATENIbHASA MOATOTOBKA K HUM HAKaHYHE ITyTEM MOBTOPEHHS MATEpPUAJIOB
nexumid. IlpemogaBarenemM 3aluiaHMPOBAHO MPUMEHEHHE Ha J1abOpaTOPHBIX
paboTax pa30o0p KOHKPETHBIX CUTYaIIHil.

JUis TeKylero KOHTpPOJsl YCIIEBAEMOCTH MO OYHOM (opme oOydeHus
IpernoAaBaTesieM HCHOJb3yeTcsl OajuIbHO-pEUTUHIOBas CHUCTEMa KOHTpOJIA U
OLICHKM aKaJIeMHYECKOW AaKTUBHOCTH. l103TOMy HACTOSITENIBHO PEKOMEHIYETCS
TIIATEJIbHO MpopabaThiBaTh MaTepuan JUCHUIUIMHBI TPH  CaMOCTOSTEIbHOU
paboTe, y4acTBOBaTh BO BceX (opmax 0OOCYXKIEHHUS U B3aUMOJICHCTBUS, KaK Ha
JEKIUAX, TaK JJAOOpaTOpHBIX padoTax B LENSX JIy4lIero OCBOCHMsI Marepuaia U
MOJIy4€HHS BBICOKOM OLEHKH T10 Pe3yJIbTaTaM OCBOEHUS AUCIUTUINHABI.

BoeinonHeHne caMoCTOSTENBHOM pabOThl MOAPa3yMEBAET CaMOCTOATENBHOE
W3yYEHUE PAa3/eoB AMCUMIUIMHBI, TOATOTOBKY K JabopaTOpHBIM paboTam, K
PYOEXKHBIM KOHTPOJSIM ([Ui1 O4HOM (opMbI OOY4EHHsI) U MOJATOTOBKY K 3aueTy C
OLICHKOM.

PekomeHnnyemas TpyAOEMKOCTb CAMOCTOSITEIbHOM pabOThI MpEeACTaBlIeHa B
TabnuIe:

PexoMeH1yemMblil pesKMM CaMOCTOSITEIbHOI PadoThI

Pexomennyemas
HaumenoBaHue
N TPYIOEMKOCTb,
BH/Ia CAMOCTOSITEJIbHOI PadoThI
akaj. yac.

CamocTosiTeJIbHOE U3YUYeHNe TeM pa3jesia: 30
Tpenasl kubepbOe3onacHOCTH 2
Cucrema ympaBieHus kuOep0e30MmacHOCThIO COBPEMEHHOM LUPPOBOi 4
OpraHu3aIu
VYrpasnenue JaHHBIMH KHOEpOE30IMacHOCTH. 4
[{eHTp MOHUTOPHHTA U pearupOBaHUS HA UHIIUJACHTH HHPOPMAITMOHHON 4
0€301MacHOCTH.
YrpasiieHue yrpo3aMu U yI3BUMOCTSIMH KrOepOe30macHOCTH 4




[TpakTuku 6e3onacHoi pazpadoTku u DevSecOps 4
VYnpasiienue puckamu Kubepoe30macHOCTH. 4
CucTeMbI IPOTUBOJICHCTBUSI MOIIICHHUYECTBY 4
[ToaroroBka k J1abopatopHbeIM paboTam (110 2 yaca Ha KaKIyro padoTy) 16
[ToaroroBka K mpakTHYeCKUM padoTram (1o 2 yaca Ha Kaxayr padoTy) 16
[TonroroBka K pyOeKHBIM KOHTPOJISIM (110 2 Yaca Ha KaXKAbIi pyOeKHBIN 4
KOHTPOJIb)

ITonroToBka K 3a4ety 18
Bcero: 84

6 ®OH/] OLIEHOYHBIX CPE/ICTB JUIA ATTECTALIUH 110 THCIIUIITHHE

6.1 IlepevyeHb OLIEHOYHBIX CPEACTB
1. bannbHO-peWTHHIOBass cUcCTeMa KOHTPOJIE U OLEHKU aKaJeMHYeCKOH
akTuBHOCTU oOyyatromuxcs B KI'Y (nist ouno#t hopmbl 00ydeHMs)
2. OtueTsl 00y4aOMUXCS B 0 JIA0OPATOPHBIM PabOTaM.

3. baHK TeCTOBBIX 3aJlaHul K pyOeKHBIM KOHTpOJIsIM Ne 1, No 2 (st ouHOM
dbopmbI 0OOyUEeHUS).
4. Bonpocsl K 3a4eTy ¢ OLICHKOM.

6.2 Cucrema 6a/UIbHO-PETHHIOBOI OLIEHKH PadoThI 00yUYaIOIIMXCS 110
AUCUMILIHHE (/151 O4HOH (pOpPMBI 00yYeHUs1)

Ne | HanmeHoBaHue CopepxaHue
1 | Pacnpenenenue Pacnipenenenne 6amioB
0aJIoB 3a . S
= 8| &l >
CEMECTPBHI I10 = = =
o Bun Brmonnenue Bemonnenue | £ 4| £ & 5}
BUJIaM Y4eOHOM . Ilocemenue 2 5|l % B =
yueOHOM N naboparopubix | Ilpaktuyeckux | § S| § S| ©
paboThI, CPOKHU JIEKIAN S a8 g o
o paboThL: pabdort pabdort =l =S =l B
cJaun yueOHOM L EILE 2
paboThI Z 2 &
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KpI/ITCpI/II/I A0ImycCKa K I[J'ISI AO0IIyCKa K HpOMe)Ky'TO‘lHOf/i aTTCCTallMi I10 JUCHUIIIIMHE

MIPOMEXXYTOYHON aTTEeCTaIlHH, 3a ceMecTp 0OydJaromuiicss MOHKeH Ha0paTh MO UTOTaM TEKYIIero u
BO3MOXKHOCTH TIOJTyYCHUS pyOe)kHOTO KOHTposis He MeHee 51 OamnoB. B ciywae ecinm
aBTOMATUYECKOr0 3a4eTa 1o oOyJatonuiics HaOpan MeHee 51 Oamna, TO K aTTeCTal[MOHHBIM
JTUCITUTLTAHE, BOZMOYKHOCTD WCIIBITAHUSM OH HE JOITyCKAaeTCs.

MoTy4eHus] OOHYCHBIX 0aJTOB g momrydeHus 3a4era ¢ OLeHKO# 0e3 MpoBeaeH s POy PHI

MPOMEKYTOYHOW aTTeCTallMd 00yJaromeMycss HeoOX0MMO HaOpaTh
B XOJIe TEKyLIero M pyOeXHBIX KOHTpoJei He meHee 61 Oamna. B
3TOM Cllyyae UTOr Oa/UIbHOW OLIEHKH, IOJIy4aeMoH 00ydaromumcs,
ompenenseTcss MO KOJWYEeCTBY OaJuiloB, HaOpaHHBIX MM B XOJE
TEKyIero u pyOexxHoro Koutposiedl. IIpu sToM, Ha ycMoOTpeHHe
mperoaaBareisi, OalbHas OIEHKa OO0yYaromerocs MOXeT OBITh
NOBBIICHA 3@ CYET IOMYYEHHUS JOIOJHWUTENIBHBIX OauioB 3a
aKaJeMUYECKyI0 aKTUBHOCTb.

OOyuarommiicsi, UMEIOIINI MPaBO Ha TONyYEHHE OICHKU 0e3
NPOBEACHUS MPOLEAYPHl IPOMEKYTOYHOW aTTeCTalldd, MOXKET
MOBBICUThH €€ MyTeM C/Iaud aTTEeCTAI[MOHHOTO WCIBbITaHus. B ciydae
MOJTyYeHUs] 00Y4aIOIIMMCSI Ha aTTeCTallMOHHOM ucTibiTanuu O OaioB
UTOT OAJIbHOM OLICHKU 10 JUCLUIUIMHE HE CHIKACTCS.

3a akaJeMHUECKYI0 aKTUBHOCTH B XOJ€ OCBOCHUS TUCIUILINHEI,
ydacThe B Y4eOHOH, Hay4yHO-HCCIIEI0BATEeIbCKON, CIIOPTUBHOM,
KYJbTYPHO-TBOPYECKOU u 0O0IIIeCTBEHHOM JIeSITeNIbHOCTU
o0yJarommemMycsi MOTYT OBITh HAYWCIICHBI JTOTIONHUTEIBHBIE OaJUTb.
MakcumanbHOE  KOJMYECTBO  JIOTIOJHUTENBHBIX — OalioB  3a
aKaJIEMUYECKYIO0 aKTUBHOCTb cocTaBisieT 30.

OcHoBaHMEM [y TONYYEHHUs JOMOJHHUTENBHBIX OayioB
SABJIAKOTCA:

- BBIIIOJJHEHHUE JOIIOJIHUTCIIbHBIX Sa)Z[aHI/Iﬁ o  AWCHUIIIINHE,
JIOTIOJTHUTENbHBIE 0aJUTbl HAUNCIISIOTCS IPETIOAaBaTeNIeM;

- ydacThe B TeYeHHE ceMecTpa B y4eOHOH, Hay4HO-
MCCIICIOBATEIBCKOM, CIIOPTHUBHOM, KYJIBTYPHO-TBOPYECKOW U 0OIIIe-
cTBeHHOU nesarenpHocT KI'Y.

®DopMbI U BUJTBI yueOHOH B cnyyae eciau K MPOMEXYTOYHOH arTecTanuu (3a4ery ¢
pabOoThI ISl HEYCIICBAIOIINX OIICHKOW) HaOpaHa cymma MeHee 51 0OamioB, oOydaromemycs
(BOCCTaHOBHMBIIMXCS HA Kypce | HEOOXOIMMO Ha0paTh HeIOCTarollee KOJIMYEeCTBO OaioB 3a cyeT
00yueHHUs1) OOYyUAIOIIUXCS ST | BBIMOJIHEHHUS JIOTIOJHUTENBHBIX 3aJIaHHi, 70 KOHIA MOCIeIHeH
MOJYYEHUS HEJAOCTAIOIINX (3aueTHOI) Heemu ceMecTpa.

0aJuIOB B KOHIIE CEMecTpa JlvkBUaIUs aKaJIeMUYECKUX 3aJI0JDKEHHOCTEH, BO3HUKIINX H3-3a
pasHOCTH B Y4YeOHBIX IUIAHAX TPH TEPEBOJAC WM BOCCTAHOBIICHUU,
MPOBOJTUTCSL ITYyTEM BBIMONHEHHS JIOTIONHUTENBHBIX 33jaHuil, (opma u
00BEM KOTOPBIX OIPEJIEIISIETCSI MPETIOIABATENIEM.

6.3 Ilpouexypa oueHnBaHus Pe3yJIbTATOB OCBOEHUS JUCITUNIMHBI
MeponpusiTust TEKYLIEr0 KOHTPOJISI TPOBOASITCS HA ayAUTOPHBIX 3aHATUSX B

COOTBCTCTBHH C pACIIMCAHHUECM.

OcHoBHOM BHUJI TCKYHICTO KOHTPOJIA PE3YyJIbTATOB OCBOCHUA JUCHHUIIIMHBI -

3aluTa OTYCTOB 110 BBHIITOJIHCHHBIM J'Ia60paTOpHI)IM pa60TaM.

B mpomecce 3amuThl  OTYETOB OLEHHUBAETCA YPOBEHb ITOHUMAHMS

O6y‘laIOHII/IMI/IC$I MCTOJAUMKH  ITPOBCACHUA pa6OTBI, IIOJHOTAa MW  Kad€CTBO
BBITTOJIHCHU S SaHaHHP'I, a Takke O00O0CHOBAaHHOCTH BBIBOAOB, CICJIaHHBIX
06yanOHII/IMC}I I10 pE3yJibTaTaM BbBIIIOJTHCHU 33,[[3HI/II>1.

Py6exxHble KOHTPOJIM MPOBOAATCA B POPME MUCHbMEHHOTO TECTUPOBAHUSI.
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[lepen mnpoBemeHneM Kaxaoro pyOeKHOTO KOHTPOJIA TMPENoaaBaTeNb
npopabaTeiBaeT € OOY4YalOMIMMHCS OCHOBHOW MaTepual COOTBETCTBYIOIIMX
pa3zenoB AMCHMIUIMHBL. BapuaHThl TECTOBBIX 3aJaHMil cocTosST miad 1 u 2
pyOexxHoro kouTpois u3 11 BompocoB. Ha kaxaoe TecTupoBaHue Mpu pyoexkHOM
KOHTpOJIe 00y4aronieMycst OTBOJUTCS 2 aKaJeMUYECKUX Yaca.

bannel oOy4aroniemycst BHICTaBISIOTCS B 3aBUCUMOCTH OT YMCJIa MPaBUIILHO
BBHIOpaHHBIX OTBETOB. HToroBas omneHka 1o TecTy (QopMupyercsa IMyTemM
CYMMHPOBaHMsI HAOpaHHBIX OalJIOB M OTHECEHHS HX K OOIEeMy KOJUYECTBY
BOIIPOCOB B 33/IaHHH.

3auer mpoBoaUTCA B (hopMe yCTHOTO OTBeTa Ha 2 Bompoca. bumier coctout u3
2 BompocoB. IlepeyeHp BONMPOCOB IIPENOJABATENb BBIAACT 3apaHee. Bpewms,
OTBOJAMMOE OOydJaromiemMycss Ha IOATOTOBKY BOIPOCOB, COCTaBisieT 1
akagemudeckuit yac. Kaxxpiii Bompoc olieHuBaeTcs B 15 0aios.

Pe3ynbTaThl TEKyIIEro KOHTPOJS YCIEBAEMOCTM M 3a4e€Ta C OILICHKOU
3aHOCSTCA TMPENOoJaBaTEIEM B 3a4ETHYKO BEJOMOCTb, KOTOpas CIaercs B
OpraHU3allMOHHBIA OTJENl MHCTUTYTa B JICHb 3a4€Ta, a TAKXKE BBICTABIISIOTCS B
3a4ETHYIO KHIKKY 00Yy4aromerocs.

6.4 IIpMepbI OLIEHOYHBIX CPEACTB ISl PyOeKHBIX KOHTPOJIeH U 3aueTa
Ilpumepnvie mecmoswie 3a0anus 071 pyoesHcHo20 KOoHmpoJia Nel

1) Kakue cmaouu kuvepamaxu paccmampuearomcea ¢ mooeau Kill Chain?
Buvioepume ece npasuibnvle omeemol.

a) pa3Belka

0) pacumudpoBka

B) MOHUTOPUHT

I) peanuzanus

1) YIIpaBJICHUE

€) IpOCIyIIMBaHHE

) 3aIyCK

1) aHaJIu3

2) Kakoiu mun UCMOYHUKO8 OAHHbBIX OmMHOCUmMCA K
crabocmpykmypuposannvin? Beibepume 6ce npasuibHvle 0meenbol.

a) 6a3bl JaHHBIX

0) MOTOKOBBIE JAHHBIE (JSON-COOOIICHMS)

B) XML-aiinst

r) ETL Beirpy3ku

3) Kakyw mooenv pekomenoyemca ucnons3oeams npu peazupoeaHuu Ha

UHYUOeHmbl Kubepbezonacnocmu?
a) ITIL

0) COBIT
B) Cyber Kill-Chain
r) TIP
Ilpumepnvie mecmosvie 3a0anus 013 pyoesHrcHo20 KOHmposa Ne2
1) Kakasa u3 nepeuucieHHvlx mooeneil NpuUMeHAemcsa 0ii ORUCAHUA
XaAKepCKUxX 2pynnupoeok?
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a) Kill Chain

0) MITRE ATT&CK

B) Diamond Model

r) OWASP Top 10

2) Kakue ymeepocoenus, kacarowguecss Secure Software Development
Lifecycle (SSDLC), sgraromcs eepuvimu? Boibepume 6éce npasuibHvie onmeemel.

a) SSDLC Bxmrouaer SDLC

0) SSDLC BxmrouaeT Application Security

B) mnpomecc SSDLC Bxmouaer 1maru: (HOpMHUPOBaHHE TpPeOOBAHMIA,
IPOEKTUPOBaHUE, pa3paboTka U TECTUPOBAHUE, BBOJ B OKCIUIyaTaIHIo,
COIIPOBOX/ICHNE, BHECEHNE M3MEHEHHM WJIM BBIBOJ M3 JKCIUTyaTallnu (B cilydae
3aBEpILEHUS LIUKIIA)

') TMOHEPOM B co3aanuu noaxoqa SSDLC BeicTynuina koMmmnanus Apple

3) K kaxoit zpynne puckoe omuocamcs pucku Kubepoezonacnocmu?

a) pbIHOYHBIE

0) JTMKBUJTHOCTH

B) OIEepaIlliOHHbIC

') KpEAUTHBIE

1) HET BEPHOI'O OTBETA.

IIpumepHBIN NepeYyeHb BONPOCOB K 3a4eTy

1. Tpenabl kKuOEpOE30MACHOCTH.

2. Mopens Kill chain

3. TunoBsIe yrpo3bl U HAPYIIUTEIN KHOEpOE30MacHOCTH

4. YnpaBiieHHE PUCKaMH U TPEOOBAHUSIMHU.

5. Cucrema yIpaBJeHUs KrOepOe30MacHOCThIO OpraHu3ayIuu.
Hopmatusnas 6a3a. [Ipoueccsl. [lepconan.

6. Otenka cucteMbl KHOEpOE30MaCHOCTH.

7. lanupie B KuOepOE30MacHOCTU. VYTPABICHUE IKUSHCHHBIM ITUKIOM
JTAHHBIX.

8. Pabora ¢ nagueiMu. be3omacHOCTE TaHHBIX.

9. Hasnauenue SOC (Security Operation Center).

10. Mognens Cyber Kill-Chain kak moaxos K pearupoBaHUIO Ha UHIIUCHTHI.

11. ®ynkuum u npoueccbl SOC.

12. Texnonoruu SOC.

13. Komanga SOC.

14. Ananutuka kuoepyrpo3 (Cyber Threat Intelligence).

15. YnpaBiienue 3HaHUSIMU O KHOEpyTrpo3ax.

16. Ynpasnenue ysa3BUMOCTSIMH,

17. Ilogpaznenenue CTI.

18. Application Security u DevSecOps.

19. IpaxTuku u uHCTpYMeHTHI Application Security.

20. [Tpumenenus Application Security B OusHece.

21. SSDLC mporeccsl B KpyImHONH KOMIaHHUH.

22. llenu u 3a7a4u yrpaBiIeHHUs] pUCKOM KHOEpOE30MacHOCTH.

23. Cucrema ympaBiieHUsI pUCKOM KHOepOe30MacHOCTH.
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24. YrpaBieHue puckamu B HHQPACTPYKTYpeE.

25. YrpaBieHUe puckaMu B IIPoLieccax.

26. YopasieHue puckamu B cootBercTBuu ¢ ISO 27005.

2. IHCTpYMEHTBI BBISIBJICHUS MOIIICHHUYECKUX OIepaIui.

28. Tunonorus aHTUPPOI-pEIICHUIA.

29. [loaxoapl K OIIEHKE PUCKA ONEepaluii B cucteMax (ppoa-MOHUTOPHHTA.
30. TumnoBble cXeMbl NPWIOKEHUN aHTU(DPOI-CUCTEMbI, €€ BHYTPEHHSS

CTPYKTYpa.
31. ApxuTekTypa aHTUPPOA-pEIICHUSI.

6.5. ®oH/1 OLICHOYHBIX CPEICTB
[lonHblil GaHK 3amaHuil ISl TEKYLIETO, PYOEKHBIX KOHTPOJEH M MPOMEKYTOUHOU
arrecTallid 1O JUCLMIUIMHE, TOKa3aTelnd, KpPUTEpUM, UIKAIbl OLICHUBAHUSA
KOMIIETEHIIMN, METOJUYECKAE MAaTEpUAIIbl, ONPEAEIAIONIME IIPOLEAYPhl OLEHUBAHUS
00pa30oBaTeNbHbIX PE3YNBTATOB, MPUBEAECHBI B Y4EOHO-METOJMUYECKOM KOMILUIEKCE
JUCLIMILIVHBL.

7. OCHOBHASA U JONNOJIHUTEJIBHASI YUYEBHAS JIMTEPATYPA
7.1. OcHOBHasI yueOHasi JJUTEpaTypa

1. KykoBa, M. H. Vnpasnenne uHPOPMAIUOHHON OE30MACHOCTHIO
[Onextpornsnii pecypc]. Y. 2: VmopaBineHnue HHIMIACHTAMH HH(POPMAIIMOHHOMN
oe3onacHocth: yueoHoe nocooue / M. H. XKykosa, B. I'. ’Kykos, B. B. 3onorapes.
— Kpacnospck: Cub. roc. aspoxkocmud. yH-T, 2012. — 100 c. — Moctyn ObC
«Znaniumy»

2. Munocnasckas, H. I. VYmparnenme wHIMIEHTaMA — WHGOPMAITMOHHON
0€30IMaCHOCTH M HETIPEPHIBHOCTHIO OM3HECA [DNEKTPOHHBIA pecypc] : yueOHoe mocodue
qutst By30B / H. T'. Munocnasckas, M. FO. Cenaropos, A. W. Tosncroii. — Beim. 3. — Mockaa:
["opsiuast ;unus, — TenexoM, 2013. — 170 ¢. — Joctyn ObC «KOHCYNBTaHT CTYIEHTa.

7.2. lonoJiHUTe/ILHASA YuyeOHAsl JIuTepaTypa

1. Rehman, R. Cybersecurity Arm Wrestling Winning the perpetual fight
against crime by building a modern Security Operations Center (SOC) [Electronic
resourse] / Rafeeq U. Rehman. - 124 p. - Access mode:
https://rafeeqrehman.com/wp-content/uploads/2021/05/soc_book 20210404 first
_edition.pdf, free.

2. Managing Security Risks Inherent in the Use of Thirdparty Components /
SAFECode. — [?] : SAFECode, 2017. - 32 p. — Access mode:
https://safecode.org/wp-
content/uploads/2017/05/SAFECode_TPC_Whitepaper.pdf, free.

3. Microsoft Security Development Lifecycle SDL Process Guidance Version 5.2 /
Microsoft. — May 23, 2012. — 169 p. — Access mode: https://www.microsoft.com/en-
us/download/details.aspx?id=29884, free.

7.3 MeToanueckas aureparypa

1. Metoauyeckue ykKa3aHHS TIO BBITIOJIHCHHUIO JIA0OPATOPHBIX padoT TIo
muciuminHe  «OOHapyKeHHuEe U MPEeAynpexACHHEe KOMIBIOTEPHBIX aTak B
OTKPBITBIX HH()POPMALIMOHHBIX CUCTEMAX).
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2. Meronuyeckue yKa3zaHUS 1O BBIIOJHEHUIO MPAKTUYECKHX paboT Mo
muciuiuinHe  «OOHapyKeHue U MpEeaynpexAcHUEe KOMIBIOTEPHBIX aTak B
OTKPBITBIX HH()OPMALIMOHHBIX CUCTEMAX).

8. PECYPCbI CETU «<MHTEPHET»,
HEOBXOJIUMBIE J1JIs1 OCBOEHUS JUCHUITJINHBI

1. Caiit qucrannronsoro odydenus B HOY (HauumonanbHbiii OTKPBITHIM
VYuusepcurer) « MHTYUT» conepxut OecryaTHbie KypChl, IPOrpaMMBbl
TOBBIIIICHHSI KBATH(PHUKAITUN ¥ TPO(PEeCCHOHAIBHOM IMepenoIrOTOBKH, HHTEPECHBIC
JOKJIJIBI U APYTYIO TOJIe3HY 0 HHpopMmaruio hitp://www.intuit.ru.

2. ®enepanbublil mopran «Poccuiickoe odpazoBanuex» http://www.edu.ru/

3. [Mopran «MHpOopMaIMOHHO-KOMMYHHKAITMOHHBIC TEXHOJIOTHH B
obpaszoBarum» http://www.ict.edu.ru.

4. ®enepanpubiii noptan DBC «Jlanby - https://e.lanbook.com/;

5. DBC «Znaniumy - https://znanium.com/;

6. ObC «KoncynbranT cryaeHta» - https://www.studentlibrary.ru;

7. Dnexrponnas oudnmoteka KI'Y - http://dspace.kgsu.ru/xmlui/

9. IH®OPMAIIMOHHBIE TEXHOJIOI'MN,
ITPOI'PAMMHOE OBECIIEYEHME
N NH®OPMAIMNOHHBIE CIIPABOYHBIE CUCTEMBbI
1. 5BC «Jlanby.
2. ObC «KoHCYIbTaHT CTYICHTAY.
3. OBC «Znanium.comy.
4. «I"apaHT» - CipaBOYHO-TIPABOBAs CUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHHUE
JANCHUIIJIINHBI
MarepuanbHO-TEXHUYECKOE O00ecleueHne MO0 pean3alluu  JTACHUTLTAHBI
ocymiecTBisieTcsi B cooTBeTcTBUU C TpeboBanuss PI'OC BO mno panHOM
o0pa3oBaTenbHOM MPOrpaMMme.

11. Inst cTyA€HTOB, 00y4aIOIIUXCH C UCIOJIb30BAHUEM IMCTAHINOHHBIX
00pa3oBaTeJbHbIX TEXHOJIOT Uil

[Ipy uCnoJIb30BaHUM  DJIEKTPOHHOTO OOYYEeHHS M  JAMCTAHIIMOHHBIX
oOpazoBatenbHbiX TexHojoru (mamee D0 u JIOT) 3aHATUS TOJHOCTHIO WM
YaCTUYHO MPOBOATCS B pexkrme oHjaitH. O0beM JUCHUIUIMHBI U paclpeeieHue
Harpy3ku 1o Bujgam paboT coorBeTcTByeT 1. 4.1. Pacnpenenenuwe O6amioB
COOTBETCTBYET II. 6.2 MO0 MOXKET ObITh UBMEHEHO B COOTBETCTBUM C PEIICHUEM
kadenpel, B cnydae nepexona Ha 0 um JIOT B mpormecce oOydenwus. Permenue
Kadenpsl 00 HCIONb3yEMbIX TEXHOJOTHSIX M CHCTEME OLEHUBAHUS JOCTHXKEHUH,
oOyJaromuxcs MPUHUMAETCS C YY4E€TOM MHEHHUS BEIyIIero MpenojaBaTeis |
JOBOJUTCSI 1O CBEJICHUSI O0yUYaIOLITUXCAL.
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AHHOTaLUS
paboueit mporpamMmbl y4eOHON AUCIUIIUHBI
«BBeeHue B 00pad0TKY eCTeCTBEHHOIO SI3bIKA)
o0pa3oBaTeNbHON MPOrpaMMBbl BBICIIETO OOPa30BaHUs —
IPOrpaMMbl CIIeIUATTUTETA
10.05.03 — UndopmanuonHasi 6€301aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM
Cnenmanu3anus:
Cnenuamu3anusi NeS «be30nacHOCTb OTKPBITHIX HH()OPMAIMOHHBIX CHCTEM))

®opmbl 00yUeHUs: OUHAS

Tpynoemkocts quctmmuinab: 5 3E (180 akagemudeckux daca)
Cemectpsrl: 8
dopma IpOMEKYyTOUHOM aTTECTAIlUH: 3a4EeT C OI[EHKOM

Conep:xxanmne IMCIUATIIAHBI

Tpennbr kubepbesomnacHoctu. Cucrema yrpapiieHUsT KHOepOE30MacHOCTHIO
COBPEMEHHOU 1dpoBoit OpraHu3aluu. Yupasienue JTAHHBIMU
kuOepOe3zonacHocT. LleHTp MOHUTOpWMHTAa M pearupoBaHUs HA WHIUIACHTHI
UHMOPMAITMOHHONW 0E€30MacHOCTH. YTpaBIICHUE YIPO3aMH U  YSA3BUMOCTSIMU
kubepOe3onacHoctu. Ilpaktuku Oe3omacHoi  paspabotkn U DevSecOps.
VYmnpaBnenne puckamu  kubepOe3zonacHocTH. CHCTEMBI  MPOTUBOJCUCTBUS
MOIIICHHHYECTBY.
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JIMCT
perucTpanun M3MeHeHNH (T0MOJTHEHU )
B pado4yio nporpamMmy y4e0HO TUCIUATIIAHBI

«O0Hapy:xeHHe U NpeaynpeKIeHne KOMIbIOTEPHBIX
aTaK B OTKPBHITHIX MHGOPMAIMOHHBIX CHCTEMAX))
o0pa3oBaTeNbHOM MPOrpaMMbl BBICIIETO OOpa30BaHUs —
MPOTrpaMMBbl CTICIIUATUTETA

10.05.03 — UndopmanuonHasi 6e30MaCHOCTL ABTOMATU3UPOBAHHBIX CHCTEM

Cneunammaunﬂ NeS «be3onacHocTh OTKPBITBIX HH(l)OpMa]_lI/IOHHI)IX CUCTEM»

®opMbl 00yUEHHUA: OYHASA

N3meHeHus / 1onoTHeHHs B pad04y0 NporpaMmmy
Ha 20 /20 __ y4eOHmlIii rox:

OTBETCTBEHHBIN NpenogaBaTesb / A.N. Duk /

N3menenus yrBepxaeHsl Ha 3acenannu kadenpslt BUAC «  »

20

[Iporokom Ne

3aBenyroniuii kaheapoit | .. Oux /
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