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1. OFBEM JUCHUIIJINHBI

Ouynas ¢popma

Bcero: 4 3aueTHbIX eqMHULBI TpyA0eMKOCTH (144 akameMuueckux yaca)

Bun yuebHO# paboTh Ha scio Cemectp

JTUACIUIUIUHY 11

AyauTopHbIe 3aHATHS (KOHTAKTHAasi padora ¢

npernojaaBartejieM), BCero 4acoB 64 64

B TOM 4HCJIe:

Jlexuun 32 32

JlaGopaTopHbie pabOThI 32 32

CamocTosiTeibHasi padoTa, BCero 4acoB 80 80

B TOM YHCJIE:

[ToaroToBka K 3auery 18 18

Jlpyrue BUIBI CAMOCTOSITEIILHOW PAOOTHI

(n3y4yeHue TeM, IOATrOTOBKA K JIAOOPATOPHBIM paboTam u 62 62

pyOEKHOMY KOHTPOJIIO)

Bua npoMexyTo4HOI aTTecTALMHA 3ayer 3a4er

OO01ast TPY10eMKOCTb THCHHUIJIMHBI U TPY/10€MKOCTb 110 144 144

ceMecTpamMm, 4acoB




2. MECTO JUCIUIIJINHBI
B CTPYKTYPE OBPA3OBATEJBbHOM ITPOI'PAMMBI

Hucuunnuna «be3onacHas pa3paboTka TPOrPaMMHOTO 00ECTICUSHUS»
OTHOCHUTCS K 4acTH, GOpMUPYEeMOil ydacTHUKaMH 00pa30BaTENIbHBIX OTHOIICHUMN
nuciurinaaM bioka b1.

W3yyenne aucuuIUiMHBl — Oaswpyercs Ha  pesyibTaTtax  oOydeHwus,
cOPMUPOBAHHBIX TPU HU3YYCHHUU CIEAYIOIUX AucuuIuimH: [Iporpammuo-
anmnapaTHble CpeJICTBa 3alluThl MH(popManuu; bezonacHocTh MHPOPMAIMOHHBIX
cUCTEeM; ATIapaTHbIe CPEACTBA BEIUUCIUTEILHON TEXHUKH.

PesynbraThl OOydeHUs 1O AMCHUILUIMHE HEOOXOAMMBI JUIsl H3yYCHUS
JUCHUIUIMH  «AHaIM3 ySA3BUMOCTEH U TECTUpPOBaHUE Ha MPOHUKHOBEHHUE
UH()OPMAITMOHHBIX CHUCTEM», JJIA TPOXOXKJEHUS MPEATUIIIOMHOW TPAKTUKH, a
TaK)Ke VISl BBIMIOJTHEHUS BBITYCKHOM KBATM(DUKAITMOHHON PaOOTHI.

3. IJIAHUPYEMBIE PE3YJIBTATbBI ObYUEHMUSI

Lenpto  mucuumuHel  «be3omacHas ~ pa3paboTka  IPOrpaMMHOIO
oOecrieueHuss»  SBISETCS  aJrOPUTMHU3AIMA M COCTaBICHHUS  0E30MacHOTO
IPOrpaMMHOTO OOeCTIeueHUs] Ha aIrOPUTMUYECKOM SI3BIKE BBICOKOTO YPOBHS C
UCIIOJIb30BaHUEM TPOIEAYPHOTO M COOBITUITHOTO MPOrPaMMHUPOBAHHUSA, a TaKXKe
COBPEMEHHBIX TEXHOJOTUHN CO3/IaHUs MTPOTPAMMHBIX CPEICTB.

3amauy TUCIMIIIINHEL.

- OBJIQZICHHME MeToJaMH 0€e30MacHOro MNpPOTPaMMHUPOBAHUS U METOIaMHU
pa3paboTku 3PGEKTUBHBIX AITOPUTMOB PEIICHUS IPUKIAIHBIX 3a/1a4;

- chopMupoBaTh TpeACTaBICHHE 00 OOIMMX NPHHIUMIIAX M METOoJax
MOCTPOEHUSI OE30MaCHBIX TPOTPAMM C TEKCTOBBIM U IpaPUIECKUM UHTEPPEHcoM.

Komnerenuuu, popmMupyemMblie B pe3ybTaTe OCBOCHUS AUCIUILINHBL:

- CnocoOeH pa3pabaTbiBaTh U aHAJIU3UPOBATh IMPOEKTHHIE PELICHUS I10
obecrieueHn0 0e30MacHOCTH aBTOMATH3NpOBaHHbBIX cucteM (ITK-5);

- CnocoOeH oneHuBath 3(PPEKTUBHOCTh CHCTEM 3alIUThl MHPOpPMALUH,
(YHKITMOHUPYIOIIUX B OTKPBITHIX HH(POpMaIMOHHBIX cuctemax (ITK-8).

WunukaTtopel W JECKPUNTOPHI YacTH COOTBETCTBYIOIIEH KOMIIETEHIIHH,
dbopmupyemMoii B Tiporiecce M3y4YeHUs NUCIMIUIMHBI 00eCTIeYeHHs», OICHUBAIOTCS
NIPY TIOMOIIHA OLIEHOYHBIX CPEJICTB.

[Inanupyembie pesynbTaThl o0ydeHHs 1o gucnuiuinHe «besomacHas
pa3zpaboTka  MPOTrPaMMHOTO  OOECHEeYeHUs»,  WHIAUKATOPHl  JOCTHXKEHHUSA
komnereHuuii [1K-5, TIK-8, mepedyeHb OILICHOUHBIX CPEICTB IMPEJCTABICHBI B
TaOJINILIE.

Kon Haumenosanue Kon
IInanupyemslie HaunmenoBanue
Ne | wunaukaropa WHUKATOpa TUTAHUPYEMOTO
pe3yabTATHI OIICHOYHBIX
/T | JTOCTHKCHHUS JOCTHKCHUS pe3yibTara
o0yueHHus CpeACTB
KOMITETEHITHH KOMITETEHITHH o0ydeHus
— 3HaTh: OCHOBHBIE 3 (U/I-1T1K-5) | 3maer: ocHoBHBIC | Bompocs! Tecra
MPOEKTHBIE PEIICHUS MPOEKTHEIE
1. Wa-1 K5 | P P p
o 00eCreYeHHUIO peIIeHus 1o
0€30M1aCHOCTH 00eCTIeYeHHIO




ABTOMATHU3UPOBAHHBIX 6e301macHOCTH
CUCTEM aBTOMAaTU3HPOBAH
HBIX CUCTEM U UX
aHaIn3
— YMerTb: Y (M-2 IIK-5) | Ymeer: Komriekc
pa3palaTeIBaTh U paspabarbIBaTh MMUTAIMOHHBIX
aHAIU3UPOBATh MIPOEKTHBIE 3a1a4y
V-2 TTK-5 MIPOEKTHBIE PEIICHUS pelIeHus 0
1o 00ecreyeHnIo o0ecreveHuno
0e30macHOCTH 0e30macHOCTH
ABTOMATHU3HPOBAHHBIX aBTOMAaTU3HPOBAH
CUCTEM HBIX CHCTEM
— Bimapers: meTomamu B (MJ-3TIK-5) | Brnageer: Kowmruiekce
MPOSKTHBIX PEIICHUH METOIaMHU UMUTAIIMOHHBIX
1o 00ecreyeHHIo MIPOEKTHBIX 3a1a4y
V-3 TIK-5 0€e30MacHOCTH pelIeHui 1o
ABTOMATHU3UPOBAHHBIX o0ecrneveHuno
CUCTEM 0e301macHOCTH
aBTOMAaTHU3HPOBAH
HBIX CHCTEM
— 3uare: 3pdexrusnbie | 3 (MJI-1 [IK-8) | 3uaet: ocHoBHBIE | Bompocs! Tecta
CIOCOOBI 3aLIUTHI YSI3BUMOCTH U
VJI-1 TIK-8 uHpopmaruu B ¢ pexTUBHBIC
cucreMax CITOCOOBI 3aITUTHI
uHpopmaluu B
CUCTEMax
— YMeTh: OlleHUBaTh Y (M-2 TIK-8) | Ymeer: Kommnekc
3¢ (HEeKTHBHOCTH CHCTEM OIICHUBATH UMUTAIIOHHBIX
3aILUTHI 3pGEeKTUBHOCTh | 3a/1a4
V-2 TTK-8 CHUCTEM 3allUThI U
obecreunBaTh
TECTUPOBAHUE
CUCTEM Ha
MIPOHUKHOBEHUE
— Bnanets: HaBsikamu | B (MI-3 [1K-8) | Baageer: HaBbiku | Komrutekc
OIICHKH aHaIIM3a UMUTAIIOHHBIX
3¢ (HeKTUBHOCTH MIPOrPaMMHBIX 3a/1a4y
VIJT-3 TIK-8 CHUCTEM 3allUATEI peanu3anuii Ha

uHpOpMaLuU B
OTKPBITBIX CHCTEMAaxX

IpeIMeT OLIEHKU
s dexTuBHOCTH
CHCTEM 3aIlIUThI

nH(popMalun




4. COAEP) KAHUE JUCHUIIJINHBI
4.1. YueOHO-TEMAaTHYECKHNH IJIAH.

KonmgectBo yacoB
¥ | Homep i pab
3) HanmeHoBaHUe paszela KOHTaKTHOU pabOThI ¢ IPETogaBaTeeM
‘2. | pasnena, ’
& TEMBI Ounas
TEMBI
Jlexum Jlabop.
Tema 1 | Bsedenue 6 bezonacuyro paspabomky u 4 2
HOpMamusHas 6aza
Mooenuposarnue yepo3 u 4 4
Tema 2 | npoexmupogaHnue apxumexkmypbol
—_ bezonacnocmu
S besonacnas paspabomka ucxoonoeo 4 4
© | Tema3
o K00a
Ynpasenenue cmoponnumu 4 4
Tema 4 | wounonenmamu u yenouxoii nocmasox
1-p1ii pyOEKHBIN KOHTPOJIb - 1
TectupoBanue
bezonacnas coopka, xpanerue 4
Tema S | apmegpaxmos u ynpasnenue cexpemamu 4
Tena 6 Tecmuposanue Ha NPOHUKHOBEHUE U 4 4
. OUHAMUYECKUL AHATU3
X Tema 7 bezonacnuiii penus, sxcniyamayus u 4 4
;% peasuposanue Ha UHYUOEHNbL
Breopenue SDL (Secure Development 4 4
Tema 8 .
Lifecycle)
2-bIii pyOEKHBIH KOHTPOIh - 1
TectupoBanue
Bcero: 32 32

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Tema 1. Beeoenue 6 6e30nacHyro pazpadomky u HopmamueHas oasa.

Ucropust mosBieHnst crannapToB Oe3omacHor pa3paboTku. Pasznuiia Mexmay
(GyHKIIMOHATBHBIM TECTUPOBaHHEM W mouckoMm yszpumocteit. O63op ['OCT P
56939-2016: oOnacTh TPUMEHEHHWS, OCHOBHBIE TEPMHUHBI  (YSI3BUMOCTD,
HEJICKJIApUPOBAaHHAs BO3MOXKHOCTb, *W3HeHHbIM 1ukia [10).sMecro T'OCT P
56939 B skocucreme poccuiickux crangaptoB (cBs3b ¢ 'OCT P 57580.1 mns
¢bunaHcoBbix opranuzaruii, TpeboBanus DCTOK Poccum). MexayHapomHbie
amamorn: OWASP SAMM, BSIMM, NIST Secure Software Development
Framework (SSDF). DxoHoMudeckoe OOOCHOBaHHE: CTOMMOCTb HCIIPABJICHHS
ySI3BUMOCTH Ha pa3Hbix 3Tanax SDLC (mpaBuiio «IecATUKPATHBIX 3aTPaTy).

Tema 2. Mooenupoeanue yzpo3 u npPOEKMUPOGAHUE aPXUMEKMYPbl
oe3onacnocmu.

[Ipouecc coszmanua moxaenu yrpo3 mo Metopojorun OCTIK Poccum.
Nnentudukaius akTUBOB, HapymuTenaed u ys3uMmocteid. Meroguku STRIDE
(Microsoft) m PASTA nmns xnaccudukammu yrpo3  (Spoofing, Tampering,




Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege).
[IpoexkTupoBanue 0€30MaCHOTrO MPUIOKEHUS: IPUHIIUIT HAUMEHBIIUX MPUBHUIICTUH,
SIICIOHUPOBaHHAas  00OopoHa, Oe3omacHble  (pelimMBopku.  DopmupoBaHUe
TpeOOBaHUM K 0€30MaCHOCTH: (PYHKIIMOHAJIbHBIC (UTO CHCTEMa JOJDKHA JIeNlaTh) U
He(pyHKIIMOHAJIbHBIE (KaK OHA JOJIKHA 3TO JieJIaTh 0€30MacHO).

Tema 3. Be3onacnas pazpadbomka ucxooHozo Kooa.

Knaccudukanus nedpextoB koma, mpuBoisamux K yszpumoctsm (OWASP
Top 10, CWE/SANS Top 25). O0630p ysa3Bumocredl: SQL-MHBEKIHH,
MEXCaUTOBBIM CKpUNTUHT (XSS), HeOe3omacHas necepuain3anus, HEKOPPEKTHOE
ynpasieare goctynoM (IDOR). Ilpunmuner  06e30macHOTO  KOJUPOBAHUS:
BaUAIUsl W CAHUTHU3AIUS BXOAHBIX JaHHBIX, IMAapaMETPHU30BAHHBIC 3aIPOCHI,
MCIIOJIb30BaHUE MOJTOTOBJICHHBIX BhIpakeHUM (prepared statements), Oe3omacHas
pabota c¢ kpuntorpadueii. O030p HHCTPYMEHTOB cTatnueckoro ananu3a (SAST) u
ux uHrerpanus B IDE.

Tema 4. Ynpasenenue cmopoHHUMU KOMNOHEHMAMU U UENOUYKOU
HOCMAGOK.

Pucku ucnonb3oBanus Open Source: ysS3BUMOCTH B OuMOiHOTEKax (IIpuMep
Log4Shell), nunensuonnas uncrora. Cocrtasieane SBOM (Software Bill of
Materials) — mepeuHss Bcex CTOPOHHUX KOMIIOHEHTOB. IIporiecc yrpaBiieHHS
nenoukoit moctaBok (SSCS). [IpoBepka pemnyTaruu penozuropueB. UHCTpyMEHTHI
anaym3a coctaba [10 (SCA — Software Composition Analysis).

Tema 5. be3onacnaa coopka, xpanenue apmegaxmoe u ynpaegjieHue
cekpemamu.

3amura coopounoro konseiiepa (CI/CD). Ilonnucanue koga u apredaxToB
(Code Signing). be3omacHoe xpaHeHue apredakToB B perno3utopusx (Nexus,
Artifactory). IIpoGnema cekperoB B kozae: API-xiroum, maponu, cepTUPHUKATHI.
Hcnonb3zoBanne wmeHemkepoB cekpetoB (HashiCorp Vault) u mepemeHHBIX
okpyxeHus. KoHTeltHepHass 0e301MacHOCTh: CKaHupoBaHHe oOpa3oB Docker Ha
Hanunuue ys3sumocteid OC u I10.

Tema 6. Tecmuposanue na NPpOHUKHOBEHUE U OUHAMUYECKUI AHAIU3.

Pasuuna mexay SAST, DAST (Dynamic Application Security Testing) u
IAST. Merononorusi TeCTUPOBaHUS Ha MPOHUKHOBEHHWE BEO-TPUIIOKEHUN
(OWASP Testing Guide). MHCTpyMEHTbI aBTOMATH3WPOBAHHOIO CKAHMPOBAHUS
(OWASP ZAP, Burp Suite). dazsunr-rectupoBanue (Fuzzing) mis mnowcka
OLIMOOK TTpH 00paOOTKE HEKOPPEKTHBIX JAHHBIX.

Tema (. be3onacuwviit penus, 3IKcnayamayua u peazuposanue Ha
UHUUOCHMbL.

[Ipouecc ympaBienus yszeumoctamu (Vulnerability Management): ot
nonyyeauss CVE  ngo  ycranoBkm  marya.  Hacrtpoiika ~ Oe3omacHoro
koH(urypupoBanus cpenbl (Hardening): oTkiIiOueHWE JMITHUX TOPTOB U
cepBucoB, Hactpoiika TLS, 3aromoBkoB Oe3omacHoctu (HSTS, CSP).
JlorupoBanue u MOHHTOPUHT Oe3zomacHocTH. CTaHmapThl BeAeHHUS JoroB. [lman
pearupoBanus Ha wHIOUAeHTHI Wb B paspaborke (PSIRT — Product Security
Incident Response Team).

Tema 8. Bueopenue SDL (Secure Development Lifecycle).



OObenMHEHHNE TMPOIECCOB pa3pabOTKM B eauHBIN periament s UT-

kommnanuu. PomeBas mozenb (Biamenen MpOAyKTa, apXUTEKTOp, pa3padOTUHK,
AppSec-unxenep). Metpuku 3¢hdEKTUBHOCTH Tporiecca 0e30macHoi pa3padoTKu

(MTTD — Mean Time To Detect, MTTR — Mean Time To Remediate).

4.3 JIabopaTopHble padoThI

Howmep
TEMBI

Haumenosanue
TEMBI

HaunmenoBanue tem
71a00paTOPHBIX padoT.

Hopmarus
BPEMEHH,
Jac.

O4dHasa

Tema 1

JlaGoparopnas pabora Ne 1.

AyIHMT J10KYMEHTAIMH.

3ajaya: nOpoBecTM  INepBUYHbIN  aHanmu3 T3 Ha
cootBercTBUe TpeboBanusm ['OCT P 56939, BoisBUTH
OTCYTCTBYIOILIHE pas3nensl (TpeGoBaHus K
ayreHTuUKanuy, mudpoBanuio, 00padoTke OMUO0K) U
COCTaBHUTb ITPOTOKOJ 3aMECUYAHUM.

Tema 2

JlaGoparopuast pabora Ne 2.

MopaenupoBaHue yrpos.

Cucrema BHYTPEHHETO KaJpOBOTO Yy4Ye€Ta. MOCTPOUTH
nuarpaMMmbl - oTokoB  jgaHHbBIX  (DFD),  BeIIETUTH
TPaHUIBl  JOBEpHs, WIACHTU(OUIUPOBATH YIPO3BI TIO
Merony STRIDE u ouenuts uX NHO KIACCHUYECKOU
MaTpule (BepoaTHOCTh * ymiep0). PesynbTar opopmurs
B BUJIE PEECTPA yIPO3.

Tema 3

JlaboparopHas pabora Ne 3.

SAST u pedakTopuHr.

3amauya: B BEO-NPWIOXKEHMHM  C  BHECEHHBIMHU
ySI3BUMOCTSIMH ~ 3aIllyCTUTh ~ aHANU3aTop (Hampumep,
SonarQube, GitHub CodeQL wnnu oreuectBenHblid Solar
appScreener), TpoaHAIU3UPOBaTH OTYET, HCIPABUTH
YA3BUMOCTH B KOAC U I[O6I/ITI)C$I HYJICBOI'O YpPOBHA
KPUTHUYECKHUX JePEKTOB.

Tema 4

JlaboparopHas pabota Ne 4.

AHaJIU3 3aBUCUMOCTEH.

C nomoursio SCA-unctpymenta (OWASP Dependency-
Check, Snyk unm poccuiickux aHamoroB) CKaHHUPOBATh
MPOEKT, B KOTOPOM HAaXOIUTCS W3BECTHASs YSI3BUMOCTb
OMOMMOTEeKH, HAWUTU YA3BUMBIM KOMIIOHEHT, H3y4YUTh
CVE u o6HOBUTH OMOINOTEKY 70 O€30MacHON BepcUu ¢
COXpaHEeHHEeM PabOTOCIIOCOOHOCTH MPUIIOKEHUSI.

1-wv1i1 pyoesc

Tecmuposanue

Tema 5

JlaGoparopHas pabota Ne 5.

Hardening CI/CD.

Hactpouts mnaiirunaitn (nampumep, B GitLab CI wnnm
Jenkins). 3amaum: BBIHECTHM J>KECTKO 3aKOJHMPOBAaHHBIE
Mapojiy W3 CKPUIITOB B 3alllMIICHHOE XpaHWIUIIE,
HAaCTPOUTh  IIAr  aBTOMATHYECKOTO  CKaHWPOBAHUS
Docker-oopaza (Trivy) u 3anpeTHTh AEIUION B TECTOBYIO
cpeny, eciM CKaHep Hamen ys3BUMocTH ypoBHs High.




Tema 6

JlaboparopHas pabota Ne 6.

DAST-ayaur.

PazBepuyth TecToBBI cTeHy (Hampumep, DVWA —
Damn Vulnerable Web Application). C moMorisio
OWASP ZAP wumu  Burp  Suite  mnposectu
ABTOMATU3UPOBAHHBIA M PYYHOM IMOUCK YA3BUMOCTEH
(XSS, SQLI), ux sKCruTyaTaIfio B H30JIMPOBAHHON Cpee
u 3aduxcupoBars ycremHocts araku (PoC — Proof of
Concept).

Tema 7

JlaGoparopHas pabora Ne 7.

Hactpoiika WAF 1 MOHMTOPHUHT.

PazBepHyTh 6a30BO€ BeO-TPUIIOKEHHUE U TPOBECTU €ro
sammry ¢ momomnpio  Web  Application  Firewall
(manpumep,  ModSecurity g Apache/Nginx).
NmuTtupoBars ataky (MHOXKECTBEHHbIE MOMBITKH SQLi)
Y HACTPOWTH MPABUIIO, KOTOPOE OJOKHPYET aTaKyOIIETO
Y OTIPABJISICT OMOBEIICHHE B KOHCOJIb MOHUTOPHHTA.

Tema &

JIaboparopnas padora Ne 8.

IMoaroroBka 06e30macHOr0 NMPOeKTa K BHEJAPEHUIO B
paoory.

Pa3paborunkam BbImacTcs 0a30BBIH, HEOE30MACHBIH
MPOEKT. 3a7a4a — 3a OrpaHUYEHHOE BpeMs (9KBHBAJICHT
2 Henenb CIPUHTA) MPOBECTH €ro 4Yepe3 BCE ITallbl
I'OCT P 56939: nopaborats T3, ucmpaBuTh KO IO
otuetry SAST, o6HoBUTH 3aBUcuMOcTU (SCA), mpoiitu
DAST-tectupoBaHue ¥  TMOATOTOBUTH  PETJIAMEHT
6e3omacHoil skcrutyarauuu. Cnyx6a Wb BbicTymaer B
poIu ayuTOpa, BhIaBas 3aMEUaHUs Ha KaXXJIO0M JTare.

2-0i1 pybesic

Tecmuposanue

Hmozo

32

5. METOANYECKHUE YKA3ZAHUA JUIA OBYUYAIOIIIUXCSA

1O OCBOEHHIO JTUCHUITJIMHbI

[Ipu mpociymrBaHuM JEKIUNA PEKOMEHIYETCSI B KOHCIIEKTE OTMEYaTh BCE
BAX)KHBIE MOMEHTBI, HA KOTOPBIX 3a0CTPSCT BHUMAaHHE IIPEINOJAaBaTENb, B YACTHOCTH
T€, KOTOPBHIE HANPABJICHbI HA KAYECTBEHHOE BBIIIOJHEHUE COOTBETCTBYIOLIEH

nabopaTopHO# paboTe.

[IpenonaBareneM 3alIaHUPOBAHO HCMOJB30BAHUE TIPU YTEHUM JICKIMHA
TEXHOJIOTHH y4eOHOU auckyccuu. [losromy pekomenmyercst (puKCHpoBaTh st ceOst
WHTEPECHBIE MOMEHTHI C IIETIhI0 X aKTMBHOTO OOCY)KICHHS Ha JWUCKYCCHU B KOHIIC

JICKIIUH.

3a710roM KauyeCTBEHHOTO BBIMOJHEHUSI J1a0OpaTOpPHBIX padoOT sBIAETCS
CaMOCTOATENIbHAsA MOATOTOBKA K HUM HAaKaHyHE IyTE€M IMOBTOPEHUSI MAaTEpUasoB
aexuui. PekoMeHayeTcsi MOATrOTOBUTH BOIIPOCHI IO HESICHBIM MOMEHTaM U

0O0CYIMTh UX C IIPENoJaBaTesieM B Hayase J1a0opaToOpHON padOThI.




[IpenonaBateneM 3ariaHUPOBAHO MPUMEHEHHE Ha JTA0OPATOPHBIX paboTax
TEXHOJIOTUI Ppa3BUBAIOIICHCS KOOIMEpaluu, KOJUIEKTUBHOIO B3aWMOJCHCTBUS,
paz0opa KOHKPETHBIX CUTYAIIH.

JUist  TEeKyliero KOHTPOJISI yCHEBA€MOCTH IO O4HOM ¢opme oOydeHHs
MpernoJlaBaTesieM HCIOJIb3yeTCsl OaIbHO-PEUTHUHIOBas CHUCTeMa KOHTPOJs U
OLICHKM aKaJIeMMYECKOW AaKTUBHOCTU. [l03TOMy HACTOSITENBHO PEKOMEHIYETCs
THIATENBHO TMpopadaThiBaTh MaTepUal JIUCHUIUIMHBI TPU CaMOCTOSTEIHHOU
paboTe, ydacTBOBaTh BO Bcex (opmax OOCYKIEHUS W B3aWMOJCHCTBHUA, KaK Ha
JIEKLIHSX, TAaK U HA JJA0OPAaTOPHBIX padOTax B LEJIAX JYUIIEro OCBOCHHS MaTepHalia
Y TIOJTyYCHHMSI BRICOKOW OIICHKH IO pe3yJbTaTaM OCBOCHUS JUCIIUILIAHEI.

Brimonuenne camocToaTenbHOW paboThl MOJpa3yMeBaeT CaMOCTOSATEIBHOE
M3YYEHHE Pa3/esiOB JUCIUIUIMHBI, MOJATOTOBKY K JIaDOpaTOpHBIM padoTam,
MOJITOTOBKY K pYOSKHBIM KOHTPOJISIM H TIOJATOTOBKY K 3a4€TY.

PexomennyemMas TpyJO€MKOCTh CAMOCTOSITEIbHONW paboThl MpEJCTaBICHA B

Tabnule:
Pexomenayemblil pesKMM CaMOCTOATEIbHON Pa00ThI
Ounas popma

Pexomennyemas
HanmenoBanue
. TPYAOEMKOCTD,
BH/Ia CAMOCTOSATEJIbHOI PadoThI AKAL UaC.

CaMoCTOsITeIbHOE H3YUCHHE TEM: 44
Brenenue B 6e3onacHyro pa3paboTKy U HOpMaTHBHas 0aza 5)
MonenrpoBaHue yrpo3 U IpOEKTUPOBAHUE apXUTEKTYPbl OE30MMaCHOCTH 5
be3onachHas pazpaboTka HCXOIHOTO KOAA 5
VYnpaBieHne CTOpOHHUMHU KOMIIOHEHTaMH U IIETIOYKOH OCTaBOK 5
be3onacnas cbopka, xpaHeHue apreakToB U yNpaBiIeHUE CEKPETaMU 6
TecTupoBaHue Ha MPOHUKHOBEHUE M TMHAMWYECKUI aHAJIN3 6
be3onacHsblil penus, 3KCIIyaTalys U pearnpoBaHie Ha MHIUAEHTHI 6
Bueapenune SDL (Secure Development Lifecycle) 6
ITonroToBka k g1abopaTopHbIM paboTaM (1o 1 yaca Ha KaxJ10€ 3aHsATHE) 16
ITonroroBka K pyOexHbIM KOHTPOJISIM (110 14aca Ha Kaxablil pyOexKHbIH KOHTPOJIb) 2
Iloaroroska Kk 3adery 18
Bcero: 80

6. ®OHJT OLIEHOYHBIX CPEJCTB JUISI ATTECTALIAM MO JUCLUTLTAHE

6.1. IlepevyeHb OLIEHOYHBIX CPEICTB

1. bamnpHO-peUTHHIOBass CHCTEMA KOHTPOJS M OLEHKHA AaKaJeMHYECKON

akTuBHOCTH oOyuaromuxcs B KI'Y (ounas popma).
2. OT4eThl 00y4JaroumMXxcs mo J1abopaTopHbIM paboTaM.

3. bank TecToBBIX 3amaHuii K pyoekHBIM KOHTPOJsIM Ne 1, Ne 2 (ounas

dbopma).
4. Bornpochl K 3a4ery.




6.2. Cucrema 0a/UILHO-PEHTHHIOBOI OLICHKH Pa00Thl 00y4YaroIMXxcsi 110

MPOMEKYTOYHOM aTTeCTallny,
BO3MOKHOCTH TIOJTyUCHHS
aBTOMATHYECKOTO 3a4eTa
(PK3aMEHAITMOHHOM OIICHKH) 10
JTUCIUTUIMHE, BO3MOXKHOCTh
MOJTy4eHUs] OOHYCHBIX 0aJlIIOB

JTUCIHUILINHE
Ne Hanmenosanue Copepxanue
1 | Pacnpenenenune Pacnpenenenue 6amnoB
0aJuTOB 3a CEMECT] IO — a
6 o = ol = %
BUJaM yuyeOHOU 2 z
AaM y Bun Brmmonnenue T A T A 5
paboThI, CPOKU CHAYH . ITocemenne 9 X 2 X = &
2, y4aeOHOM . nmabopaTopHOM o & o g <
yae0HON paboThI ] JIEKITAHN © B © £ )
paboTH: paboTsI > T > T
(00800smcs 00 ~ g ~ g
ceedenus
ooyuarowuxca Ha
bannphas
nepgom yuebHom ) 0,56 x 16= 8; 56 x 8 =405 11 11 30
OLICHKa:
3auAMUU)
2 | Kpurepwuii nepecuera 6aios B 60 1 MeHee 6aJyIOB — HEYJOBJICTBOPUTENBHO; HE 3a4TEHO;
TPaAULMOHHYIO OLIEHKY 10 uToraM | 61...73 — y1OBIETBOPUTEIBHO; 3aUTECHO;
paboTHI B cemecTpe 1 3adera 74... 90 — xopomo;
91...100 — oTnmaHO
3 | Kpurepuu gomycka k Hng  jgomycka K OPOMEXKYTOUHOM —aTrTecTalud 10

TUCIUILINHE 32 CeMecCTp, oOyJaronIuiicst TomKeH HabpaTh 1o
UTOTaM TEKYIIEro M pyOeKHOIO KOHTpPOJs He MeHee 51
OaioB. B ciywae ecnm oOydaromuiics HaOpan menee 51
0amia, TO K AaTTECTAI[MOHHBIM HCIBITAHUSAM OH HE
JIOTTYCKAaETCH.

Jns momyueHus 3adera 0e3 MPOBEICHHS TPOLEAYPHI
MIPOMEXYTOYHOW aTTeCTalnu OOydaromeMycss Heo0X0auMOo
HaOpaTh B XOJI¢ TEKYIIETO M pyOCKHBIX KOHTPOJICH HEe MEHee
61 Oamma. B 3ToM ciiydae wuTOor OaUIBHON  OLICHKH,
MoJTy4aeMoil O0yYalolIMMCsl, OMpeNesieTcsl MO KOJIMYECTBY
0aioB, HAOpPaHHBIX MM B XOJIe¢ TEKYIIETO U PYyOeKHOTO
KoHTponed. IIpum 3ToM, Ha YCMOTpEHHE NpenojaBaTes,
OanbHAsE OllEHKa O0YyYarolerocss MOKET OBITh MOBBINICHA 32
CUET MOJYYCHHSI JIOTIOIHUTEIBHBIX 0AJIOB 32 aKaJeMUYCCKYIO
AKTHBHOCTb.

OOy4aronuiicsi, UMEIOIIUI MPaBO Ha IMOJYYCHUE OLICHKU
0e3 TMpoBedeHUS TPOLEAYPHl TPOMEKYTOUHOW aTTECTAIlHH,
MOXET TIOBBICHTh €€ TyTeM CJa4d  aTTeCTallMOHHOTO
uchbiTanus. B cioydae modydeHuss  oOydaromMcs  Ha
arTecTallMOHHOM HcrbiTaHuy 0 6ayuioB UTOr OAIbHOM OLIEHKHU
O JTUCIUTUTHHE HE CHIKACTCSI.

3a axkaJeMHUYecKyl0 aKTUBHOCTH B XO/A€ OCBOCHHMS
JUCTIVIUINHBI, YIacTre B y4eOHOM, HAyYHO-HUCCIICIOBATEIHCKOM,
CIOPTHBHOM,  KYJBbTYpHO-TBOPYECKOW M OOIIECTBEHHOM
JEATeIbHOCTH  00y4arolmieMycsi MOTyT OBITh  Ha4YHCIICHBI
JOTIOJIHUTENbHBIE  Oaiuibl.  MakcMMajbHOE — KOJMYECTBO
JOTIOJTHUTENFHBIX OAJUIOB 32  aKaJIEMUYECKYI0 aKTHBHOCTD
cocrasiset 30.

OcHoBaHMEM ISl TIOJYYEHHUS JOTONHUTENBHBIX 0aJlioB
SIBJISTFOTCSL:

- BBINOJHEHWE  JOTOJIHUTENBHBIX  3aJaHUi 10
JUCLUMIUIMHE;  JIONIOJHUTEIbHBIE  Oajiibl  HAYMCILIFOTCS
Mperno/iaBareliem;

- yyacTHe B TEYEHHE ceMecTpa B Y4eOHOH, HaydHO-
HCCTIEOBATENbCKON, CHOPTHBHOW, KyJIbTYPHO-TBOPUYECKOH U
obmmectBenHoM aestensHOCTH KI'Y.




4 | ®opMbl U BUIBI y4eOHOH pabOThI B cnyyae ecnu K mMpOMEXYTOYHOH aTTecTaluu (3a4ery)
JUTSL HEYCTIEBAIOIIINX HaOpana cymma MeHee 51 ©OamioB, oOydaromemycs
(BOCCTaHOBHBIIIMXCS Ha Kypce HEoO0X0IMMO HaOpaTh HeNOCTarollee KOJIMYECTBO OaJIoB 3a
o0yueHus) oOydaromuxcs s CUET BBINONHEHHUS MJONONHUTENBHBIX 33JaHUi, A0 KOHIA
MOJTyYeHHs HEJOCTAIONINX 0aJUIOB | IMOCIeqHeH (3a4eTHO) HeIen ceMecTpa.

B KOHIIE cemecTpa JIMKBUIAIMS aKaIEeMHYECKHX 3a0DKEHHOCTEH, BO3HUKIIINX
W3-32 PasHOCTH B YYeOHBIX IUIAaHAX MpPH [EPEeBOAE WU
BOCCTaHOBJICHHH, TIPOBOJIUTCS nyTeM BBITIOJTHEHUS
JOTIONTHUTENGHBIX ~ 3adaHuii, ¢opMa ©W 00BEM  KOTOPBIX
onpeieNsieTcsl IpernoiaBaTeieM.

6.3. IIpouenypa oneHMBaHUA Pe3yJbTATOB OCBOCHUS JUCHUIITIMHBI

Py6exxHble KOHTPOJIM TPOBOJATCSA B (POPME MUCEMEHHOT'O TECTUPOBAHMUS.

[lepen mnpoBeneHMeM Kaaoro pyOeKHOTO KOHTPOJIL MpernojaBaTeb
npopadaTbiBaeT € OOY4YaONIMMHUCS OCHOBHOM MaTepHal COOTBETCTBYIOIIMX
pa3iesnioB JAUCHUIUIMHBL B (opMe KpaTKoll JeKIuu-gucKyccur. BapuaHThI
TECTOBBIX 3alaHUi cOCTOAT Jisi 1 u 2 pyOexHoro koHTposs u3 11 Bompocos. Ha
KaXJ10€ TECTUPOBAHHE MpPU PYyOEKHOM KOHTpOJie oOydaromeMmycs OTBoautcs 1
aKaJeMHYECKHUI Yac.

Bannbr o0ydaromeMycst BEICTABIISIIOTCS B 3aBUCMMOCTU OT YKCJIa TPABUIIBHO
BBIOpaHHBIX OTBETOB. HToroBasi oleHka 10 TecTy QOpMUPYETCS MyTeM
CYMMHPOBaHMsSI HAOpaHHBIX OaJIOB M OTHECEHHS UX K OOIIEeMy KOJUYECTBY
BOIIPOCOB B 3adaHuu. I[loMHOXkUB mnoiiyueHHoe 3HaueHnne Ha 100%, MoxkHO
MPUBECTU UTOTOBYIO OIICHKY K TPAJUIIUOHHOM CIIETYIOITUM 00pa3oM:

«HEYJIOBIIETBOPUTENIBHO» — MeHee 50%

«ynosierBoputeabHO» — 50% - 70%

«xopomo» — 70% - 90%

«otauaao» — 90% - 100% .

[IpenonaBarenb olleHUBAET B OajyiaXx pe3ysibTaThl TECTUPOBAHUS KaXKIOTO
0o0yyJaromerocss 1Mo KOJMYECTBY MPABUILHBIX OTBETOB W 3aHOCUT B BEIOMOCTH
ydeTa TEKyLIEN yCIIEBAEMOCTH.

3aueT mpoBOAUTCS B (POpME OTBETOB Ha BOIMPOCH! Omiera. buner coctout us 2
BONPOCOB. BONpoCk! k 3a4eTy JOBOJATCS 10 0OYYarOIIMXCs Ha MOCIIEIHEHN JeKIUU B
cemectpe. Ha monroroBky orBera oOyyaromeMycsi OTBOAUTCS 1 aCTpOHOMMYECKUN
yac. Kaxxe1if Bompoc oriennBaeTcst 10 15 6amos.

Pe3ynbTaThl ycreBaeMOCTM U 3ayeTa 3aHOCITCS MPEnojaBaTesieM B
3a4ETHYI0 BEJOMOCTb, KOTOpasi CIa€TCsl B OPraHU3alMOHHBIA OTJE] UHCTUTYTa B
JIEHb 3a4eTa, a TAK)KE BBICTABIISIFOTCS B 3a4€THYIO KHIDKKY 00y4YaroIIerocs.

6.4. [Ipumepbl OLIEHOYHBIX CPEACTB A1l Py0eKHOr0 KOHTPOJISA U 3a4yeTa

1-p1ii pyOe:kHBIH KOHTPOJIb

Bonpoc 1. B pamkax merogonorun @CTIOK Poccun npu cozganun Moennu
yIrpo3 SKCHepT HIAECHTU(UIMpOBan 0a3zy JaHHBIX C MEPCOHAIbHBIMU JIAHHBIMHU,
BHEILIHETO XaKepa M OTCYTCTBUE Maruyeil B BeO-cepBepe. UTo U3 MmepedyrciieHHOro
OTHOCHTCS K YSI3BUMOCTSIM?

a) 0a3a TJaHHBIX C MIEPCOHANILHBIMU JTAaHHBIMU;

0) BHEITHUH XaKep;




B) OTCYTCTBHUE TaT4eii B BeO-CepBEPE;

I') BHEIIIHUIA KaHaJ CBSI3U.

Bonpoc 2. 1lpu xknaccuduxanuu yrpo3 no merogonorud STRIDE s Be6-
NPWIOKEHUST OOHApYKeHa BO3MOKHOCTh MOJMEHBI CECCHM TOJb30BaTelNs IMyTEM
kpaxu session_id. K xakoit kareropuu STRIDE otHOCHTCS 1aHHas yrpo3a?

a) spoofing (moamMeHa TUYHOCTH);

0) tampering (11e70CTHOCTD);

B) repudiation (oTka3 ot aBTOpCTBA);

r) elevation of Privilege (moBeimenue mpuBmiernii).

Bonpoc 3. B mpoekte wucmosib3yercs omOimoteka 10g4] Bepcum 2.14.1.
BHE3AITHO CTaHOBHUTCS W3BecTHO 00 ys3Bumoctu Log4Shell (CVE-2021-44228),
MTO3BOJIAIOIIEH BBIIOJIHUTH NPOWU3BOIBHBIN Kox uwepe3 JNDI. Kakoir Tun
MHCTPYMEHTA U KaKOW MEPBOOYEPETHOM IIar HeOOXOAUMBI 7Sl OIIEHKH MaciiTaba
npo0Oiembl Bo BeceM noptdene [10O komnanuu?

a) SAST (mpoBecTH CTaTHUYECKUH aHAIW3 HCXOJHOTO KOJA Ha HAJUYHC

umnoptos l0g4j);

0) SCA (Software Composition Analysis) (COCTaBUTb WM aKTYaJIU3UPOBATH

SBOM (Software Bill of Materials) juist Bcex mpuiioKeHui U IPOBEPUTH €T0

Ha HaJM4YHUC YSI3BUMOW BEPCHH);

B) DAST (npockaHupoBaTh 3amyIlCHHbIC BEO-IPHJIOKCHHS Ha HAINYHE

10JIel BBOJIA);

r) IAST (BHeaputh areHT B JVM nmns mowcka aHOManWid BO BpeMs

BBITIOJTHCHMS).
2-0ii py0OeKHbBIH KOHTPOJIb

Bonpoc 1. 1lpu xpaneHuu apredakToB B peno3uTopud Nexus HIu
Artifactory He0oOX0AMMO OOECEeUHTh 3alIUTy OT MOJMEHBI YK€ ONMyOJIUKOBAHHOM
Bepcun O6ubnuotexu (araka Supply Chain). Kakas komOuHaimsi HaCTpoeK pemiaet
3Ty Mpoodiaemy?

a) Bxirouenue npunynurenbHoro TLS i moctynma K peno3uTOpUIO U
HACTPOWKA pOTALMU ITApOJIEH aJIMUHUCTPATOPOB.

0) Bxirouenue nmonutuku 010kupoBku nepesanucu (Overwrite / Delete) nis
PENHM3HBIX PETMO3UTOPUEB U BHEIPEHUE O00s3aTEIBbHOW TPOBEPKU MHUPPOBOU
nonmucu  aptedakroB  (Code  Signing) Ha CTOpOHE KIMEHTa Tepen
UCTIOJIb30BaHUEM.

B) XpaHeHue apreakToB B MyOJIUYHOM OOJIaKe M OTPaHUYEHHUE JOCTYyIa 110
IP-anpecy.

r) ExemHeBHOE CKaHMpPOBAHHWE PEMO3UTOPUS AHTHUBUPYCOM U CXKaTHE
apTehakToB JJi1 SKOHOMUU MECTA.

Bonpoc 2. llpu mnpoBeaeHUM TECTUPOBaHUS BeO-TIPUIIOKEHHUS COTJIACHO
merononorun OWASP Testing Guide, Ha kakoM J3Tame W C KakKoOW IIEJIBIO
npumensiercs (azzunr-tectupoBanue (Fuzzing)?

a) Ha n»rtane cbopa wmubpopmaruu (Information Gathering) nns moucka
CKPBITHIX (haiiIOB U AUPEKTOPHUH TIO CIOBAPIO.

6) Ha srane Banmupanmu Bxoaubeix naHHbIX (Input Validation Testing) mis
nepeaadyd  MPUIOKEHWIO  3aBEIOMO  HEKOPPEKTHBIX,  CIyYallHBIX  WJU



NEPENONHAIIUX Oydep NaHHBIX C IIeNbI0 BbI3BaTh COOM, yTEUKY MaMsATH WU
00X0]1 aBTOpH3aIIUH.

B) Ha stamne npoBepku kpunrorpadguu s mojadopa Kiroder mudpoBaHus
METOJ/IOM TpyOOi CHJIBI.

r) Ha srane tectupoBanus OU3HEC-JIOTMKHU JJIsl TTIOMCKA CKPBITHIX CKHUJIOK B
KOp3UHE UHTEpPHET-Mara3uHa.

Bonpoc 3. Tlpu nactpoiike 6e30macHOro KOHPUTypUpoBaHHs BeO-cepBepa
(Hardening) 3aronook Content-Security-Policy (CSP) npennasnaden jis:

a) TPUHYIUTEIHHOTO Hucnoib3oBanus mporokona HTTPS smectro HTTP
(mepeHamnpaBieHuUE);

0) 3amuThl OT MekcaiiToBoro ckpuntuara (XSS) myrem cTpororo ykasanus
JIOBEPEHHBIX UCTOYHUKOB, U3 KOTOPBIX Opay3epy pa3perieHo 3arpyaTh CKPHIITHI,
CTUJIU U APYTO¥ KOHTEHT;

B) COKpPBITHsI Bepcuu BeO-cepBepa (Server-TimiNg) oT 370yMBIIIJICHHUKA;

r) orpanmycHus pasmepa HTTP-3arosoBkoB uisi 3aIiuThl OT aTak THIIA
Buffer Overflow.

IMPUMEPHBIN NEPEYEHDb BOITPOCOB K 3AUYETY

1. KakoBa oOmnactb mpumeHeHus: HarmoHanbHoro cranaapra 'OCT P 56939-
20167

2. JlafiTe ompenercHUsT TEPMUHAM «YSI3BUMOCTB» U «HEICKIapUpOBaHHAS
B03MOXKHOCTB» coriacHo ['OCT P 56939-2016.

3. Kak ompenensier <0KM3HEHHBIM MUK TPOTPAMMHOTO  OOECIICUCHUS
cragaapt [[OCT P 56939-20167

4. Kakoe mecto 3anumMaer ['OCT P 56939-2016 B skocucTeMe POCCHUUCKUX
crtanaaptoB U kak oH cBszaH ¢ ['OCT P 57580.1?

5. Kakue TtpeboBanus perynstopoB (DOCTOK Poccum) onpenemnstor
HE0OXOMMOCTb MMPUMEHEHHUS MPAKTUK O0€30MacHON pa3paboTKu?

6. HazoBuTe Tpu KIIOUEBBIX MEXKIYHAPOAHBIX (periMBopka Oe3omacHOU
pa3paboTku u kpaTtko onuimre ux HazHaueHue (OWASP SAMM, BSIMM,
NIST SSDF).

7. B uem pasznuna mexay noaxonamu OWASP SAMM u BSIMM «k onenke
3pEJIOCTH MPOLIECCOB Pa3pabOTKU?

8. Chopmynupyiite skoHoMHuueckoe obOocHoBaHue BHenpenuss SDLC. Kak
paboTaeT TPaBWIO <JICCATUKPATHBIX 3aTpaT» Ha pa3HbIX dTamax
YKU3HEHHOTO IIUKJIA?

9. OnuiMTe OCHOBHBIE JTalbl MpOIEcca CO3AaHUS MOJIETU Yrpo3 MO
Mmetononorun ®CTOK Poccun.

10.Yto Takoe uaeHTU(UKATOpP aKTHBA, TUIbl HAPYIIMTENIEH U CIOCOOBI UX
UACHTU(GUKAIINY TIPU MOJACIIUPOBAHUU yTPO3?

11.B yem 3akioudaeTrcsi ocHOBHasi uaes Mmeroposioruun PASTA u uyem ona
npuHIUnuanbHo oTinvaetcs ot STRIDE.

12.Yto Takoe nsmenonupoBanHas oOopoHa (Defense in Depth) u kak ona
peanu3yeTcs Ha YPOBHE MPUIIOKCHHUSI?



13.B dyem pasHuLa MEXIy (QYHKIHOHAIBHBIMU U HEPYHKIIMOHATHHBIMU
TpeboBaHusIMU K Oe3onacHocTH? [IpuBenuTe npumMepsl Uil KaxkI0ro TUIIA.
14.Kak pe3ynbTaThl MOJICTUPOBAHUS YIPO3 TPAHCHPOPMUPYIOTCS B KOHKPETHBIE
3a7a4M I KOMaH bl pa3paboTku (user stories)?

15.HazoBute Tpu Hanbonee KpuTuuyHbie ya3BUMOCTU u3 criucka OWASP Top
10 (2021) u KpaTKO ONMUIINTE MEXaHU3M UX PAOOTHI.

16.Yto takoe CWE u kak on cBa3an ¢ OWASP Top 10? IIpueaute npumepbl
n3 CWE/SANS Top 25.

17.B dyem omacHOCTb HEOE30MAaCHOM Jecepuanu3alid JIaHHBIX U Kak ee
PEIOTBPATUTH?

18.Yto takoe ys3BumocTh IDOR (Insecure Direct Object Reference) u kak ona
CBsI3aHA C HEKOPPEKTHBIM YIPABICHUEM TOCTYIIOM?

19.Ha3oBuTe Tpu MOMYyJISPHBIX WHCTPYMEHTA CTAaTHMYECKOTO aHaiM3a Koja u
ormuimute ux uHterpaiuio B IDE pazpaborunka.

20.ITouemy BHenpenue SAST Ha otane Hamucanus koxa (shift-left)
3¢ deKkTUBHEE, YEM HA ATAIE TECTUPOBAHUS TOTOBOTO MPOAYKTa?

21.IloueMy mnpoBepka JUUEH3UMOHHOW YHMCTOTHl CTOPOHHHUX KOMIIOHEHTOB
BayKHA JIJIs1 KOMMEPYECKOT0 MPOIyKTa?

22.11o KakuM KpUTEPUSIM OIIEHUBAETCS PEIyTallUsl PEro3uTOopus (Harpumep, Ha
GitHub) nepen nojxioueHreM 3aBUCUMOCTH?

23.Kakue OCHOBHBIE MEPHI 3aAIIUTHI MPUMEHSIOTCS ISl U3OJISAIUNA U 3aIUTHI
coopounoro kouaeiiepa (CI/CD)?

24 Kak pabotaroT MeHemkepsl cekpetoB (Ha nmpumepe HashiCorp Vault) u yem
OHU JTy4Ille IEPEMEHHBIX OKPYKCHHS?

25.0nummre mporecc 6e30MacHOro ACTUIOs CEKPETOB B KOHTEHHEPHU30BaHHOE
PUIIO’KEHHE.

26.Yto Takoe ckanupoBanue Docker-o6pa3oB u kakue tumbl yszpumocteit (OC,
I1O) oHO M03BOJISIET BHISBUTD?

27.Y10 Takoe «MUHUMAJBHBIN 0a30BbIA 00pa3» M MOYEMY €ro MCIOIb30BaHUE
NOBBILIAET 0€30MaCHOCTh KOHTEHHepa?

28.B yem npunrunuansHas pasauna mexay SAST, DAST u IAST? Ha kakom
JTane KOHBEWepa 3aIlyCKaeTcs KaX/Ibli U3 HUX?

29.B yewm pasHHIla MEXTYy YEPHBIM, OCIIBIM U CEPhIM AIUKOM MPU MPOBEICHUN
TECTUPOBAHUS Ha MPOHUKHOBEHHE?

30.Kak pabGoTaeT MHTEPAKTHMBHOE TECTUPOBAHHE OE30MACHOCTH MPUIIOKEHUN
(IAST) u kakue gaHHBIE OHO MPEOCTABIIAET Pa3padOTUUKy?

31.0numnre MONHBIA LMKA yhpasieHus ysa3BumocTsiMu (Vulnerability
Management) ot nonyuenus yegomsieHus o CVE 1o yctaHOBKM naTya.

32.Yro takoe Hardening (0Ge3omnacHoe koH(pUTypupOBaHUE) cepBepa U Kakue
0a30Bbl€ ICUCTBUS OH BKJIHOYAET?

33.HazoBuTte Tpu kitoueBbix 3aroynoBka 6e3onmacHoctu HTTP (manpumep, CSP,
HSTS) 1 06bscHuTE, OT YEr0o OHU 3alTUIIAIOT.

34.KakoBbl TpeOOBaHUSI K JIOTUPOBAHUIO COOBITUH 0O€30MacHOCTH COTJIACHO
obmenpuHAThIM cTanaapTam (Hanpumep, PCI DSS unu NIST)?



35.Uto Takoe «Oe3omacHbd 1Mo ymomdaHuio» (Secure by Default) kondur n
MoYeMy OH Ba)KeH MpH penuze?

36.13 KaknuX OCHOBHBIX ATAlOB COCTOUT IUKJ Oe3omacHon pazpabotku (SDL) u
KaK OH HakJaJbIBaeTcs Ha ctaHfaapTHbid Agile/DevOps?

37.Kak pacmpenensioTcss 3agadyd 1o  O€30MACHOCTH B METOJIOJIOTHSIX
DevSecOps?

38.Uto Ttakoe wmetpuka MTTD (Mean Time To Detect) m kak oHa
PACCUMTHIBAECTCS B KOHTEKCTE O€30aCHOCTH MPUIIOKEHUN?

39.Uto Ttakoe merpuka MTTR (Mean Time To Remediate) m ot kakmx
(aKkTOpOB 3aBUCUT CKOPOCTh YCTPAHEHUS ySI3BUMOCTEH?

40.Ha3oBuTe Tpu KIIOYEBbIE METPUKU 3PGHEKTUBHOCTH Tpoiiecca Oe30macHon
pazpabotku, nomumo MTTD u MTTR.

6.5. ®oH OLIEHOYHBIX CPEICTB
[onHbIit GaHK 3a1aHMI JJIs1 TEKYILEr0 KOHTPOJISI ¥ IPOMEXKYTOYHOM aTTeCTaluu
[0 JUCLMIUIMHE, [I0Ka3aTeild, KPUTEPUH, IIKAJIbI OLCHUBAHUS KOMIIETCHLIMH,
METOJINYECKUE MaTepUaIbI, ONPEACISAIOIINE IIPOLIEYPBI OLICHUBAHMS
00pa3zoBaTENbHBIX PE3YJILTATOB, IMPHUBEJACHBI B y4eOHO-METOAWYECKOM KOMILIEKCE
JCLUIUIAHBI.

7. OCHOBHAS U TONNOJIHUTEJIBHASI YYEBHAS JIMTEPATYPA
7.1. OcHOBHasl yueOHasl JJuTEeparypa

1. Bacunwesa E. H. Yrpo3s1 0e30macHOCTH HHPOPMALIMOHHBIX TEXHOJOTHH.
| [DnexTpoHHBIi pecypce]: yueb. mocooue / E.H. Bacunbera, B.B. IlexaHOBCKui,
2005. - 63 c.

2. 3armnaiinoB, lO. H. Teopus wundopmannonHol Oe30MacHOCTH H
METO/I0JIOTHS 3aIInuThl HHpOpMamuK [DIEKTPOHHBIN pecypc]: yueOHoe mocodue /
FO. H. 3arunaiinos. - MockBa; bepnun: Hupexr-Menua, 2015. - 253 c.: wi. -
Pesxxum noctyna: http://biblioclub.ru/index.php?page=book&id=276557

3. OcHOBBI 3anuThl HHGOPMAIIMK B COBPEMEHHBIX HH(GOPMAIIMOHHBIX
cuctemax: yueoHoe nocodue / H. FO. babanos, A. A. EBctudees, A. [1. MapTsiHOB
[1 np.]. — Capos : Poccuiickuii penepanpabiii saepHsiii ientp — BHUND D, 2022.
— 175 ¢. — ISBN 978-5-9515-0491-3. — Tekcr : snextponnsiii // [{udposoii
oOpazoBarensHbii  pecypc IPR SMART [caiitT]. —  URL:
https://www.iprbookshop.ru/132622.html

4. I'pymio A.A., Ilpumenko D.A., Tumonuna E.E. TeopeTtuueckue OCHOBBI
KOMIBIOTEpHOU Oe3omacHOCTH. — M.: «Akagemusi», 2009. - 272 c.

5. Iawbrun, B. ®. MHWHpopmauuonHas O0e30MacHOCTb U  3allUTa
uHpopmaruu [DnekTpoHHbI pecypc] - Mocksa: JIMK Ilpecc, 2014. - 702 c. -
ISBN 978-5-94074-768-0. - Joctyn 9bC «KoHCYIbTaHT CTyICHTa.

6. Jepsuun, II. H. Moxaemun 06e30macHOCTH KOMIBIOTEPHBIX CHCTEM.
VYrpasnenue 10CTyrnoM u WHGOPMAIIMOHHBIMU TMOTOKaMH: ydyeOHOe mocoOue s
BY30B 2-€ U3[l., UCIIP. U JOI. [DJEKTpOHHbIN pecypc] - Mocksa: ['opsiuas auHuUs -
Tenekom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - loctyn 9bC «Koncynbrant
CTYACHTA.



http://biblioclub.ru/index.php?page=book&id=276557

7. ITaBnoBckas, T. A. ITporpammupoBaHue Ha sI3bIKE€ BBICOKOTO ypoBHs C# :
yuebHoe mocobue / T. A. IlaBnmoBckas. — 4-e¢ uza. — MockBa : MuaTepHeT-
VYuuBepcurer HWudopmanmonnsix Texunonoruit (MHTYUT), A Ilm Ap
Menua, 2025. — 245 ¢. — ISBN 978-5-4497-0862-5. — Texkcrt : 35eKTpOHHBIH //
[Mudposoit obpazoBarenbubii  pecypc IPR  SMART : [caiit]. — URL:
https://www.iprbookshop.ru/146386.html  (mara oOpamenus: 05.06.2025). —
Pexum nocryma: mig aropusup. [lomp3oBarenei.

7.2. IonOJIHUTEJIbHAS JIUTEPATYypPa

1. Ckynkxun, O. lludpoBanpmiuku : Kak pearupoBaTh Ha aTaku C
WCITOJIb30BAaHUEM TIporpamMM- BeiMorareneit : [16+] / O. CkynkuH ; Hayd. pea. A.
AunexkceeB ; pen. K. AxmeroB ; mep. ¢ anria. A. Bnaciok. — MockBa : AnblnHa
[Mabmumep, 2023. — 205 c. : wmin. — Pexum Jgocrtyma: mo MOIMUCKE. —
URL:https://biblioclub.ru/index.php?page=book&id=707831 (mata oOpaiieHus:
01.09.2026). — ISBN 978-5-206-00080-1. — TeKcT : 37€KTPOHHBI.

2. Jlanonuna, O. P. IIpoTokoiibl 6€30MacHOrO CETEBOTO B3aWMOJCHCTBUS
[DnexTponHbIi pecype]: kype/ O. P. Jlanmonuna. - 2-e u3a., ucnpaB. - Mocksa:
NHTYUT, 2016. - 462 C. - Pexum JIOCTyMaA:
http://biblioclub.ru/index.php?page=book&id=429094

3. Kacnepcku, K. Texnuka cereBbix artak. T. 1 / Kpuc Kacnepcku. — M.:
Conon-P, 2001. —400 c.

4. Omudep, B.I. Komnbiorepubie cetu: IIpuHIMOBL, TEXHOJOTHH,
MPOTOKOJIBI: y4eOHoe mocobue st cryaeHToB By30B / B. I'. Omudep, H. A.
Omudep. — 3-e uzn. — M.; CII16.; Hwkanit HoBropox: ITutep, 2007. — 957, c.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/IMUMBIE JIJI51 OCBOEHUA JTUCHUITJIMHBI

1. DneKTpOHHBIH dboHa  mpaBoBOM WM HOPMATHUBHO-TEXHUYECKOU
nokyMeHnTaruu - http://docs.cntd.ru;

2. OBC «Jlanby - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. ObC «KoHucynbraHT cTyaenTay - https://www.studentlibrary.ru;

5. Harmonaneuerii OTkpbiThiii YHuBepcutet « MHTYUT» - https://intuit.ru;

6. Ezmnoe  okHO — gocTyma K oOpa3oBaTelIbHBIM — pecypcam. — —
http://window.edu.ru/;

7. Hayunas snektpoHHas ouodmuoteka - http://elibrary.ru/;

8. Dnextponnas oudaunoreka KI'Y - http://dspace.kgsu.ru/xmlui/;

9. UnpopManmoHHbII OHJIAVH nopTan ISO27000.1u =
http://www.is027000.ru/;

10. be3omacHocTs - http://groteck.ru/security.

11. MeToauKka OLIEHKHM AaKTyaJbHBIX YIrpo3 M YA3BUMOCTEd Ha OCHOBE
TEXHOJIOTUI KOTHUTHUBHOTO MojenupoBanus u Text Mining Bacumbes B. U.,
Bynbdun A. M., Kupunnosa AL, KyukapoBa H. B.
URL :Glava2/Index1.phphttps://sccs.intelgr.com
/archive/2021-03/04-Vasilyev.pdf



http://groteck.ru/security
../../../Downloads/Glava2/Index1.phphttps

12. PazpaboTka  TUNOBOM  METOAMKM  aHaiIM3a  ySI3BUMOCTEH B
BEO-NIPWJIOKEHUSIX TMPU  MPOBEACHUM CEPTUPUKALMOHHBIX HCIBITAHUN  TI0
TpeOoBaHusiM Oe3onmacHoctd uHopmanuu bapabanoB A.B., ®enuueBA.B.
https://cyberleninka.ru/article/n/
razrabotka-tipovoymetodiki-analiza-uyazvimostey-v-veb-prilozheniyah-pri-proved
enii-sertifikatsionnyh-ispytaniy-po-trebovaniyam/viewer

13. TToptan oTKpBITEIX JaHHBIX Poccutickoit denepanuu https://data.gov.ru/
(cBOOOIHBIN OCTYM).

13. ®enepanpubiii opTan «Poccuiickoe oOpazoBanue» http://www.edu.ru
(cBOOOAHBIN JOCTYI)

9. ITH®OPMAIIMOHHBIE TEXHOJIOTUHA,
IMPOTPAMMHOE OBECIIEHEHUE
N UHOOPMAIIMOHHBIE CITIPABOYHBIE CUCTEMBbI
1. OBC «Jlanby.
2. ObC «KoHCyIbTaHT CTYJEHTa.
3. ObC «Znanium.comy.
4. «"apaHT» - CIPaBOYHO-TIPABOBAs CHCTEMA.

10. MATEPHAJIBHO-TEXHNYECKOE OBECIIEYEHHUE
JANCHUITIJINHBI
MarepuanbHO-TEXHUUYECKOE O00€CleueHne MO0 pealn3aluud JUCHUTLTMHBI
ocyuiecTBisiercsi B cooTBeTcTBUM ¢ TpeboBanus PI'OC BO mno pgaHHOM
o0pa3oBaTeabHOI MpOrpaMMme.

11. Inst cTyA€HTOB, 00y4aIOIIUXCH € UCIO0Ib30BAHUEM TMCTAHIMOHHBIX
0o0pa3oBaTeIbHBIX TEXHOJIOTUI

[Ipyu wucCnoib30BaHUM  DJIEKTPOHHOTO OOYYeHHS U JAUCTAHIIMOHHBIX
oOpazoBarenbHbiX TexHoJorui (mamee D0 u JIOT) 3aHATHS TOTHOCTHIO WIIH
YaCTHUYHO TPOBOJATCS B pekume oHjaiiH. OO0beM TUCIUIUINHBI U pacipeiesieHue
Harpy3ku 1o Bujgam paboT coorBeTcTByeT 1. 4.1. Pacmpenenenue Oamios
COOTBETCTBYET II. 6.2 MO0 MOXET ObITh U3BMEHEHO B COOTBETCTBUH C PEIICHHEM
kadenpel, B cnydae nepexona Ha D0 u JIOT B mpormecce oOyuenus. Pemenue
Kadeapsl 00 UCHOJIB3YEMbIX TEXHOJOTHUSIX U CUCTEME OIICHUBAHUS JIOCTH)KEHUH,
oOydJarommxcsi MPUHUMAETCS C Y4E€TOM MHEHHUsI BEAYIIEro IMperojaBaress u
JIOBOJIUTCA IO CBEACHHS O0yUYarOIIMXCA.
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[MTPMJIOXXKEHME 1

AHHOTAaIMs K paboyeit mporpaMme TUCHUTLTHHBI
«be3onacHas pazpadoTka NPOrpaMMHOI0 o0ecIeYeHusD)

o0pa3oBaTenbHON MPOrpaMMbl BBICIIETO OOpPa30BaHUs —
MPOrpaMMbl CIIeIUATTUTETA

10.05.03 Nudopmarmonnasi 6€30MacHOCTh, aBTOMAaTU3HPOBAHHBIX CHCTEM
Crenmammzarus NS "be3omnacHOCTh OTKPBITHIX HHPOPMAITHOHHBIX CUCTEM"

Tpyooemkocmo Oucyunaunel: 4 3.e. (144 akamemMuueckux 4daca — OYHas
dbopMma oOyueHus)

Cemecmp: 11 (ounast hpopma o0yueHus)

Kypc: 6 (ounas ¢hopma 00ydeHuUs)

Dopma npomescymouHou ammecmayuy. 3a4eT

Cooeporcanue oucyuniunsl. OcHoBHblIE paA30elbi.

BBenenne B OeszomacHyro  pa3paboTKy W HOpMaTuBHas  0asa.
MopnenupoBanue yrpo3 M MPOCKTUPOBAHUE aAPXUTEKTYpbl OE30MAaCHOCTH.
besonacHas  pa3paboTka  HMCXOAHOrO  KoOJa.  YIpaBlI€EHWE  CTOPOHHUMU
KOMIIOHEHTaMH H I[EMOYKOM TOCTaBOK. besomacnass cOopka, XpaHeHHUE
apre(hakTOB M YIpaBJIeHWE CeKpeTaMHu. TecTHpoBaHME HA MPOHUKHOBEHHE H
JAHAMUAYECKUM aHanu3. be3omacHslil penun3, 3KCIUlyarauus W pearupoBaHUE HaA
unnuaeHTbl. Buenpenue SDL (Secure Development Lifecycle).



JIMCT
perucTpanuv u3MeHeHu (I0MoJTHeHUuil) B pado4ylo NporpaMmmy
y4eOHOH JUCHUIIIHMHBI
«be3onacHas pazpadoTka NPOrpaMMHOI0 o0ecIeYeHusD)

N3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENIOAABATEID / Yenoseukosa A.B. /

W3meHeHust yTBEpKAEHBI HA 3aceAaHUM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoi « _» 20 T.

N3meHeHus / 10M0THEeHUS B pa004YyI0 NPOrpaMmmy
Ha20_ /20 y4eOHbIii roa:

OTBETCTBEHHBIN MPENOJABATEIb / YenoseukoBa A.B. /

N3meHeHust yTBEpKIEHbI HA 3aceaHUM Kadeapbl « _ » 20 1.,
ITpoTokos Ne

3aBenytromuii kadenpoit «_» 20 T




