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1. OFBEM JUCHUIIJINHBI

Ouynas ¢popma

Bcero: 4 3aueTHbIX eqMHULBI TpyA0eMKOCTH (144 akameMuueckux yaca)

Bun yuebHO# paboTh Ha scio Cemectp

JTUACIUIUIUHY 11

AyauTopHbIe 3aHATHS (KOHTAKTHAasi padora ¢

npernojaaBartejieM), BCero 4acoB 64 64

B TOM 4HCJIe:

Jlexuun 32 32

JlaGopaTopHbie pabOThI 32 32

CaMmocTosiTeibHasi padoTa, BCero 4acoB 80 80

B TOM 4HCJIE:

[ToaroToBka K 3auery 18 18

Jlpyrue BUIBI CAMOCTOSITEIILHOW PAOOTHI

(n3y4yeHue TeM, IOATrOTOBKA K JIAOOPATOPHBIM paboTam u 62 62

pyOEKHOMY KOHTPOJIIO)

Bua npoMexyTo4HOI aTTecTALMHA 3ayer 3a4er

OO01ast TPY10eMKOCTb THCHHUIJIMHBI U TPY/10€MKOCTb 110 144 144

ceMecTpamMm, 4acoB




2. MECTO JUCIIUAIT/IMHbBI
B CTPYKTYPE OFPA30OBATEJBLHOM TPOT'PAMMBI

Hucuunnuna «be3onacHas pa3paboTka TPOrPaMMHOTO 00ECTICUSHUS»
OTHOCHUTCS K 4acTd, GOpMUPYEeMOil ydacTHUKaMH 00pa30BaTENIbHBIX OTHOIICHUN
nuciurinaaM bioka b1.

W3yyenne aucuuIUiMHBl — Oaswpyercs Ha  pesyibTaTtax  oOydeHwus,
cOPMUPOBAHHBIX TPU HU3YYCHHUU CIEAYIOIUX AucuuIuimH: [Iporpammuo-
anmapaTHble CpeJCTBa 3allluThl MH(popMaluu, bezonacHOCTs MHPOPMAIIMOHHBIX
CUCTEM; AIIIapaTHbIE CPEACTBA BEIYUCIUTEIBHON TEXHUKH.

Pesynbrarel 00y4yeHHs 1O JUCUUIUIMHE HEOOXOAMMBI JJIsl U3YYCHUS
JUCLHUIUIMH «AHaIM3 ysA3BUMOCTEM M TECTUPOBAaHUE HA IPOHUKHOBEHHE
UH(POPMAILIMOHHBIX CUCTEM», ISl NMPOXOXKIACHUS MNPEAIUIUIOMHOW NPAaKTUKH, a
TaK’Ke JJIs1 BBIMOJIHEHUS BBITYCKHON KBaJIM(UKALIMOHHON paOOTBHI.

3. INTAHUPYEMBIE PE3YJIbTATbHI OBYUEHUSA

Lenpto  mucuumuHel  «be3omacHas ~ pa3paboTka  IPOrpaMMHOIO
oOecrieyeHuss» SBISIETCS  ANTOPUTMHU3ALMM W COCTABJICHHS  0OE€30IaCHOTO
IPOrPaMMHOr0 OOECIeYeHUs] Ha aJITOPUTMUYECKOM SI3BIKE BBICOKOTO YPOBHS C
UCITOJIb30BAaHUEM MPOLEIYPHOTO U COOBITUMHOTO NPOrPAMMHUPOBAHMS, a TaKKE
COBPEMEHHBIX TEXHOJIOTUH CO3JaHUsl TPOTPAMMHBIX CPEJICTB.

3amauy TUCIMIIIINHEL.

- OBJIQJICHHME MeEToJaMH 0€30MacHOro MNPOTPaMMHUPOBAHUS U METOIaMHU
pa3paboTku 3P(HEKTUBHBIX AITOPUTMOB PELICHUS MPUKIIAAHBIX 3a/1a4;

- copmHupoBaTh NpeJACTaBICHHE 00 OOHMX MPUHLMIIAX U METOoJaX
NOCTPOEHHUS OE30MACHBIX MTPOrPAMM C TEKCTOBBIM U IpapueCKUM UHTEPPECOM.

Komnerenuuu, popmMupyemMblie B pe3ybTaTe OCBOCHUS AUCIUILINHBL:

- CnocoOeH pa3pabaTbiBaTh U aHAJIU3UPOBATh IMPOEKTHHIE PELICHUS I10
obecrieueHn0 0e30MacHOCTH aBTOMATH3UPOBaHHbBIX cucteM (ITK-5);

- CnocoOeH oneHuBath 3(PPEKTUBHOCTh CHCTEM 3alIUThl MHPOpPMALUH,
(YHKIIMOHHPYIOUINX B OTKPBITHIX HH(YOpMaIMoHHbIX cuctemax (ITK-8).

Nuaukatopbl M JIECKPUITOPHI YacTH COOTBETCTBYIOIIEH KOMIIETEHLIUH,
(dbopMupyemMoil B MpOLECCe M3YYEHUS TUCHUILTUHBI 00€CIEUEHUs», OLEHUBAIOTCA
IIPU IOMOIIIY OLIEHOYHBIX CPEJICTB.

[Inanupyemble pe3ynabTaThl o00ydeHus 1o aucuuiuinHe «be3omacHas
pa3zpaboTka  MPOrpaMMHOIO  OOECHEeYEHUs»,  WHAUKATOPHl  JOCTHXKEHHUS
komrierennmii I1K-5, TIK-8, mepeueHb OLIEHOYHBIX CPEACTB MPEICTABICHBI B
TaOJINILIE.

Kon HammMmenoBanme Kon
IInanupyemslie HaunmenoBanue
Ne | wmnamkaropa UH/IMKaTOpa IUIAHUPYEMOTO
pe3yNbTaThI OILIEHOYHBIX
/1 | JOCTHOKEHUS JOCTUKEHUS pe3ynbprarta
oOyueHus CpEICTB
KOMIIETEHIH KOMIIETEHIINH o0yuyeHHs
— 3HaTh: OCHOBHBIE 3 (MO-1TIK-5) | 3naer: ocHOBHBIE | Bompockr Tecta
IPOEKTHHIE PEILICHHS MIPOEKTHBIE
1. | urinks | P P
1o 00ecreyeHno pelieHus mno
0€30M1acHOCTH 00eCreyeHHIO




ABTOMATHU3MPOBAHHBIX 6e301macHOCTH
CUCTEM aBTOMAaTU3HPOBAH
HBIX CUCTEM U UX
aHaIn3
— YMerTb: Y (M-2 IIK-5) | Ymeer: Komriekc
pa3palaTeIBaTh U paspabarbIBaTh MMUTAIMOHHBIX
aHAIU3UPOBATh MIPOEKTHBIE 3a1a4y
V-2 TTK-5 MIPOEKTHBIE PEIICHUS pelIeHus 0
10 00eCTIeYCHHIO obecreueHuIo
0e30MacHOCTH 0e30macHOCTH
ABTOMATHU3UPOBAHHBIX aBTOMAaTU3HPOBAH
CUCTEM HBIX CHCTEM
— Bnaners: MmeTomamu B (UJ-3 TIK-5) | Brnageer: Kommiekc
MPOEKTHBIX PEIIeHUH METOIaMHU UMUTAIIHOHHBIX
1o 00ecreyeHno MPOEKTHBIX 3a1a4y
V-3 TIK-5 0e30MmacHOCTH perieHuit mo
ABTOMATHU3UPOBAHHBIX o0ecrneveHuno
CHUCTEM 0€301acHOCTH
aBTOMAaTHU3HPOBAH
HBIX CHCTEM
— 3uare: 3pdexrusnbie | 3 (MJI-1 [IK-8) | 3uaet: ocHoBHBIE | Bompocs! Tecta
CIOCOOBI 3aLIUTHI YSI3BUMOCTH U
V-1 TTK-8 uHpopmaruu B ¢ pexTUBHBIC
cHUcTeMax CITOCOOBI 3aITUTHI
uHpopmaluu B
CUCTEMax
— YMeTb: OLIeHUBaTh YV (UJ-2 TIK-8) | Ymeert: Kommuiekc
3¢ (HEKTUBHOCTH CHCTEM OIICHHBATH UMUTAIMOHHBIX
3alUTHI 3¢ PEeKTUBHOCTH 3a7a4
VIJI-2 TIK-8 CHUCTEM 3allUThI U
obecreunBaTh
TECTUPOBAHUE
CUCTEM Ha
MIPOHUKHOBEHUE
— Bnaners: HaBBIKaMU B (M-3 TIK-8) | Brnazgeer: HaBoiku | Komriekc
OIICHKH aHaIIM3a UMUTAIIOHHBIX
3¢ (HeKTUBHOCTH MIPOTPaMMHBIX 3a/1a4y
V-3 TTK-8 CHCTEM 3allUTHI peanu3anuii Ha

uHpopMalnu B
OTKPBITBIX CHCTEMAax

IpeIMeT OLIEHKU
s dexTuBHOCTH
CHCTEM 3aIUThI

uH(popManuu




4. COAEP) KAHUE JUCIHUIIJINHBI
4.1. YueOHO-TEMAaTHYECKHH IJIAH.

KonnuectBo yacos
¥ | Homep i pab
3) HanmeHoBaHUe paszela KOHTaKTHOU pabOThI ¢ IPETogaBaTeeM
‘2. | pasnena, ’
& TEMBI Ounas
TEMBI
Jlexum Jlabop.
Tema 1 | Bsedenue 6 bezonacuyro paspabomky u 4 2
HOpMamusHas 6asa
Mooenuposarue yepo3 u 4 4
Tema 2 | npoexmupogaHnue apxumexkmypbol
—_ bezonacnocmu
S besonacnas paspabomka ucxoonoeo 4 4
© | Tema3
o K0Oa
Ynpasenenue cmoponnumu 4 4
Tema 4 | wovnonenmamu u yenouxoii nocmasox
1-p1ii pyOEKHBIN KOHTPOJIb - 1
TectupoBanue
bezonacnas coopka, xpanerue 4
Tema S | apmegpaxmos u ynpasnenue cexpemamu 4
Tena 6 Tecmuposanue Ha NPOHUKHOBEHUE U 4 4
~ OUHAMUYeCKUL AHAU3
X Tema 7 bezonacnuiii penus, sxcniyamayus u 4 4
;% peazuposanue Ha UHYUOEHMbl
Bueopenue SDL (Secure Development 4 4
Tema 8 .
Lifecycle)
2-bIii pyOEKHBIH KOHTPOIb - 1
TectupoBanue
Bcero: 32 32

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Tema 1. Beeoenue 6 6e30nacHyro pazpadomky u HopmamueHas oasa.

Ucropust mosBieHnst crannapToB Oe3omacHor pa3paboTku. Pasznuiia Mexmay
(GyHKIMOHATIBHBIM TECTUPOBaHHEM W mouckoMm yszpumocteir. O63op ['OCT P
56939-2016: oOnacTh TNPUMEHEHHUS, OCHOBHBIE TEPMHUHBI  (YSI3BUMOCTD,
HEJICKJIApUPOBAaHHAs! BO3MOXKHOCTh, X W3HeHHbIM 1uki [10).sMectro T'OCT P
56939 B skocucteme poccuiickux crangaptoB (cBs3p ¢ 'OCT P 57580.1 s
¢uHaHCcOBBIX opranusanuii, TpeboBanus D®CTOK Poccum). MexayHapoaHbie
amamorn: OWASP SAMM, BSIMM, NIST Secure Software Development
Framework (SSDF). DxoHoMudeckoe OOOCHOBaHHE: CTOMMOCTb HCIIPABJICHHS
ySI3BUMOCTH Ha pa3Hbix 3Tanax SDLC (mpaBuiio «IecATUKPATHBIX 3aTPaTy).

Tema 2. Mooenuposanue yzpo3 u npPOEKMUPOGAHUE aPXUMEKMYPbl
oe3onacnocmu.

[Ipouecc coszmanua moxaenu yrpo3 mo Metopojorun OCTIK Poccum.
WNnentudukanus akTuBOB, Hapymwmrenedr u ys3pumocteil. Metoguku STRIDE
(Microsoft) m PASTA nana knaccudukanuu yrpo3 (Spoofing, Tampering,




Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege).
[IpoexkTupoBanue 0€30MaCHOTO MPUIOKEHUS: IPUHIIUIT HAUMEHBIIUX MPUBUIIETUH,
SIICIOHUPOBaHHAas  00OopoHa, Oe3omacHble  (pelimMBopku.  DopmupoBaHUe
TpeOOBaHUM K 0€30MaCHOCTH: (PYHKIIMOHAJIbHBIC (UTO CHCTEMa JOJDKHA JIeNlaTh) U
He(pyHKIIMOHAJIbHBIE (KaK OHA JOJIKHA 3TO JIeJIaTh 0€30MacHO).

Tema 3. Be3onacnas pazpadbomka ucxooHozo Kooa.

Knaccudukanus nedpextoB koma, mpuBoisamux K yszpumoctsm (OWASP
Top 10, CWE/SANS Top 25). O0630p ysa3Bumocredl: SQL-MHBEKIHH,
MEXCaUTOBBIM CKpUNTUHT (XSS), HeOe3omacHas aecepuann3anus, HEKOPPEKTHOE
ynpasieare goctynoM (IDOR). Ilpunmuner  06e30macHOTO  KOJUPOBAHUS:
BaUAIUsl W CAHUTHU3AIUS BXOAHBIX JaHHBIX, IMAapaMETPHU30BAHHBIC 3aIPOCHI,
WCITOJIb30BAaHUE TOATOTOBJICHHBIX BhIpakeHHM (prepared statements), 6e3omacHas
pabora ¢ kpuntorpadueit. O630p HHCTPYMEHTOB ctatndeckoro ananmsa (SAST) u
ux uHrerpanus B IDE.

Tema 4. Ynpasenenue cmopoHHUMU KOMNOHEHMAMU U UENOUYKOU
HOCMAGOK.

Pucku ucnonb3oBanus Open Source: ysS3BUMOCTH B OuMOiHOTEKax (IIpuMep
Log4Shell), nunensuonnas uncrora. Cocrtasieane SBOM (Software Bill of
Materials) — mepeuHss Bcex CTOPOHHUX KOMIIOHEHTOB. IIporiecc yrpaBiieHHS
nenoukoit moctaBok (SSCS). [IpoBepka pemnyTaruu penozuropueB. UHCTpyMEHTHI
anaym3a coctaba [10 (SCA — Software Composition Analysis).

Tema 5. be3onacnasa coopka, xpanenue apmegpaxmoe u ynpaeienue
cekpemamu.

3amura coopounoro konseiiepa (CI/CD). Ilonnucanue koga u apredaktoB
(Code Signing). bezomacHoe xpaHenue apredakToB B perosutopusx (Nexus,
Artifactory). IIpoGnema cekperoB B kozae: API-xiroum, maponu, cepTUPHUKATHI.
Ucnonb3zoBanne wmeHemkepoB cekpetoB (HashiCorp Vault) u mepemeHHBIX
okpyxeHus. KoHTeltHepHass 0e301MacHOCTh: CKaHupoBaHHe oOpa3oB Docker Ha
Hanunuue ys3sumocteid OC u I10.

Tema 6. Tecmuposanue na NPOHUKHOBEHUE U OUHAMUYECKU AHAIU3.

Pasuuna mexay SAST, DAST (Dynamic Application Security Testing) u
IAST. Merononorusi TeCTUPOBaHUS Ha MPOHUKHOBEHHWE BEO-TIPUIIOKEHUN
(OWASP Testing Guide). MHCTpyMEHTbI aBTOMATH3WPOBAHHOTO CKAHMPOBAHUS
(OWASP ZAP, Burp Suite). ®daz3unr-rectupoBanue (Fuzzing) mis noucka
OLIMOOK TP 00paOOTKE HEKOPPEKTHBIX JAHHBIX.

Tema 7. be3onacuwviiit penus, 3IKcnayamayus u peazupoeanue Ha
UHUUOCHNbL.

[Ipouecc ympaBienus yszeumoctamu (Vulnerability Management): ot
nonyyeauss CVE  ngo  ycranoBkm  marya.  Hacrtpoiika ~ Oe3omacHoro
koH(urypupoBanus cpenbl (Hardening): oTkiIiOueHWE JMITHUX TOPTOB U
cepBucoB, Hactpoiika TLS, 3aromoBkoB Oe3omacHoctu (HSTS, CSP).
JlorupoBanue u MOHHTOPUHT Oe3zomacHocTH. CTaHmapThl BeAeHHUS JoroB. [lman
pearupoBanus Ha uHIMIeHTHl B B paspaborke (PSIRT — Product Security
Incident Response Team).

Tema 8. Bueopenue SDL (Secure Development Lifecycle).



OObenMHEHHNE TMPOIECCOB pa3pabOTKM B eauHBIN periament s UT-

kommnanuu. PomeBas Mozenb (Bmamenen MpOAyKTa, apXUTEKTOp, pa3padOTUHK,
AppSec-unxenep). Metpuku 3¢hdEKTUBHOCTH Tporiecca 0e30macHoi pa3padoTKu

(MTTD — Mean Time To Detect, MTTR — Mean Time To Remediate).

4.3 JIabopaTopHble padoThI

Howmep
TEMBI

Haumenosanue
TEMBI

HaunmenoBanue tem
71a00paTOPHBIX padoT.

Hopmarus
BPEMEHH,
Jac.

O4dHasa

Tema 1

JlaGoparopnas pabora Ne 1.

AyIHMT J10KYMEHTAIMH.

3ajaya: 1OpoBecTM  IEepBUYHBIN  aHanmu3 T3  Ha
cootBercTBue TpeboBanmsimM ['OCT P 56939, BbisiBUTH
OTCYTCTBYIOILIHE pas3nensl (TpeGoBaHus K
ayreHTuUKanuy, mudpoBanuio, 00padoTke OMUO0K) U
COCTaBHUTb ITPOTOKOJ 3aMECUYAHUM.

Tema 2

JlaGoparopuast pabora Ne 2.

MopaenupoBaHue yrpos.

Cucrema BHYTPEHHETO KaJpOBOTO Yy4Ye€Ta. MOCTPOUTH
nuarpaMMmbl - oTokoB  jgaHHbBIX  (DFD), BbeIIETUTH
TPaHUIBl  JOBEpHs, WIACHTU(OUIUPOBATH YIPO3BI TIO
Merony STRIDE u ouenuts uX NHO KIACCHUYECKOU
Matpuie (BeposTHOCTH * ymep0). Pesynbrat odpopmMuth
B BHJIE pEECTpa yrpos.

Tema 3

JlaboparopHas pabora Ne 3.

SAST u pedakTopuHr.

3amauya: B BEO-PWIOKEHMHM  C  BHECEHHBIMU
ySI3BUMOCTSIMH ~ 3aIllyCTUTh ~ aHANU3aTop (Hampumep,
SonarQube, GitHub CodeQL wnnu oreuectBenHblid Solar
appScreener), TpoaHAIU3UPOBaTH OTYET, HCIPABUTH
YA3BUMOCTH B KOAC U I[O6I/ITBC5I HYJICBOI'O YpPOBHA
KPUTHUYECKHUX JePEKTOB.

Tema 4

JlaboparopHas pabota Ne 4.

AHaJIU3 3aBUCUMOCTEH.

C nomomipio SCA-unctpymenta (OWASP Dependency-
Check, Snyk unm poccuiickux aHamoroB) CKaHHUPOBATh
MPOEKT, B KOTOPOM HAXOJWUTCS HM3BECTHAs YS3BUMOCTH
OMONMMOTEeKH, HAWTU YA3BUMBIM KOMIIOHEHT, H3y4YUTh
CVE u o6HOBUTH OMOINOTEKY 70 O€30MacHON BEpCUU C
COXpaHEeHHeM pabOTOCMOCOOHOCTH MPUIIOKEHUS.

1-wv1i1 pyoesc

Tecmuposanue

Tema 5

JlaGoparopHas pabota Ne 5.

Hardening CI/CD.

Hactpouts mnaiirunaitn (nampumep, B GitLab CI wnnm
Jenkins). 3amauu: BBIHECTH KECTKO 3aKOJUPOBAHHBIC
MapoJii W3 CKPUNTOB B 3alIMIICHHOE XpaHWIUIIE,
HACTPOUTh  IIar  aBTOMATHYECKOTO  CKaHHUPOBAHHUS
Docker-oopaza (Trivy) u 3anpeTHTh AEIION B TECTOBYIO
Cpeny, €CJIM CKaHep Halllen ys3BUMOCTH ypoBHs High.




Tema 6

JlaboparopHas pabota Ne 6.

DAST-ayaur.

PazBepuyth TecToBBI cTeHy (Hampumep, DVWA —
Damn Vulnerable Web Application). C moMorisio
OWASP ZAP wumu  Burp  Suite  mnposectu
ABTOMATU3UPOBAHHBIA M PYYHOM IMOUCK YA3BUMOCTEH
(XSS, SQLI), ux sKCruTyaTaIfio B H30JIMPOBAHHON Cpee
u 3aduxcupoBars ycremHocts araku (PoC — Proof of
Concept).

Tema 7

JlaGoparopHas pabora Ne 7.

Hactpoiika WAF 1 MOHMTOPHUHT.

PazBepHyTh 6a30BO€ BeO-TPUIIOKEHHUE U TPOBECTU €ro
sammry ¢ momomnpio  Web  Application  Firewall
(mammpumep, ModSecurity  mns Apache/Nginx).
NmutrpoBath ataky (MHOXKECTBEHHbBIC MONBITKH SQL1)
Y HACTPOWTH MPABUIIO, KOTOPOE OJOKHPYET aTaKyIOIIETO
Y OTIPABJISICT OMOBEIICHHE B KOHCOJIb MOHUTOPHHTA.

Tema &

JlaGoparopHas pabota Ne 8.

IMoaroroBka 06e30macHOr0 NMPOeKTa K BHEJAPEHUIO B
paoory.

Pa3paborunkam BbImacTcs 0a30BBIH, HEOE30MACHBIH
MPOEKT. 3a7aya — 3a OTpaHUYEHHOE BpeMsl (3KBUBAJICHT
2 Henenb CIPUHTA) MPOBECTH €ro 4Yepe3 BCE ITallbl
I'OCT P 56939: nopaborats T3, ucmpaBuTh KO IO
otuety SAST, ob6HoBUTH 3aBuUcuMoOcTU (SCA), mpoiitu
DAST-tectupoBanrie ¥ TOATOTOBUTH  PETJIaMEHT
6e3omacHoil skcmmyatanuu. Ciyx6a Wb BwicTymaer B
poJu ayIuTOpa, BhIaBas 3aMEUaHUs Ha KaXXJI0M JTarle.

2-0it pybesic

Tecmuposanue

Hmozo

32

5. METOANYECKHUE YKA3ZAHUA JUIA OBYUYAIOIIIUXCSA

1O OCBOEHHIO JTUCHUITJIMHbI

[Ipu npociymrBaHuM JIEKIIUA PEKOMEHIYETCSl B KOHCIIEKTE OTMEYaTh BCE
BA)KHBIE MOMEHTBI, HA KOTOPBIX 3a0CTPSET BHUMAHUE IIPEIOJaBaTENb, B YACTHOCTH
T€, KOTOPBIE HANPABJICHbI HAa KAaYECTBEHHOE BBIIIOJHEHUE COOTBETCTBYIOLIEH

nabopaTopHO# paboTe.

[IpenomaBareneM 3aluilaHUPOBAHO HCMOJNB30BAaHWE TIPU  UYTEHWH JICKIUHN
TEXHOJIOrUM y4eOHOUM muckyccuu. [loatomy pexkoMeHmyercsi PUKCUpOBaTh ISt ceOst
WHTEPECHBIE MOMEHTHI C IEJbI0 MX aKTHMBHOTO OOCY)KICHHS Ha JTUCKYCCHH B KOHIIC

JICKIIUH.

3a710roM KauyeCTBEHHOTO BBIMOJHEHUSI J1a0OpaTOpPHBIX padoOT sBIAETCS
CaMOCTOATENIbHAsA MOATOTOBKA K HUM HAaKaHyHE IyTE€M IMOBTOPEHUSI MAaTEpUasoB
Jexkuuii. PekoMeHayeTcsi MOATOTOBUTH BOMPOCHI MO HEACHBIM MOMEHTaM U

0oO0CY/IMTh MX C IIPENoJaBaTesieM B Hayase Ja0opaTOpHON padOThI.




[IpenonaBateneM 3ariaHUPOBAHO MPUMEHEHHE Ha JTA0OPATOPHBIX paboTax
TEXHOJOTHA Pa3BHBAIOMICHCS KOOMEpPaliy, KOJJICKTUBHOTO B3aWMOJCUCTBUSA,
pa3z0opa KOHKPETHBIX CUTYaIHH.

JIis TEeKyIiero KOHTPOJSI YCIIeBaeMOCTH TIO0 OYHOW Qopme oOydeHus
IpernoaaBaTesieM HCIONb3yeTCsl OaUTbHO-PEUTHHTOBAs CHUCTEMa KOHTPOJIS U
OLICHKH aKaJIeMUYECKOW AaKTHUBHOCTU. [l03TOMY HACTOSTENHHO PEKOMEHIYETCS
TIIATETTLHO TMpopabaThiBaTh MaTepuan JUCIUIUIMHBI TPH  CaMOCTOSTEIHLHOU
paboTe, ydacTBOBaTh BO Bcex (opmax OOCYKIEHUS W B3aUMOJCHCTBHUSA, KaK Ha
JEKIUAX, TaK U Ha Ja00paTOpHBIX paboTax B LEJSAX JYYIIEro OCBOCHHS MaTepraa
Y TIOJTyYCHHMSI BRICOKOW OIICHKH IO pe3yJbTaTaM OCBOCHUS JUCIIUILIAHEI.

Brimonuenne camocToaTenbHOW paboThl MOJpa3yMeBaeT CaMOCTOSATEIBHOE
U3Y4YCHUE pa3liejioB AUCIUIUIMHBI, TOATOTOBKY K JAaOOpaTOPHBIM paboTam,
MOJATOTOBKY K pyO€XHBIM KOHTPOJISIM M TIOJATOTOBKY K 3a4€TY.

PexomennyemMas TpyJO€MKOCTh CAMOCTOSITEIbHONW paboThl MpEJCTaBICHA B

Tabnule:
Pexomenayemblil pesKMM CaMOCTOATEIbHON Pa00ThI
Ounas popma

Pexomennyemas
HanmenoBanue
. TPYAOEMKOCTD,
BH/Ia CAMOCTOSATEJIbHOI PadoThI AKAL UaC.

CaMoCTOsITeIbHOE H3YUCHHE TEM: 44
Brenenue B 6e3onacHyro pa3paboTKy U HOpMaTHBHas 0aza 5)
MopenupoBaH#e yrpo3 1 MPOESKTUPOBAHUE APXUTEKTYPhI O€30MaCHOCTH 5
bezonachHas pazpaboTka HCXOAHOTO KOAA 5
YnpaBieHne CTOpOHHUMHU KOMIIOHEHTaMH U 1IETIOYKOH TOCTaBOK 5
besonacnas cbopka, xpaneHue apreakToB U yrpaBiIeHUE CEKPETaMU 6
TecTupoBaHue Ha MPOHUKHOBEHUE M TMHAMWYECKUI aHAJIN3 6
be3onacHsblil penus, 3KCIIyaTalys U pearnpoBaHie Ha MHIUAEHTHI 6
Bueapenune SDL (Secure Development Lifecycle) 6
ITonroToBka k g1abopaTopHbIM paboTaM (1o 1 yaca Ha KaxJ10€ 3aHsATHE) 16
ITonroroBka K pyOexHbIM KOHTPOJISIM (110 14aca Ha Kaxablil pyOexKHbIH KOHTPOJIb) 2
Iloaroroska Kk 3adery 18
Bcero: 80

6. POH/I OHEHOYHBIX CPEIACTB VIS ATTECTAIIMM 110 IUCHUIIVIMHE

6.1. IlepevyeHb OLIEHOYHBIX CPEICTB

1. bamnpHO-pEUTHHIOBasE CHCTEMA KOHTPOJS M OLEHKHA AKaJeMHYECKON

akTuBHOCTH oOyuaromuxcs B KI'Y (ounas popma).
2. OT4eThl 00y4JaroumMxcs mo J1abopaTopHbIM pabOTaM.

3. bank TecToBBIX 3amaHuii K pyOekHBIM KOHTPOJsIM Ne 1, Ne 2 (ounas

dbopma).
4. Bornpochl K 3a4ery.




6.2. Cucrema 0a/UILHO-PEHTHHIOBOI OLICHKH Pa00Thl 00y4YaroIMXxcsi 110

MPOMEKYTOYHOM aTTeCTallny,
BO3MOYKHOCTH TIOTYUCHHS
aBTOMATHYECKOTO 3a4eTa
(PK3aMEHAITMOHHOM OIICHKH) 10
JTUCIUTUIMHE, BO3MOXKHOCTh
MOJTy4eHUs] OOHYCHBIX 0aJlIIOB

AUCHUIIJINHE
Ne Hanmenosanue Copepxanue
1 | Pacnpenenenue Pacnipenenenue 6amios
0aJuTOB 3a CEMECT] IO — a
6 o = ol = %
BUJaM yuyeOHOU 4 z
AaM y Bun Brmmonnenue T A T A 5
paboThI, CPOKU CHAYH . ITocemenne 9 X 2 X = &
2, y4aeOHOM . nmabopaTopHOM o & o g <
yae0HON paboThI ] JIEKITAHN © B © £ )
paboTH: paboTsI > T > T
(00800smcs 00 ~ g ~ g
ceedenus
ooyuarowuxca Ha
bannphas
nepgom yuebHom ) 0,56 x 16= 8; 56 x 8 =405 11 11 30
OLICHKa:
3auAMUU)
2 | Kpurepuii nepecuera 0auios B 60 1 MeHee 0aJIOB — HEY/IOBJICTBOPUTEIHHO; HE 3aUTEHO;
TPaIUIIMOHHYIO OIEHKY IT0 UToram | 61...73 — yIOBIIETBOPUTENHHO; 3aU4TEHO;
paboOTHI B CEMECTpe 1 3adeTa 74... 90 — xoporo;
91...100 — oTnmaHO
3 | Kpurepuu gomycka k Hng  jgomycka K OPOMEXKYTOUHOM —aTrTecTalud 10

TUCIUILINHE 32 CeMecCTp, oOyJaronIuiicst TomKeH HabpaTh 1o
UTOTaM TEKYIIEro M pyOeKHOIO KOHTpPOJs He MeHee 51
OamioB. B ciyuae ecnu oOydaromuiics HaOpan menee 51
O0aula, TO K AaTTECTAOHHBIM HCIBITAHUSIM OH HE
JIOIYCKAETCHL.

Jns momyueHus 3adera 0e3 MPOBEICHHS TPOLEAYPHI
MIPOMEXYTOYHOW aTTeCTalnu OOydaromeMycss Heo0X0auMOo
HabpaTh B XOJ€ TEKYILEro U pyOeXHbIX KOHTpOJIEH HE MeHee
61 Oamma. B »3toM ciiydae wuTOor OaUIBHON  OLICHKH,
MoJTy4aeMoll 00y4alolIMMCsl, OMpeNeNseTcsl MO KOJIMYECTBY
0amioB, HaOpaHHBIX MM B XOJIe¢ TEKYIIETO U PYyOeKHOTO
KoHTponed. IIpm 3ToM, Ha YCMOTpEHHE NpenojaBaTes,
OanbHAsE OIlEHKa O0YYarolerocs MOKET OBITh MOBBINICHA 32
CUET HOJIYYEHHsI TOMOIHUTEIbHBIX 0a/IOB 32 aKaJIeMHUYECKYIO
AKTHUBHOCTb.

OOy4aronuiicsi, UMEIOIIUI MPaBO Ha IMOJYYCHUE OLICHKU
0e3 TMpoBedeHUS TPOLEAYPHl TPOMEKYTOUHOW aTTECTAIlHH,
MOXET TIOBBICUTH €€ IIyTeM CcIadd aTTecTallOHHOIO
uchbiTanus. B cioydae modydeHuss  oOydaromMcs  Ha
aTTecTallMOHHOM HcIbiTaHuy 0 0ayuioB UTOr OAIbHOUM OLIEHKHU
0 IUCUMIUTIHE HE CHIKACTCSI.

3a aKaJeMHUYeCKyl0 AaKTUBHOCTb B XOAE OCBOCHHMS
JVMCIMIUIMHEL, y4acTHe B yueOHOH, HayqYHO-HUCCIIeI0BATEIbCKON,
CIOPTUBHOM,  KYJNBTYpHO-TBOPYECKOH W  OOIIECTBEHHOU
JEATeIbHOCTH  00y4arolmieMycsi MOTyT OBITh  Ha4YHCIICHBI
JONOJIHUTENbHBIE  Oaiibl. MakcuMajgbHOE — KOJIMYECTBO
JOTIOJIHUTENIFHBIX OaJUIOB 32 aKaJIeMUYECKYI0 aKTHBHOCTD
cocransiet 30.

OcHoBaHMEM ISl TIOJYYEHHUS JOTONHUTENBHBIX 0aJlioB
SIBJISTFOTCSL:

- BBINOJHEHWE  JOTOJIHUTENBHBIX  3aJaHUi 10
JUCLUMIUIMHE;  JIONIOJHUTEIbHBIE  Oajiibl  HAYMCILIFOTCS
Mperno/iaBareliem;

- yyacTHe B TEYEHHE ceMecTpa B Y4eOHOH, HaydHO-
HCCIIEOBATENbCKON, CHOPTHBHON, KYyJIbTYPHO-TBOPUYECKOH U
obmectBeHHoM aestensHOCTH KI'Y.




4 | ®opMbl U BUIBI y4eOHOH pabOThI B cnyyae ecnu K mMpOMEXYTOYHOH aTTecTaluu (3a4ery)
JUIST HEYCIICBAIOTITIX HaOpana cymMa MeHee S1 OamioB, oOydaromemMycs
(BOCCTaHOBHBIIIMXCS Ha Kypce HEoO0X0IMMO HaOpaTh HeNOCTarollee KOJIMYECTBO OaJIoB 3a
o0yueHus) oOydaromuxcs s CUET BBINONHEHHUS MJONONHUTENBHBIX 33JaHUi, A0 KOHIA
MOJTyYeHHs HEJOCTAIONINX 0aJUIOB | IMOCIeqHeH (3a4eTHO) HeIen ceMecTpa.

B KOHIIE ceMecTpa JIvkBHUAAIMS aKaJEMUYECKUX 3a/I0JDKEHHOCTEH, BO3HUKILIAX
W3-32 PasHOCTH B YYeOHBIX IUIAaHAX MpPH [EPEeBOAE WU
BOCCTaHOBJICHHH, TIPOBOJIUTCS nyTeM BBITIOJTHEHUS
JOTIONTHUTENGHBIX ~ 3adaHuii, ¢opMa ©W 00BEM  KOTOPBIX
onpeieNsieTcsl IpernoiaBaTeieM.

6.3. IIpouenypa oneHMBaHUA Pe3yJbTATOB OCBOCHUS JUCHUIITIMHBI

Py6exxHble KOHTPOJIM TPOBOJATCSA B (POPME MUCEMEHHOT'O TECTUPOBAHMUS.

[lepen mnpoBeneHMeM Kaxaoro pyOeKHOTO KOHTPOJIsL MpernogaBaTeib
npopaldaTblBa€T € OOY4YaIONIMMHUCS OCHOBHOM MaTepual COOTBETCTBYIOIIMX
pa3iesnioB JAUCHUIUIMHBL B (opMe KpaTKoll JeKIuu-gucKyccur. BapuaHThI
TECTOBBIX 3alaHUi cOCTOAT Jisi 1 u 2 pyOexHoro koHTposs u3 11 Bompocos. Ha
KaXJ10€ TECTUPOBAHHE MpPU PYyOEKHOM KOHTpOJie oOydaromeMmycs OTBoautcs 1
aKaJeMHYECKHUI Yac.

Bannbr o0ydaromeMycst BEICTABIISIIOTCS B 3aBUCMMOCTU OT YKCJIa TPABUIIBHO
BBIOpaHHBIX OTBETOB. HToroBasi oleHka 10 TecTy QOpMUPYETCS MyTeM
CYMMHPOBaHMsSI HAOpaHHBIX OaJIOB M OTHECEHHS UX K OOIIEeMy KOJUYECTBY
BOIIPOCOB B 3adaHuu. I[loMHOXkUB mnoiiyueHHoe 3HaueHnne Ha 100%, MoxkHO
MPUBECTU UTOTOBYIO OIICHKY K TPAJUIIUOHHOM CIIeTyIOIUM 00pazoM:

«HEYJIOBIIETBOPUTENIBHO» — MeHee 50%

«ynosierBoputenabHO» — 50% - 70%

«xopomio» — 70% - 90%

«otauaao» — 90% - 100% .

[IpenonaBarenb olleHUBAET B OajyiaXx pe3ysibTaThl TECTUPOBAHUS KaXKIOTO
0o0yyJaromerocss 1Mo KOJMYECTBY MPABUILHBIX OTBETOB W 3aHOCUT B BEIOMOCTH
ydeTa TEKyLIEN yCIIEBAEMOCTH.

3aueT mpoBOAUTCS B (POpME OTBETOB Ha BOIMPOCH! Omiera. buner coctout us 2
BONPOCOB. BONpoCk! k 3a4eTy JOBOJATCS 10 0OYYarOIIMXCs Ha MOCIIEIHEHN JeKIUU B
cemectpe. Ha monroroBky orBera oOyyaromeMycst OTBOAUTCS 1 aCTpOHOMHYECKUN
yac. Kaxxpiii Borpoc ornieHuBaetcs A0 15 6aios.

Pe3ynbTaThl ycreBaeMOCTM U 3ayeTa 3aHOCITCS NPENoJaBaTelieM B
3a4ETHYI0 BEJIOMOCTb, KOTOpasi CIAeTCsl B OPraHU3allMOHHBIA OTJE] MHCTUTYTa B
JIEHb 3a4€Ta, a TAKKE BBICTABIISIFOTCS B 3a4€THYIO KHIDKKY 00y4YaroIIerocs.

6.4. IlpuMepbI O1IEHOUYHBIX CPECTB I PYOEsKHOT0 KOHTPOJIA U 3a4eTa

1-p1ii pyOe:kHBIH KOHTPOJIb

Bonpoc 1. B pamkax merogonorun @CTIOK Poccun npu cozganun Moennu
yIpo3 3KcHepT uaeHTU(DUIMpOoBan 0a3zy aHHBIX C TMEPCOHAIBHBIMHU JAHHBIMU,
BHEILIHETO XaKepa M OTCYTCTBUE Maruyeil B BeO-cepBepe. UTo U3 MmepedyrciieHHOro
OTHOCHUTCS K YS3BUMOCTSIM?

a) 06a3a JaHHBIX C MEPCOHAILHBIMU JIAHHBIMH,

0) BHEILIHUI XaKep;




B) OTCYTCTBHUE TaT4eii B BeO-CepBEPE;

I') BHEIIIHUIA KaHaJ CBSI3U.

Bonpoc 2. 1lpu xknaccuduxanuu yrpo3 no merogonorud STRIDE s Be6-
NPWIOKEHUST OOHApYKeHa BO3MOKHOCTh MOJMEHBI CECCHM TOJb30BaTelNs IMyTEM
kpaxu session_id. K xakoit kareropuu STRIDE otHOCHTCS 1aHHas yrpo3a?

a) spoofing (moamMeHa TUYHOCTH);

0) tampering (11e70CTHOCTD);

B) repudiation (oTka3 ot aBTOpCTBA);

r) elevation of Privilege (moBeimenue mpuBmiernii).

Bonpoc 3. B mpoekte wucmosib3yercs omOimoteka 10g4] Bepcum 2.14.1.
BHE3AITHO CTaHOBHUTCS W3BecTHO 00 ys3Bumoctu Log4Shell (CVE-2021-44228),
MTO3BOJIAIOIIEH BBIIOJHUTH NPOWU3BOIBHBIM Kox uepe3 JNDI. Kakoi tun
WHCTPYMEHTA U KaKOW MEePBOOYEPETHON IIar HeoOXOAUMBI I OIICHKH MaciiTada
npo0Oiembl Bo BeceM noptdene [10O komnanuu?

a) SAST (mpoBecTH CTaTHUYECKUH aHAIW3 HCXOJHOTO KOJA Ha HAJUYHC

umnoptos l0g4j);

0) SCA (Software Composition Analysis) (COCTaBUTb WM aKTYaJIU3UPOBATH

SBOM (Software Bill of Materials) juist Bcex mpuiioKeHui U IPOBEPUTH €T0

Ha HaJM4YHUC YSI3BUMOW BEPCHH);

B) DAST (npockaHupoBaTh 3amyIlCHHbIC BEO-IPHJIOKCHHS Ha HAINYHE

10JIel BBOJIA);

r) IAST (BHemputh areHtr B JVM I8 moucka aHOMajaWii BO BpeMs

BBITIOJTHCHMS).
2-0ii pyOeKHbBI KOHTPOJIb

Bonpoc 1. llpu xpaneHuu apredakToB B peno3uTopud Nexus WIu
Artifactory He0oOX0AMMO OOECEeUHTh 3alIUTy OT MOJMEHBI YK€ ONMyOJIUKOBAHHOM
Bepcun O6ubnuotexu (araka Supply Chain). Kakas komOuHaimsi HaCTpoeK pemiaet
3Ty Mpoodiaemy?

a) Bxirouenue npunynurenbHoro TLS i moctynma K peno3uTOpUIO U
HACTPOWKA pOTALMU ITApOJIEH aJIMUHUCTPATOPOB.

0) Bxirouenue nmonutuku 010kupoBku nepesanucu (Overwrite / Delete) nis
PENM3HBIX PETMO3UTOPUEB U BHEIPEHUE O00s3aTENbHOW TPOBEPKU UG POBOH
noamucu  apredakroB  (Code  Signing) Ha CTOpOHE KIMEHTa Mepen
UCTIOJIb30BaHUEM.

B) XpaHeHue apTeakToB B MyOJUYHOM 00JIaKE U OIPaHUYEHUE JTOCTYIA 10
IP-anpecy.

r) ExemHeBHOE CKaHWPOBAaHUE PEIIO3UTOPHUS AHTUBHPYCOM U CXKATHE
apTehakToB JJi1 SKOHOMUU MECTA.

Bonpoc 2. Tlpu mnpoBeAcHUH TECTHPOBAHUS BEO-NPUIIOKCHUS COTJIACHO
merononorun OWASP Testing Guide, Ha kakoM J3Tame W C KakKoOW IIEJIBIO
npumensiercs (azzunr-tectupoBanue (Fuzzing)?

a) Ha n»rtane cbopa wmubpopmaruu (Information Gathering) nns moucka
CKPBITHIX (haiiJIOB U TUPEKTOPUIA TIO CIOBAPIO.

0) Ha »tane Baymnmanuu Bxomubix maHHbIX (Input Validation Testing) mms
nepeaadyd  MPUIOKEHUIO  3aBEIOMO  HEKOPPEKTHBIX,  CIyYallHBIX  WJIU



NEPENONHAIIUX Oydep NaHHBIX C IIeNbI0 BbI3BaTh COOM, yTEUKY MaMsATH WU
00X0/1 aBTOpH3aLUH.

B) Ha stamne npoBepku kpunrorpadguu s mojadopa Kiroder mudpoBaHus
METOJ/IOM TpyOOi CHJIBI.

r) Ha srane tectupoBanus OU3HEC-JIOTMKHU JJIsl TTIOMCKA CKPBITHIX CKHUJIOK B
KOp3UHE UHTEpPHET-Mara3uHa.

Bonpoc 3. Tlpu nactpoiike 6e30macHOro KOHPUTypUpoBaHHs BeO-cepBepa
(Hardening) 3aronook Content-Security-Policy (CSP) npennasnaden jis:

a) TPUHYIUTEIHHOTO Hucnoib3oBanus mporokona HTTPS smectro HTTP
(mepeHamnpaBieHuUE);

0) 3amuThl OT MekcaiiToBoro ckpuntuara (XSS) myrem cTpororo ykasanus
JIOBEPEHHBIX UCTOUYHUKOB, U3 KOTOPBIX Opay3epy pas3pelieHo 3arpy’aTh CKPHIITHI,
CTUJIU U APYTO¥ KOHTEHT;

B) COKpPBITHsI Bepcuu BeO-cepBepa (Server-TimiNg) oT 370yMBIIIJICHHUKA;

r) orpanmycHus pasmepa HTTP-3arosoBkoB uisi 3aIiuThl OT aTak THIIA
Buffer Overflow.

IMPUMEPHBIN NEPEYEHDb BOITPOCOB K 3AUYETY

1. KakoBa oOmnactb mpumeHeHus: HarmoHanbHoro cranaapra 'OCT P 56939-
20167

2. JlafiTe ompenercHUsT TEPMUHAM «YSI3BUMOCTB» U «HEICKIapUpOBaHHAS
B03MOXKHOCTB» coriacHo ['OCT P 56939-2016.

3. Kak ompenensier <OKM3HEHHBIM MUK TIPOTPAMMHOTO  OOECIICUCHUS
cragaapt [[OCT P 56939-20167

4. Kakoe mecto 3anumMaer ['OCT P 56939-2016 B skocucTeMe POCCHUUCKUX
crtanaaptoB U kak oH cBszaH ¢ ['OCT P 57580.1?

5. Kakue TtpeboBanus perynstopoB (DOCTOK Poccum) onpenemnstor
HE0OXOMMOCTb MMPUMEHEHHUS MPAKTUK O0€30MacHON pa3paboTKu?

6. HazoBuTe Tpu KIIOUEBBIX MEXKIYHAPOAHBIX (periMBopka Oe3omacHOU
pa3paboTku u kpaTtko onuimre ux HazHaueHue (OWASP SAMM, BSIMM,
NIST SSDF).

7. B uem pasnuna mexay noaxomamu OWASP SAMM u BSIMM «k orenke
3pEJI0CTH MPOIIECCOB Pa3padOTKu?

8. CdhopmynupyiiTe skoHOMHUYeckoe oOocHoBanme BHemapenus SDLC. Kax
paboTaeT MPaBUIIO «JECSITHUKPATHBIX 3aTparT» Ha pa3HbIX dTamax
YKU3HEHHOTO IIUKJIA?

9. OnmmmMTe OCHOBHBIC OJTallbl MpoOIlECCa CO3MAHUSA MOJETH Yrpo3 TO
Mmetononorun ®CTOK Poccun.

10.Yto Takoe uaeHTU(UKATOpP aKTHBA, TUIbl HAPYIIMTENIEH U CIOCOOBI UX
UACHTU(GUKAIINY TIPU MOJACIIUPOBAHUU yTPO3?

11.B yem 3akioudaeTrcsi ocHOBHasi uaes Mmeroposioruun PASTA u uyem ona
npuHIUnuanbHo oTinvaetcs ot STRIDE.

12.Yto Ttakoe nsmenonupoBanHas oOopoHa (Defense in Depth) m kak ona
peanu3yeTcs Ha YpOBHE MPUIIOKECHHUSI?



13.B dyem pasHuLa MEXIy (QYHKIHOHAIBHBIMU U HEPYHKIIMOHATHHBIMU
TpeboBaHusIMU K Oe3onacHocTH? [IpuBenuTe npumMepsl Uil KaxkA0ro TUIIA.
14.Kak pe3ynbTaThl MOJICTUPOBAHUS YIPO3 TPAHCHPOPMUPYIOTCS B KOHKPETHBIE
3a7a4M I KOMaH bl pa3paboTku (user stories)?

15.HazoBute Tpu Hanbonee KpuTuuyHbie ya3BUMOCTU u3 criucka OWASP Top
10 (2021) u KpaTKO ONMUIINTE MEXaHU3M UX PAOOTHI.

16.Yto takoe CWE u kak on cBa3an ¢ OWASP Top 10? IIpueaute npumepbl
n3 CWE/SANS Top 25.

17.B dyem omacHOCTb HEOE30MAaCHOM Jecepuanu3alid JIaHHBIX U Kak ee
PEIOTBPATUTH?

18.Yto takoe ys3BumocTh IDOR (Insecure Direct Object Reference) u kak ona
CBSI3aHA C HEKOPPEKTHBIM YIPABICHUEM IOCTYIIOM?

19.Ha3zoBuTe Tpu MOMYyJISPHBIX WHCTPYMEHTAa CTAaTHMYECKOTO aHaiM3a Koja u
ormuimute ux uHterpaiuio B IDE pazpaborunka.

20.ITouemy BHenpenue SAST Ha otane Hamucanus koxa (shift-left)
s dexTuBHEE, YEM Ha 3Tare TECTUPOBAHUS TOTOBOTO MPOYKTa?

21.1Toyuemy mnpoBepKka JUIEH3MOHHONW YHCTOTHI CTOPOHHUX KOMIIOHEHTOB
Ba)KHA JJIsI KOMMEPUYECKOTO MPOAyKTa?

22.11o KakuM KpUTEPUSIM OIIEHUBAETCS PEIyTallUsl PEro3uTOopus (Harpumep, Ha
GitHub) nepen nojxioueHreM 3aBUCUMOCTH?

23.Kakne OCHOBHBIE MEpPHI 3alTUTHI MPUMEHSIOTCS IS WU3OJISIUN U 3aIUThI
coopounoro konaeiiepa (CI/CD)?

24 Kak pabotaroT MeHemkepsl cekperoB (Ha mpumepe HashiCorp Vault) u yem
OHH JTyUIIle TIEPEMEHHBIX OKPYKEHUS?

25.0nummre mporecc 6e30MacHOro ACTUIOs CEKPETOB B KOHTEHHEPHU30BAHHOE
PUIIO’KEHHE.

26.Yto Takoe ckanupoBanue Docker-o6pa3oB u kakue tumbl yszpumocteit (OC,
I1O) oHO M03BOJISIET BHISBUTD?

27.Y10 Takoe «MUHUMAJBHBIN 0a30BbIA 00pa3» M MOYEMY €ro MCIOIb30BaHUE
NOBBILIAET 0€30MaCHOCTh KOHTEHHepa?

28.B yem npunrunuansHas pasauna mexay SAST, DAST u IAST? Ha kakom
JTare KOHBEeHepa 3amyCcKaeTcs Kax bl U3 HUX?

29.B yem pasHuIla MEXTYy YEPHBIM, OCIIBIM U CEPhIM AIUKOM MPU MPOBEICHUN
TECTUPOBAHUS HA IPOHUKHOBEHHE?

30.Kak paboTtaeT MHTEpaKTHUBHOE TECTUPOBaHWE 0€30MaCHOCTH MPUIIOKEHUI
(IAST) u xakue naHHbIE OHO MPEIOCTABIISIET pa3pabOTUUKY?

31.0nummTe TONHBIM [HMKI yopaBieHus ys3BuMocTsmu  (Vulnerability
Management) ot nonyuenus yegomsieHus o CVE 1o yctaHOBKM naTya.

32.Yro takoe Hardening (0Ge3omnacHoe koH(pUTypupOBaHUE) cepBepa U Kakue
0a30BbIC IEUCTBHS OH BKJIFOYACT?

33.HazoBuTte Tpu kitoueBbix 3aroynoBka 6e3onmacHoctu HTTP (manpumep, CSP,
HSTS) 1 06bscHuTE, OT YEr0o OHU 3alTUIIAIOT.

34.KakoBbl TpeOOBaHHMSI K JIOTUPOBAHUIO COOBITUH O€30MaCHOCTH COTJIACHO
oOmenpuHAThIM cTangapTam (Hanpumep, PCI DSS wnu NIST)?



35.Uto Takoe «Oe3omacHbd 1Mo ymomdaHuio» (Secure by Default) kondur n
oyeMy OH Ba)KEH IpH penuze?

36.13 KaknuX OCHOBHBIX ATAlOB COCTOUT IUKJ Oe3omacHon pazpabotku (SDL) u
KaK OH HakJaJbIBaeTcs Ha ctaHfaapTHbid Agile/DevOps?

37.Kak pacmpenmenstoTcs 3agadd MO O€30IMacHOCTH B METOJOJIOTHSAX
DevSecOps?

38.Uto Ttakoe wmetpuka MTTD (Mean Time To Detect) m kak oHa
PACCUMTHIBAECTCS B KOHTEKCTE O€30aCHOCTH MPUIIOKEHUN?

39.Uto Ttakoe merpuka MTTR (Mean Time To Remediate) m ot kakmx
(aKkTOpOB 3aBUCUT CKOPOCTh YCTPAHEHUS ySI3BUMOCTEH?

40.Ha3oBuTe Tpu KIIOYEBbIE METPUKU 3PGHEKTUBHOCTH Tpoiiecca Oe30macHon
pa3pabotku, momumo MTTD u MTTR.

6.5. ®oH OLIEHOYHBIX CPEICTB
[onHbIit GaHK 3a1aHMI JJIs1 TEKYILEr0 KOHTPOJISI ¥ IPOMEXKYTOYHOM aTTeCTaluu
[0 JUCLMIUIMHE, [I0Ka3aTeild, KPUTEPUH, IIKAJIbI OLCHUBAHUS KOMIIETCHLIMH,
METOJINYECKUE MaTepUaIbI, ONPEACISAIOIINE IIPOLIEYPBI OLICHUBAHMS
00pa3zoBaTENbHBIX PE3YJILTATOB, IMPHUBEJACHBI B y4eOHO-METOAWYECKOM KOMILIEKCE
JCLUIUIAHBI.

7. OCHOBHAS U TONNOJIHUTEJIBHASI YYEBHAS JIMTEPATYPA
7.1. OcHOBHasl yueOHasl JJUTEeparypa

1. Bacunwesa E. H. Yrpo3sl 0e30macHOCTH HHPOPMALIMOHHBIX TEXHOJOTHH.
| [DnexTpoHHBI pecypce]: yueb. mocooue / E.H. Bacunbera, B.B. IlexaHoBCkui,
2005. - 63 c.

2. 3armnaiinoB, lO. H. Teopus wundopmannonHol Oe30MacHOCTH H
METO/I0JIOTHS 3aIInuThl HHpOpMamuK [DIEKTPOHHBIN pecypc]: yueOHoe mocodue /
FO. H. 3arunaiinos. - MockBa; bepnun: Hupexr-Menua, 2015. - 253 c.: wi. -
Pesxxum noctyna: http://biblioclub.ru/index.php?page=book&id=276557

3. OcHOBBI 3anuThl HHGOPMAIIMK B COBPEMEHHBIX HH(GOPMAIIMOHHBIX
cuctemax: yueoHoe nocodue / H. FO. babanos, A. A. EBctudees, A. [1. MapTsiHOB
[1 np.]. — Capos : Poccuiickuii penepanbubii saepHsiii ientp — BHUND D, 2022.
— 175 ¢. — ISBN 978-5-9515-0491-3. — Tekcr : snextponnsiii // {udposoii
oOpazoBatensHbii  pecypc IPR  SMART [caiitT]. —  URL:
https://www.iprbookshop.ru/132622.html

4. I'pymio A.A., Ilpumenko D.A., Tumonuna E.E. TeopeTuueckue OCHOBBI
KOMITbIOTEpHOU Oe3onacHoCTH. — M.: «Akagemus», 2009. - 272 c.

5. Iawbrun, B. ®. MHWHpopmauuonHas O0e30MacHOCTb U  3allUTa
uHpopmaruu [DnekTpoHHbI pecypc] - Mocksa: JIMK Ilpecc, 2014. - 702 c. -
ISBN 978-5-94074-768-0. - Joctyn 9bC «KoHCYIbTaHT CTyICHTa.

6. Jepsuun, II. H. Moxaemun 06e30macHOCTH KOMIBIOTEPHBIX CHCTEM.
VYrpasnenue 10CTyrnoM u WHGOPMAIIMOHHBIMU TMOTOKaMH: ydyeOHOe mocoOue s
BY30B 2-€ U3[l., UCHIP. U JOI. [DIeKTpOoHHbIN pecypc] - Mocksa: ['opsiuas nunHus -
Tenekom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - [loctyn 9bC «Koncynbrant
CTYACHTA».



http://biblioclub.ru/index.php?page=book&id=276557

7. ITaBnoBckas, T. A. ITporpammupoBaHue Ha sI3bIKE€ BBICOKOTO ypoBHs C# :
yuebHoe mocodue / T. A. IlaBnoBckas. — 4-e¢ uza. — MockBa : MuaTepHeT-
VYuuBepcurer HWudopmanmonnsix Texunonoruit (MHTYUT), A Ilm Ap
Menua, 2025. — 245 ¢. — ISBN 978-5-4497-0862-5. — Texkcrt : 35eKTpOHHBIH //

[Mudposoit obpazoBarenbubii  pecypc IPR  SMART : [caiit]. — URL:
https://www.iprbookshop.ru/146386.html. — Pexum goctyma: st aBTOpU3HP.
ITonp30Barenei.

7.2. IonOJIHUTEJIbHAS JIUTEPATYypPa

1. Ckynkxun, O. lludpoBanpmiuku : Kak pearupoBaTh Ha aTaku C
WCITOJIb30BAaHUEM TIporpamMM- BeiMorareneit : [16+] / O. CkynkuH ; Hayd. pea. A.
AnekceeB ; pen. K. AxmeroB ; mep. ¢ anri. A. Bnaciok. — MockBa : AnblnHa
[Mabmumep, 2023. — 205 c. : wmin. — Pexum jgocrtyma: Mo MOIIMUCKE. —
URL.:https://biblioclub.ru/index.php?page=book&id=707831 . — ISBN 978-5-206-
00080-1. — TekcT : PICKTPOHHBIH.

2. Jlanonuna, O. P. IIpoTokonsl 6€30MMacHOT0 CETEBOTO B3aUMOCHCTBUS
[DnexTponHbIi pecype]: kype/ O. P. Jlanmonuna. - 2-e u3a., ucnpaB. - Mocksa:
NHTYUT, 2016. - 462 C. - Pexum JIOCTyMaA:
http://biblioclub.ru/index.php?page=book&id=429094

3. Kacnepcku, K. Texnuka cereBbix artak. T. 1 / Kpuc Kacnepcku. — M.:
Conon-P, 2001. —400 c.

4. Omudep, B.I. Komnbrorepubie cetu: IIpuHIMOBL, TEXHOJIOTHH,
MPOTOKOJIBI: y4eOHoe mocobue s cryAaeHToB By30B / B. I'. Omudep, H. A.
Omudep. — 3-e uzn. — M.; CII16.; Hwkanit HoBropoa: ITutep, 2007. — 957, c.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/IMUMBIE JIJI51 OCBOEHUA JTUCHUITJIMHBI

1. DneKTpOHHBIH dboHa  mpaBoBOM WM HOPMATHUBHO-TEXHUYECKOU
nokyMeHnTaruu - http://docs.cntd.ru;

2. OBC «Jlanby - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. OBC «KoucyabTaHT cryaenTa» - https://www.studentlibrary.ru;

5. Harmonanbusiid OTkpbiThiil YHuBepcuter « MHTYUT» - https://intuit.ru;

6. Enmnoe  okHO  mocTyma K oOpa3oBaTeIbHBIM  pecypcam.  —
http://window.edu.ru/;

7. Hayunas snektpoHHas ouodimuoteka - http://elibrary.ru/;

8. Dnextponnas oudmmoreka KI'Y - http://dspace.kgsu.ru/xmlui/;

9. UnpopManmoHHbII OHJIAVH nopTan ISO27000.1u =
http://www.is027000.ru/;

10. bezomacHocTs - http://groteck.ru/security.

11. MeToauKka OLIEHKHM AaKTyaJbHBIX YIrpo3 M YA3BUMOCTEd Ha OCHOBE
TEXHOJIOTUI KOTHUTHUBHOTO MojenupoBanus u Text Mining Bacumbes B. U.,
Bynbshun A. M., Kupunnosa AL, Kyuxkaposa H. B.
URL.:Glava2/Index1.phphttps://sccs.intelgr.com
/archive/2021-03/04-Vasilyev.pdf
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12. PazpaboTka  TUNOBOM  METOAMKM  aHaiIM3a  ySI3BUMOCTEH B
BEO-NIPUJIOKEHUSIX MPU  MPOBEACHUM CEPTUPUKALMOHHBIX HCIBITAHUN 10
TpeOoBaHusiM Oe3onmacHoctd uHopmanuu bapabanoB A.B., ®enuueBA.B.
https://cyberleninka.ru/article/n/
razrabotka-tipovoymetodiki-analiza-uyazvimostey-v-veb-prilozheniyah-pri-proved
enii-sertifikatsionnyh-ispytaniy-po-trebovaniyam/viewer

13. TToptan oTKpBITEIX JaHHBIX Poccutickoit denepanuu https://data.gov.ru/
(cBOOOIHBIN OCTYM).

13. ®enepanpubiii opTan «Poccuiickoe oOpazoBanue» http://www.edu.ru
(cBOOOAHBIN JOCTYI)

9. ITH®OPMAILIMOHHBIE TEXHOJIOTUU,
IMPOT'PAMMHOE OBECIIEYHEHUE
N UHOOPMAIIMOHHBIE CITIPABOYHBIE CUCTEMBbI
1. OBC «Jlanby.
2. ObC «KoHCyIbTaHT CTYJEHTa.
3. ObC «Znanium.comy.
4. «"apaHT» - CIPaBOYHO-TIPABOBAs CHCTEMA.

10. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
JANCHUITIJINHBI
MarepuanbHO-TEXHUYECKOE O0O0ECleueHne MO0 pealn3aluud JUCHUTLIMHBI
ocyuiecTBisiercsi B cooTBeTcTBUM ¢ TpeboBanus PI'OC BO mno pgaHHOM
00pa3oBaTeIbHOI MPOrpaMMe.

11. Inst cTyA€HTOB, 00y4aIOIIUXCH € UCIO0Ib30BAHUEM TMCTAHIMOHHBIX
0o0pa3oBaTeIbHBIX TEXHOJIOTHI

[Ipyu wucCnoib30BaHUM  DJIEKTPOHHOTO OOYYeHHS U JAUCTAHIIMOHHBIX
oOpazoBarenbHbiX TexHoJorui (mamee D0 u JIOT) 3aHATHS TOTHOCTHIO WIIH
YaCTHUYHO TPOBOJATCS B pekume oHjaiiH. OO0beM TUCIUIUINHBI U pacipeiesieHue
Harpy3ku 1o Bujgam paboT coorBeTcTByeT 1. 4.1. Pacmpenenenue Oamios
COOTBETCTBYET I1. 6.2 MO0 MOXET ObITh UBMEHEHO B COOTBETCTBUH C PEIICHUEM
kadeapel, B cnydae nepexona Ha D0 u JIOT B mporecce oOyuenus. Pemienue
Kadeapbl 00 UCIOJIB3YEMbIX TEXHOJOTHUSIX U CUCTEME OIICHUBAHUS JOCTH)KEHUH,
oOydJaromuxcsi MPUHUMAETCS C Y4YETOM MHEHHUsI BEAYIIEro IMperojaBareis u
JIOBOJIUTCA IO CBEACHUS O0yUYarOIIMXCA.
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[MTPMJIOXXKEHME 1

AHHOTAaIMs K paboyeit mporpaMme TUCHUTLTHHBI
«be3onacHas pazpadoTka NPOrpaMMHOI0 o0ecIeYeHusD)

o0pa3oBaTenbHON MPOrpaMMbl BBICIIETO OOpPa30BaHUs —
MPOrpamMMBbl CTICIIMATIMTETA

10.05.03 Nudopmarmonnasi 6€30MacHOCTh, aBTOMAaTU3HPOBAHHBIX CHCTEM
Crenmammzarus NS "be3omnacHOCTh OTKPBITHIX HHPOPMAITHOHHBIX CUCTEM"

Tpyooemxocmos oucyunaunvr. 4 3.e. (144 akageMHuecKux yaca — OYHAs
dbopMma oOyueHus)

Cemecmp: 11 (ounast hpopma o0yueHus)

Kypc: 6 (ounas ¢popma 00ydeHuUs)

Dopma npomedcymouHou ammecmayuu. 3a9eT

Cooeporcanue oucyuniunsl. OcHoBHblIE paA30elbi.

BBenenne B OeszomacHyro  pa3paboTKy W HOpMaTuBHas  0asa.
MopnenupoBanue yrpo3 ¢ TPOEKTUPOBAHHUE AapXUTEKTYphl OE30MACHOCTH.
besonacHass  pa3paboTka  HMCXOAHOrO  KoJa.  YIpaBiI€HUE  CTOPOHHUMU
KOMITOHEHTaMHd ¥ IIEMIOYKOW ITOCTaBOK. besomacnass cOopka, XpaHeHHUE
apre(hakTOB M YIpaBlIeHHE CeKpeTaMHu. TecTHpoBaHME HA MPOHUKHOBEHHE H
JUHAMUYECKUM aHaiu3. be3omacHbIil penu3, dSKCIUTyaTallds U pearupoBaHHE Ha
unnuaeHTol. Baenpenue SDL (Secure Development Lifecycle).



JIMCT
perucTpanuv U3MeHeHH (10M0JTHeHUuil) B pado4yIo NporpaMmmy
y4eOHOH JUCHUIIIHMHBI
«be3onacHas pazpadoTka NPOrpaMMHOI0 o0ecIeYeHusD)

N3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENIOJABATEID / Yenoseukosa A.B. /

W3meHeHust yTBEpKAEHBI HA 3aceAaHUM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoi « _» 20 T.

N3meHeHus / 10M0THEeHUS B pa004YyI0 NPOrpaMmmy
Ha20_ /20 y4eOHbIii roa:

OTBETCTBEHHBIN NpenogaBaTeib / HenoBeukoBa A.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHUM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenytromuii kadenpoit «_» 20 T




