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1. OFBEM JIUCIIUITJINHBI

Bcero: 5 3au. equnun tpypoemkocty (180 akageMuueckux daca)

Ounas ¢popma o0yueHust

N Ha Bcro Cemectp
Bun yaeOHO# paboThI
JUACLUIUTUHY 4
AyauTOpHBbIE 3aHATHS (KOHTAKTHAsi padoTa ¢ nmpemnojaa-
BaTejieM), BCEro 4acoB 96 96
B TOM YHUCIJIE:
Jlexkuun 32 32
JlaboparopHbie pabOTHI 32 32
[TpakTrueckue 3aHATHS 32 32
CamocrosiTesibHas paboTa, BCero 4acoB, B TOM YHCJIC: 84 84
IToaroroBka K 9K3aMeHy 27 27
Jpyrue BUIbl CaMOCTOSTENHHON paboThl (ITOATOTOBKA K
MIPAKTUYECKUM, J1a00paTOPHBIM 3aHATHIM U PYOS)KHOMY 21 21
KOHTPOJITIO)
KypcoBas pabota 36 36
Buja npomexyTouHOli aTTecTallNu IK3aMeH IK3aMeH
180 180




2. MECTO JUCIIUAITJINHBI
B CTPYKTYPE OBPA30OBATEJBLHOM TPOT'PAMMBI

HucuunnuHa «MeToasl U CpeacTBa KpunTorpadpuyecko 3amuTbhl MHPOpMa-
UI» OTHOCUTCS K 0a30BbIM aucuuiuinHaMm bioka 1 - «Hpopmanuonnas 6e3onac-
HOCTB.

Kpatkoe conepxanue. Kpunronorus: kpunrorpagus u kpuntoasanus. Kpunro-
rpadus u mpobieMbl 0e30mMacHOCTH HMH(pOpMaIu: KOH(PHUICHIIMATBLHOCTD, 1EJI0CT-
HOCTb, ayTeHTU(HUKAIUS, HEBO3MOKHOCTh OTKa3a CTOPOH OT aBTOpcTBa. OCHOBHBIE
HNOHATUSA KpunTorpaduu: mmdp, KI0Y, KpUnrocucreMa, mudpoBanue, AemudpoBa-
Hue u gap. llpaBuno Kepxxoddca. Kpuntocucrema. CTpykTypa KpUIITOCHCTEMBI.
Kpurniroctoiikocts. Knaccudukarus MeTonoB KpuntorpadudecKkoi 3amuTbl HHOOP-
Mmanuu. IlepecranoBounsie mudpsel. [logcranoBounsie mudpsl. [loTokoBbIE MIUPHI.
brounsle mudpel. CUMMETpUYHOE U acCUuMeTpUuHOe mudpoBanne. CHMMETpUYHBIE
KPUIITOAITOPUTMBI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI. [IpHHIMIBI MOCTpOEHMS,
OINKCaHUs U aHaNM3a Kpunrorpapudeckux aaropurmoB. Cerp Peitmrens. Kpunroan-
TOPUTMBI Ha OCHOBeE ceTu PeiicTenst. KpuntoalropuT™Mbel Ha OCHOBE ITOJICTAHOBOYHO-
nepecTaHoBOYHBIX ceTeit (SP-cetu). Kpunroanroputmsl co cTpykTypoil "kBaapart'.
[IpyHIMIIBI TOCTPOEHUS U KPUIITOAHAIN3 CUMMETPUUYHBIX U ACCUMETPUYHBIX CHCTEM
3amuThl ©HGopMaruu. CTaHnagapTel KpunTorpaduedyeckoil 3amuTbl HHYOPMALUH.
XomI-pyHKUMU. DIEKTpOHHAs IU(ppoBas MOANUCh WM LUpOBast MOANUCH. Aro-
puTMbl UppoBoi noanucu. Kpunrorpaduueckue nporokosnsl. [10 g mudpoBanus
JTAHHBIX.

N3yyenue aucuuruimHbl «MeToabl U cpeAcTBa KpUNTOrpadUyecKOn 3allUThI
uH(pOpMaIMu» OCHOBBIBaeTCA Ha 0a3e TakuMxX AMCHMIUIMH Kak «MareMaTtnyeckui
aHanusz», «Anredpa u reoMeTpus», «JuckpeTHas maremMaTHKa», «S3bIKM MpOrpam-
MUpOBaHU», «T€XHOIOTMU U METOABI MPOrpaMMUpPOBaHU», «OCHOBBI TEOPUH 3a-
IUTHI UHPOpMALUN». 3HAHUS U HABBIKU, NOJyYEHHBIE MPU U3yYEHUU JAUCLUILINHbI
«Metonpl M cpeAcTBa KpUNTOrpaduyecko 3amuTbl MHPOPMAIMN», LHIUPOKO HC-
MOJIB3YIOTCSl 00YYAIOMUMUCS TPU U3YyUYEHUU 00IIenpodeCCHOHAIBHBIX U CIEIUATb-
HBIX JAMCLMILINH, CBSI3aHHBIX C BOMPOCAaMH MPOEKTUPOBAHUS, Pa3pabOTKH, dKCILTya-
TallMU U BHEJIPEHHS aBTOMATHU3UPOBAHHBIX CUCTEM 3aIllMThl HH(OPMaLIUU.

Pe3ynbrarel 00ydeHus MO TUCHUIUIMHE HEOOXOIUMBI JJIsi BBIIIOJHEHHUS KypCo-
BOM paboOTHI MO IUCHUIIINHE «MeToabl W CpencTBa KpUNTOTpaduuecKor 3aliuThl
uH(pOpMaIUU», a TAKXKE BBIMTYCKHON KBATM(PUKALMOHHON pabOThl B YACTU MPOEKTH-
pOBaHUsI aBTOMATHU3UPOBAHHBIX CHCTEM WM MOAYJEH 3auuThl MHQOpMALUU C UC-
M0JIb30BAaHUEM KpUNITOTpadUyECKUX METO/I0B 3allUThl TH(HOPMALIHH.

OcBoeHue cienyromux KOMIETEHIMIA Ha YPOBHE HE HUXKE MOPOTOBOTO: CIOCO-
O€H MCIMOJIB30BaATh CPEACTBA KPUNITOTpahUUECKON 3aIUThl HHPOPMALIMK TPU pellie-
HUM 337124 ipodeccroHanbHol AesrenpHocTr (OITK-10).



3. IJIAHUPYEMBIE PE3YJIBTATbBI ObYUEHUSI

[lenpro wW3ydeHUs AUCHUIUIMHBI «MeETOAbl W CpeicTBa KpumnTorpaduueckoi
3alIUThl  UHPOPMAIIMW) SIBJISICTCS HW3JI0KEHHWE OCHOBOTOJAralomuX MPUHIUIIOB
KpunTorpaguueckoil 3amuThl UHGOPMAIMU C TIOMOIIBIO KPHUNTOTPAPUIECCKIX
METO/IOB, KpUnTOrpaguuecKkux IPOTOKOJIOB; U3JTIOKEHUE MIPUHIIUTIOB
MOJITBEP)KJICHUSI aBTOPCTBA IMyTEeM MPUMEHECHHs 3JIEKTPOHHO-IIM(PPOBON TMOIMHCH;
pPaccMOTpEeHHE MTPUMEPOB pean3aIlii 3TUX METOOB (aITOPUTMOB) Ha TIPAKTHKE.

3amayaMyu OCBOCHMS JHUCIMIUIMHBI « METOIBI U CpelcTBa KPUMNTOTPAPUIECCKOM
3aIUTHl HHGOPMAITUIY SBIISIOTCS:

- 1aTh OCHOBBI CHCTEMHOTO TOJAXOJa K OpraHu3aldyd KpUNTorpaduaecKoi
3amuThl  WHpOpMaIMK, TMepeJaBaeMod W 00pabaThIBAEMOW  TEXHHUYECKUMU
CpeIcTBaMM  HA  OCHOBE  NPHUMCHEHHUS  KpPUNTOTpaQUUeCKHMX  METOJOB,
KpUTITOTPa)UIECKUX aITOPUTMOB Ml KPUITOTPAPUIECKUX TIPOTOKOJIOB;

- UI3y4EHUE  OCHOBHBIX  MATEMaTHUYECKHMX  METOJIOB,  HCIOJb3YEMBIX B
Kpunrorpaduu;

- U3Yy4EHUE OCHOBHBIX QJITOPUTMOB KpHUIITOTpadUuecKor 3auuThl UHGOpMAIUU
JUTSL pa3pabOTKX MTPOrPaMMHBIX MOIYJIEH peaau3aiuu dTUX allfOPUTMOB.

Komnerenuuu, popmupyemMolie B pe3ysibTaTe OCBOCHUS AUCITUTUIUHBI:

- ¢ CcIOCO0OEH MCTOIb30BaTh CPEJICTBA KPUNTOrPAPUUECKOM 3aIUThl HHGOPMALIUH

IpHY pelieHuy 3a1a4 npodeccuonanbaoi nestenpHoctu (OITK-10).

NHaukaTopsl U IECKPUNTOPBI YacTH COOTBETCTBYIOIIEH KOMMETEHIUH, (OpMHU-
pyeMON B MpOLECCE H3YyYEHUS IAUCHUIUINHBL «METOIbl U CpelcTBa KPUIITOrpa-

dbuueckoil 3auThl HOOPMALIMKNY, OLICHUBAIOTCS MPU MOMOIIM OI[CHOYHBIX

CpPEICTB.

[Tnanupyemsbie pe3yabTaThl 00yUEHHUS 110 TUCHUIUIHHE «MeToIpl M CpeACcTBa KpUNTOrpaguIecKoi 3aliThl

uHGpOpPMAIUH», HHIUKATOPBI JocTrkeHus komrereHiuit OIMK-10, nepeueHpb OllEHOUHBIX CPEACTB
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1. Hﬂ'loﬂk-lo

3HaTh: HOBBIE 00pa3-
1Bl TIPOTPAMMHBIX,
TEXHHUYECKUX CPE/ICTB
1 BO3MOXHOCTH WH-
(hopManMOHHBIX TEX-
HOJIOTUH, HAIIpaB-
JICHHBIX Ha KPHIITO-
rpadu4eckyo 3amu-
Ty nH(GopManuu

3 (MA-1 orik-10)

3HaeT: HOBbIE 00pa3-
I[BI IPOTPAMMHBIX,
TEXHUYIECKHUX
CPEICTB U BO3MOX-
HOCTH MH(pOpMAaIH-
OHHBIX T€XHOJIOTHH,
HaNpaBJIEHHBIX HA
KpunTorpaduieckyro
3aIIUTy HHPOPMAIH

Bompocsl Tecta

2. I/IZ['Z OIIK-10

YMeTh: NPUMEHSTh
Kpunrorpaduyueckue
TIPOTOKOJIBI U KPHUIITO-
rpau4ecKue auro-
PUTMBI U1 Iepeiadn
U XpaHEeHUs JaHHBIX B

Y (MA-2 onik-10)

VYMeer: npUMeHsTh
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MPOTOKOJIBI ¥ KPHUIITO-
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PUTMBI UL TIepefayunt
Y XpaHEHHS IaHHBIX B
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pacnpeziesIeHHbIX H- pacrpeneneHHbIX
(OpPMaLMOHHBIX CH- UH()OPMAIMOHHBIX
cremax cHCTeMax

3. W-3 onx-10 Briamets: cmoco6uo- | B (MO-3onk10) | Bmageer: coco6ro- | Bompocst TUTS
CTBIO HPOBOJIHTH CTBIO IIPOBOJHTH cllaud dK3aMeHa
KOHTPOJIBHBIE  IIPO- KOHTPOJIBHBIE TIPO-
BEepKH  paboTocrio- BepkH paborocrio-

cobHocTH M 3 dek-
THUBHOCTH TMpPUMEHsIC-
MBIX  MPOTrPAMMHO-
anmapaTHbIX,

TorpaduIeCcKIx u

KpHII-

TEXHUYECKHUX CPEICTB
3aIIUTH HHPOPMALIUH

cobHoctH 1 3 pexk-
TUBHOCTH ITPUMECHSI-
€MBIX POrpaMMHO-
anmapaTHbIX, KPHII-
Torpaduyeckux u
TEXHUYECKHX
CPEICTB 3alIUThI
HHPOPMALUH

4. COAEPKAHME JUCIUIIJIMHBI

4.1. YyeOHO-TeMaTu4ecKuil miian. Ounas gpopma o0yyeHus

KomnnyecTBO 4acOB KOHTAKTHOM

Howmep paboTHI C MperoaBaTeIeM
Py6ex HaumenoBanue temsl
TEMBI JlaGoparop.| Ilpaktuu.
Jlexuu
paboThHI 3aHATHUS
cemecmp 4
1 Kpumnronorusi: kpunrorpadust ¥ KpUITO- 5 4 9
aHaIN3
Pvbes | Knaccugukaius MeTo/10B U alrOPUTMOB
Y 2 KpunTorpaduueckoil 3amuTel UHpopma- 6 2
007078
Pybescnvtit konmpons Nol (mecmuposanue) 1 -
3 Cummerpuunoe mudposanue. CuMMeT- 6 8 5
pUYHBIE KPUIITOCHCTEMBI
PyGex 2 4 AcummerpuyHoe muppoBaHue. ACUMMET- 8 16 6
pPUYHBIE KPUIITOCUCTEMBI X IPOTOKOJTBI
Pybescnvtit konmpons 2 (mecmuposanue) - - 2
[TpUHIUTIBI TTOCTPOCHHUS M METO/IHI aHATTN3a 3 - 3
5 Ha KPUNTOCTOWKOCTb KPUNTOTpapuuecKux
PyGex 3 p p pag
QITOPUTMOB
Pybescnvtit konmponas 3 (pewrenue 3aoau) - - 1
Kpunrorpaduueckue npotokosnst. LI, 6 4 8
6
PyGex 4 IIIT
Pybescnvtit konmpons 4 (mecmuposanue) 2
Bcero 3a cemecTp: 32 32 32




4.2. Conep:xaHue JeKUMOHHBIX 3aHATHH
Tema 1. Kpunrosiorusi: Kpunrorpagusi 1 KpMnTOAHAIN3.

Kpunronorus: kpunrorpadgust 1 kpunroaHanus. Mctopust pa3BUTHSI KpUITOrpa-
bun. Kpunrtorpadus u mpobGiaeMbl 6e30macHOCTH HH(pOpMAIUU: KOH(PHUISHIIUATb-
HOCTb, II€JIOCTHOCTh, ayTEeHTHU(UKAIIM, HEBO3MOXKHOCTh OTKa3a CTOPOH OT aBTOP-
CTBa.

OcHoOBHBIE TIOHATHUS Kpuntorpaduu: mudp, KoY, KpUITocUcTeMa, MHUppoBa-
Hue, aemmdpoBanne u Ap. OcHOBHOM oOBekT kpunrtorpaduu. Kpumrocucrema.
Crpykrypa kpunrocucteMbl. TpeboBanus k kpuntocucremam. [Ipasuno Kepkxoddoa.
KpunTocTOUKOCTS.

Bunpt yrpo3. Ataka Ha mmgp. CToUkocTs Kimtoda. CI0KHOCTh BCKPBITHS MIH(pa.

Matematnueckas moaens mudpa. Teopust cekpetHoctu lllenHona. YactoTHbie
XapaKTEPUCTUKU OTKPBITHIX COOOLIEHUM.

Tema 2. Kinaccudukanms MeTo0B Kpunrorpadpuyeckoil 3ammrbl HHGOpMALUK

OcCHOBHBIE 3Tanbl CTAHOBJEHMSI KpunTorpaguu kak Hayku. Mctopuueckue
mmdpel. Kinaccupukauus mudpos. Lnudper 3amensl, nepecTaHOBKH, TaMMUPOBAHUS.
Komnosumuun mmdpos. [Ipumepbl HCTOPUYECKUX PYYHBIX M MAlIMHHBIX HIMQPPOB:
mndp Lesaps, mudp npocroit 3amensl, mudp [neridepa, mmdp [Honubus (monmubu-
aHCcKui kBajapat), mupp Buxkenepa, mmdp «IloBopoTHas pemierka» (IOBOpPOTHas
pemetka Kopaano), mudp Xumwia, mmdp Beprnama, Enigma, mmudp Xedirmuna. Cro-
COOBI MX BCKPBITHS.

Knaccudukanus metonoB kpunrtorpapuyeckod 3ammrtsl uHGopmanuu. Ilepe-
crtaHoBouHble mU@pbI. [logcranoBounsle mudpsl. [loTokoBbeie mudpel. brounbie
mudpsl. CUMMETpUYHOE U accuMeTpuuHoe mudpoBaHue. CHUMMETPUYHBIE KpHII-
TOAITOPUTMbI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI.

OCHOBHBIE HANPABJICHUS UCIIOIb30BaHUS KPUNITOIPAPUUIECKUX METOJOB.

[TpyHLIMIIBI TOCTPOEHUS, ONMMCAHUSA U aHaJN3a KPUNTOrpaUUECKUX aJropuT-
MoB. Cetp @elimirensa. Kpunroanroputmel Ha ocHoBe cetu Delicrens. Kpunroanro-
PUTMBI Ha OCHOBE MOJICTAHOBOYHO-IIEPECTAHOBOUHBIX ceTer (SP-ceTn). Kpunroanro-
PUTMBI CO CTPYKTYypoii "kBagpat". DnektpoHHas 1udposas noanuck. Kpunrorpadu-
YECKHE MTPOTOKOJIBI.

Pyoesrcnvtii konmpono Nel (mecmupoeanue)
Tema 3. CumMmeTpruHoe mudppoBanne. CHMMeTPUYHbIE KPUNITOCUCTEMbI.

3.1. Brounsie wughpor. lonstre o 610yHOM mKppe. 3aMeHbl U EPECTAHOB-
k. Meroapl 3aMeHbl: MOHOall(paBUTHAsA, MoMaidaBuTHasA, ToMOpoHNYecKas. MeTobl
nepectaHoBkH. SP-ceThb. JlaBunubii 3ddext. Cers Paiictens (Deiictens). Kpuroan-
roput™Mbel cummetrpuyHoro mugpoanuss DES, T'OCT 28147-89. Hludp I'OCT
28147-89. Pexumbl mmdpoanus. Komnozunus Omounbix mudpos. [udps
SQUARE, AES. Ilogxoasl k kpunToananusy 0104yHbIX mudpoB. Juddepennnans-
HBIM Kpunrtoanaius. JIMHeHbl kKpuntoaHain3. MHOTOKpaTHOe mu(poBaHUE U aTa-
Ka «BCTpeYa MOCEPEANHEN.

3.2. Ilceeoocnyuaiinvie nocieoosameibHOCMU U HOMOYHbBIE WUPpPbL. Xa-
PAKTEpUCTUKH T€HEPATOPOB IceBnocaydaiinpix nocaenoarensHocrer (IICIL TICT).
TpeboBanust k kpunrorpapuueckum [ICII. IIpumepst IICTT u kpunrorpapuueckux
[1CT". O0mras cxema moTo4HOrO mKdppa. CHHXPOHHBIE U CAMOCUHXPOHU3UPYIOLIUECS



mmm@pel. Peructpol capura ¢ oOpatnoit munerinoit cesa3pio (PCJIOC). IICT Ha ocHOBe
PCJIOC. udp Trivium. HenuHeltHble perucTpsl casura. Jpyrue nmotounsle mud-
pb1, Hanipumep, RC4.

3.3. Teopua umumocmoiikocmu Cummonca u Kpunmozpaguueckue XIui-
¢ynkyuu. Imuranys v noaMeHa cooOmieHus. XapakTepuCTUKA UIMUTOCTOMKOCTH. Me-
TOJbI OOECIIeUeHHsI UMUTOCTOMKOCTH U(ppoB. CoBepiIeHHas UMUTOCTOMKOCTh. CBA3b
MEKIY MIMUTOCTOMKOCTBIO 10 CUMMOHCY U cekpeTHOCThIO 110 LllenHony. [lonsitue koaa
ayTeHTHU(HKALIMU U €T0 CBOWCTBA MMUTOCTOMKOCTH U ceKpeTHOCTU. HazHauenue u KoH-
CTPYKLHS KOJOB ayTeHTU(HUKALIUN U 3aIIUTHBIX KOHTPOJIBHBIX CyMM.

TpeboBanust x xom-¢pyHknusM. Kpuntorpadpuueckas CTONKOCTh —X3II-
¢ynkumid. Kommsuu. Ilpumenenne xam-@yHkiui. Iloaxoapl K NpOEKTHUPOBAHUIO
X3MI-PYHKIMI. AJITOPUTMBI BBIPAOOTKH X3UI-(DYHKIMK. XA3MI-PYHKIMU Ha OCHOBE
0s10yHOTO IHU(pA.

Crannaptel Ha xam-pyukuun: ['OCT P 34.11-94, SHA-1. Cxema Mepkia-
Hamrapaa u 'OCT P 34.11-2012. Konnenuus «ryoka» u SHA-3. Koasl ayreHTHDH-
Kaluu 1 croco6sl ux noctpoenns. HMAC.

Tema 4. AcumMmeTpuuHoe mMPpoBaHNe. ACHMMETPUYHbIE KPUNITOCHCTEMbI H
MPOTOKOJIBI.

4.1. Acummempuunvle (¢ omkKpoimoiM Kirouom) wiugpol. llpenmyiiectsa u
HE/IOCTATKA aCUMMETPUYHBIX cUCTeM Iu(poBanus. ['eHepanus kimoueBoil nuHpopma-
1Y 1J151 aCUMMETPUYHBIX KPUIITOCUCTEM.

[lonsiTe oAHOCTOPOHHEW (DYHKUIMU M OAHOCTOPOHHEW (pyHKUMU C "nazeiikoil’.
[TpoGnembl (akTOpu3alUK UENbIX YUCEN U JOorapu(PMHUpOBAaHUS B KOHEUHBIX IMOJISX.
Kpunrtocucrema Juddu-Xsmimana. Kpunrocuctemsr RSA, Dnp-I'amans, Pabuna,
['onbaBaccep-Mukanu, biroma-I'onbaBaccepa. Prok3aunsie mudpsl. KpuntocucreMsl
C OTKPBITBIM KJIFOYOM, OCHOBAHHbIE Ha JIMHEHHBIX KOJaX. BeposTHOCTHBIE TECThI Ha
npocrory. Jlokazyemo mpoctele uMcia. HaxokieHue NopoKIaromiero 3JIEMEHTa U
AJIEMEHTA 33JaHHOTO MOPSIKA.

4.2. Cxemot yughpoeoii noonucu. llonstue >neKTPOHHON UPPOBOI MOATUCH
u TpeboBaHus K Heil. Ataku U yrpo3sl cxemam OLI1. Anroputmer SLI1: RSA, Dinb-
INamans, @uara-Ilamupa, Onra-lllHoppa-Illamupa, [IHoppa. HeoTpuiaemas momu-
nuck [llayma-Ban-AntBeprena. Cranmaptet DLI1: DSS, TOCT P 34.10-94.

4.3. Dnnunmuueckue Kpuevle Hao KoHeunvim nonem. [ludper u DI Ha nx
OCHOBE. DJUIMNTHYECKasi KpUBas HaJ KOHEUHbIM mojeMm. Onepauuyd Ha 3JUITMITHYE-
ckoi kpuBoi. Cymma Touek. Kpatnas touka. [IpoGnema nuckperHoro jorapupmu-
pOBaHMsA Ha JIIMNTHYECKOM KpuBoil. Ilepexox ot mmdpa (OUII) B Z, x mmdpy
(BUIT) na >munTuyeckoil kpuBoil. ludp Dnb-I'amans Ha IIMNTHYECKON KPUBOM.
Cranpaptel DI Ha sammunrraeckon kpusoi: I'OCT P 34.10-2001, I'OCT P 34.10-
2012, ECDSA.

4.4. Beeoenue ¢ kpunmozpaguueckue npomokxonst. Ilonsarue xpurnrorpadu-
4ecKoro nporokosia. OcHOBHbIE TpUMEpPBL. CBSI3b CTOMKOCTH MPOTOKOJA CO CTOMKO-
CThIO 0a30BOI1 kpunrorpaduueckoit cucremsl. Knaccudukanus kpunrorpadudeckux
poToKoJI0B. [TaposibHbIE CXEMBI U TPOTOKOJIBI ""pyKomnoxaTus'". B3anMocBa3p Mexay
IPOTOKOJIAMH ayTeHTU(UKauuu U 1uppoBoil noanucu. [IpoTokonsl cepTudukanum
Kirouert. [IpoTokonsl mpeaBapuTenbHOro pacupeneneHus Kiode. [IpoTokons! BbI-



paboTKu ceaHCOBBIX Kitoueil. OTKpbITOE pachpenencHue kimodei Auddu-Xenmmana
u ero moaudukanuu. Bonpockl opranu3zanuu cerei 3aceKkpeueHHou cBsizu. Jlokasa-
TEJIbCTBA C HYJIEBBIM pa3riamieHueM. Paznenenue cekpera. [IpoTokoibl moadopachl-
BaHUS MOHETHI. [locTpoeHNE NPOTOKOJIOB C HYJIEBBIM pa3riialieHueM Ha OCHOBE NP-
CJIOKHBIX 33/1a4.

Tema 5. IlpuHUMOBI MOCTPOCHUS U METOAbI AHAJIM3Aa HA KPHUINTOCTOMKOCTH
KPUNTOrpau4ecKux ajiropuTMoB.

[IpyHIMIBI OCTPOCHUSI U KPHUIITOAHAIIM3 CUMMETPUYHBIX cucteM. Kpumnro-
aHanu3 MUQPOB MepecTaHOBKH. KpUnroanaan3 OTKPHITHIX TEKCTOB.

[Tpunuunel noctpoenus v kpuntoananus RSA. Ataka merogom ®@epma. Ataka
NOBTOPHBIM IIH(pOBaHHEM. ATaka Ha OCHOBE KHUTANCKON Teopembl 00 OCTaTKax.
beckiroueBoe yTeHHE.

Tema 6. Kpunrorpagpuueckue nporoxoJibi. LI, III1.

Beenenue B npoTtokossl. [IpoToKoIBI ¢ TOCPETHUKOM. ApPOUTPaKHBIE TTPOTO-
KoJibl. CaMOJJOCTaTOYHbIE MPOTOKOJBI. [IOMBITKH BCKPBITHSA POTOKOIOB.

OneKkTpoHHO-IM(PpOBas MOAMKCH, HA OCHOBE CXEM C OTKPBITHBIMHU KIIFOUAMH:
RSA; cxema Pabuna; cxema IllHoppa; cxema Onb-I'amans; cxema @Deiire-duara-
[Mamupa. Anroputm rudposoit noanucu DSA. Poccuiickue crannapts DLI1. Cran-
napt mudpooit noanucu ['OCT P 34.10 — 2001. Cranmaptet DLII Ha smmunTuye-
ckoit kpuBoit: 'OCT P 34.10-2001, 'OCT P 34.10-2012, ECDSA.

4.3 JIabopaTopHbIe padoThI

Hopmarus
Howmep Haumenosanue Haumenosanue p
BPEMEHHU,
TEMBI TEMBI 1ab0paToOpHBIX padboT qac
4 cemecmp
JlabopamopHaa paboma Nel. IlporpaMmmHoe obecrie-
YeHHEe JJI1 CAMMETPUYHOTO M aCHMMETPUYHOTO M-
Kpwurnrrosorus: . y 2
poBanust coobmenuil. ludpyromas ¢aiinosass cu-
1 Kpunrorpadus u . .
crema (Encrypting File System - EFS).
KPUIITOAHATH3
Jlabopamopunas paboma Ne2. VccnenoBanue (QyHK- 2
[IMOHAIBHBIX BO3MOXKHOCTEHN kpuntocucremsl PGP
Jlabopamopnas paboma Ne3. Bunmpl CHMMETPHYHBIX
cucteM. MeToabl 3aMeHbI: MOHOaj(aBUTHAs, MOJU-
CumMeTpHuuHOE
HmdpoBarHe andasuTHast, romodoHnyeckas. CUMMETpUYHbIE CH- 4
3 ) crembl. Iudgp Buxenepa. ludp [lnerdepa. burto-
CuMMeTpHuuHBIE bp P bp (bep
KPHITTOCHCTEMBI BbIE€ MAHUTTYJISIIVH.
Jlabopamopnas paboma Ne4. Anroputm ['OCT 28147- 4
89 u DES
Jlabopamopnas paboma Nes5. ludpocucrema RSA v 4
AcumMmerpuuHoe | Kpunrocucrema RSA
mudpoBaHue. Jlabopamopnas paboma Ne6. BepostHocTHOE mIHppo- 4
4 Acummerpuunsie | Banue. llndpocucrema Dmb-I"amans
KPUIITOCUCTEMBIL U | Jlabopamopuas paboma Ne7. Xem-QpyHKIIUA B KPHUII-
MPOTOKOJIBI torpaduu. IlporpammHass peanusanus aaropuTMa 4
Xen-QyHKITUU




Jlabopamopnas paboma Ne§. TIporpamMmHas peau3ariyist

4
OUIT u crangapros DL
Jlabopamopnas paboma Ne9. Kpunrorpaduaeckue 5
6 Kpunrorpaduueckue| MIpoOTOKOIIBIL.
npotokonasl. DI | Jlabopamopnas paboma 10. DnexTpoHHO-1IMDpOBast 2
HOJIIHCh.
Bcezo 3a cemecmp 32
4.4. IlIpakTnyeckue 3aHATUSA
Hopmarus
Howmep HaunmenoBanue HaunmenoBanue BDOMCHI
TEMBI TEMBI MPAKTUYECKUX 3aHATHH p qac ’
4 cemecmp
Ipakxmuueckas paboma Ne 1. Bunbl yrpo3. Ataka
Ha mudp. CroiikocTh Kito4a. CI0KHOCTH BCKPBI- 1
Kpunronorus:
1 Kpurnrorpadus u T3 IHGppa.
Tpaxmuueckas paboma Ne 2. Maremarudeckasi Mo-
KPUNTOAHAIIN3
nenb mmdpa. Teopus cekpernoctu [llenHona. Ya- 1
CTOTHBIE XapPaKTEPUCTUKU OTKPBITHIX COOOIICHHH.
Knaccudpukanus me- | Ilpaxmuueckas paboma Ne 3. ictopudeckue

9 TOAOB  KpumnTorpa- | mudpsl U uX Kpuntoananu3. KommnbroTepHas pea- 2
¢udeckoil  3amUTHl | IM3AIMA U BCKPHITHE MU(GPOB 3aMEHBI U I (POB
nHhopManuu NIEPECTAHOBOK.

C Ipakxmuueckas paboma Ne 4. bnounoe cummer- 2
MMMCTPUIHOC pudHOE HMMQpoBaHUe
mdpoBanue. Cum-

3 Ilpakmuueckas paboma Ne 5. KputoanropuTmsl
MCTPHIHHBIC KpHITO- cummMeTrpuyHoro mmdposanust DES, TOCT 4
CHCTEMBI

28147-89
Ipakmuueckas paboma Ne 6. Anroputm ooMeHa
AcnMMmeTpruYHOE 2
kmodamu [l du—Xemmana.
mudpoBanue. Acum-
Ilpakmuyeckasn paboma Ne 7. Anroput™ Ha OCHOBE
4 METPUYHBIE KPUIITO- 2
3aaun 00 yknajke prok3aka (Knapsack Cryptosystem)
CHCTEMBI U IPOTOKO-
EL Ipakmuueckasa paboma Ne 8. AcummeTpryHOe 2
MQPOBaHKE, UCTIOIB3YIOIIEE MUTANTHIECKUE KPHUBBIE
Pybesxcnvtit konmponw 2 (mecmuposanue) 2

5 [Mpunanmme! noctpoe- | Ilpakmuueckasa paboma Ne 9. Kpunroananus
HUS U METOIbI aHAJIM- | CHMMETPUYHBIX cucTeM. Kpunrtoananus mmdpos 1
3a Ha KPUITOCTOM- 3aMeHBI ¥ MU(PPOB MEPECTAHOBKH..

KocTb kpunrorpadu- | Ilpaxmuuecxas paboma Ne 10. Tlodbeaurens AES 2
YyecKux ajaroputMoB | — mudp Rijndael
Pybesxcnvtit Konmpoan3 (peutenue 3a0ay) 1

6 Ilpaxmuueckas paboma Ne 11 DneKTpoOHHO-
Kpunrorpaduueckue | uugposas noanuck. Ludposas noanucs. Cran- 4
npotokosl. DI, JApThHI
LT Ipaxmuueckas paboma Ne 12. Kpunrorpaduae- 4

CKHE MPOTOKOJIBI.
Pyb6escnutit konmponwv 4 (mecmuposanue) 2
Bcezo 3a cemecmp 32
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4.5. KypcoBasi padora
Llenpro KypcoBOM pabOTHI ABJISETCS pealn3als MOJTyYEeHHBIX 3HAHUU MO OC-
HOBaM KpuUITOTrpaduyecKon 3auThl HHPOPMAIIUH.
KypcoBast paboTa BBINIOJIHAETCS B COOTBETCTBUU C MHANBUAYAJIbHBIM 3aJJaHU-
eM. O0beM KypcoBoil paboTsl 20-25 cTpaHull.
Cmpykmypa Kypcoeoii padomul:
1) TUuTyIBHBIN JTUCT.
2) Ornasyenue (CoJiepKaHne) KypcoBOro MPOEKTa.
3) Beenenue.
4) IlocTaHoBKa 3aa4u:
a) UCXOJHBIE JaHHBIC,
0) 11eJ1b KypCOBOM pabOTHI;
B) 3a/1a4H, MOJJICKAIINE PACCMOTPEHUIO (PEIIEHUIO) B KYpCOBOi paboTe.
5) ConepxatenbHas 4acTh (MOXKET OBITH B BHJE JBYX IJaB, pa3JeoB, mapa-
rpadoB, MPUBA3aHHBIX K 3a/1a4aM KypCOBOU pabOThI).
6) 3aKJIFOUeHUE U BBIBO/IBI:
a) MepevyeHb MOJYyUYEHHBIX PE3YJIbTATOB (COTIACHO LIETU M 3aJa4aM Kypco-
BOM pabOThI) U MX HOBU3HA,
0) BBIBOJIbI, ITOJTyYEHHBIE T10 UTOTaM KYpPCOBOM pabOTHI.

TEMATUKA KYPCOBBIX PABOT IO JUCHHUIIJIMHE
1. Xom-¢yukuuu. Anroput™m MDS. Ctangapter SHS, TOCT P 34.11-94.
2. bnounsie mudpel. SP-cetu. [Ipunnun urepatupoanus. Koncrpykius deiicre-
s, [Tpumepsr (TOCT 28147-89, AES).
3. OreHka KayecTBa TEHEPATOPOB MICEBIOCTYYaHBIX TTOCIICIOBATEIPHOCTEH
4. LLL-anroput™m mocTpoeHUsl MPUBEAECHHOTO 0a3uca pelieTKU: MporpaMMHas pea-
Ju3aiys, IpUMEeHEeHUE B Kpuntorpaduu
5. MHccnenoBanue 3aBUCMMOCTEN MPOU3BOAUTEILHOCTH BBIYMCIICHUN TUIIOBBIX OTIe-
pauuid HaJ TOYKaMU JJUIMIITHYECKON KPUBOM OT CUCTEM KOOPAMHAT, B KOTOPBIX pac-
CMaTPHUBAETCS AJUIMITUYECKAS] KpUBasl.
6. Anroputmbl (pakTopu3ayn (Pa3IoKEHUS HA MPOCTHIE MHOMKUTEIHN) IIEJIBIX COCTaB-
HbIX uncel: Airoput™ Jlenctpsl, p-meton omnapaa, [apanoke qHe poxkaeHus u ap.
7. Meronpl perieHus 3a1a4 JUCKPETHOTO JorapudMupoBaHusi: MeTo 1 MOTHOTO Tie-
pebopa, anroputm CunbBepa-Ilonura-Xemnmana u nip.
8. Meronapl ObICTPOI MOAYIBHON apu(PMETHUKU W UX MPUMEHEHHE ISl YCKOPEHUS
KpUTNITOTpaQUUECKUX aNTOPUTMOB.
9. MaremaTtuyeckue MEeTObl KBAHTOBOM KPUIITOTpaduu.
10. IlpukitagHas Teopusi aBTOMaTOB — aBTOMAaTHbBIE MOJIEIM KPUTITOCUCTEM U yIIpaB-
JISFOLUX CUCTEM.
11. Jlornueckoe NMPOEKTUPOBAHUE JUCKPETHBIX aBTOMATOB — MaTeMaTUYECKUE MOJIe-
JU ¥ METOJbl aHAJIU3a, CUHTE3a, ONTUMHU3AIMU U OLICHKU CJIOKHOCTH JUCKPETHBIX
aBTOMATOB, annapaTHasl peaau3alus KpUnToAIrOPUTMOB.
12. YopaBnenue kimodamu. ['enepanus kimroueit. Pacnpenenenue kmoueit. Uudpa-
CTPYKTypa OTKPBITOTO Kitoua. l{eHTpanmm3oBanHOe (IIEHTPHI cepTU(UKAIIMN) U pac-
IIPEIEIEHHOE YIIPABJIEHUE.
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13. CucteMbl C OTKPBITHIM paclpeeIeHneM KIro4el 1j1s1 aDOHEHTCKUX CETEeH.

14. Pexxumbl padotel DES. Cueruienne 6nokoB. IlludpoBannas obpatHas CBs3b.

JIBoitHoit u TpoitHoi DES. Jlpyrue cummeTpruuHO-0J104HbIEC TTU(PHI.

15. TTorounoe mudposanue. Peructpel capura. [Ipumeps! mudpos (A5, RC4). Mo-

nynsipabie mdpsl. [udpsr Bukubepa.

16. Paznenenue cekpera Ha ocHOBEe ypaBHeHui Jlarpanxka. Pasnenenue cexpera Ha

OCHOBE KUTaWCKOW Teopembl 00 ocTaTkax. Pa3meneHue cekpera Ha OCHOBE CBOMCTB

PaBHOBECHBIX KOJIOB.

17. «I1noTHBIE PIOK3auHbIE KPUIITOCUCTEMBD) C 3JIEMEHTAMH U3 KOHEYHBIX MOJIEH.

18. DneKTpOHHBIE TUTATEKH.

19. Hudposas noanuce 1oKyMeHTa (ayTeHTUDUKALINSA).

20. IlporpamMHas peanu3aiusi aCHMMETPUIHBIX KPUTITOTPAPHUECKUX allTOPUTMOB

21. Pa3zpaboTKa mporpaMMbl ayTEeHTU(DHUKAITNH TT0JIb30BATENEH:

21.1. TlaponbHasi ayTeHTH(UKAIMS C TOTOJHUTEIBHBIMH CPEIACTBAMU A MUHU-
CTpUpOBaHUA (3aJlaHue MAaKCUMaJIbHOIO U MMUHHUMAJIbHOTO CPOKOB JEWUCTBUS
napoJisi, BEJICHUE CIIMCKa YK€ HCIOJIb30BaHHBIX Mapojieil 3a71aBaeMoil Mak-
CUMAJIbHOU JIJTUHBI).

21.2. AyteHTU(]UKAIMS NOIb30BATENEH HA OCHOBE MOJAEIN «PYKOTIOXKATUS.

21.3. AyrteHtudukanus moiab30BaTeaeh Mo UxX «POCIUCH» MBIIIBIO.

21.4. AyrteHtudukanus noiab30BaTeaeH Mo UX KJIaBUATypHOMY MOUYEPKY.

21.5. AyreHtuduxaius moip30BaTeieil Ha OCHOBE WX CIOCOOHOCTH K 3allOMHHA-
HUIO 0TOOpaxkaeMoi Ha KOPOTKOE BpeMsi Ha SKpaHe UHGOPMAIUH.

22. Pa3zpaboTKa mporpaMMHBIX CPEICTB KOMIBIOTEPHOU cTeranorpaduu:

22.1. CxpslTHe U u3BjI€UeHUE HHPOpMAIHK B rpaduueckux Qaiinax.
22.2. CxpblTHE U U3BJICUECHUE HHPOPMAIINH B 3BYKOBBIX (paiinax.
22.3. CxpblTHE U U3BJICUeHUE HHPOpPMAIIHH B BUCO(aiinax.

22.4. CkpbITHE U U3BIIeUeHUE NH(HOPMAIINH B TEKCTOBBIX (haiiax.

23. Pa3paboTKa 3amuieHHON MOYTOBOM KIIMEHTCKOW MPOTPaMMBI:

23.1. C aBromaruueckuMm mudpoBanueMm (pacmm@poBaHreM) cooOmeHnd u (Wn)
IPUCOEIUHEHHBIX K HUM (ailyioB.

23.2. C aBromatuyeckuM mnoayderrueM DLII mox coobmennem u (WIM) IPHCOETH-
HEHHBIX K HeMy (paitsioB (mpu otmpaBke coobimenus) u npoBepkoi LI (mpu
MOJTyYE€HUU COOOIICHHUS).

23.3. C aBTOMaTHYECKOM MPOBEPKOI HA BPEIOHOCHBIE BJIOKEHUS C IIOMOIIBIO OJTHOU
U3 TIPOrpaMM-CKaHEPOB.

24. KoMmOuHupoBaHHoe mudpoBanre Ha ocHoBe anroputMoB Rijndael u MARS.

25. Pa3paboTka anroputMa BHEAPEHUS HIUPPOBOTO BOASHOTO 3HAKa B M300paxKeHUE.

26. 3amuTa MH(POpPMALIUKA B AJIEKTPOHHBIX MJIATEKHBIX CHCTEMaX Ha OCHOBE aJro-

puUTMa onpeeIeHus MPUHAIC)KHOCTH YUCIIa MHTEPBAITy C HYJIEBBIM pasTrialieHUueM.

21. Ilporpammuas peanuzarus anroputMoB xomupoanus SHA-1, SHA-256, SHA-

384 u SHA-512.

28. I'eneparyisi 1 MCCIIEIOBaHUE KPUMTOTPAGHUECKA CTOUKUX SJUTUIITUYECKIX KPHBBIX

29. CTaTUCTUYECKUN aHAIIN3 KPUIITOAJITOPUTMOB.

30. PazpaboTka nmporpamMmmHOro komiiekca «JlabopatopHsiit Moayb «DKCIIEpUMEH-

TaJbHOE UCCIEA0BAHUE CTOUKOCTH KPUIITOCUCTEMBI RSA.

12



31. UccnenoBanue 3BPUCTUYECKUX MOIXOAOB K OOHAPYKEHUIO aTak Ha TEICKOMMY-
HUKAlMOHHBIE CETH Ha 0a3e METO/I0B UHTEIJIEKTYaJIbHOTO aHaJIN3a JAHHBIX

32.

5. METOAUWYECKHUE YKA3AHUA JJIS1 OBYUAIOIIUXCA
IO OCBOEHUIO JNCHUITIJIMHBI

[Ipu mpocnymuBaHUM JEKIUA PEKOMEHIYETCS B KOHCIIEKTE OTMEUYaTh BCE BaX-
HbIE MOMEHTBI, HA KOTOPBIX 3a0CTPsIET BHUMAaHUE MpENojaBaTelib, B YaCTHOCTH Te€,
KOTOpBIE HAIlPaBJICHbI HA KAYECTBEHHOE BHITIOJHEHHE COOTBETCTBYIOMIEH Jaboparop-
HOM WJIM TTPaKTUYECKON paOOTHhI, MM BHIMIOJTHEHUS KYPCOBOM paOOTHI.

[IpenogaBareneM 3ariaHUPOBAHO HUCHOJIb30BAHUE TEXHOJOTMH YYEOHOU ITUCKYCCHH
npy uyTeHuu Jekuui. [loatomy pexomenmyercs: pukcupoBaTh Iy ce0s MHTEPECHBIC MO-
MEHTHI C IIEJTBI0 UX aKTHBHOTO OOCYKICHHSI B KOHIIE JICKIIUHU B (DOpME TUCKYCCHH.

3aJ10roM Ka4eCTBEHHOTO BBITIOJIHCHHSI IPAKTHICCKUX PabOT 1 1ab0OpaTOPHBIX pa-
00T SIBJISIETCS CAMOCTOSITENIbHAS MOATOTOBKA K HUM HaKaHyHE MyTeM IOBTOPEHUS
TEOPETUUECKUX MaTEepHAJIOB JIEKIU. PeKoMeHIyeTCss MOATOTOBUTH BOMPOCHI MO He-
SICHBIM MOMEHTaM U OOCYJHUTh UX C IIPENojjaBaTesieM Mepe HadyaaoM padoThI.

[IpenoaBareneM 3aruIaHUPOBAHO MPUMEHEHNE HA MPAKTUUYECKUX 3aHIATHUSIX U Jia-
OopaTopHBIX padOTax TEXHOJIOTHUH Ppa3BUBAIOIICHCS KOOMEPAIMH, KOJUIEKTUBHOTO
B3aUMOJICUCTBUS, pa300pa KOHKPETHBIX CUTYAIIH.

JI71st TeKyIero KOHTPOJIsl YCIEBaeMOCTU IO OYHOM (popMe 0OydeHHs MpernoiaBa-
TEJIEM HCIOJIB3yeTCsl OATbHO-PEUTUHTOBAsI CHCTEMa KOHTPOJISI M OIICHKU aKaJIeMU-
YeCKOW aKTUBHOCTH. [109TOMY HacTOSTENTFHO PEKOMEHIYETCs TIIATENBHO Mpopada-
THIBATh MaTepUall TUCIUTIINHBI TIPH CaMOCTOSTEIIBHON paboTe, y94acTBOBATh BO BCEX
dbopmax 0OCYKIEHUS W B3aUMOJCHCTBHUSA, KaK HA JICKIUAX, TaK U HA MPAKTHUECKHUX
3aHATUAX W JTAOOPATOPHBIX PadOTax B IENAX JYYIIETO OCBOCHHUS MaTephasia v MOoJy-
YEHUS BBICOKOU OIEHKH TI0 PE3yJIbTaTaM OCBOCHUS TUCITUTIIHEI.

BrlmoniHeHrEe caMOCTOSTENbHON paboThI MOAPa3yMEBAET MOATOTOBKY K MPaKTH-
YECKUM 3aHATUSAM U JTaOOpaTOPHBIM paboTaM, K pyOeKHBIM KOHTPOJISIM, HaIllMCaHUE
KypCOBOIi pabOThI, MOJATOTOBKY K 9K3aMEHY M K 3alllUTe KypCOBOU PabOTHI.

PexomeHnnyemasi Tpy10€MKOCTh CaMOCTOSATEILHON pabOThl MpecTaBiieHa B Tao-
JIULIE:
PexoMeHmyeMblIil pexxuM CaMOCTOSITEIbHON paOOThI

Pexomennyemas
HanmenoBanue
N TPYAOEMKOCTb,
BH/Ia CAMOCTOSITEILHOM PadoThI
aKaJ. Jac.
CamocTosTenbHOE U3YYeHUE Pa3IesioB 2
[ToaroToBKa K MPaKTUIECKUM 3aHATHSAM H JJabopaTopHbIM padotam (1o 0,5 11
qaca K Ka)XJIOMY 3aHSTHIO)
[loaroroBka K py0eKHOMY KOHTPOJIIO (TI0 24 K KaKJOMY pyOexy) 8
Kypcosast pabota 36
[loaroroBka K 3K3aMeHy 27
Bceero: 84
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6. ®OHJT OLIEHOYHBIX CPEJICTB JJISI ATTECTALMH MO JTUCIUTIIVHE

6.1. IlepevyeHb OLIEHOYHBIX CPEACTB

1. banmnbHO-peUTUHIOBasE CUCTEMa KOHTPOJISI M OLICHKH aKaJIeMUYeCKOW aKTUBHO-
ctu obyuarommxcs B KI'Y.

2. OtyeTsl 00yYaroIKMXCs M0 Ja00opaTOPHBIM padoTaMm.

3. OTyeThl 00yYaIOIUXCS O MPAKTUYECKUM 3aHSATUSIM.

4. Kypcoas paborTa.

5. TectoBsle 3aanus K pyOekHbIM KOHTPOJIsIM Ne 1, No 2, Ne3, Ne4.

6. Borpocsl k 3K3aMeHy.
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6.2. Cucrema 0a/1JIbHO-PEMTHHIOBO OLIEHKU Pad0ThI 00y4alOIIMXCH 0 JUCIH-

IJIMHE
No | HaumeHoBaHue Coneprxanue

Pacnpenenenue Pacnpeoenenue bannos, 4 cemecmp
0aJIoB 3a cemecTp _ "
0 BUAM y4eOHOH Ban Bemonmere |  BPHOTHEHHE U = 2 = =
paGoTEL, cpoin eOHo Hocewenne MPAKTHYECKUX Jatiura ; % < % 1 2
craqu y4eOHOM i | nexumii p mabopatoppix |3 & S8 &7 O

6 D0600sm- | PAOOTHL: pabot S 5, A
paboTHI (00600m pabot & F BB
cs1 00 ceedeHus = =
obyuarowuxcs Ha 5

aJIbHas

nepeom yueoHom 710,56x16= 85|25 x 12 = 245 35x 10=30 2+2 | 242 | 30
3aHAMUU) OLICHKA:

Kpurepwnii nepecuera 6amnoB | 60 u MeHee 6aJIOB — HEYAOBIETBOPUTEIILHO; HE 3aUTCHO;
B TPAJIMIIMOHHYIO OLEHKY 0 | 61...73 — yOBIETBOPHUTENBHO; 3a4TEHO;

2 uToram pabotsl B ceMectpe U | 74... 90 — xoporo;
3adera (IK3aMeHa) 91...100 — otmmyHO
KpI/ITepI/II/I I[OHYCKa K HpO— ILHS[ J0ImycCKa K HpOMC)KyTO‘IHOﬁ aTTecTalluu 110 JUCHUIIIINHE
MEXKYTOYHOM aTTeCTalluH, 3a ceMecTp OO0yJaromHiics JOIHKEH HaOpaTh M0 UTOTaM TEKYIIEro u
BO3MOYKHOCTH OJYUCHHS pyOesxxHOro KoHTposeil He MeHee 51 Gamna. B ciayuae ecin 0Oyua-

roruiicss HaOpan MeHee 51 Oamia, TO K aTTECTAllMOHHBIM HCIIBITA-
HUSIM OH HE JIOITyCKaeTCsL.

g momyyenus sk3amMeHa 0e3 IpOBEICHUS MPOLEAYPHI IPO-
MEXKYTOUHOU aTTecTaly oOydaromeMycs HeoOXoauMo HaOpaTh B
X0Jle TEeKyIIero W pyOekHBIX KOHTpoJell He meHee 61 Oamma. B
3TOM CIIy4ae UTOT OaJTbHOW OLIEHKH, TOTy4aeMON O0yYaroIInMCs,
ompeJieNiseTcs 0 KOJIUYEeCTBY OaJliioB, HAOpaHHBIX UM B XOJIE Te-
KyIiero u pyOoexxHbIx KoHTposel. IIpu sTom, Ha ycMoTpeHue mpe-
nojasaress, OajibHasi OLleHKA 00y4aroLIerocss MOXKeT ObITh MOBBI-
[IEHA 3a CYET MOJIyYeHHs JOTIOHUTENBHBIX OallIoB 3a aKaJeMuye-
CKYIO aKTHUBHOCTb.

OO0yyaromuiicsi, IMEIONIN TIPaBO Ha IMOJY4YCHHE OIEHKH 0e3
NPOBEIEHHs MPOLEAYPHl MPOMEXKYTOUHON aTTECTallMU, MOXET I0-
3 BBICUThH €€ TyTeM CJIaud aTTeCTAllMOHHOTO HMCIbITaHus. B ciydae
MOJy4YeHHUs] 00ydJaloMMCs Ha aTTeCTAlMOHHOM HcnbiTanuu 0 6an-
JIOB WUTOT OANJIbHOHN OLIEHKH 110 TUCUUIUIMHE HE CHIKACTCH.

3a akaJeMHUYeCKyld aKTUBHOCTh B XOJIE€ OCBOCHHS
JUCIUIUIMHBL y4acTHe B Y4eOHOH, Hay4YHO-HCCIIEI0BATEIbCKOM,

aBTOMATHUYECKOTO 3a4eTa
(’K3aMEeHAITMOHHOM OIIEHKH )
0 TUCIUIUIUHE, BO3MOX-
HOCTb I10JIy4€HUsI OOHYCHBIX
0amioB

CIIOPTHBHOM, KYJIBTYPHO-TBOPYECKOM u 0O0IIeCTBEHHOM
NEATeTLHOCTH  OOydJarwmeMycsi  MOTYT  OBITh  HAYHCIICHBI
JIOTIOJTHUTEbHbIE OaIITBI. MakcumaibHOe KOJINYECTBO

JIOTIOJTHATENBHBIX ~ OaJIJIOB 32  aKaJeMHYECKYH)  aKTUBHOCTh
cocrasisgeT 30.
OcHoBaHWEM ISl TIONYYEHUS TOTIOJHUTENBHBIX OalljIoB

SIBIISTFOTCSI:
- BBINIOJIHEHWE JIOMOJMHHUTEIBHBIX 3aJaHUA 1O JIMCIHUILINHE,
JIOTIOTHUTETHHBIC OAJITBI HAYUCIISIFOTCS TTPETIOIaBaTeIIeM;

- ydJacTMe B TEUCHHE ceMecTpa B Y4YeOHOW, HaAydJHO-
HCCIIEIOBATEIBCKOM, CTIOPTUBHOM, KYJIBTYPHO-TBOPUYECKOM 1 O0IIIe-
crBeHHOM gesarenpbHocT KI'Y.
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4 | ®opmbl U BUABI yU4EeOHOH pa- B cnydae ecim kK MpPOMEXYTOUHOH aTTecTanuu (dK3aMeHY)
OOTBI JISI HEYCIIEBAIOIIINX HaOpaHa cymma MmeHee 51 Oamma, oOydaromemycs HEOOXOIMMO
(BOCCTAHOBHUBIIIMXCS HA KYPCe HaOpaTh HexocTarolee KOJIMYecTBO OAlyioB 3a CYET BBIMTOJHEHUS
JIOTIONTHUTENBHBIX 3aJaHri, 10 KOHIIA TIOCJIeAHEeH (3a4eTHOM) Hele-
JIU ceMecTpa.

JlukBuganus akageMHYeCKUX 3aJ0JDKEHHOCTEH, BO3ZHUKIIIX
M3-32 Pa3HOCTH B YUeOHBIX IIaHAX MPH MEPEBOJE MM BOCCTAHOB-
JICHWHW, TIPOBOJIUTCSA IYTEM BBHIIONHEHHS JOMOJHUTENBHBIX 3aja-
HUH, hopMa 1 00bEM KOTOPBIX OIPEISIIAETCS IPETogaBaTeIIeM.

oOy4eHus1) o0yJaroyecs s
HOJTYYCHUSI HEIOCTAIOIINX
0aJIoB B KOHIIE ceMecTpa

5 | Kpurepuu olieHKH KypcoBOi KypcoBass paGota mo Heill BbICTaBISETCS OTAETHHAS
pa60TbI (HpoeKTa) OLICHKaA. MaxkcumanbHast CymMMa 1o KprOBOI\/'I pa60Te
ycraHasnuBaercs B 100 Gamnos.

IIpu omeHke kauecTBa BBIIOJIHEHHUS PAaOOTBI U YPOBHS
3alIUTBI PEKOMEHYETCS CIISAYIOIee pacipe/eseHne OanoB:

a) KauecTBO MOSCHHUTEIBHOW 3allUCKU W TpaduyecKkoi
yacTu — 10 40 6anios;

0) kauecTBO MoKiIana — 1o 20 6amios;

B) KauecTBO 3alIUTHI padOTHl — A0 40 6asoB.

[Ipu paccMoTpeHHMM KadecTBa MOSCHUTEIBHON 3alUCKH H
rpadudeckoii  4gacTH  pabOTBl TNPUHUMAETCS K  CBEIECHHUIO
PUTMHUYHOCTDH BBIITOJTHECHU A pa6OTI)I, OTCYTCTBUEC OHH/I6OK,
JOTHYHOCTh W TIOCIIEAIOBATENBHOCTh TIOCTPOSHHsI MaTepHaa,
NPaBUIBHOCTh BBIIIOJHEHUS! M IIOJIHOTA PAC4yeToB, COOJIIOJCHHE
TpeOoBaHM K 0()OPMIICHHIO U aKKYPaTHOCTh UCTIONTHEHUS PaOOTHI.

Ilpu oneHke kadecTBa [OKJIala YYWUTHIBAETCS YPOBEHb
BJIaJICHUSA MAaTEPUAJIOM, CTEIICHb apTyMEHTHPOBAHHOCTH, YETKOCTH,
MOCJIEI0BATENIFHOCTH M NPaBHJIBHOCTH HW3JI0KEHHUsI MaTepuana, a
TaKXe COOJII0JICHHE PETJIaMEHTOB.

[lpu omeHke ypoOBHS KadecTBa OTBETOB Ha BOIPOCHI
NPUHUMAETCSl BO BHHMAaHHME IPAaBUIBHOCTH, MOJHOTa WU CTEIEHb
OpPUEHTUPOBAHHOCTH B MaTepHale.

Komuccust mo mpueMy 3aiuThl KypCOBOUM paOOTHI (MPOEKTA)

OLIGHUBAET BHIIICYKa3aHHbIE COCTABIISIOIINE KOMIOHEHTHI U OMpe-
JIeJII€T UTOTOBYIO OLICHKY.

6.3. Ilpouenypa oneHuBaHus Pe3yJdbTATOB OCBOECHHUSA TUCIHUIIIMHBI
Py6exxable KOHTPOIM TIPOBOATCS B (DOpME MUCHbMEHHOTO TECTUPOBAHMS WIIH
perieHus 3a1a4.

[lepen mpoBeneHUEM KaKIOTO PYOEKHOTO KOHTPOJIS MPETnoaBaTeh MpopadaThl-
BaeT C 0OYyYarOUMMHUCA OCHOBHOW MaTepuall COOTBETCTBYIOIIUX PA3JeioOB JHCIIHU-
TUTMHBI B (hOpME KpaTKOM JICKIIMH-TUCKYCCHH. BapraHThI TECTOBBIX 3aJaHUN COCTOST
u3 15 BompocoB. Ha kaxxnoe TectupoBanue npu pyoekHOM KOHTpOJIe 00ydaronieMy-
CsI OTBOJIMUTCS 2 aKaJeMHUYECKHUX Yaca.

bannel oOydaronieMycsi BBICTABJISIIOTCSI B 3aBUCHUMOCTH OT YHCJIa TPaBUIBHO
BBEIODAHHBIX OTBETOB. MToroBas oOIeHKa TI0 TecTy (OPMHUPYETCS IyTeM
CYMMHUpPOBaHMsI HAOpaHHBIX OAJUJIOB W OTHECEHUS HUX K OOIIeMy KOJUYECTBY
BOIPOCOB B 3ajaHuu. [loMHOXUB noiydyeHHoe 3HaueHue Ha 100%, MOXKHO MPUBECTH
UTOTOBYIO OIICHKY K TPAJAUIIMOHHON CJIETYIONTUM 00pa3oM:

«HEYIOBJIETBOPUTEIHLHO» — MeHee 50%
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«ynosaeTBopuTenbHO» — 50% - 70%

«xoporo» — 70% - 90%

«otirnano» — 90% - 100% .

[TpenogaBaTenps olleHUBAET B OaiyiaX pe3yJibTaThl TECTUPOBAHUS KaXKIAOro oOyda-
IOLIETOCs 10 KOJUYECTBY MPABUIIbHBIX OTBETOB U 3aHOCUT B BEJJOMOCTh y4€Ta TEKY-
1IeH yCreBaeMOCTH.

DK3aMeH MPOoBOIUTCS B (popMe OTBETa HA BOIPOCHI OmiieTa. DK3aMEHAI[MOHHbIN Ou-
JIET COCTOUT U3 2 TEOPETUUECKHUX BOIPOCOB M | mpakTtuyeckoro 3aaanus. [lepeie nBa
BoIpoca orieHrBaercs B 10 0anioB u nmpakTHyeckoe 3a1anue omeHuBaercs B 10 6amios.
Bonpocsl kK 3K3aMeHy JT0BOJATCS A0 OOYYArOIIMXCSl Ha MOCIEIHEN JIEKIIMH B CEMECTPE.
Ha nmoaroroBky oTBeTa 00y4aromemycsi OTBOJUTCS | aCTpOHOMUYECKHI Yac.

Pe3ynpTaThl TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH, SK3aMEHa 3aHOCATCA MpernojiaBa-
TEJEM B SK3aMEHALMOHHYIO BEJJOMOCTH, KOTOPbIE€ CIAIOTCS B OPrOTAE] HHCTUTYTHI B
JI€Hb 3K3aM€Ha, a TAKXKE BBICTABIISIOTCS B 3aUETHYIO KHMKKY 00y4aroIerocs.

6.4. IlpuMepbI OLIEHOYHBIX CPEICTB I PYOeKHBIX KOHTPOJIe,
JIK3aMeHa
1-p1ii pyOe:KHBIH KOHTPOJIb
1. KpunroaHaju3 — 3To npouecc, Npu KOTOPOM
a. 3Has 3amu@poBaHHOE COOOIIEHNE, MBITAIOTCS y3HATh He3alu(ppoBaHHOE CO-
oO1ieHue
b. 3Has oJHY WM HECKOJIbKO Tap (He3amu@ppoBaHHOE COOOIICHHE, 3aIH(pO-
BaHHOE COOOIIEHHE), TIBITAIOTCS Y3HATh KIIIOY
C. HM3MEHSIOT IepeaaBaeMoe 3a@poOBaHHOE COOOIICHUE
2. Y10 U3 nepevnCcJIeHHOr0 OTHOCUTCS K MeXaHu3MaM 0e30macHocTu ?
a. XdHI-PYHKIIUU
b. IETOCTHOCTb COOOIIEHUS
c. QJITOPUTMbI CHMMETPUUYHOTO MU(PpoBaHUs
d. HEBO3MO>XHOCTb OTKa3a OT MOJyYEHHOI'0 COOOIIEHUS
3. IleJ0CTHOCTB — 3TO
a. HEBO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO MPOCMOTpa UHGOPMAIUU
b. HEBO3MO>KHOCTb HECAaHKIIMOHUPOBAHHOTO U3MEHEHUS MH(OpMaLIUU
c. HEBO3MOXXHOCTh HECAaHKIIMOHUPOBAHHOTO JOCTYIAa K HH(pOpMaIu
4. TloboutoBbiii XOR 0/10K0B HeJIb3sl CYUTATH KPUNTOrpaguiIecKon X31I-
(pyHKuuen, nOTOMY 4TO
a. MPOTHUBHUK MOXET JIETKO T0100paTh Apyroe cooOIeHne, MMEIOIIee TOT Ke
X3II-KOJ
b. mo6uToBkit XOR 110X0 3aIUIIAET OT CIy4aHOTO COOs
c. nooutoBbld XOR TpeOyeT coKHbIX BBIUYMUCICHUN
5. Jns mmudpoBaHus coo0IeHUs CaeayeT UCI0JIb30BATh
a. CBOW OTKPBITBHIN KIIFOY
b. OTKPBITBIN KIIOY MMOJTy4YaTesis
c. CBOM 3aKPBITBIA KJIHOY

2-0il py0e:KHbII KOHTPOJIb
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1. Camoe ObicTpoe mudpoBanue/nemmppoBanue

a. Rijndael
b. MARS

c. Serpent
d. RC6

e. Twofish

2. Aaroputm I'OCT 28147
a. HMMEET MePEMEHHYIO JUIMHY KITro4a
b. ocHoBaH Ha cetu Dencrens
c. paszOuBaeT 010K Ha PUKCUPOBaHHBIC 16-OUTHBIC TTOI0TOKH
3. B aaropurmMax CHMMeTPUYHOT0 IM(PPOBAHUS UCTIOIB3YIOTCH TOJbKO CJIeTyI0-
1He Onepanuu:
a. OIEpaIiy MePEeCTaHOBKH U CIBUTA
b. S-box u moburoBoe uckirouaroriee mi (XOR)
c. JFOOBIE U3 TIEPEUYNCIICHHBIX BBIIIE ONEPAIIHiA, @ TAK)KE MHOTHE APyTHE
4. JamHa 6aoka B aaroputme Rijndael mo:xker 0bITH

a. 128 our
b. 192 OGura
c. 256 our

3-blii pyOe:KHbIIi KOHTPOJIb

1. Eciin B kpunrocucreMe M Ui IM(POBAHNS, U JJIs1 AelIM(PPOBAHUSA MCII0JIb-
3yeTcs OAMH U TOT 7Ke KJII0Y, TO OHA HA3bIBAETCH

1) KpuntocucteMoi ¢ OTKPBITBIM KIFOUOM

2) CUMMETPUYHON KPUITOCUCTEMOM

3) be3omnacHoil KpUNTOCUCTEMOM

4) OnacHOM KpUNITOCUCTEMOI
2. XapakTepucTuka mu@pa, onpeaesoas ero ycroiunBocTh K Aemudpona-
HMIO 0€3 3HAHMS KJII0Ya Ha3bIBaeTCs

1) KpunrocTokocThio

2) Taitnoit mudpa

3) BeposiTHOCTBIO packpbiThd muppa
3. lsis coBpeMeHHBbIX KPpUNTOrpagpuyecKux CUCTEM 3alMThl MHPOPMALUH O/1-
HHMM U3 O0LICNPUHATBIX TPEOOBAHUI ABJIACTCH

1) 3amudpoBanHOe COOOIIEHUE HU KEM HE JOJKHO OBITh MPOYUTAHO

2) 3ammdppoBaHHOE COOOIICHUE JOJDKHO MOABATHCS YTEHUIO TOJIBKO MPU

HaJM4YuU KIII04a

3) 3ammdpoBaHHOE COOOICHUE HE JOJDKHO TOJJIABATHCS YTCHHUIO Ia)e

MIPU HAJTUYUU KIII04a

4-pliil pyOesKHbIN KOHTPOJIb
1. Coobomennme (3,1,2), 3akoaupoBaHHoe ¢ NOMOIIbIO Kia04a {7} mo mod m = 33
aaropurmom RSA, umeer Bua:

1) (19,2,21)  2) (3,4,8) 3) (3,1,16)  4) (9,1,29)
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2. Coodmenne «70», 3ammdppoBaHHOE ¢ IOMOUIBIO AJITOPUTMA «PIOK3AKa) C
KJI04oM {2, 3, 6, 13, 27,52}, umeeT BUA:

1) 110101 2) 101011 3) 110010 4) 010100
3. 3ammmpposarthb coodmenune meronom Buxenepa (Kirou «EBrenuii_OHernn»)

MOM_JI)1s1 CAMBIX YECTHBIX ITPABWII,
KOI'TA HE B IIYTKY 3AHEMOTI,
OH _VBAXATDH CEbA 3ACTABUIJI
N JIVUIIE BBIAYMATH HE MOI'.
4 Xom-GpyHKuus 10KHA 00J1aaTh CJIeAYIOIMMA CBOMCTBAMM:
a. JUIs JIFOOOTO JAHHOTO 3HAYEHUS X3II-KOJa h BBIYMCIUTENEHO HEBO3MOKHO
Haiitu M takoe, uto H (M) =h
b. xau-pyHkuus H nomkHa npuMeHsATbes K OJIOKY TaHHBIX (PUKCUPOBAHHOMN
JUTUHBI
c. xam-pyHkuus H co3gaer BpIxoa GUKCUPOBAHHOW JJTHHBI
5. Boi0epuTe npaBuibHOE YTBEPKIACHHE
a. JOJDKHO OBITh BBIYUCIIUTEIBHO HEBO3MOKHO MOAIENaTh HU(PPOBYIO MOANKCH
KaK CO3JJaHUEM HOBOT'O COOOIIEHUS JIJIs CYIIECTBYIOLIEH IU(PPOBOI MOANHKCH,
TaK U CO3/1aHHUEM JIOKHOU UG POBOM MOAIUCH JIJIsI HEKOTOPOTO COOOIEHUS
b. nmdposas moanuck 10MKHA OBITH TOCTATOYHO KOMITAKTHOW M HE 3aHUMATh
MHOTI'0 ITaMSTH
C. MOAMMUCH 00A3aTENBHO JOJIKHA ObITH PAaHIOMU3UPOBAHHOM

Ilpumepnaa memamuka 60npocos, 6bIHOCUMBIX HA IK3AMEH 6 4-0m cemecmpe
1. Kpunronorus: kpuntorpadus U KpunroaHains. Victopust pa3BuTus Kpunrorpa-
¢un. Kpunrtorpabus u mnpobiemsl 6e3omacHOCTH HH(POpMAIUK: KOH(PHUICHIIMATb-
HOCTb, LIEJIOCTHOCTb, ayTEHTU(UKAIMS, HEBO3MOKHOCTh OTKa3a CTOPOH OT aBTOp-
ctBa. OCHOBHBIC TIOHATHS KpUnTorpapuu: mudp, Koy, KpUNTocucTeMa, mudposa-
HUe, nemudpoBanue u ap.
2. Kpunrocucrema. CtpykTypa KpuntocucteMsl. TpeOoBaHUS K KPUIITOCHCTEMAM.
[TpaBuno Kepkxodda. KpuntoctoiikocTs.
3.  Buasl yrpos. Ataka Ha mudp. CtolkocTs Kitoda. CI0XKHOCTh BCKPBITUS MU }-
pa.
4. Marematuueckas Mojenb mudpa. Teopus cekpernoctu lllenHona. YactoTHbie
XapaKTePUCTHKHU OTKPBITHIX COOOIIICHUH.
5. Hcropuueckue mmdpsl. Knaccudukauus mmdpos. [udper 3amensl, nepecra-
HOBKH, rammupoBaHusi. Kommnosumuu mudpos. [IpumMepbl HCTOPUYECKUX PYUHBIX U
MamuHHBIX mudpos: mmdp llesaps, mmdp npoctort 3amensi, mudp Ilneidepa,
mudp [lomubus (monmmbuanckuii kBaapart), mudpp Buxenepa, mmudp «lloBopoTHas
pemeTka» (oBopoTHas permetka Kopaano), mudp Xuna, mupp Bepaama, Enigma,
mdp Xeirmuaa. CriocoObl UX BCKPBITHS.
6. Kaccudpukauus metonoB kpuntorpaduueckoit 3amuthl uHGopMmamu. [lepe-
cranoBouHble muUGpsl. [logcrtanoBounsie mudpsel. [lorokoBeie mudpsl. brouynbie
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mm@pel. CUMMETpUYHOE U accUMeTpuuHoe muppoBanue. CUMMETPUYHbBIE KpPHII-
TOAJITOPUTMBI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI.

7. IlpuHIMOBI OCTPOEHMSI, ONUCAHUS U aHAJIW3a KPUNTOrpaUUYEeCKUX AIrOpHUT-
MmoB. Cetp ®elimrens. Kpunroanroputmsl Ha ocHoBe cetu Deiicrens. Kpunroanro-
PUTMBI Ha OCHOBE I10/ICTAaHOBOYHO-TIEPECTAHOBOUHBIX cerelt (SP-cetn). Kpunrtoanro-
PUTMBI CO CTPYKTYypoi "kBaspat". DnexkTpoHHas uudposas noanuck. Kpunrorpadu-
YEeCKHE MPOTOKOJIBI.

8. Cummerpuunoe mmudpoBanue. CHMMETpPUYHBIE KpPUIITOCHCTEMBI. biodHble
umdpel. [lonste o O6moyHOM mMdpe. 3aMeHbl U MEepecTaHOBKU. MeToabl 3aMeHbI:
MoHoaJ(paBuTHAsI, ToMai(aBuTHast, roModoHnueckas. MeTopbl mepecTaHOBKU. SP-CeTh.
JlaBunnbii 3¢ dext. Cets Daiictens (DelicTens).

9. Kpuroanropurmsel cummetpuyHoro mudposanus DES, TOCT 28147-89. IIudp
['OCT 28147-89. Pexumsl mndpoBaHus.

10. Cummerpuunoe mmudppoBanue. CUMMETpUUHbIE KpunrocucteMsl. llceBnociy-
YaifHbIE MOCJIEOBATEIBHOCTH U MOTOYHbIE MIK(PHL. XapaKTEePUCTUKU T'€HEPATOPOB
ncesnociyvaitaeix nocieaosarenbHoctedt (IICI, I[ICT). TpeboBanus k KpunrTorpa-
¢dbuueckum TICII. ITpumepst IICT" u kpunrorpadpuueckux IICI'. Obmas cxema norou-
Horo mmgpa. CHHXpOHHBIE U CAMOCUHXpOHU3UpYyIoluecs mudpsl. Peructpsl cipu-
ra ¢ obparnoit juHeitHOM cBsizbto (PCJIOC). IICIT na ocnoBe PCJIIOC. moTouHbIe
mndpsl, Hanpumep, RC4.

11. TpeboBanus k x3u-pyHkuusm. Kpunrorpaduueckas cTORKOCTh X31I-(QyHKINM.
Kommuzuu. Ilpumenenne xom-¢pyHkumid. Iloaxombpl K MNPOEKTUPOBAHUIO —X3UI-
GyHKUMA. AITOPUTMBI BBIPAOOTKH X3 -QYyHKUMNA. X31I-(QyHKIIMA HA OCHOBE 0JI0Y-
HoTro mudpa.

12. Crangaptel Ha xam-¢yHkiuu: [OCT P 34.11-94, SHA-1. Cxema Mepkia-
Hamrapna u 'OCT P 34.11-2012. Konnenuus «ryoka» u SHA-3. Koasl ayrentudu-
Karuu U croco6sl ux noctpoenus. HMAC.

13. Acummetpuynoe mudppoBaHue. ACUMMETPUYHBIC (C OTKPBITHIM KITFOUOM) I (-
pol. [IpenmyniecTBa U HEAOCTATKW aCHMMETPHUUHBIX cucTeM HudpoBanus. ['enepa-
usl KJIIOUYeBOM MH(OpManMu Al aCUMMETPUUYHBIX KpuntocucreM. llonarue ogHo-
CTOpOHHEH (YHKIIMK U OMHOCTOpOHHEH (yHKuuu ¢ "mazeikoi". [Ipobiemsr dakTo-
pHU3aIUH LEJbIX YUCe U Jorapu(GMUpPOBaHUS B KOHEUHBIX MOJISX.

14. Acummerpuunoe muppoBanue. Kpunrtocucrema Huddu-Xonamana. Kpunro-
cuctembl RSA, Dnp-T"amais, Pabuna, I'onsasaccep-Mukanu, biiroma-I"onbnBaccepa.
15. Proxzaunsie mmdpsl. KpunrocucteMpl ¢ OTKPBITBIM KIIFOUOM, OCHOBAaHHBIE Ha
JIMHEUHBIX KOJaX.

16. Cxemsl uudposoit noanucu. [TonsTue 31eKTPOHHON LUPPOBON MOJIIUCH U TpE-
OooBanust Kk Hed. Ataku u yrpo3sl cxemam OLIII. Anropurmer DUII: RSA, Dinb-
I'amans, ®uara-lllamupa, Ounra-Illnoppa-Illamupa, [Inoppa. Heorpumaemass non-
nuck [llayma-Ban-AntBeprena. Cranmaptet DLI1: DSS, TOCT P 34.10-94.

17. Dnnuntudeckue KpuBbie Haa KoHeUHBbIM moJieM. [ludper u D111 Ha ux ocHoBe.
OnnunTuyeckas KpuBasi HaJ KOHEYHBIM rosieM. Ornepanuy Ha 3JUTMINTHYECKONH KpH-
Boil. Cymma Touek. Kpatnas touka. [Ipobiema quckpeTHoro jsorapumMupoBaHus Ha
sunnTHyeckoil kpusoi. Ilepexon ot mudpa (OUIL) B Z, k mudpy (OLII) Ha s5umn-
tudeckoi kpuBoil. llndp Dnp-I'amans Ha HIIUOTHYECKON KPUBOU.
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18. Crangaptel DUII na smmuntuueckoit kpusoit: ['OCT P 34.10-2001, TOCT P
34.10-2012, ECDSA.

19. Kpunrorpaduueckue npotokoibl. [loHsarue xkpuntorpaduyeckoro mpoToKoJa.
OcHoBHbIe ipuMepbl. CBsI3b CTOMKOCTH MPOTOKOJIA CO CTOMKOCTHIO 0a30BOM KPUIITO-
rpaduueckoit cuctembl. Knaccudukanus xpunrtorpadpuyeckux mnpoTokosioB. Ila-
POJIBHBIE CXEMBI U MPOTOKOIBI "pyKomnoxkaTusa'". B3auMocBsA3p MEXy MPOTOKOIAMU
ayreHTu@uKanuu u udposoit noganucu. [Ipotokoinsl ceprudukanuu kioue. [po-
TOKOJIBI TIPEJBAPUTEIBLHOTO pacipeneiaeHus kioueil. [IpoTokossl BeIpabOTKH ceaH-
coBbIX Kitoued. OTKpeITOE pacnpeaencane kimouen {uddu-Xemmmana n ero moau-
¢ukanuu. Bompockl opraHuzanuu ceTeil 3aceKpeueHHOU cBsi3u. JlokazaTenbcTBa C
HYJIEBbIM pasriamieHueM. Paznenenue cexpera. [IpoTokosbl moadpackiBaHUsI MOHE-
Thl. [IOoCTpOEHME NPOTOKOJIOB C HYJEBBIM PA3IJIAIICHHEM HAa OCHOBE NP-CI0KHBIX
3a1ad.

20. TlpuHIMOBI TOCTPOEHUS U KPUIITOAHAIN3 CUMMETPUUHBIX cucteM. Kpunroana-
u3 mupoB nepecTaHoBKU. KpunToaHanus OTKPHITHIX TEKCTOB.

21. Tlpunnunsl noctpoeHus: U kpunroaHainn3d RSA. Araka merogom depma. Ataka
NOBTOPHBIM IK(ppoBaHHEM. ATaka Ha OCHOBE KHUTAaCKOW Teopembl 00 OcCTaTKax.
beckitoueBoe yTeHue.

22. DneKTpOHHO-IU(pOBasi MOJMUCH HAa OCHOBE CXEM C OTKPBITHIMU KIHOYaMHU:
RSA; cxema Pabuna; cxema IllHoppa; cxema Onb-I'amans; cxema @eiire-duara-
[amupa. Anroput™m nudposoit noanucu DSA. Poccuiickue cranmaptel LI Cran-
napt uudposoit noanucu 'OCT P 34.10 — 2001. Crangaptet DI Ha snnunTude-
ckoit kpusoii: OCT P 34.10-2001, TOCT P 34.10-2012, ECDSA.

23. Kpunrorpaduueckue npoTtokoisbl. BBenenue B npoTtokodsl. [IpoTokons! ¢ mo-
CpPEIHUKOM. ApOUTpakHbIE MPOTOKOJIBI. CaMOAOCTATOYHBIE TPOTOKOJIBI.

24. TlombITKU BCKPBITHS TIPOTOKOJIOB.

6.5. ®oH/ OLIEHOYHBIX CPEICTB
[onHbIit GaHK 3aaHUM I TEKYIIEro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHON
aTTECTaINH 10 TUCIUITINHE, IIOKa3aTelH, KPUTSPHH, IIIKAJIbl OIICHUBAHWS KOMITCTCHITNH,
METOINYECKHE MaTEPUAITbI, OMPEICIISIONTHE MPOICTyPhl OIIEHHUBAHUS 00pa30BaTEIIHBIX
PE3yIBTaTOB, IPUBEACHBI B YIEOHO-METOJMUECKOM KOMITIIEKCE TUCITAITIHHB.

7. OCHOBHASA U JONNOJIHUTEJIbHASI YYEBHAS JIUTEPATYPA
7.1. OcHOBHasl y4eOHas1 IUTEPATYpPA

1. ®omuue B.M., MenpaukoB /[.A. Kpunrorpadpuueckre MeTOIbI 3aIIUTHI
uHpopmaruu. MaTemMaTHYecKrue acmeKThl. [DNEeKTpOHHBIN pecypc]|: YueOnuk. B 2
gacTsix. — M. :  WMsparenmsctBo FOpaiit, 2016. - 210 c. URL:
https://elibrary.ru/item.asp?id=25859687

2. UsanoB M.A., Yyryukos M.B. Kpunrtorpapuueckue MeToAbl 3alUTHl HH-
dbopmaliui B KOMITBIOTEPHBIX CHCTEMaxX U CETAX. [DIEKTPOHHBIN pecypc]: YueOHoe
nocobue - Mocka: MUDU, 2012. — 400 c. — Joctyn u3 DbC «znanium.comy.

3. badam A.B. Kpunrorpadguyeckre meToanl 3aliuThl UHGOpPMAIUU [IeK-
TpOHHBIN pecypc]: yueOnuk / A.B. babam, E.K. bapanosa. — M. : KHOPYC, 2016.
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-190 C.
URL:https://www.intuit.ru/studies/courses/16655/1300/lecture/25505?page=2.

4., Psa6ko b. 4., ®uonoB A. H. Kpunrorpaguueckre MeTOIbl 3aIUTHl HH-
dbopmanuu [I1eKTpOoHHBIN pecypc]: YueOHoe mocobue A By30B. 2-€ U3aHHE, CTe-
peotun. - M.: Topsuas munus-Tenekom, 2014. — 229 c. — Hocryn u3z OBC
«znanium.comy.

5. TOCT P34.10-94. Undopmarmonnas texHosorus. Kpunrorpaduueckas
3anuTa uHpopMaruu. [Ipoueaypsl BRIpaOOTKH M MPOBEPKHU SIEKTPOHHO-IIU(PPOBOIA
MOJIMUCH Ha 6a3¢ aCHMMETPUYHOTO KPUTITOTPAPHUECKOTO alroput™Ma [ DIeKTPOHHBIN
pecypc]: — Hoctyn u3z 9bC «KoHCYNbTaHT CTyI€HTa.

6. TOCT P34.10-01. Uudopmanmonnas texnonorus. Kpunrorpaduyeckas
3amuta uHpopmarmu. [Iporeccsl GopMupoBaHHs U TPOBEPKH IEKTPOHHOU LUDpPO-
BOU noanucu [InekTponHsiil pecypc]: — Jdoctyn uz 9bC «KoHCyapTaHT CTyAEHTaY.

7.2 JlonoJIHUTe/ILHAS JIUTEpaTypa:

1. 3aneunukoB, C. B. Kpunrtorpaduyeckue MeTOAbl 3alUThl MHPOpPMALIUU
[DnekTpoHHBIN pecypc]: yueb. mocobue s akagemuyeckoro OakanaBpuara / C. B.
3aneuynukos, O. B. Kazapun, A. A. TapacoB. — M. : U3narensctBo IOpaiit, 2015. —
309 c. — Hoctyn u3 DbC «znanium.comy.

2. Brenenue B xpunrorpaduro. [lox obmeit penakiueit B. B. Smenko. [Dnek-
TpOoHHBIN pecypc|: Uzmanme 4-e, nomonnennoe. MIIHMO, M., 2012. — 315 c.
URL:https://edu-lib.com/matematika-2/dlya-studentov/vvedenie-v-kriptografiyu-pod-
red-v-v-yashhenko-onlayn.

7.3 MeToanuyecKue MaTepuaabl

1. Hukudoposa T.A. Meronuueckue yka3aHusi K NPAKTUUYECKUM 3aHATHSIM IO
mucturuinHe «Kpunrorpaduueckre METoIbl 3alUThl MHGOPMALIUW) ISl CTYIEHTOB O4-
HoM popmbl 00yuenus Harpasieruid 10.05.03, 10.03.01. — Kypran : KT'Y, 2017. - 32 c.

2. Huxudopona T.A. MeTtonnueckne yka3zaHus K BBITTOJIHEHUIO KOHTPOJIBHOM
pabotel mo nucturuHe «Kpunrorpaduueckre METOAbI 3alUTHl HHPOPMALIAN IS
CTyJIeHTOB OouHOM ¢opmbl oOyuenus Hampasienuit 10.05.03, 10.03.01. — Kypran :
KI'Y, 2017.-29 c.

3. Hukudoposa T.A. Jlabopatopusiii npaktukyMm «Kpunrtoananus kiaccude-
ckux mm@poB» ans cryaeHToB crneruanbHocted 10.05.03, 10.03.01 u 09.03.04 nmo
muciuiuinie «Kpunrorpaguueckue MeToAbl 3alUThl HHGOPMAIUW 711 CTYACHTOB
ouHoit popmbl oOyuenus: Harmpasienuit 10.05.03, 10.03.01 u 09.03.04. — Kypran :
KI'Y, 2016.—-57 c.

4. Hukudopora T.A. 3aganus K Ja00OpaTOpHbIM paboTaM IO JUCHUILIMHE
«Kpunrorpapuyeckue MeTOIbl 3alIMTHI MH(DOpMALUU» ISl CTYJIEHTOB OYHOU (op-
MbI o0yuenust HanpaBiienuid 10.05.03, 10.03.01. — Kypran : KT'Y, 2017. — 18 c.

5. Hukudopona T.A. MeToauyeckne ykazaHus K BBIITOJTHEHHUIO JaOOPATOPHBIX

pabot o teme «AnroputM RSA» it cTyaeHTOB 04HOM (OpMBI 00yUEHHUs HaAIpaB-
nenuit 10.05.03, 10.03.01. — Kypran : K'Y, 2016. — 96 c.

8. PECYPChHI CETU «<MHTEPHET»,
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HEOBXO/IUMBIE JIJ151 OCBOEHUA JTUCHUITJIMHBI
1. Caiit nuctanuunonnoro ooyuyenus B HOY (Hamumonanbubiit OTKpBITEIN Y HUBEpPCU-
teT) «MHTYUT)» comepxut GecriaTHbie KypChl, TPOrpaMMbl TOBBIIIEHUS KBaIU(U-
KalMK U podeccuoHanbHOM MepenoAroTOBKY, HHTEPECHBIE TOKIAAbl U IPYTYIO MO-
ae3nyro uadopmarmio http://wwwe.intuit.ru.
2. ®enepanbhblil moptan «Poccuiickoe odpazoBanue» http://www.edu.ru/
3. UndopManimoHHslil callT, copepxaliuii CipaBOYHbIE MaTepUalbl M0 UHPOPMATH-
K€, KOTOpPhIE BKJIIOYAIOT B c€0s KypC JIEKIIMA, CXEMBI, pe3eHTAINH, pedepaTsl U Iap.
informatikaplus.narod.ru.
4. CaiiT 0 BBICOKHMX TEXHOJIOTHSX, HOBOCTH WHIYCTPUU U3 MHPAa KOMIBIOTEPHOTO
«Kelle3a», TECTOBBIE UCIIBITaHUs U 0030phl 00opyaoBanus | XBT.com.
5. Ilopran «UHpOpMaIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTMU B OOpa30BaHUM
http://www.ict.edu.ru.

9 HWHO®OPMAINMOHHBIE TEXHOJOI'UHA, ITPOI'PAMMHOE
OBECIIEYEHUE U UHO®OPMALIMUOHHBIE CITPABOYHBIE CUCTEMBbI
1. OBC «Jlauby».
2. OBC «KOHCYNbTaHT CTYJEHTAY.
3. ObC «Znanium.comy.
4. «I"apaHT» - CIPaBOYHO-IIPABOBAsl CUCTEMA.

10 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

MarepuanbHO-TEXHUYECKOE OOECIEUYEeHNE M0 peanu3alui AUCLUIIIMHBL OCY-

niecTBisieTcs: B coorBeTcTBUU ¢ TpeboBanuss @I'OC BO no ganHo# 00pa3oBaTebHON
porpamme.

11. 1ot cTy1IeHTOB, 00y4YaIOIIUXCSl ¢ UCMO0JIb30BAHUEM TUCTAHIIMOHHBIX 00pa30-
BaTeJbHbIX TEXHOJIOTMIA

[Ipu Kcrob30BaHUM AJIEKTPOHHOTO OOYYEHHUS U TUCTAHIMOHHBIX 00pa30BaTeb-
HbIX TexHosoruit (nanee 0 u JIOT) 3aHATHS MOTHOCTHIO WIIM YACTUYHO MPOBOJIATCS B
PEXKUME OHJIAKH.

OO0BeM TUCUUIUIMHBI M paciipeesieHHe Harpy3KH 1o BUJaM paboT COOTBETCTBYET
m 4.1.

Pacnipenenenue 0amioB cOOTBETCTBYET M. 6.2 MO0 MOXKET OBITh U3MEHEHO B CO-
OTBETCTBHH C penieHrneM kadeapsl, B ciydae nepexoga #Ha 90 u JIOT B mporecce o0y-
YEHUSI.

Pemenue xadenpsl 00 UCMONb3YEMBIX TEXHOJIOTUIX M CUCTEME OLICHUBAHUS J10-
CTHXKEHUM 00yYarommxcsi MPUHUMAETCS C YYETOM MHEHUS BEIYLIEro MperoiaBaTes 1
JIOBOAMTCS 10 CBEJICHHS 00YyUaIOLINXCS.
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[MPMJIOXKEHME 1

AHHOTaIMs K paboydeil mporpaMmme JUCHUIUTUHBI

«Kpunrorpaguyeckue MeToabI 321U THI HHGOPMALMI)

o0pa30BaTeILHON MPOTPAMMBI BBICIIIETO 00Pa30BaHUS —
IPOrpaMMBbI CTIeUATUTETa
10.05.03 - MadopmanronHas 6€301acHOCTh aBTOMaTU3UPOBAHHBIX CUCTEM
Crnenmanmuzanusi: be3omacHOCTh OTKPBHITHIX HH(OPMAITMOHHBIX CUCTEM

®opma oOydeHus: ouHas

Tpyooemkocmo oucyunaunsl: S 3.e. (180 akageMuyeckux vaca)
Cemecmp: 4 (ounas popma oOydeHUs)

Dopma npomexscymouHou ammecmayuu. SK3aMeH
Cooeporcanue oucyuniunsl. OcHOBHbIE PaA30eIib.

Kpunironorusi: kpunrorpadusi u kpunroaHanu3. Kpunrorpadguss u mpoOiaembl
Oe3omacHoCTH HH(OPMALIUU: KOH(UICHIIMAIBHOCTb, EIOCTHOCTh, Ay TEHTU(UKALUA,
HEBO3MOKHOCTh OTKa3a CTOPOH OT aBTOpcTBAa. OCHOBHBIE MOHATUS KpUOTOrpaduu:
mudp, KI0Y, KpUITocucTeMa, mudposanue, nemudpposanue u ap. Ipasuino Kepk-
xoddca. Kpunrocucrema. CtpykTypa Kpunrocucremsl. Kpunrocroitkocts. Knaccu-
¢dukamus MeToAoB Kpunrorpaduyeckoi 3amuTsl mHPopMauuu. IlepecraHoBoYHBIE
mndpsl. [loacranoBounsie mudpsel. [loTokoBbie mmdpsl. brounsie mudpsl. Cum-
METPUYHOE M accuMeTpuyHoe wmuppoBaHue. CUMMETPUYHBIE KPUITOAITOPUTMBI.
ACCUMETPUYHBIE KPUNITOAITOPUTMBIL. [I[pUHIIMIIBI TOCTPOCHUS, OITMCAHUS U aHAJIN3a
kpunrorpadpuueckux anroputmoB. Cerp Dedimrens. Kpunroaaroputmbel Ha OCHOBE
cetu Deiicrensa. KpunroanroputMel Ha OCHOBE MOJACTAHOBOYHO-NEPECTAHOBOYHBIX
ceteit (SP-cetn). Kpunroanroputmsel co ctpykrypoit "kBagpar". 10 mis mmdposa-
HUS JAaHHBIX. [[pUHIUITBEI TOCTPOEHUSI U KPUINITOAHAIIN3 CUMMETPUYHBIX U aCCHUMET-
PUYHBIX CUCTEM 3aiuThl HHpopManmu. CTaHAanapThl KpUNTOrpadueyecKo 3aluThI
uHdopmaruu. Xom-QyHKIUU. DJIEKTpoHHAs IMdpoBas MOAMKUCH WIM HHUPpPOBaAS
NOANMKUCH. ANTOPUTMBI LU poBo noanuck. Kpunrorpadguueckre mpoTOKOJIbI.
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JIMCT
perucTpanuy Uu3MeHeHu (10MoJTHeHu) B pado4y0 NporpaMmmy
Y4eOHO# JUCHMILTHHBI
«MeToabl U cpeacTBAa KPUNTOrpapuiecKom 3amuThl HHPOpMaALMH»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENOJABATEIb / Huxudoposa T.A./

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPEIOaBATEIb / Huxudoposa T.A./

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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