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1. OFBEM JIUCIIAITJINHBI

Bcero: 4 3aueTHBIX euHULIBI TPY10eMKOCTH (144 akanemMudeckux yaca)

Ounas ¢popma o0yueHust

N Ha Bcro Cemectp
Bun yaeOHO# paboThI
JTUACIUIUIUHY 11
AyauTopHbIe 3aHATHS (KOHTaAKTHas padoTa ¢
npenojgaBartejieM), BCero 4acoB 80 80
B TOM 4HCJI€:
Jlexnun 32 32
JlaboparopHbie pabOTHI 32 32
[TpakTHueckue 3aHATHS 16 16
CamocrosiTeJibHAasi paboTa, BCero 4acoB 64 64
B TOM 4HcJIe:
[TonroroBka K SK3aMeHY 27 27
pyrue Buapl caMOCTOSTENIBHON pabOThI
(MOATOTOBKA K MPAKTUYECKHUM 3aHATHSIM, JJa0OPaTOPHBIM 37 37
paboTtam 1 pyOeKHOMY KOHTPOJIIO)
Bu npoMe:KyTOUHOIi aTTecTalnu IK3aMeH IK3aMeH
OO0mas TPy10eMKOCTb THCIIUIIIHHBI H TPYI0€MKOCThH I10 144 144

ceMecTpamMm, 4acoB




2. MECTO JUCHHUIIJIMHBI
B CTPYKTYPE OBPA3OBATEJBHOM MPOT'PAMMBI

Hucrummaa  «MHQOpMannoHHass  0€30IaCHOCTh  OTKPBITBIX  CHCTEM»
OTHOCUTCSA K JHUCHUIUIMHAM BapHaTHUBHOM dYacTH, (HOpPMHUPYEeMOH yYaCTHHUKAMHU
oOpa3oBaTeabHBIX OTHOIICHUH bitoka 1.

WN3yyenne  OUCHUIUIMHBI ~ OasWpyeTcss HA  pe3ysibrarax  OOydceHUS,
c(hOPMUPOBAHHBIX TP HU3YYEHUU JUCHUIUIMHBI «OCHOBBI HH()OPMAIIMOHHOM
0€30IaCHOCTH.

B cBoro ouepenp, JaHHAS AWCIUILUIMHA 00CCTICUMBACT MPOXOXKICHUE MPAKTHK,
a TaKXe TOJITOTOBKY BBIITYCKHON KBATH(PUKAITMOHHOW PaOOTHI.

3. IJIAHUPYEMBIE PE3YJIBTATbBI OBYYEHUS

VYuebnas nuctuminHa «HpopmarimonHas 6€30MacHOCTh OTKPBITBIX CHCTEMY
peaniu3yeT TpeOOoBaHUA (ENepaJTbHOTO TOCYAAPCTBEHHOTO0 00pa30BaTEIbHOIO
CTaHJapTa BBICHIETO NPO(ECCUOHATBLHOTO O0pa30BaHUA U SBIAETCA BaKHOU
COCTaBIAOLIEH MPO(EecCHOHATBHON MOJATOTOBKM — CIIELMAINCTOB B 00JAcTH
obecrnieueHuss HHPOPMAITMOHHON 6€30ITaCHOCTH.

Llenbto mnpenoaaBanus aucuuIuiuHbl «WHopmannonHas ©6€30MacHOCTb
OTKPBITBIX CHCTEM» SIBIsSIETCA (POPMHpPOBAHUE IIEIOCTHOTO MPEACTaBICHUA 00
OpraHu3anvy HUH(POPMALMOHHOW OE30MACHOCTH OTKPBITBIX HH(GOPMAIIMOHHBIX
CUCTEM, TMOJY4YCHHE TEOPETHUYECKUX 3HAHWW O TMPHUHIMIAX TOCTPOCHUA W
APXUTEKTYPE OTKPBITBIX CUCTEM (B TOM UHKCIIE PACTIPEICICHHBIX ), 00ECTIeUNBAIOIINX
OpraHM3AINI0 BBIYUCINUTENBHBIX MPOIECCOB B KOPIMOPATUBHBIX WH(OPMAIIMOHHBIX
CHUCTEMaX 5KOHOMHYECKOTO, YIPABJICHYECKOTO, MPOU3BOJACTBEHHOIO, HAYYHOTO H
Apyryue Ha3HA4YCHHsI, a TaKXKe MPAKTUISCKUX HABBIKOB IO CO3JIaHUIO0 (HACTPOMKE)
KOH(purypauuu mHGOPMAIIMOHHOW CHCTEMBI JUJIS peann3aluu OM3HEC MPOLECCOB B
KOPIIOPATHUBHBIX CETAX MPEANPUATHI.

3aayaMy JUCIUIIIMHBI SBJISIOTCS:

- PACKpBITHE CYIIHOCTH, LIEJIEeH U 3a7]a4 OTKPBITHIX MH(POPMAILIMOHHBIX CUCTEM;

- U3y4YE€HHE U UCCIIEJOBAaHHE MEXaHU3MOB oOecnedeHus WHGOPMaLUOHHON
0€30M1aCHOCTH B OTKPBITHIX HHPOPMAIIMOHHBIX CUCTEMAX;

- 3HAKOMCTBO ¢ TIpolieccamMu ooecrieueHusi HPOPMaIMOHHON 0€301acHOCTH B
OTKPBITHIX HH()OPMALIMOHHBIX CUCTEMaX U OCBOECHUE TOJXO0B X MOEINPOBAHUS.

Komnerenmun, GopMupyemMblie B pe3ynbTaTe OCBOCHHUS AUCIIUILTHHBL

— CIOCOOHOCTh pa3pabaThiBaTh M aHAIM3UPOBATH MPOEKTHBIE PEIICHUS 10
o0ecIeYeHHI0 Oe30MacHOCTH aBTOMaTu3upoBaHHbIX cucteM (I1K-5);

— CIIOCOOHOCTh  OIEHWBATh PHUCKH, CBS3aHHBIE C OCYIIECTBICHHEM YIpO3
uHpopmannonHoit 6ezomacHoctu (I1K-10);

Nuaukatopsl U IECKPUNTOPHI YaCTH COOTBETCTBYIOIICH KOMIETEHITNHU, (opMu-
pyemoili B mporiecce u3ydeHus muctuiuiniabl «MHpopManmnonHas 6€30macHOCTh
OTKPBITBIX CUCTEM», OLCHUBAKOTCS MPU MOMOIIUA OLIEHOYHBIX CPEJICTB.



HnaHpreMHe PE3YIbTAThI O6y‘leHI/I$I IO JUCHUILIIMHE ((I/IH(l)OpMa]_II/IOHHaH 0e30MacHOCTh OTKPBITBIX CH-

CTeM», MHHIUKATOPhI qocTikeHus komnereniui [1K-5, TTK-10, nepeyeHp OICHOYHBIX CPEACTB

Ne | Kop unauka- HaumenoBanue Kon nnanupy- | Ilnanupyemsie pe- | HaumeHoBanue
n/m TOpa JOCTH- WHAUKATOpPA J0- €MOr'0 pe3yJib- 3yJIBTaThI 00yUe- OLICHOYHBIX
JKEHUS KOMITe- | CTIDKEHHS KOMITe- | Tara oOydeHHs HUA CpEACTB
TEHLINHU TEHUIUHU
1. WU-1nxs 3Hath: KoMIeKcHbIH | 3 (U-1pk.s) 3HaeT: KOMIUIEKCHBIH | Bompockr Tecta
MOJXOM K OCTpOe- MOAXOM K IIOCTpOe-
HUIO 3IIETIOHUPOBAH- HHIO 3IIEIIOHUPO-
HOM 3aIIUTHI IJIS OT- BaHHOM 3aIlUTHI A1
KPBITBIX HH(pOPMAIIH- OTKPBITHIX HHPOP-
OHHBIX CHCTEM MAaIMOHHBIX CHCTEM
2. WUI-2 ks YMeTh: peanu3oBbl- Y (M-2p1k-5) YMeer: peanu3oBsbl- Kommnexr ummu-
BaTh CHCTEMBI 3allU- BaTh CHCTEMBI 3aIlM- | TAI[MOHHBIX 33124
ThI UH(QOPMALIUH B Tl HH)OPMALIUH B
OTKPBITBIX HH(pOpMa- OTKPBITBIX HH(OP-
LIHOHHBIX CUCTEMAX B MAIMOHHBIX CHCTe-
COOTBETCTBUH CO Max B COOTBETCTBHHU
CTaHJIapTaMH Io CO CTaHJapTaMH IO
OIIEHKE 3AIINIIECHHBIX OLICHKE 3aINIICH-
cucTeM HBIX CHCTEM
3. N-3 ks Brnagers: naBeikamu | B (MI-3pk.5) Bnaneet: HaBeikamMu | Bompockr JUIs
aHanuza yrpo3 WH- aHaJIM3a yrpo3 UH- C/lauy 9K3aMeHa
(dopmanmoHHOW 6e3- (dopManoHHO Oe3-
OIIACHOCTH M YS3BU- OTIACHOCTH U YSI3BU-
MOCTEH B OTKPBITHIX MOCTEH B OTKPBITHIX
nH(pOpMaLMOHHBIX HHPOPMALMOHHBIX
cucTeMax cucTeMax
4, N-1nk-10 3HaTb: OCHOBHbIE 3 (UA-1nk-10) 3HaeT: OCHOBHbIE Bompocsl Tecta
METOJIBI M CPEJCTBA METOBI M CPECTBA
peanu3amnyu yaaneH- peanu3anyuy yaaieH-
HBIX CETEeBBIX aTaK Ha HBIX CETEeBBIX aTaK Ha
OTKpbIThIE HH(DOpMa- OTKpBIThIE HH(OpMa-
LUOHHBIE CUCTEMBI IIHOHHBIE CHCTEMBI
5. W-2 nx-10 YMeTb: CTpOUTH MO- Y (U-211k-10) Ywmeer: ctpouts Mo- | Kommekr  umu-
JIeNTb HapyIIHTes JIeNTb HapYyIITUTEIIS TAITMOHHBIX 33124
nHpopMannoHHOH nH(opMannoHHOH
6e30macHoOCTH JUIs 6e3omacHocTH JUIs
OTKPBITBIX HH(pOpMa- OTKPBITBIX HH(OP-
LUOHHBIX CUCTEM MAaIOHHBIX CUCTEM
6. W-3 k10 Bnagers:  tepmuuo- | B (MI-3k.10) Bnaneert: TepmMuHO- Bonpocst JUIs

JIOTHEH U CUCTEMHBIM
HMOAXO0JO0M  IOCTpOE-
HUS  3alUIIEHHBIX
OTKPHITBIX HH(pOpMa-

IMHOHHBIX CHCTEM

JIOTHEN U CUCTEMHBIM
HOAXO0A0M HOCTpOe-
HUS 3alUIEHHbBIX
OTKPBITHIX HH(OP-
MAalHOHHBIX CHCTEM

cJla4yM 3K3aMCHa




4. COAEP) KAHUE JUCHUIIJINHBI
4.1. YueOHO-TEMAaTHYECKHH IJIAH.

KonnuectBo yacos
5 Homep KOHTAKTHOH paboTHI ¢ mpeno/jaBaTeaem
© HaumeHoBaHue TeMbl
| Tembl Tlex [IpakTnu. Jlaboparop.
007078
3aHSTHS paboThI
1 Cranmapruzamus u MOJEILHOE 2 2 -
IpeCTaBICHNE OTKPBITBIX
MH(OPMAIIMOHHBIX CHCTEM.
— 2 [Tpodwin oTKpHITEIX cucTeM. MIHTpaneT 4 4 -
= KaK OTKpBITasl CUCTEMA.
©
& 3 VYS3BUMOCTh  OTKPBITBIX CHCTEM Ha 4 - 16
nprMepe UHTPaHeTa.
4 ATaKku Ha OTKPBITHIE CHCTEMBI. 4 - 12
Py0exHbIil KOHTPOIIb - - 2
5 Obecnieuenue nH(pOpMalMOHHON 6 8 -
0€30MTaCHOCTH B OTKPBITHIX CHCTEMAX.
o AyteHtuduxanus CyOBEKTOB u 4 2 -
% 6 00BEKTOB B3aMMOICHCTBUS B OTKPBITHIX
S cucTemax.
& 7 BupryanbHble BBIYMCIUTEIBHBIE CETH. 4 - -
8 MexceTeBbIe YKpaHbl. 4 - -
Py0exHblii KOHTPOJIb - - 2
Bcero: 32 16 32

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Tema I1.Cmanoapmu3zayua u mooenbHOe NPEOCMABIEHUE OMKPbIMbIX
UH(OPMAYUOHHBIX CUCHIEM.

[Tonsitie OTKPBITBIX cucTeM. OCHOBHBIE 3JIEMEHTHI TEXHOJIOTHU OTKPBITHIX
uHpopMarimoHHBIX cucTeM. COBMECTUMOCTb OTKPBITHIX cHUCTeM. [lepeHOCHUMOCTb.
CnocoOHOCTh K B3aUMOJEHCTBUIO. METOO0JOTUUECKUN 0a3uC OTKPBITHIX CHCTEM.
DTaJIOHHBIE MOJENH CPEelbl U B3aUMOCBSI3M OTKPBITHIX CUCTEM. JTallOHHAS MOJEIb
cpeabl OTKpBIThIX cucteM (Mozaenb OSE). bazoBas sTajioHHasi MOJEIb B3aUMOCBSI3H
OTKPBITHIX cucteM (Mozens OSI).

MexyHapoiHbIe CTPYKTYpPhI B 00JIACTH CTaHJApPTU3AIIUU OTKPBITHIX CHCTEM.
Ponb cTaHapTOB B TEXHOJOTUU OTKPBITHIX cHCTEM. OCHOBHBIE TPYMIbI CTAHAAPTOB
Y OpraHu3allyiy 1Mo CTaH/1apTU3alUu.

Tema 2. Ilpogpuau omxkpvimeix cucmem. Humpanem Kax omixpvimas
cucmema.

[Tonsitne mnpodumns
OcHOBHBIE  CBOMCTBA U
(GYHKIHMOHATIBHOTO TPOGUIIS.

[Tonsatue wuHTpaHeta. MHTpaHeT Kak dYacTh CpeAbl OTKPBITBIX CHUCTEM.
Wutpanet u skcrpanet. [loptan u untpaner. PazpaboTka u ynpapiieHHe MOJUTUKON
MCIIOJIb30BaHUsl PECYPCOB UHTPAHETA.

npoduie.
KOMITOHOBKH

OTKpBITOM cuctembl. Kiraccuduxarys
HasHaueHue mnpoduneir. I[Ipumep




3. Vazeumocmv omkpoimuix cucmem Ha npumepe uHmpanemad.

OcHOBHBIE TOHATHA. YTPO3bl pecypcaM HHTpaHeTa W MPUYMHBI UX peaT3alliH.
Amnanus yrpo3 Ub pecypcam uHTpaHeTa v IpUUUHBI UX peaTn3alliu.

VY S13BUMOCTH OTIEPAIIOHHBIX CUCTEM, CEPBEPOB, pa00OUYMX CTAHIMIA, KAHAJIOB CBSI3H.

VYSA3BUMOCTh apXHUTEKTYphl KiueHT-cepBep. CaabocTh CHUCTEMHBIX YTUIIUT,
koMmaHa u cereBbix cepBucoB: Telnet, FTP, NFS, DNS, NIS, World Wide Web,
Komannpel ynanennoro BbimosnHeHHs, Sendmail u anektponHas mouta. Crnaboctu
COBPEMEHHBIX TEXHOJIOTHUH MTPOrpaMMHUPOBAHUSL.

Ommbku B mporpaMMHOM obecniedeHur. CeTeBble BUPYCHI.

4.Amaxu Ha omKpvimole cucmembl.

ATak Ha OTKpBITBICE CHCTEMBI: aHAJIW3 CEeTeBOro Tpadwuka, MoAMEHA
JIOBEPEHHOT0 O0BEKTa WM CYOBEKTa, JIOKHBIM OOBEKT, «OTKAa3 B OOCITY>KUBaHUNY,
YAAJIECHHBIN KOHTPOJIb HAJl CTAHLIUEN B CETH.

OTanbl peanu3alii U yPOBHU aTak. ATaku C UCIOJIb30BAHUEM CETEBBIX
MIPOTOKOJIOB. YJAJICHHbIE aTaKyd HAa OTKPBITHIE CUCTEMBL. TUNIMYHBIE CLIEHAPUH U YPOBHU
aTax.

Kitaccuyueckne u COBpeMEHHBIE METObI, UCIOJIb3YEMBIE HAMAMAIOIIUMHU JJIS
MPOHUKHOBEHUSI B OTKPBITHIE CHUCTEMBI: I[I€peXBaT JaHHBIX U OOHApYyKEHHE
MPOCTYIIUBAIOIINX TPUIOKEHUNA, MOHUTOPUHT B rpaduyeckux uUHTepdeiicax,
MOAMEHA CUCTEMHBIX YTUJIUT, aTaKH C UCIOJIb30BAHUEM CETEBBIX TPOTOKOJIOB.

5.006ecneuenue ungopmayuonnoii 6e3onacHocmu 6 OMKPLIMBIX CUCHEMAX.

UeThlpexypoBHEBas MOJEIb OTKPBITOM cucteMmbl. Crnenuduka 3aiiuThl
PECYPCOB OTKPBITHIX CHUCTEM Ha MPUMEpPE HMHTpaHeTa. BbIOOp ceTeBOW TOMOJOTUH
WHTpaHeTa MpU MOJKIIOYEHUU K JPYTMM BHEIIHUM ceTsAM. [IpUHIUIBI co3aHus
3AIMIIEHHBIX CPEACTB CBSI3M OOBEKTOB B OTKPBITHIX cuctemax. Co3maHus
3AIMIIEHHBIX CPEJCTB CBS3U OOBEKTOB B OTKPBITBIX CHCTEMax Ha OCHOBE
crangapToB ISO 7498-2, 17799, 15408. Pa3zpaboTka MOJUTHUKH OE30MMACHOCTH JIS
OTKpPBITBIX cucTteM. CepBHCHl 0€30MacCHOCTH: HACHTU(PUKAIUS/ayTeHTU(PUKAINS,
pasrpaHUyY€HHUE  JOCTyNa, MPOTOKOJIMPOBAHWME U  ayJIWUT, HKPAHHUPOBAHUE,
TyHHEJIMPOBaHWE, MU(PPOBAHNUE, KOHTPOJIb IIEJTOCTHOCTH, KOHTPOJIb 3aIUIEHHOCTH,
oOHapy>KeHHE OTKa30B M OINEpaTHBHOE BOCCTAHOBIIEHWE, yrpaieHue. Cpencraa
obecricueHuss MHPOPMAMOHHOW 0€30IacHOCTH B OTKPBHITHIX cucTtemax. Co3maHue
KOMITJIEKCHOW CUCTEMBI 00ecriedeH s 0€30MacHOCTA OTKPBITHIX CHCTEM.

6. Aymenmugurkayus cyovekmoe u 00vbeKmoe 63auMoOeicmeus 8
OMKPLIMBIX CUCHEMAX .

[TocTpoeHue €UHBIX CUCTEM ayTeHTU (UKL, aBTOpHU3AIIUH,
NepCOHAIU3AINY, JIEJIETMPOBAHHOTO YIPABJICHUS TAaHHBIMHU O CYOBEKTaX U OOBEKTaxX
u ayaurta noctymna. CereBas ayTeHTU(DUKAIUS — «IEPBBIA pyOek» 3alUThl OTKPHITOM
cuctembl. Ilomcucrema  ayrentudukanuu.  Poccuiickuil  pBIHOK — CPEICTB
ayTeHTU(PUKAIINH.

AHanu3 TUTIOBOM MOJIeTTH ayTeHTU(DUKAIINY.

7. Bupmyanvnuie evtuucnumensvnle cemu.

Onpenenenue BUPTyaldbHbIX YaCTHBIX BhiunuciuTeNbHbIX ceTed (BUBC). Llenu

u 3anaun noctpoenuss BUBC. Cneunduxa nocrpoenns BUBC. TynnenupoBanue B
BUBC. Cxema BUBC.



[Monmutuku 6e3onacHoctu ans BUBC. CranmapTHble mpOTOKOBI MOCTPOCHUS
BUBC. Bapuantsl noctpoenuss BUBC. Buast BUBC B 3aBUCMMOCTH OT pelIaeMbIX
3agad: Intranet VPN, Client/server VPN, Extranet VPN, Remote Access VPN.
Tononornu BUBC.

VPN-kouncopiiuym o BUBC. Pekomenpanuy CHEIUAIUCTOB IO BBIOOPY
pemenuit aia nocrpoenuss BUBC. TlpoGiemsl u ys3BuMoctu coBpemenHbix BUBC.
BupryasibHbI€ JTOKaJIBHBIE BEIYMCIUTEIBHBIE CETH.

8. Mesccemeswie Ixpanbi.

Cucrembl  a”Hanu3a  3amdiIeHHOCTH.  CucTembl  OOHapyKeHus U
IpeoTBpalleHuss BTOpKeHUM @OYHKIHM MEXKCETEBBIX HKpPaHOB. PykoBomsmmnii
nokyMeHT ['octexkomuccuu Poccun mo MexkceTeBbIM dkpaHam. [Ipodunu 3amuTs
JUISL MEXKCETEBBIX JKPAaHOB. THIBI MEXKCETEBBIX JKpPaHOB. OCHOBHBIE KOMITOHEHTHI
MEXCETEeBOro 3KpaHa. CXeMbl MOJKIIOYEHHS MEXKCETEeBbIX 3KpaHOB. CrabocTu
MEXKCETEBbIX KpaHOB. BIOOp peanu3anuili MeKCeTEBbIX IKPAHOB.

AyndT W MOHMUTOPUHI HH(OPMALMOHHOW OE30MaCHOCTH B  OTKPBITHIX
cucreMax. MecTo M 3aa4yu CUCTEM aHaJIM3a 3aLIUIIEHHOCTH B 3aIlUTE OTKPBITHIX
cucreM. Kiaccupukauum cucteM aHanu3a 3alidiieHHOCTH. CeTeBble CKAaHEpHI.
CkaHepsl 6€30MaCHOCTH JIJIsl PUITOKEHHH.

Kputepuu BpiOOpa ckaHepoB 06e30macHOCTH. MeTo bl OTpakeHUs BTOPKEHUI.
OCHOBBI TTOCTPOEHHSI CUCTEM OOHApy>KeHUsl BTOp:KeHUU. CUCTEMHOE OOHapy>KEeHUe
BTOp)keHM. CeTeBoe 0OHApyKEHUE BTOPKEHUN.

[ToBenenueckoe oOHapykeHHE BTOpKeHUM. VHTeIeKTyalbHOEe 00HApyKEHHUE
BrOp>)keHMd.  KomriuiekcHoe — oOHapyxkeHue  BTOp:keHHH. BbwiOop  cuctemsl
OOHapyXeHUs BTOP>KEHUM.



4.3 IlpakTn4yeckne 3aHATUSA

Hopmarus
Howmep HaunmenoBanue tem
HanmenoBanve TeMbI . BpPEMCHH,
TEMBI MPAKTUYECKUX 3aHATUN e,
Cranpmaptuszauuss W MofenbHoe | [Ipakmuueckas paboma Nel. 2
1 Mpe/ICTaBJICHHE OTKPBITBIX | DTaJIOHHBIE MOJIEIH Cpelsl u
MH()OPMAIIMOHHBIX CHCTEM. B3aMMOCBSI3M OTKPBITBIX CUCTEM
2 HNuTpaneT kak OTKpbITasg CUCTEMA. Ilpakmuuecxas paboma Ne2. CereBbie 4
TEXHOJIOTUHU 00paboTKn JAHHBIX.
OCHOBBI KOMIIBIOTEPHON KOMMYHUKAIIUH
5 ObecrieucHue uHpopMaImoHHou | [Ipakmuueckas paboma Ne4. 2
0€30MMacHOCTH B OTKPBITHIX cucTeMax | KoHuenuu u acrekTsl ooecreyeHus
MH(POPMALMOHHOM 0€30MaCHOCTH
Ilpaxmuueckas paboma Ne5-6. 4
[TpuHIMITBI CO3IaHuUs 3aITUIICHHBIX
CPEIICTB CBSI3H OOBEKTOB B OTKPBITHIX
crcTeMax.
Ipaxmuueckas paboma Ne7. Ilpumepsl 2
MOJIUTHK O€30MacHOCTH
6 Ayrentudukammst  cyObekToB W | IIpaxmuueckas paboma NeS. OCHOBBI 2
00BEKTOB B3aMMO/JICHCTBHS B | ayTeHTU(PHUKAIUU
OTKPBITBIX CHCTEMAaX.
Hmozo 16
4.4. JlabopaTopHbie padoThI
Howmep HanmenoBanue HanmenoBanue Hopwarsts
BpPEMEHH,
TEMBI TEMBI 1abopaTopHBIX paboT e,
3 VY a3BUMOCTH Jlabopamopuas paboma Nel.Y 13BUMOCTb 4
OTKPBITBIX CUCTEM APXUTEKTYPHI KIIMEHT-CEPBEP
Ha TIpuMepe Jlabopamopnass ~ paboma  Nel. CnaboctH 4
WHTpaHeTa. CUCTEMHBIX YTHIIUT, KOMaH]l M CETEBBIX CEPBUCOB
Jlabopamopnas paboma Ne3. OmmOku B 4
MPOrPaMMHOM 00eCTIeYeHU U
Jlabopamopuas paboma Ne4. CeTeBble BUPYCHI 4
1-w1it pybesicnviii KOoHmpob Konmponwvuwiit onpoc 2
4 ATaku Ha OTKPBITHIC Jlabopamopuas paboma Ne5. JIoxxHbIN 00BEKT 4
CHCTEMBI Jlabopamopuas paboma Ne6. Ilogmena 4
JIOBEPEHHOT0 00BEKTA WM CYyOBbeKTa
Jlabopamopnas paboma Ne7. «O1ka3 B 4
00CITYyKMBaHUID)
2-0il pyOescHblil KOHMPOlb Ilpezenmayusn 00k1a008 2
| Miroro: 32

5. METOIUYECKUE YKA3ZAHUA JJI1 OBYUYAIOLINXCSA
1O OCBOEHUIO JUCHUMIIVINHBI

IIpn mpocinymmuBaHuM JIEKIUMH PEKOMEHIYETCS B KOHCIIEKTE OTMEYaTh BCE

Ba’XHBIC MOMCHTBI, HA KOTOPBIX 3a0CTPsACT BHUMAHHC IIPCIIOAAaBATCIIb, B YaCTHOCTHU




T€, KOTOPBIE HAIIPaBJICHbBl HAa KAa4eCTBEHHOE BBINOJHEHUE COOTBETCTBYIOLIEH
71a00paTOPHOI UM PAKTUYECKOM pabOTHl.

IIpenomaBareneM  3alUIAHUPOBAHO  WCIIOJIB30BAHWUE MNP  YTCHUM  JIEKIWHN
TEXHOJIOTMH yueOHOM auckyccuu. IloatoMy pexomeHayercsi (puKCHpoBaTh Uit ceOst
MHTEPECHbIE MOMEHTHI C LEJbI0 MX AKTUBHOIO OOCYXKIEHHUSI Ha JUCKYCCHU B KOHIIE
JIEKLIVY.

3a70roM KayeCTBEHHOI'O BBINOJIHEHHS J1a0OPATOPHBIX M MPAKTUYECKUX padoT
ABJICTCS CaMOCTOSITENIbHAsA IIOATOTOBKA K HHM HAaKaHyHE ITyTeM IIOBTOPEHUS
MaTEPHAJIOB JIEKIIMK. PEeKkOMeHyeTCsl MOATOTOBUTH BOIIPOCHI 110 HESCHBIM MOMEHTAM U
00CyIUTh UX C TpeToiaBaTesieM B Havyalie Ja00opaToOpHON HITH MPAKTUIECKON PabOTHI.

[IpenogaBarenemM  3alUIaHUPOBAHO IIPUMEHEHME HA  IPAKTHYECKUX U
7a00paTOPHBIX 3aHATUAX TEXHOJIOIMI pa3BUBAIOLIEHCS KOOMEpaluU, KOJIJIEKTUBHOIO
B3aUMOJIEUCTBUS, pa300pa KOHKPETHBIX CUTYALIHIA.

JUis TeKylero KOHTPOJs YCHEBAEMOCTH IO O4YHOM (¢opMe oOydeHus
IpernoaaBaTesieM UCIONb3yeTcs OallIbHO-PEUTUHIOBAsI CUCTEMa KOHTPOJISL U OLEHKU
aKaIeMUYECKON aKTUBHOCTHU. 1103TOMYy HACTOATENBHO PEKOMEHIYETCs TILATEJIBHO
npopalaTeiBaTh MaTepuai AUCUUIUIMHBI [P CAMOCTOSITENIbHON paboTe, yuacTBOBATh
BO Bcex (opMax OOCYXJE€HHS W B3aUMOACHCTBHS, KaK Ha JIEKUUAX, TaK U Ha
IPAKTUYECKUX U J1a00paTOPHBIX 3aHATUSAX B IIEJIAX JYYIIEr0 OCBOCHMSI MaTepuaia u
IIOJIyYEHHUsI BBICOKOM OLICHKH I10 pe3yIbTaTaM OCBOCHUS JUCLUILIAHBI.

BrlnonHeHne camMocTosATENbHOM pabOThl MOJAPa3yMEBAET CaMOCTOATEIbHOE
U3y4YeHHUE Pa3esioB JUCUUIUIMHBI, TOATOTOBKY K JaOOpPaTOPHBIM M MPaKTUYECKUM
3aHATHUAM, pyOSKHBIM KOHTPOJIIM U MOATOTOBKY K SK3aMEHY.

PexomennyemMass TpyJOEMKOCTb CaMOCTOSATEIbHON pabOThl MpeJCTaBieHA B
Tabnuie:

PexoMeHIyeMblil pesKMM CaMOCTOATEIbHOM pa0doThl

Pexomennyemas
TPYJAOEMKOCTb,
aKaj. yac.

HaumenoBanue
BH/Ia CAMOCTOSITEIbHOM PadoThI

CaMocTosiTeNbHOE N3YUEHUE TEM pa3/ielia

18

CrangapTuzanys U MOJIeNbHOE IPEICTABIEHNE OTKPHITHIX HH(POPMAIIMOHHBIX
CUCTEM

HpO(bI/I.HI/I OTKPBITBIX CUCTCM. I/IHTpaHeT KaK OTKpbITasgd CUCTCMaA

VA3BUMOCTh OTKPBITHIX CUCTEM Ha NPUMEPC NHTPAHCTA

ATaxu Ha OTKPBITHIC CUCTCMBbI

Ob6ecnieuenre nHGOPMAITMOHHOM OE30MACHOCTH B OTKPBITHIX CUCTEMAaX

AytenTudukaius cyobeKToB 1 00BEKTOB B3aUMOJICUCTBUS B OTKPBHITHIX
CUCTEMAX

BI/IpTyaJ'H)HI)Ie BBIYUCIIUTECIBHBIC CETU

MexxceTeBbie OKpPaHbI

IlonroroBka K npakTU4ecKuM 3aHATHAM (110 1 yacy Ha 3aHsTHE)

ITonroroBka k maboparopasiM pabotaM (o 1 yacy Ha paboty)

IToaroroBka Kk pyOeKHBIM KOHTPOJISIM (110 2 Yaca Ha KaXJIbIil)

AINOOININ N ([ WWININ| DN

IToaroroBka Kk sK3aMeHY

N
~

Bcezo:
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6. POH/1 OHEHOYHbIX CPEJCTB VIS ATTECTAIUU IO IUCHUTIVIMHE

6.1. IlepevyeHb OLIEHOYHBIX CPEACTB

1. bamnbHO-peWTUHrOBasi CHUCTEMa KOHTPOJII W OIEHKU aKaJeMHUYEeCKOU

akTUBHOCTH oOyuaromuxcs B KI'Y.

2. OtueTsl 00yUaromUXCs MO0 JJa00paTOPHBIM paboTaMm.

3. OTYeTHl CTYACHTOB MO MPAKTUYECKUM 3aHSATHUSIM.

4. 3aganus K pyoexxHbIM KOHTpossiM Ne 1, No 2.

5. Bompocsl k 3k3aMeHy.

6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pad0Thl 00Y4aIOIIMXCSl 110 AUCHMILIMHE

HanmenoBanwme Coneprxanne

Pacnpenenenue Pacmipenenenne 6ammoB
0aJIoOB 3a CEMECTPHI _ -
0 BUAM y4eOHOH Brmmonnenue =gl Ed |

Bu U 3aIlKTa Brinonuenue o = )
paboTHI, CPOKH . A TMocermeme it 3 ; 2 ; 2 2
craun yueGHoit yueOHOM [ OTYETOB [10 | MPaKTHYECKOH 3 S 3 S 3
paboTh! (dos0dsmes paboThI: nmabopaTopH paboThI = % = % A
00 ceedeHus bIM paboTam 2 2
obyuarowuxcs Ha

Bannphas

nepeom yueoHom : 15x16=16; | 33x7=21s | 35x8=24; 4 5 | 30
3anAmuiL) OLICHKA.
Kpurepuii nepecdera 6anios B 60 1 MeHee 0aIOB — HEYJOBIETBOPUTEIHHO; HE 3a4TEHO;
TPaJULIMOHHYIO OLIEHKY 10 61...73 — yIOBIETBOPUTENHHO; 3a4TEHO;
UTOTaM paboOThI B CEMECTpE U 74... 90 — xoporio;
SK3aMEHa 91...100 — oTnnuHO
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Kpurepun nomycka k
MPOMEXKYTOUHOM aTTeCcTaluu,
BO3MOXHOCTH TIOJTY4EHHS
«aBTOMAaTOM» 3K3aMEHa 110
JOUCLUIUINHE, BO3MOXXHOCTh
oJTydeHus1 OOHYCHBIX 0ajlioB

Jiis momycka K IpOMEXYTOYHOH aTTecTalMy MO AMCLUIUIMHE 32
ceMecTp OOydJarommiics AOJDKEH HaOpaTh IO HWTOTaM TEKYIIero H
pyOexxHOro KOHTponisi He MeHee 51 OammoB. B cimywae ecnm
oOyuaroruiics HaOpanm MeHee 51 Oamia, TO K aTTECTAlMOHHBIM
WCIIBITAaHUSM OH HE JIOITyCKAaeTCH.

Hdns monydernms odkx3aMeHa 0e3 TMPOBENEHHUS MPOIEAypPhI
MIPOMEXYTOYHOU aTTECTAIMN 00y4JarIeMycss HeoOX0uMo HabpaTh B
X0ZIe TEeKyLIero W pyOeKHBIX KOHTpoJei He meHee 61 Oamna. B stom
ciy4ae WTOr Oa/UTbHOW OIEHKH, IIOJIy9aeMo OOyJaromuMcs,
ompefenseTcs MO KOMUYeCTBY OayljioB, HaOpaHHBIX HM B XOJe
TEeKylmero ¥ pyoOexHoro koHtposied. [lpm 3ToM, Ha ycMOTpeHHE
mpernofaBaressi, OalbHas OIEHKa OOydJaromerocss MOXeT OBITh
MOBBIIIIEHA 32 CYeT TOJy4YeHHsS JOTOJHHUTEIBHBIX OauioB 3a
aKaJIeMUYECKYIO0 aKTUBHOCTb.

OOy4arommiicsi, MMEIOINI TpaBO Ha TONyYeHHE OIEHKH 0e3
MPOBENCHUSI  MPOIEAYPHl  MPOMEXKYTOYHOW  aTTECTAallid, MOXKET
MOBBICUTH €€ NYTEM CAadyu aTTCCTAIIMOHHOI'O HCIIbITAHUS. B cjydyac
MOJTyYeHHs1 OOydaroIUMCsl Ha aTTeCTalMOHHOM HcmbiTanuu (0 GaioB
UTOT OATFHOM OIIEHKH IO TUCIUITINHE HEe CHIKAETCSI.

3a akaJeMHUYECKyI0 aKTHBHOCTb B XOJE OCBOCHHSI JUCUWIUIMHEI,
yyacThe B Y4eOHOH, Hay4YHO-HCCIICJ0BATEIbCKON, CIOPTUBHOM,
KYJbTypPHO-TBOPYECKOI u OOIIEeCTBEHHOM JIeSITeTBHOCTH
o0yJaromeMycsi MOTYT OBITh HAYHCIIEHBl JOTIONHUTEIhHBIE Oallibl.
MakcumanbHO€ ~ KOJNMYECTBO  JIOTIONHUTENBHBIX  OaluioB  3a
aKaJEMUYECKYH0 aKTUBHOCTh cocTaBiseT 30.

OcHoBaHHEM TSI TTOTYYEHUS TOTTOTHUTENBHBIX OAIIOB SBIISIOTCS:

- BBIIIOJIHECHUC AOOIIOJIHUTCIBHBIX 3aIlaHI/II\/'I o JHUCHHUIININHE,
JIOTIOJTHUTEINIbHBIE OaJThl HAYMCIISIFOTCS ITPENoIaBaTeNeM;

- yyacTMe B TEYEHHE ceMecTpa B y4eOHOH, HaydHO-
HCCIIEIOBATEIIbCKOM, CIOPTUBHOW, KYJIBTYPHO-TBOPUECKOW W OOIIle-
cTBeHHOM AesitenpHocTH KITY.

®opMbI ¥ BUIBI YI€OHOH paOOTHI
IUIs1 HEYCTIEBAIOIINX
(BOCCTaHOBHBIIMXCS HA Kypce
00y4YeHHS )00YIarOIIUXCS IS
MOJTyYEHUS] HEJOCTAIOLINX
0aJUI0B B KOHILIE cEMecTpa

B cinydae ecnmu K MPOMEKYTOYHOW aTTecTalMu (9K3aMeHY)
HaOpaHa cymma MeHee 51 OamioB, oOydaromemycss HEOO0XOIUMO
HaOpaTh HeJOCTalollee KOJIMYECTBO OaIoB 3a CUET BBINOIHEHHS
JIOTIOJTHUTENBHBIX 33/IaHuM, 70 KOHIIA TocienHel (3a4eTHOM) Henenu
ceMecTpa.

JIMKBUIAIMs aKaJIeMUYECKUX 3a0/DKEHHOCTEH, BOSHHKIIHMX H3-32
pasHOCTH B y4eOHBIX IUIAaHAX MPU IEPEeBOJE WWIM BOCCTAHOBICHUH,
TPOBOAMTCS IyTEM BBIIOJIHEHHS JIOTIONHUATENBHBIX 3a/aHuil, Gopma U
00bEM KOTOPBIX ONPEIENISIeTCs IPEToIaBaTeNeM.

6.3. IIpouenypa oueHUBaHUS Pe3yJIbTATOB OCBOCHUS TUCHMUILTHHBI

1-p1if pyOeKHBII KOHTPOJIb MPOBOJAATCS B (POpME MHUCHMEHHBIX OTBETOB HA
KOHTpPOJIbHBIE BOMPOChl. O0yUaromuiicsi oTBe4aeT Ha 2 KOHTPOJIbHBIX BOIPOCOB IO 2
Oanmna kaxnpid. Ilepen mpoBeaeHweM pyOeKHOTO KOHTPOJISL MpEnojaBaTelib
npopadaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTepras COOTBETCTBYIOLIUX Pa3esioB
JTUCHMIUIMHBL B (opMe KpaTKOM JIEKIUU-IUCKyccuu. Ha pyOexHbId KOHTPOJIb
CTYJ€HTY OTBOJUTCS 2 aKaJeMUYECKUX Yaca.
2-0i1 pyOEXHBIH KOHTPOJIb MPOBOJIUTCA B BHUJAC Mpe3eHTanu pedepara mo
TE€MaM, MTPEII0KEHHBIM ITPENO01aBATEIIEM.
[IpenogaBaTens oueHHBaeT B Oaax pe3ysbTaThl PYOEKHBIX KOHTpPOJIEH
KQ)KJIOTO CTYJI€HTa ¥ 3aHOCUT B BEJOMOCTb y4€Ta TEKYIEH yCIIEBAEMOCTH.
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DK3aMeH MPOBOAUTCS B TPAIUIIMOHHOU (opme, 1o Ouneram. buer cocrout u3 2
BOINPOCOB. Bompockl kK 3K3aMeHy JOBOAATCS JO CTYICHTOB Ha TIOCICIHEH JICKIMU B
cemectpe. Kaxmplii Bompoc oreHuBaercst B 15 OamwroB. Ha monmroroBky otBera
00yJaroeMycst OTBOAUTCS | aCTPOHOMHUYECKHIT vac.

Pe3ynpraThl TEKyIIEro KOHTPOJS YCIEBAGMOCTH M HSK3aMEHa 3aHOCSATCS
npernojaBaTelieM B JK3aMCHAIIMOHHYIO  BEJOMOCTb, KOTOpas CHaeTcs B
OpraHM3alMOHHBIN OT/AENT MHCTUTYTa B JCHb JK3aMEHA, a TAK)KE BBICTABISIOTCS B
3aYETHYIO KHIDKKY 00y4aroIerocs.

6.4. IlpuMepbl O1LIEHOYHBIX CPEACTB I PyOesKHbIX
KOHTPOJIEH ¥ IK3aMeHa
1-vti1 pybesicrvlit Konmpob
IIpumepHvle KOHMPOIBLHBIE BONPOCHL OJI5l NUCLMEHHO20 ONPOCa

1. Kak MOXHO oOmpenenuTh TMOHSATHE «OTKphITas WHGOPMAIMOHHAS WU
IIPOrpamMMHasi CUCTEMay?

2. Kakumu cBolicTBaMu 00J1a/iaeT OTKpBITast cucTtema?

3. Kakue OpraHu3aLux o0pasyroT CTPYKTYPY MEKlyHapOIHOU
CTaHJapPTU3ALNH B 00JaCTH UHPOPMAIIMOHHBIX TEXHOJIOTUNA?

4. Yto cocTaBisieT METOAO0JIOTHYECKYI0 OCHOBY 0a3uca OTKPBITBIX CUCTEM?

5. KakuMm oOpa3om onpenenstoT NoHsATHE «ITPO(UIL OTKPHITON CUCTEMBI»?

6. YS3BUMOCTH OTKPBITBIX CUCTEM Ha MMPUMEPE WHTPAHETA.

2-011 py0excHblil KOHMPOJlb

[TogrotoBka pedeparoB cTyaeHTaMU C TMpe3eHTaluell Ha 5-7 MUHYT.
[loaroToBka W 3amura CTyJE€HTaMU peeparoB MO TE€MaM, HE BXOJSIIMM B IUIaH
JIEKIUH, TO3BOJSET PACIIMPUTh HAYYHBIM KPYro3op CTYAEHTOB, NMOBBICUTH HAaBBIK
paboThl ¢ yueOHON U HAy4YHOH OTEYECTBEHHOM M 3apyOeKHOMU JINTEpaTypoil, pa3BUTh
A3BIKOBBIE  HAaBBIKM, [OBBICUTH  MAaT€MaTHYECKYl IOArOTOBKY,  YKPEIHTb
MEKIMCIMIUIMHAPHBIE CBSI3H, MOBBICUTH HABBIK MTPOTPAMMHUPOBAHUS, PA3BUTh HABBIK
CUCTEMaTHU3UpOBaTh M CBOOOJHO W3JaraTh IMEpel ayAuTOpUeld Mmarepuasl 1o
3aIaHHOU TeMe.

Ilpumepnotii nepeuens peghpepamog:

. [lonmuTrKa UCNIOIB30BaHUS PECYPCOB HHTPAHETA
. [loiuTrKa B OTHOLIEHWU TTAPOJIEN
. [lonutuka mmdpoBanus
. AHTUBUpYCHAas MTOJIUTUKA
. [losiuTHKa OLIEHKU PUCKOB
. [lonntuka aynura
. [lonuTrKa 11 MOrpaHUYHBIX MapLIPYyTU3aTOPOB
. [lonmuTrka yaneHHoro 1ocryna
9. IlonuTHKa TOCTPOCHUS] BUPTYaATbHBIX YaCTHBIX CETEH
10. [TonuTHKa AJis SKCTpaHeTa
11. IMonmutuka nsst 000pyI0BaHUS TOTPAHUYHON JEMUITUTAPU30BAHHOM 30HBI
12. TTonnTrKa NOAKIIFOUEHHUS MOAPA3ACIICHUNA K HHTPAHETY
13. ITonMTHKa NOAKITFOUEHUS K HHTPAHETY C IPUMEHEHHEM MOJEMa
14. Tlonutuka nis KOHPUASHIUATLHON HHPOPMAITUU

OO\ DN K~ W=
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15. Ilonmutuka nis BeO-cepBepa

16. [TonmuTrKa NEPECHUIKU IEKTPOHHOMN MOYTHI

17. IlonuTuka XpaHEHUs SIEKTPOHHOUN MOYTHI

18. [TonuTHKa [JIs1 MEXKCETEBBIX IKPAHOB

19. TlonuTHKa crienaibHOro AOCTYyNa

20. IlomuTHKa NOAKIIOYEHHS] HOBBIX YCTPOMCTB B HHTPAHET

INPUMEPHBIA NEPEYEHb BOITPOCOB K DK3AMEHY

1. OcHOBHBIE 3JIEMEHTHI TEXHOJIOTHH OTKPBITHIX HHPOPMAITIOHHBIX CUCTEM

2. COBMECTUMOCTb OTKPBITBIX CHCTEM

3. bazoBas Mozens HHGOPMAITMOHHON CHCTEMBI

4. OCHOBHBIE MOJIEJIA OTKPBITBIX CUCTEM

5. I[lonarue unTpanera. CTpykrypa HHTpaHETa. DTaJOHHAs MOJEIb UHTPAHETA.

6. Drtamnbl co3ganus uHTpanera. Bunbl uHTpanera. CTaHIapThl CO3/aHUS
WHTpaHeTa

7. IHTpaHeT KaK 4acTh CPE/bl OTKPHITHIX CUCTEM

8. uTpaHeT u 3KCTpaHeT

9. [loptan u UHTpaHET

10. Yrpo3sl pecypcaM UHTpaHETa U MPUYUHBI UX peallh3aliun

11. VS3BUMOCTb apXUTEKTYphI KJIUEHT-CEPBEP

12. CnabocTu CHCTEMHBIX YTUIIUT, KOMaH]] M CETEBBIX CEPBHCOB

13. CeteBble BUPYCHI

14. Y nanenHbie aTaky Ha OTKPBHITHIE CUCTEMBI

15. TunuyHkIle CliIeHApUX U YPOBHU aTaK

16. Knaccudeckuie 1 COBpeMEHHBIE METOIbI, CIOJIb3yEeMbIE€ HaMaJarolIMMU
JUTSI TIPOHUKHOBEHMSI B OTKPBITBIC CHCTEMBI

17. YeTwipexypoBHEBas MOJIENIb OTKPBITOM CUCTEMBbI

18. Crnenuduka 3anuThl pECypCcoB OTKPBITHIX CUCTEM Ha MTPUMEPE UHTPAHETa

19. Bei6op ceTeBoii TOMOJIOTUY UHTPAHETA MPH TOAKITIOYEHUH K IPYTUM BHEITHUM
CeTsIM

20. TIpuHIUITEI CO3MaHNSA 3AIUIIIEHHBIX CPEJICTB CBSI3U O0BEKTOB B OTKPBITHIX
cucTeMax

21. CepBuchl 6€3011aCHOCTH

22. CpenctBa obecrieueHus MHPOPMAITMOHHOM 0€30MTaCHOCTH B OTKPBITHIX
cUCTeMax

23. YnpasiieHne 0€30MacCHOCThI0 OTKPBITHIX CHCTEM

24. Opranu3aoHHO-TIPABOBBIE METOIBI 3aIIUTHI OTKPBITHIX CUCTEM

25. AytenTrduKaIms cyObeKTOB 1 00BEKTOB B3aUMOJICHCTBUS B OTKPBITHIX
cHCTeMax

26. BuptyanbHble BHIYHCIUTENbHbBIE CETU

27. CucteMbl aHAJIM3a 3alTUIIICHHOCTH

28. CucreMbl OOHAPYKEHUS U MIPEAOTBPAICHUS BTOP>KEHUN
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6.5. ®oH OLIEHOYHBIX CPEICTB
[Tonneiit  OaHk 3aJaHMil IS TEKYIIEro, pPYyOEKHBIX KOHTPOJICH W
MIPOMEXKYTOUYHOM aTTECTAllMd IO JUCLMIUIMHE, IOKAa3aTeNH, KPUTEPUH, UIKAJIbI
OLICHUBAHUS KOMIIETEHUIN, METOJINYECKUE MaTEpUaIIbl, ONPEACIAIOMMNE TPOLETYPbI
OLICHMBAHUsI 00pa30BaTENIbHBIX PE3yJbTATOB, MPUBEIACHB B y4eOHO-METOAMYECKOM
KOMILIEKCE JUCHUTLIAHBI.

7. OCHOBHAS U JTONNOJIHUTEJIBHASI YYEBHASA JIUTEPATYPA
7.1. OcHoBHas y4yeOHas1 IUTEpPaTYpa

1. MenpnukoB /[.A. MHpopmanroHHas O€30MACHOCTb OTKPBITBIX CHUCTEM:
yaeOnuk / JI.A. MensaukoB. — M.: M3a-Bo «®nuaTay, 2014, — 448c¢. loctyn u3 ObC
«KoHCYIBTaHT CTyICHTa»

2. Munocnasckas, H.I'. CeTeBbie aTaku Ha OTKPBITBIC CHCTEMBI Ha MPUMEPE
uHTpaHeTa: yueoHoe nocodue / H.I'. Munocnasckas. - M.: MUDU, 2012. - 64 c.

3. M.U. bapabanoBa, B.M. KuseBo. WNHpopManmoHHBIE TEXHOJIOTHU:

OTKPBITBIE CUCTEMBI, CETH, 0€30MAaCHOCTh B CUCTEMAaX M CETAX: YdeOHOoe mocodue.—
CII6.: Uzn-Bo CIIOI'YD®, 2010. — 267 c.. Hoctyn u3 ObC «KoHcynbTaHT cTyAeHTa»

7.2 lonoJIHUTEIbHAS JINTEPATYyPa

1. CereBas 3ammura Ha ©06aze TexHojmorui ¢upmbl Cisco Systems.
[Ipaktrnueckuii kypc: yueoHoe nmocooue / A.H. Angponuunk, A.C. Komepos, H.W.
Cunaackuii, M.IO. lllep6akoB ; MuHucrepcTBo o0pa3zoBaHusi U Hayku Poccuiickoit
®enepaunu, YpaiabCkuil (eaepalibHblii YHUBEpCUTET MMeHH nepBoro Ilpesunenta
Poccun b. H. Enbnuna ; mox o6bm. pen. H.M. Cunaackuii. - EkarepunOypr :
N3parenbcTBO Ypanbckoro yHusepcurera, 2014. - 179 c.

Pexxum moctym: http://biblioclub.ru/index.php?page=book&id=275694

7.3 YueOHO-MeTOANYeCKas JTUTEpaTypa

1. Mockeurn B.B. Meroauyeckue ykazaHHs K TPAKTUUYECKUM 3aHSATUSM IO
mucuutuimHe «HdopmarnmonHas 6€30MacHOCTh OTKPBITBIX CHUCTEM» JIJISI CTYJIEHTOB
ouHol hopmel o0yuenus Hampasiennit 10.05.03 u 10.03.01. Kypran, KI'Y, 2017 -7 c.

2. MockeuH B.B. Metoauueckue yka3zaHus K BBITIOJTHEHUIO JIAOOPATOPHBIX paboT
no auciurunae «MHpopMannonHas 6€301MacHOCTh OTKPBITBIX CHCTEM» JJIsl CTYJICHTOB
ouHoit (hopmer 00yuenus Hanpasienuit 10.05.03 u 10.03.01. Kypran, KI'Y, 2017 - 11 c.

8. PECYPCbHI CETU <MHTEPHET»,

HEOBXOAUMBIE JJIs1 OCBOEHUSA JUCIHUAIIJIMHBI
. OBC htt://www.iprbookshop.ru/
. OBC htt://www.znanium.com/
. OBC htt://www.studentlibrary.ru
. http://nio.kgsu.ru/ Caiit KI'Y. Hayuno-nccine10BaTenbCKuid OTAeI
. http://window.edu.ru/. EnnHoe okHO 1ocTyma Kk 00pa3oBaTeIbHBIM pecypcam
. http://elibrary.ru/. Hayunas snextpoHHast 0MOIMOTEKa
. http://dspace.kgsu.ru/xmlui/ Dnextponnas oubnuorexa KI'Y

~NOoO ok wWwN
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9. THOOPMAIIUOHHBIE TEXHOJIOI'NU, TIPOIT'PAMMHOE
OBECIIEYEHUE U UTHO®OOPMALMOHHBIE CITPABOYHBIE CUCTEMBbI

1. OBC «Jlanby.

2. ObC «KoHCynbTaHT CTYJEHTaY.

3. OBC «Znanium.comy.

4. «"apaHT» - CIpaBOYHO-TIPABOBAs CHCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
JANCIUITIJINHBI

MarepuanbHO-TEXHUYECKOE OO0ECleUeHue IO peanu3aluyd JAUCIUILIUHBI
ocymecTBisiercsi B coorBerctBuM ¢ TpeboBanuss DPI'OC BO mno ganHOM
00pa30BaTeNbHON MPOrpaMMe.

11. JInst cTyaAeHTOB, 00y4al0NIUXCH C MCIO0JIb30BAHUEM TMCTAHIMOHHBIX
0o0pa3oBaTeJIbHBIX TEXHOJOTHI

[Ipy  HCMONB30BaHMM  ABJEKTPOHHOTO  OOYYEHHS U JUCTAHIIMOHHBIX
oOpazoBarenbHbIX TexHoyoruit (mamee D0 u JIOT) 3aHATHS TOJHOCTBIO WIIU
YaCTUYHO MPOBOJATCS B pexuMme oHiaiiH. O0beM AUCIUIUIMHBI U pacIpeesieHue
Harpy3ku 1o Bugam pabor coorBerctByeT 1. 4.1. Pacmpenenenue O6anios
COOTBETCTBYET M. 6.2 1100 MOXKET OBITh U3MEHEHO B COOTBETCTBUHU C pEUICHUEM
kadenpel, B ciaydae mnepexona Ha D0 um JIOT B mpomecce oOyuenus. Pemienue
kadeapsl 00 HUCIHOIB3YEMbIX TEXHOJOTHUSIX U CHUCTEME OILICHUBAHUS JIOCTHXKECHH,
oOyyJarommxcsi TPUHUMAETCS C Y4YETOM MHEHHS BEAYIero IpenojaBareiiss Hu
JIOBOJIUTCA IO CBEACHUS O0yUYarOIIMXCA.
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[MPUJIOXKEHUE 1
AHHOTaIUs K pabouelt mporpaMme TUCHUILTAHBI
«AndopmannoHHas 6€30MaCHOCTD OTKPBITBHIX CHCTEM»

00pa30BaTeILHOM MTPOrPaMMBI BBICIIIETO 00pa30BaHUS —
IPOrPaMMBI CIICITUATTUTETA
10.05.03 — UndopmanuonHasi 6€301aCHOCTh ABTOMATU3HPOBAHHBIX CHCTEM
Cnenmanuzarms Ne5
Be3onacHOCTh OTKPBITHIX HHPOPMANMOHHBIX CHCTEM

Tpyooemxocmo oucyunaunsl: 4 3.e. (144 akaneMudeckux yaca)
Cemecmp:11 (ounas hopma oOyueHus)
Dopma npomedcymoyHol ammecmayuu. SK3aMeH

Conepxanue nucuuiuinHbl. OCHOBHBIE pa3/ieJibl

WNuterpanust ceteit B OTKPBITBIX ~ MHGOPMAIMOHHBIX  CHCTEMax.
[IpoekTrpoBaHUE 3alTUIIEHHBIX OTKPBITHIX WHPOPMAIMOHHBIX cHUcTeM. OCHOBHBIC
yIpo3bl H”HOOPMAIIMOHHONW 0€30MaCHOCTH JJISI OTKPBITHIX MH()OPMAIIMOHHBIX CHCTEM.
Mopaens  HapymmuTens  UHGOPMAIMOHHONW  0€30MacHOCTH  JIJII  OTKPBITHIX
nHpopMaMoHHBIX cucTeM. CeTeBble MPOTOKOJIBI M TEXHOJIOTUU TIEpeauu JaHHBIX B
OTKPBITHIX MH()OPMALIMOHHBIX CUCTEMAX. Y I3BUMOCTh OTKPBITHIX UH(POPMAIMOHHBIX
CUCTEM. YJlaJieHHbIE CETeBbIe aTaku. MeTo/abl U CPEeACTBA peaiM3aluy YIaIeHHBIX
CETEBBIX aTaK Ha OTKPBIThIC MHPOPMAITUOHHBIE CUCTEMBI.
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JIMCT
perucTpanuy Uu3MeHeHu (10MoJTHeHu) B pado4y0 NporpaMmmy
Y4eOHO# JUCHMILTHHBI
«AndopmannonHas 6€30MaCHOCTD OTKPBITBHIX CHCTEM»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN NIPEnogaBaTeib / Mocksuu B.B. /

N3meHeHust yTBEpKIEHBI HA 3aceTaHuM KadeIpbl « _ » 20 r.,
IIporokoit Ne

3aBenyromuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 10noJIHeHHs B pa004yI0 NporpaMmmy
Ha20 /20 y4eOHwbIii roa:

OTBETCTBEHHBIN NpenogaBaTesb / Mocksun B.B./

W3meHeHust yTBEpKIEHBI HA 3aCeTaHuu Kadeaphl «  » 20 r.,
[Tporokoi Ne

3aBenytromuii kadenpoit «_» 20 T
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