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1. OFBEM JUCITUIIJIMHBI

Beero: 9 3aueTHBIX €IMHHUIBI TPYZOEMKOCTH (324 aKkaJeMUYECKHX Yaca)
Ounas ¢opma obyuenuns

" Ha Bcro Cemectp

Bup yueOHoii paboTsI i g )
AyaHMTOpHBIE 3aHATHS (KOHTaKTHAN padora ¢
npenojaBareJieM), BCero 4acon 176 96 80
B TOM YHCJIe:
Jlexuun 62 32 30
JlaboparopHsie paboThI o2 B 20
IlpakTHyeckue 3aHATHS 62 32 30
CamocrosiTesibHas paboTa, Bcero 4acop 148 84 64
B TOM YHCJIE:
IloaroroBka K dK3aMeHy 54 27 27
JIpyrue BHIBI CAMOCTOSITENILHOM PaboThI
(MOZrOTOBKA K MPAKTHYECKHM 3aHSTHIM H 94 57 37
nabopaTtopHbIM paboTaM H pyOeKHOMY KOHTPOIIIO)
Buja npoMeskyTo4HOI aTTecTAIMH IK3aMeH 3K3aMeH | JK3aMeH
O6masi Tpy10eMKOCTh JHCHHIIHHBI H TPYA0EMKOCTh 324 180 144
10 ceMecTpaM, YacoB




2. MECTO JUCHUILJIMHbI
B CTPYKTYPE OBPA3OBATEJIbHOH ITPOI'PAMMBI

Jducnunnuba «lTporpaMmHoO-anmapaTHbele CpelcTBa 3allUThl HH(OPMALAH»
OTHOCUTCA K obOsa3arensHOH dactu brnoka 1  Moayns «uH(pOpMaIHOHHAS
6e30macHOCTEY.

M3yuenne  aucuuruiHel — OasupyeTcsi Ha  pesyibratax — oOyd4eHus,
c(OpMHPOBAHHBIX NIPH H3YYESHUH CIIEAYIOUIHX AUCIUTLIHH:

— OcHoBbI HH(OPMAILIMOHHON 0€30MacHOCTH.

— TeopeTHueckrue OCHOBBI KOMITbIOTEPHOH 0€30I1aCHOCTH.

— bezonachocTs ceteit DBM.

— be3onacHoOCTh OnepalMOHHBIX CHCTEM.

Pe3ynpraTtel 00y4eHHS MO JAUCLUIUIMHE HEOOXOAMMBI JJISi BBITOJTHEHHS
pa3/ieJioB  KypCOBOIO IIPOEKTa IO JAucUMIUIMHEe «Pa3paboTka | 3KCIUTyaTaius
3alIMIIEHHBIX ~ ABTOMATM3WUPOBaHHBIX  CHCTEM», a  TakKKe  BBITYCKHOM
KBaTM(PHUKAIIMOHHOHN paboThI.

3. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHUSA

Llenvlo W3ydeHWs] IMCUMIUIMHBI SIBISeTCS: NpHOOpeTeHHe 00ydYaeMbIMH
HeoOxonumoro obbeMa 3HAHMH M INIPAaKTHYECKHX HABBIKOB TI0  aHAJM3y
3(QPEeKTUBHOCTH NPOrpaMMHO-aNNapaTHBIX CPECTB 0becieueHuss HHPOPMAaMOHHOM
6e30nacHOCTH, yNpaBleHHIO 6€30IMaCHOCTBI0 aBTOMATH3HPOBAHHBIX CUCTEM B YACTH,
Kacarollleiics NporpaMMHO-allNapaTHBIX CpeACTB olecrievyeHHss HWHOOPMAIHOHHOM
Oe3omacHOCTH.

3aoauu oucyunaunoi:

- OCBOEHHME ITPHHLMIIOB nnocTpoeHus nojacucteM 3anmtel B OC, BC u CYB/]
pa3nM4YHOM apXUTEKTYpHI;

- CPEZICTB U METOJI0B HecaHKIIMOoHHpoBaHHoro foctyna (HCII) k pecypcam
OC, BCu CYB/];

- IPUHLUIIOB (PYHKIIMOHUPOBAHHS COBPEMEHHBIX CHCTEM MIEHTH(GUKAIIHH U
ayTeHTH(QHUKAIHIH;

- CPEJICTB U METOJIOB peali3aliii aTaK Ha CEeTeBbIE PECYPCHI;

- IIPUHLUIIOB UCIIOJb30BaHUSs MEXKCETEBBIX HKpaHOB (MD);

- IOCTPOEHMS CUCTEM aAanTHBHON 0€30MacHOCTH B BEIYHCIHTEIBHBIX CETAX;
IIOCTPOEHHUSI BUPTYaIbHBIX YACTHBIX CeTEeH.

Komnerenuuu, popmupyemMble B pe3ybTaTe OCBOSHHUS TUCITHIUTHHEIL:

- CcnocoOHOCTh TPHUMEHSATh IPOTPAaMMHEIE CpPEACTBA CHCTEMHOIO H
[IPUKJIAJHONO Ha3HA4YeHHH, B TOM 4YHCIE€ OTE4YEeCTBEHHOrO IPOU3BOACTBA, I
pelueHus 3a1a4 npogpeccuoHanpHoi aearensHocTd (OITK-2);

- CIIOCOOHOCTH pellaTh 3a71ayd NpodecCHOHANBHOH AeATENBHOCTH C yYETOM
TEKYIIEr0 COCTOSHMS M TEeHISHIMH pa3BUTHA HWHPOPMALHOHHBIX TEXHOJIOIHIA,
CPEeICTB TEeXHMUYECKOH 3ammuThl HHpOpManuu, cereil M cuUCTeM mepenayu
undopmanuu (OI1K-9);

- CIIOCOOHOCTH OPraHM30BHIBATH M NMPOBOAMTH AMATHOCTUKY M TECTHPOBAHHE
CHUCTEM 3alluThl MHGOpPMALMKM aBTOMATU3MPOBAHHBIX CHUCTEM, IIPOBOAUTH AHAJIM3



yA3BUMOCTEH CcHCTeM 3amuThl WHbOpMaLuM aBToMaTH3upoBaHHbIX cucTeM (OITK-
13);

- OCYILECTBIIATh aIMUHHCTPUPOBAHNE U KOHTPOJIb (YHKLIMOHUPOBAHHKs CPEJICTB
M CHCTEM 3allMThl WHPOPMALMK aBTOMATU3UPOBAHHBIX CHUCTEM, WHCTPYMEHTAJIbHBIN
MOHUTOPHHT 3alMIIEHHOCTH aBTOMaTU3UpoBaHHBIX cucteM (OITK-15);

- CIOcOOHOCTh OCYILECTBISITH KOHTPOJIb obecredeHuss HHPOPMAIMOHHOM
6€30MacHOCTH U MIPOBOJHUTEH BEPHU(HUKAINIO JAHHBIX B OTKPBITHIX HH()OPMALMOHHBIX
cucremax (OI1K-5.3).

B pesynbrare u3yyeHUs JUCUUITMHBI 00yJalomMiCs JOKEH:

3HAMb.

- IporpaMMHO-alIapaTHBle cpeAcTBa obecreyeHHs HHQOPMALMOHHOM
Oe3omacHOCTH B THIMOBBIX omnepaudoHHbIX cucreM (OC), CYB/l, KOMIBIOTEPHBIX
cetsax (ansa OIIK-9);

- pPOBOAWMTH BHIOOP MPOrpaMMHO-ANNapaTHBIX CPe/CTB  obecrnedeHus
uHpOpMalMOHHOW  0e30macHOCTH Ul KCIOJB30BaHMS WX B COCTaBe
ABTOMATH3UPOBAHHOM CHCTeMBbl C Lenblo ofecrnedyeHuss TpeOyeMoro ypOBHS
3aIIMIIEHHOCTH aBToMaTu3upoBanHoi cucreMsl (s OINK-2, OIK-15);

- BBISBIISATH YS3BUMOCTH HH(OPMAIHOHHO-TEXHOJOTHYecKuXx pecypcoB AC,
IPOBOAUTE MOHUTOPHHT yrpo3 6e3onacuoct AC (ma OINK-13, OIIK-5.3);

enademo:

- HaBBIKAMH HCIIOJIB30BAaHUS ITPOrPaMMHO-AIApaTHBIX CPEeACTB obecrnedeHus

WHGOPMALHOHHOM 0€30MacHOCTH aBTOMAaTH3UpOoBaHHBIX chcTeM (s OINK-2, OIIK-
9, OIIK-13, OIK-15).

4. COAEP KAHUE JUCHUITIJIMHbI
4.1. YueOno-remaTuueckuii njan. Ounas ¢gopma obyuenuns

KonugecTBo 4acos
Polien Homep Hasasriikbt i, KOHTAKTHOH paboThl ¢ IpenoaasareseM
TeMbl ) ITpakTHy. JlabGoparop.
3aHATHS paboThI
8 cemecmp
1 Beedenue 2 - -
Ioocucmempt 3auqume! 6
cospemennsix OC. IIporpaMmMHO-
2 anmapaTHble METOIBI H CPE/ICTBa 6 8 8
- OrpaHHYEHHs K pecypcam U
i komroneHram [19BM.
54 3 ITporpamMMHoO-annaparHeie CpecTsa ’ ) g
Q_' v
KpHnTorpadguyecKoi 3alyThl.
2 3ammra nporpamMmm. 6 10 8
[ToacucTeMb! 3aUTH HHOOPMAIHH B 4 . 4
5 OC Windows NT. ;
Pybexcrutii konmpons Ne 1 - 2 -
~ 6 [MoxcucTema 3aIUTEl HHPOPMALMH B ’ i 4
X OC UNIX.
= 7 3ammTa HHGOpPMALUH MTPH 4 ) y
i unterpard UNIX 1 Windows NT.




3ammTa HHOPMAIHK B BEIYHC/THTEIEHEIX
8 CHCTEMAX U CETSIX. ATaKH HA CETEBBIE 3 + -
CITY>KOBI.
AnantuBHas 6€30MacHOCTH B 3 4 )
9 BBIYHCITHTEILHBIX CETSX.
Pyéesicnviii konmponn Ne 2 - 2 -
Hmozo 3a cemecmp 32 32 32
9 cemecmp
10 Me:xceTeBbie SKpaHbI. 2 8 -
11 Y laJieHHBIN JIOCTYII K CETH. 2 - -
e 12 BupryanbHble yacTHEIE CEeTH. - 10 6
% 13 IToruTHKa Ge30macHOCTH. 4 - -
% 3ammra nHGOPMALKH B cHCTEMAaX
. 14 yhpaBlieHHs 6a3aMu JaHHBIX. -} - -
ITonsTHs Oe3onacHoCTH 6a3 JaHHBIX.
Pybexcuotit konmpons Ne 3 - 2 -
15 Kpurepuu sanminersocTd 623 JIaHHBIX. -+ -
16 Monenn 6ezonacHocTy B cucTeMax 4 ) 3
- ylpaBjieHHus 6a3 JaHHBIX.
x 17 Mexanm3Mb! oOecTieyeH s LIETOCTHOCTH 4 8
& 6
= CHCTEM YIIpanieHHs! 0a3 JAHHBIX.
= Mexanu3me! obecrieyenus 5 . 4
18 xkoH(pHaeHManbHOCTH B CYB/I.
Pybesicuviit konmpons Ne 4 - 2 -
Hmozo 3a cemecmp 30 30 20
Bcero: 62 62 52

4.2. CoaepxaHue JIEKIHOHHBIX 3aHATHI

Tema 1. Beeoenue

Llenu wu 3amaum  kypca. CopepikaHMe qUCLHILUIAHBI. Pexomennyemas
nuTeparypa. OCHOBHbIE NOHATHS U onpeneneHus. OCHOBHBIE IPHHIMIBI CO3AHHS
NPOrpaMMHO-aNNapaTHbIX CPEACTB obecnedyeHus MHPpOPMAIMOHHOH Ge30macHOCTH.
Konnenuus aucneryepa gocryna.

Tema 2. Ilpozpammno-annapamnsie memodnt u cpedcmea 0ZDAHUYEHUA K
pecypcam u komnonenmam I1BM.

ITporpaMMHo-annaparHele CpeAcTBa, peanusyromme OTAEIbHbIE
(yHKIMOHANEHBIE TPeGOBaHHMSI 10 3alIKMTe, MX PHHIHIB! ASHCTBHS U TEXHONOIHUECKHe
OCODEHHOCTH, B3aUMOJIEHCTBHE C OOLIECHCTEMHBIMU KOMITOHEHTAMH BEIYMCIIHTETBHbIX
CHCTeM. 3aaui W TEXHONOTHA CepTH(HKALMK MPOrPAMMHO-AMNAPATHBIX CPELCTB Ha
COOTBETCTBHE TpeOOBaHWAM HH(POPMALMOHHON Ge3omacHocTd. OCHOBHEIE KAaTEropHH
TpeGOBaHUH K TIPOrpaMMHOM M MPOrPaMMHO-AINapaTHON —pealn3aluy CpeACTB
obecrieyerus MHPOPMAIMOHHON Ge30macHOCTH. MeTOBl M CpecTBa OrpaHHYEHHs
JocTyna K KoMmoHeHTam OBM. Metompl M cpencTBa NpHBS3KH MpOrpaMMHOTO
obecrieueHus K anmapaTHOMy OKDYXEHHIO W (M3HYeCKMM HOCHTENsM. Meromsl u
CpelICTBA XpaHEHs KIHOYeBOM WHOpOpManuu. MeTombl W CpencTBa OrpaHMYCHHUS
JocTyna K daitnam.

Tema 3. [Ilpozpammno-annapamusie cpedcmea Kpunmozpaguueckoii
3auqumel. IloctpoeHne anmapaTHBIX KOMIIOHEHTOB 3aIUTHI JaHHbIX. 3aiuTa (aiinos




OT M3MEHEHHUS. DNEeKTPOHHO-IM(pOBas MOANKCH. 3allliTa aJrOpUTMa IIU(PPOBaHMS,
NPUHLMI YyBCTBUTENBHON 00JacTH M NPUHLUMI INIaBHOro Kioda. HeobOxomumble u
JOCTaTO4YHble (PYHKIMH anmnapaTHBIX CPEACTB KpUNTOrpahuIecKoi 3alyTh.

Tema 4. 3auwguma npozpamm.

AHanu3 nporpaMMHBIX peald3aluii. 3amura nporpamMm OT U3y4eHHs. 3amuTa
OT paspyllaloUMX MporpaMMHBIX Bo3jaencTBui. [locTpoeHne wu30IMpPOBaHHOMN
IIPOrPaMMHO cpelpl. 3aluTa OporpaMM OT U3MEHEHHUS M KOHTPOJb LEIOCTHOCTH.
IIporpammusle 3akiaaku. KoMneioTepHble BUPYCHI KAk OCOOBIH KJIacC MPOrpaMMHBIX
3akyaokK. [IpuHIUnBl paboThl aHTUBUPYCHBIX CPEACTB.

Tema 5. IToocucmemot 3auyumeot unpopmayuu 6 OC Windows NT.

OcHoBHBIE KOMIIOHEHTHI IoacucTeMbl 3amuTel Windows NT u Windows 2000.
[lonutuku. Ilonsitue pomeHa. OcoOEHHOCTH YCTAaHOBIEHHS JJIOBEPHTENBHBIX
otHomeHu#. Co3nanue U yjaaieHue 010 )KeTOB IOJIb30BaTeeH.

Tema 6. IToocucmema 3auyumot ungpopmayuu ¢ OC UNIX.

OcHoOBHBIE KOMITOHEHTHI NIOJcUcTeMbl 3aluThl Unix. @aitnoBas cuctemMa — Kak
OCHOBa mnoacucTteMbl 3amuThl. [IpaBa moctyma k anemeHTaM (aiioBOH CHUCTEMBI.
VYnpaenenne npoueccamu. Co3faHue W ynaneHue OODKETOB TOJIb30BaTENEH.
OcHoBHBIe IPOOIEMBI ¢ 0€30ITaCHOCTHI0 M BO3MOXHBIE pemieHus B Unix-moao0HbIX
CUCTEeMaX.

Tema 7. 3awyuma unghopmavuu npu unmezpayuu UNIX u Windows NT.

OcHOBBI B3aUMOJIEHCTBUS 3JIeMEHTOB rereporeHHbix cereid. Illmo3sr NFS,
SMB B Unix. Ucnons3oBanue cepBepa Samba 1yist pasfeneHus NOCTYIA K CETEBBIM
pecypcam B fomene Windows NT.

Tema 8. Amaku na cemeeoie cyaicooi.

[Tonstue araku. Tunel yrpo3. Kiaccubukauuss arak 1no OCHOBHBIM
MeXaHH3MaM peanu3aliu yrpos. CereBble CKaHEepHI.

Tema 9. Adanmuenan 6e3onachocms ¢ BC.

[ToHATHE aJanTHBHOCTH O€30MAacCHOCTH M CHCTeMBl OOHapy>XeHHs arak.
Knaccudpukanus 1o HCHoiab3yeMbiM MeXaHW3MaM OOHapy)XeHHUs arak, W 10
NPUHIMIIAM UX IpakThdeckod peanuzanui. OcoOeHHOCTH NMPUMEHEHHs pazIHIHBIX
tunoB cucreM. OOHapyxeHuss arak. OcoOeHHOCTH CyIIECTBYIOIIUX CBOOOJIHO-
pacnpocTpaHsAeMbIX CHCTeM OOHapYKEHHUs aTak.

Tema 10. Meoccemesnie IKpamebl.

[Tonsitne MexcereBbIX 3KpaHOB. Ux xinaccudukanus. OCHOBHBIE NPUMEPEI
KOH(HUTYypaliK 3alMIIEHHBIX CeTeH C UCTIOIb30BaHHEM MeXKCeTeBbIX 3KpaHOB (MD).
Oco0eHHOCTH  CYIUECTBYIOLIMX  CBOOOJHO-pAcIpOCTPAHsIEMbIX  I[IPOrPaMMHBIX
peanu3anuii MeXceTeBbIX 3KpaHoB. [IporpaMMHo-anmnapaTHble CpeICTBa 3allUTHI
“HGOpMaLMK B CETAX Nepeiady JaHHBIX.

Tema 11. Yoaneunwtit 0ocmyn k cemu.

[Tpo6nemsl obecnieueHuss 6€30MaCHOCTH MNPH YAAJIEHHOM H0cTyMe. ITpoToKomkl
ayrentuduxamuu PAP u CHAP. [Iporokoibsl ayTeHTHOHKAMH yIAIEHHOTO JOCTyIIa
B nporpaMMHEBIX cpeactBax Microsoft. Cucrema ayTeHTH(dHKAIMH M aBTOPU3ALMU
TACACS u Kerberos.

Tema 12. Bupmyansnsie uacmusie cemu.



IlonstHe BHpTyanbHOM YacTHOH ceTH, ee mnpeaHasHadeHue. CTaHAapTHBIE
BO3MOXKHOCTH KaHanooOpasyromiero o0opyloBaHHs pa3id4HBIX [POWU3BOAMTENEH.
OcCHOBHBEIE NPUHIKNBI (QYHKIHOHMPOBAHUS W HUCIONBb30BaHMs mnportokona PPTP.
Peanusanus B nporpaMMHBIX cpeacTBax Microsoft.

Tema 13. Iloaumuka d6e3onacnocmu.

[Tonsite nNOMUTHKM MHQPOPMALMOHHOW 0€30MacCHOCTH Ui OpraHU3allMy.
OcHoBHEIe TpeOOBaHMS K NOIUTHKE O€30MacHOCTH. JTallbl ee pa3paboTKH.

Tema 14. Ilonamusa 6ezonacnocmu B/,

Yrposel 6e3omacHoctn  bBJI: obmue u crneuubuunsie. TpebGoBanus
6e3zonacHocty BJI. 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA. 3alllMTa OT BBIBO/A.
Llenoctnocte BJI. Ayaut. 3agaym W cpencTsa agMUHHUCTpaTopa Ge3omacHOCTH 0a3
TaHHBIX.

Tema 15. Kpumepuu 3auwgumennocmu B/J.

KpuTepun OLEHKM HaJeXHbIX KOMIBIOTEPHBIX cucTeM. CoBpeMeHHOe
NPUMEHEHHE pa3IM4YHbIX IOJUTHK OE30IacHOCTH B paMKax eJIuHOW MOJIEIH.
Hurepnperauus TCSEC nns vanexusix CYBJI (TDI). Konnemnius ['ocTeXKOMHCCHE.

Tema 16. Mooenu bezonacnocmu ¢ CYbJ].

Knaccudukanus mopeneil. AcrekTsl WcCiIeI0BaHHS Mojelel 0Ge30IacHOCTH.
OcobenHoctH NIpUMEHEHHUS Mozenen Oe3omnacHocTH B CYB/L.
JluckpeunoHHble(M30MpaTenbHble) W MaHgaTHble  (TIOJIHOMOYHBIE) — MOJEIH
Oe3onacHoctd. BJl ¢ MHOroypoBHeBo# cekpeTHOCTRIO (MLS). MHOrosamaysocTs
(polyinstantiation) B B/I.

Tema 17. Mexanuzmot ooecneuenus yerocmuocmu CYhbJ/].

OcHOBHbIE BH/IbI W MPUYHUHBI BO3HHKHOBEHHS Yrpo3 IeN0CTHOCTH. CIocoObI
npotuBozeicTBus. HazHadenue cioBaps naHHbIX. JlocTym K CIOBaprO JaHHBIX.
CocraB cnosaps. IlpeacraBnenue cinoBaps. ®ukcauus TpaH3akuud. [IpokpyTku
Bnepen M Hasan. KonrposnbHas Ttouyka. Ortkar. TpaH3zakuuu Kak CpencTBO
M30JIMPOBAHHOCTH TOJb30BaTenei. Pesxxumel OnokupoBok. [IpaBuna coriacoBanus
OnokupoBoK.  JIByxda3HbIif  MPOTOKON  CHHXPOHHU3ALMOHHBIX  OJIOKHPOBOK.
TynukoBble cuTyallud, WX pacno3HaBaHWe W paspylueHHe. JleknapaTHBHasS H
IpoLEeIypHas CChUIOYHBbIE LEJOCTHOCTH. BHemmnwmii xmod. CriocoObl moanepxanus
CCBUIOYHOM 1nenoctHocTH. llenu wucnonb3oBanus mnpaBuia. CnocoObl  3amaHus,
MOMEHTB! BbIMONHeHMs. Ha3naueHwe wexaHu3Mma coObITHH. CHrHaAIM3aTOPHI
coObiTuil. Tunbl yBenOMIIEHHWH O @IPOMCXOXAEHUM CoObITHS. KOMMOHEHTHI
MeXaHHU3Ma COOBITUH.

Tema 18. Mexanusmot obecneuenua kongpuoenyuansnocmu ¢ CYB/I.

[Tpu4KMHBI, BUJBI, OCHOBHbIE METOIbl HapyIIEHHS KOH()HICHIIMATBHOCTH.
Tunsl  yreuku KoHuAeHUMalbHOM uHbopmauud u3 CVYBJl, 4actuuHOe
pazrnamenre. COOTHOIIEHHE 3alUIIEHHOCTH U JOCTYNMHOCTH JaHHbIX. [lonyuenue
HECAHKIIMOHUPOBAHHOTO JIOCTYNa K KOHQHUIEHUMATbHOH HWHQOpMALMKM MyTeM
JOTMYEeCKMX BBIBOZIOB. MeTonsl mpoTuBoAeicTBHA. (OCOOEHHOCTH TNpHUMEHEHHUs
Kpunrorpapuueckux MmeronoB. OO6mme cBeneHus. OpraHu3auusi B3aUMOJAEHCTBUS
CYBJl u 6asoBoit OC. OcHoBHble TNOHATHA: CyOBeKkThl M OOBEKTBI, TPYIIIbI
MOJIb30BaTENIeH, TNPHUBWIEIMHM, PpOJIM U MpeAcTaBleHHs. S3BIKOBBIE CpescTBa
paszrpaHH4eHus NocTyna. Buasl npuBUIeruii: NpuBUiIerud 6€30MacHOCTH U JIOCTYTIa.



Konuenuuss ¥ peanuszanus MexaHusma poineil. CoOOTHOIIEHHE IIpaB IOCTYIIa,
onpenessieMeix OC u  CVYBJ. Merku OesomacHoctu. Hcmosb3oBanue
NpefocTaBleHnl s obecnedeHuss KoHbuaeHuuansHoctd HHGopmanuu B CYB/I.
[looTyeTHOCTE NEWCTBUH IONB30BaTeNsl M AyAWT CBS3aHHBIX C 0€30MaCHOCTHIO
cobbiTui. JKypHanusauus. Peructpamus [neiicTBui monb3oBarens. YTpaBlieHHEe

HaboOpOM PerucTpUpyeMbIX COOBITHH. AHAIN3 PErHCTPALIHOHHON HH()OPMAIIUH.

4.3 IlpakTHYeCKHE 3aAHATHS

Homep g HopmaTtus
s HaumenoBaHme TeMBbI HaumeHnoBaHHEe TEM NMPAKTHYECKUX 3aHATHH | BpEMEHH,
yac.
8 cemecmp
IIporpammuo-anmaparusie | IIpakmuueckas paboma Nel. 4
METO/EI M CpeZICTRa W nentuduxanus noms3osareneit KC —
2 OrpaHHYeHHs K pecypcaM M | CyOBEKTOB I0CTYMA K JaHHBIM
kommoHeHTam [I9BM. Ilpakmuyeckaa paboma Ne2. 3ammra 4
uHpopmanuu B KC or HCJ|
ArnmaparHo-niporpammusie | /Ipakmuyeckas paboma Ne3. AnnapatHo- 2
3 cpeacTsa nporpaMMHBIE CpPeJICTBA
Kpurrrorpaduyeckoit KpHOTOrpadHuecKOi 3aIuThl
3alUThI
3ammra nporpamMm. Ipakmuueckas paboma Ne4. 3amyra 2
IIPOrPaMMHBIX CPE/CTB OT HCCIIEI0BAHUS
Ilpaxmuueckasa paboma NeS. 3ammra 4
4 IIPOrpaMM OT HECAHKLIIMOHUPOBAHHOTO
KOITHPOBAHHS
IIpakmuyeckas paboma Ne6. 3amyra -
HH(POPMALHH OT BPEOHOCHOTO
IpOrpaMMHOr0 obecrieyeHus
5 1-oii pybexncubiii Tecmuposanue 2
KOHmpo.1b :
3 Artaku Ha ceTeBble CITYXObL | [Ipakmuyeckasn paboma Ne7. Y 13BHMOCTB B
KOMIIBIOTEPHBIX CHCTEM
AnantuBHas IIpaxmuuecxan paboma Ne§. Metoibl 1 -
Oe3omacHOCTh B CpelCTBa OrpaHUYEHHUs JOCTYNA K
9 BBIYUCIIUTENBHBIX CETSIX. koMmnoneHTaM DBM (3ammTa ot yreuek)
2-ou1 pybescHolil Tecmuposanue 2
KOHMPO/lb
Hmozo 32
9 cemecmp
10 MesxceTeBble SKpaHbL. Ipaxmuueckasn paboma Ne9. TIporpammHoO- 8
anmapaTtHbIe cpeIcTBa 3amuThl cetd (MO u
COB)
12 BupryanbHble yacTHbIE Tpaxmuueckas paboma Nel (). BupTyansHbie 5
CeTH. YaCTHBIE CETH
Ipaxmuyeckasn paboma Nel 1. Ynpasnenue 5
KpUNTOrpaduuecKuMH KIIIOYaMu
14 3-uil pybescnbiii Tecmuposanue 2
KOHMpO/1b
17 Mexanu3Msbl obecniedenus | [Ipaxmuyeckasn paboma Nel2. Cpencrsa 8




nenocraocta CYBI. samutel CYB]]
18 4-o1i1 pybencrbiit Tecmuposanue 2
KOHmpOo/is
Hmozo 30
Bcezo 62
4.4. JlaGopaTopHbie paGoThbl
Homep HanmenoBanune naGoparopHsix paGor Hopmarus
T HaumeHoBanwe Tembl BPEMEHH,
Jac.
8 cemecmp
IIporpammuo- Jlabopamopnas paboma Mo]. Anamuz 2
annapaTHble METOIBI U | XapaKTEPHCTHK YCTPONCTB ayTeHTH(UKALIIH.
CpencTBa orpaHuyeHus | Jlabopamopnas paboma Ne2. CucTeMsl 3alIHTHI 4

2 K pecypcam u undopmarmu or HCII: «Ctpax NT», «Dallas

koMnoneHTam I[I9BM. | Lock», «Secret NET».
Jlabopamopnas ~ paboma  Ne3.  Tlposepka 2
MEXaHHW3Ma OYHCTKM IaMATH Ha [pEMEpe
HCII0JIb30BaHust nmporpaMMel « HKBJI».
Ammaparso- Jlabopamopuas paboma Ned. Cuctembl 3aIMHTEHI 2
IIpOTrpaMMHBIE CpeZICTBA | KOHpHUAeHIMabHOH HHpopmauuu «PGP» u «
KpHInTorpaduyeckoit GPG».
3aIIUTHI Jlabopamopuas ~ paboma  Ne5.  Wsyuenme 2
3 IPOrPaMMHBIX CpenCTB mudpoBaHHs,
KOMIBIOTEPHOH cTeraHorpaQud H 3alldThl OT
BPEJIOHOCHBIX [TPOrPaMM.
Jlabopamopnas. paboma Ne6. CucrteMbl 3alIUTHI 4
KoH(uIeHHaTbHOH HHOpMalmu: «StrongDisk»,
«SecretDisk», «TrueCrypty. .
4 3amuTa nporpaMm Jlabopamopnas. paboma Ne7. 3ammurta mporpamm 4
OT HeCaHKIIHOHHPOBAHHOH 3KCIUTyaTaI[HH 34 CYET
IPHUBSI3KH K HOCHTEMO HHOOPMAIHH.
Jlabopamopuas pa6oma Ne§. TIporpammupoBanue 4
HU3MEHEHHH XapakTepHCTHK (aiina

3 Honcucremst sammter | Jlabopamopnas paboma Ne9. Tlposepka HacTpoek 4
uHpopmanuu B OC PaspeLIMTE/IGHOM  CHCTEMBI  IOCTyna K (haiiyioBEIM
Windows NT. CHCTEMaM C HCIIOJIB30BAHHEM  ClICIMATH3HPOBAHHBIX

TECTHPYIOIIMX CPEJICTB M IITATHBIX CPEJICTB M3 COCTABA
X :

6 IToncucrema 3ammThI Jlabopamopuas ~ pa6oma  Nel(. OcHOBEI -+
undopmaruu B OC HCITOJIb30BAHHS CpeJICTB 3aIATEI oT
UNIX. HECaHKIIHOHHPOBAHHOIO JocTyna B

oInepalnHoOHHOM cHcTeme Linux. -
Hmozo 3a cemecmp 32
9 cemecmp
10 MexceTeBble 3KpaHbl Jlabopamopnas paboma Nel 1. OcHoBsl paboTsl ¢ -
NIEPCOHAIBHBIM CETEBBIM 3KpaHoM « VipNety.

12 Bupryanbusle yactnele | Jlabopamopnas — paboma  Nel2.  Cpenctsa 6

CETH. OpraHM3alHH BUPTYATBHBIX YaCTHBIX CETEH.
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17 MexaHu3MBI Jla6opamopuass  paboma  Nel3.  Kontpoib 6
obecneveHus ITOJICHCTEMBI 00ECTICYeHH S LIEJIOCTHOCTH.
nenoctHoctd CYB/I.

18 MexaHH3MBI JlaGopamopnas paboma Nel4. TlporpaMmHbie 4
obecniedeHus cpezicTBa 3amuThl HHGOpManum o1 yreuek: DLP-
KoH(QHAeHUMaIbHOCTH | cucTeMa Secure Tower
B CYB/I.

Hmozo 3a cemecmp 20
Bcezo 52

5. METOJAUYECKHUE YKA3AHUSA VI OBYYAROIIHUXCS
MO OCBOEHUIO JUCHHUILJIMHBI

[lpy mpociylIMBaHUM JEKUMHA PEKOMEHIYyeTCs B KOHCIEKTe OTMEYaTh BCE
BaXKHBIE MOMEHTHI, Ha KOTOPBIX 3a0CTpsieT BHMMaHHE IpenojaBareilb, B 4aCTHOCTH
Te, KOTOpble HANpaBieHbl Ha KA4eCTBEHHOE BBIMOJIHEHHE COOTBETCTBYIOLIEH
1abopaTOPHOM HITH NPaKTHYECKOH paboThI.

IpenofiapatesieM  3aIUIAHAPOBAHO ~ MCIIOIB30BAHME [MPH  YTEHHH  JICKLHH
TEXHOJNOTHM yuebHo# muckyccuu. [losToMy pekoMmeHmyercsi (ukcupoBarth s ceds
MHTEPECHBIE MOMEHTHI C IIeJIBI0 MX aKTHBHOTO OOCYXIEHHs Ha JUCKYCCHM B KOHIIE
JIeKLIWH.

34I0rOM KAueCTBEHHOTO BBINONHEHHMs JabOpATOPHBIX M MPAKTHYECKHUX paboT
ABISIETCS CAMOCTOSTENbHAsA IIOATOTOBKA K HHM HaKaHyHe IIyTeM IIOBTOPEHHSA
MaTepuasIoB JIeKIHH. PekoMeH1yeTcs: OArOTOBUTE BOIIPOCH! 1O HEACHBIM MOMEHTaM
¥ oOCYIMTh MX C NperojasaTeieM B Hadajle J1abOpaTOpHOM MM MPAKTHYECKOH
paboTHI.

[penonasareneM 3alUlaHUPOBaHO NPHMEHEHWE HA MPAaKTHYECKHX |
1a6OPaTOPHBIX 3aHATUSIX TEXHOJOTHH Pa3BUBAIOIICHCS KOOMEPAIHH, KOIIEKTHBHOIO
B3aHMO/IEHCTBHS, pa30opa KOHKPETHBIX CUTYallHi.

Jlis TeKylero KOHTpOIs YCIEBAeMOCTH 10 O4HOH ¢opme oOyueHus
npenojaBaTeieM HCIONb3yeTcsl 0aIbHO-PEUTHHIOBAsT CUCTEMA KOHTPOJIS W OLUCHKH
aKageMHuecKoil akTHBHOCTH. [loaTOMy HAacTOATENBHO PEKOMEHAYETCS TINATEIBHO
npopabaTeIBaTh MaTepHas AUCIMILIMHEI IPH CAMOCTOSTENBHOM paboTe, y4acTBOBATh
BO Bcex (opMmax OOCYKIEHUs W B3aMMOJEHMCTBHMs, KaK Ha JEKUHMAX, TaK W Ha
IPAKTHYECKUX U JIaGOPaTOPHBIX 3aHATHUAX B LENAX JTy4IIEro OCBOCHHA Marepuaia 1
MONy4YeHHs BBICOKOH OLEHKH II0 pe3yJibTaTaM OCBOEHMs JUCLUIUTHHBL.

BEIMOJTHEHHE CAMOCTOATEIBLHOM paboThl MOJpa3yMeBaeT CaMOCTOATEIBHOE
U3ydeHHe pa3/ieNioB AMCLMILIAHEL, TOATOTOBKY K NabOpaToOpHbIM M NPAaKTHIECKUM
3aHATHAM, K pyOeXXHBIM KOHTPOJISAIM, ITOATOTOBKY K 9K3aMEHY.

PekoMeHIyeMas TpYJOEMKOCTb CaMOCTOSITENbHON paboThl MPEeJCTaBleHa B
Tabnuue:
PexoMeHTyeMblil peKHM CaMOCTOATEILHOH PaboThl

Pexomennyemas
HaumenoBanue
o TPYZAOEMKOCTb,
BH/IA CAMOCTOATEIbHO# paboThbI
akKaJ. Jac.
CaMOCTOATEIbHOE H3YUECHHE TEM: 37
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- [porpammuo-annapaTHbie METO/IbI H CPEICTBA OTPAHHYCHHS K pecypcam 3
u KomnonenTam [19BM.

- IporpaMMHO-annapaTHbie CPEACTBA KPHIITOrpaQUIeCcKOi 3aIHThL. 2
- BammuTa nporpamMm. 2
- Tloncucremsl 3amutsl HHGopmanuu B OC Windows NT. 7.
- Iloncucrema sammrsl mHGopMarmu B OC UNIX. 2
- 3ammura undopmauuu npu uaTerpanuu UNIX u Windows NT. 2
- ATaku Ha CETeBBIE CITYKObL. 2
- AjantuBHast 6€30TaCHOCTb B BEIYHCIHTEILHBIX CeTAX. 2
- MesxceTeBble DKpaHBbl. 2
- Y 1aneHHBIH JOCTYIl K CETH. 2
- BupryansHble 4aCTHBIE CETH. 2
- [losmTHKa O€3011aCHOCTH. 2
- ITonsiTus Ge3onacHocTy 6a3 TaHHBIX. 2
- Kpurepuu 3anmIineHHoCTH 0a3 TaHHbIX. 2
- Mojenu 6e301acCHOCTH B CHCTEMAX yIIpaBiieHus 0a3 JaHHBIX. 2
- Mexanu3Mmsl o0ecTieyeH s 1EJOCTHOCTH CHCTeM yIpaBlieHus a3 3
JAHHBIX.

- Mexann3mbl obecriedeHns KonpuaeHmansaoctd B CYBJL £
I[ToAroToBKa K MPaKTHYECKHUM 3aHATHSAM (110 1 4acy Ha KakK/I0e 3aHsTHE) 27
TToaroToBka K TabopaTopasM padoram (o 1 gacy Ha Kak/10e 3aHsTHe) 26.
[1oroTOBKA K pyOeKHbIM KOHTPOJISIM (110 1 Yacy Ha Kax/Iblii pyOekKHBbIH 3
KOHTPOJIb)

IToaroroBka K 3K3aMeHy 54
Bceero: 148

6. ®OH/1 OLIEHOYHbBIX CPEJACTB /I ATTECTALIAH IO JUCHMIUIMHE

6.1. IlepeueHb OLleHOYHBIX CPEACTB

1. BaibHO-peHTHHIOBas CHCTeMa KOHTPONA M OLEHKH aKaJIeMHYecKOH

axkTHBHOCTH oOy4Jatoruxcs B KI'Y (st ouno# dopmbl 00yueus)

2. Ot4eTsl 06y4aKOIKMXCsl 110 TabopaTopHLIM paboTam.

3. Or4eTsl 00Y4AIOLUIMXCS 110 MPAKTHYECKUM 3aHATUAM.

4. BaHK TeCTOBBIX 3a/1aHMH K pybexHbM KoHTpossM Ne 1, 2,3 u 4.

5. Bormpocsl K 3K3aMeHy
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6.2. Crcrema 0a/LIbHO-PEHTHHIOBOH OLICHKH paboThl 00Y4aIoLIMXCs 10 JHCIHILIHHE

MPOMEKYTOYHOH aTTeCTALIMH,
BO3MOKHOCTH TMOJTY4eHHS
ABTOMATHYECKOIo 3a4era
(3K3aMEHALIHOHHOMH OLIEHKH) 110
JMCLIMILTMHE, BO3MOXHOCTb
nonyueHus GoHycHbIX GanioB

Ne | HaumenoBanue Copepxanue
1 | Pacnpenenenue Pacnpenenenue 6annos
6annos 3a 8 cemecmp
EREECIPRL IO BeinonseHue u e
BH/aM y4eGHOH Bua 3auMTa OTYeTOB | Bbinonvenue | Z i 2 é 3
paboTbi, cpoku yueGHO#H l'IocelueHuue 1o npakTiueckoit | £ 8| £ 8 §
cnauu yuebnoi paboThi: B naGopaToOpHbIM paboTsl b4 E' * E' &
paboTer pabotam ol g L
(0osooamcs 0o
caedenun Baumuns | 4 i6=165 | 26x10=20s | 2sexB=20s | 7 | 7 | 30
obyuarowuxca Ha i :
nepeom yuebHom 9 cemecmp
sansmuu) Boinonuenue = g = ol o
Bun ’ Meisitianss W 3alluTa BI:IHOJIHCHHGU 2 2 = al g
yuebHOH i OTYETOB M0 npakTHueckol | £ 2| & 3| B
paboTsI: i n1abopaTopHbIM paboThI 4 E' - E A
paboram il |
Bammbhas | o . 15=15s | S¢x4=20s | 56x4=20s | 7 | & | 30
OLIEHKa:
2 | Kpurepnuii nepecuera 6a/uioB B | 60 1 MeHee 6aoB — HEYAOBIECTBOPUTENBHO; HE 3a4YTEHO;
TPafHIMOHHYIO OLIEHKY T10 61...73 — yIOBNETBOPHTENBHO; 3a4TEHO;
uroram paboTsl B cemecTpe, 74... 90 — xopouio;
3aueTa WM SK3aMeHa 91...100 — ornu4HO
3 | Kpurepuu nomycka k

Jns porycka K [MPOMEXKYTOYHOHM aTTecTaluy MO AMCLMIUIMHE 3a
cemecTp oOyuvaroumiics no/pkeH HaOpaTh MO MTOraM TeKyLIEro H
pyOexkHOro KOHTpoJsi He MeHee 51 Oamno. B ciayuae ecnu
obyuaroiiumiica Habpan menee 51 Oanna, TO K AaTTeCTALMHOHHBIM
MCIIBITAHUAM OH HE JI0IyCKAeTCs.

Jns  nonyuyeHuss 9Kk3ameHa 0Oe3 MpoOBeNEHHMs  MPOLETYpbI
NPOMEKYTOUYHOH arTecTauuu oOyuatouieMmycs Heobxomumo HabGpaTh B
X0/ie TeKylero u pybesxHbIXx KOHTposied He meHee 61 Gamna. B atom
ciyyae MTOr OannbHOH  OLEHKHM, MONy4YaeMoi oOyuarommmcs,
onpeaenseTcs Mo KOMM4YecTBy 6ayuioB, HAOpaHHBIX WM B XOJI€ TEKYLIEro
u pybeskHoro koHtponed. IIpu 3ToM, Ha ycMOTpeHHe mpenojaBaTesns,
OanbHas ouleHka O0ydarolerocss MoKeT ObiThb MOBBILIEHA 33 CHET
MOTy4YeHHs JOMOJIHUTENbHBIX 6an/oB 33 aKaAeMHYECKYI0 aKTHBHOCTb.

OOyyaroIMiics, WMEIOLIMIM [MpaBo Ha MOJyYeHHe OLIEHKH 0e3
MpoBeJieHHs NPOLIeypPbl POMENCYTOUHON aTTecTallHi, MOJKET ITOBBICHTh
ee MyTeM CIa4M aTTeCTALMOHHOro MCIbITaHuA. B cioyudae momyueHus
00y4arouMMcs Ha aTTecTalUOHHOM MenbiTaHuy 0 GayuloB utor GajibHOM
OLIEHKH T10 JUCIHIUTHHE HE CHIDKAETCH.

3a akaJeMHYECKyl0O AKTHBHOCTh B XOJI€ OCBOSHHS JIHCLIMITIHHBI,
yyacthe B  y4eOHOH, Hay4HO-MCCIEJOBaTeNbCKOH,  CIIOPTHBHOM,
KYJIBTYPHO-TBOPUECKOH M OOLIECTBEHHOM [eATebHOCTH 00ydaroleMycs
MOTYT OBITh HAYHCJIEHBI [OTIONHHTENbHBIE OGamibl. MakcHmanbHoe
KOJIMYECTBO JIOMOJIHUTE/IbHBIX OA/UIOB 3a aKa/JIeMHYECKYH) aKTHBHOCTb
cocraenser 30.

OcHOBaHHEM U151 NOJIYYEHHS IOMOJHHTEBHBIX OalioB SABJIAIOTCS:

- BBINOJIHEHHE JIOTIOJIHUTENILHBIX 3aJlaHMH 1O  JUCLIMILIHHE;
JIOTIOJTHUTEIbHBIE OaThl HAUMCIISIOTCS NPEnoiaBaTeNeM;

- yyacTHe B TeYeHHe ceMecTpa B Y4eOHOH, HaydHO-
HCCIIE0BATEIbCKOM, CIIOPTHBHOM, KYJIBTYPHO-TBOPYECKOH K 00IIecTBeH-
Hoii nestenbHoCTH KI'V.
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DopMbl U BH/IbI YIeOHOH B ciyuae ecnu k mpomexyTOUHO# aTTecTauny (9K3ameHy) Habpana
paboThI AJ151 HEYCIIeBAKOLMX cymma Menee 51 6anno, ofydvalomemycs HeoOXoauMo HabGpaTh
(BOCCT&HOBHBU.[PIXCH Ha Kypce HEAOCTAKOIIIEE KOJIMYECTBO Oayios 3a cyer BBITIOJTHEHHUSA
obyuenuns) obydarommxes A | JAOMOJHUTENbHBIX 3a/IaHWH, /10 KOHLA TociueHeH (3a4eTHOM) Hemenu
MOMY4eHHs HEIOCTAIOIIHX cemecTpa.

0anoB B KOHLE ceMecTpa JIukBHOAIMA aKaNeMHYeCKHX 3a/I0JDKEHHOCTeH, BO3HMKIIMX H3-3a
pasHoCTH B y4eOHbIX IUIAHAX [pH TNEPEBOAE WM BOCCTAHOBIEHHH,
MPOBOAMTCS IMyTEM BBITIOTHEHHS JOMOIHUTENbHBIX 3a1aHui, (hopma 1 0Obem
KOTOPbIX OIPEAEJISIeTCs [PerojaBaresieM.

6.3. Ilpoueaypa oueHMBaHHA Pe3y/ILTATOB OCBOEHHS AHCHHILIHHbI
PyGesxHble KOHTPOJIH MPOBOATCS B (POPME MHUCEMEHHOTO TECTUPOBAHHS.
Ilepen mpoBedaeHHEM KaxaAoro pyOekKHOro KOHTPOJS MpernojaaBaTesb

npopabaTbiBaeT cO 00ydarOIIMMKCS OCHOBHOW Marepual COOTBETCTBYHOIIMX
pa3zienoB QUCLUIUIMHEL B opMe KpaTKOH JIeKIMHU-IMCKYCCHH. BapuaHTBl TECTOBBIX
3ajaHui pyOeXHOTO KOHTPOJIS COCTOAT M3 7 BompocoB (s 1, 2, 3 pyGexHoro
KoHTponsi) U 8 (mis 4 pyOGexHoro KOHTpoids) BompocoB. Kaxaplii Bompoc
ounenuBaerca B | Oamn. Ha kaxnoe tectupoBaHHe Ipu pyOeXHOM KOHTpOIE
oOyuaromeMycst OTBOAMUTCA 2 akaJieMUYeCKHX Jaca.

bannel obydaroiieMycss BBICTaBISIOTCS B 3aBHCUMOCTH OT YHCJA MPABUIBHO
BbIOpaHHBIX OTBeTOB. MToroBas oOleHKa MO TecTy (OPMHPYETCS IIyTEM
CYMMHpOBaHUsl HaOpaHHbIX Oa/lIOB M OTHeCeHHs HX K O0OLeMy KOJIHYECTBY
BONPOCOB B 3aaHuH. [loMHOXUB nosyyeHHoe 3HaueHue Ha 100%, MOKHO MpUBECTH
UTOT'OBYIO OLIEHKY K TPAAULIMOHHOM CIIeAyIOLIMM 00pa3oM:

«HEYAOBIETBOPUTEIBHO» — MeHee 50%

«yznosiaeTrBoputenbHo» — 50% - 70%

«xopowo» — 70% - 90%

«otnuaHO» — 90% - 100%.

[IpenonaBarens oLeHHBaeT B Oaijiax pe3yibTaTbl TECTHPOBAHHUS KaXKJOrO
o0ydJaromierocs o KOJIMYECTBY IPAaBHJIBHBIX OTBETOB M 3aHOCUT B BEIOMOCTb y4eTa
TEKYyIIeH yCIieBaeMOCTH.

JK3aMeH COCTOUT M3 2 BompocoB. Bompockl K 3K3aMeHy JOBOJSTCS [0
o0yyaromuxcsi Ha rnocneaHei nekiuu B cemectpe. Kaxaplit Bonpoc onenuBaercs B 15
0amoB. Ha noaroroBky orBeTa o0ydaromieMycs OTBOIMTCS | acCTpOHOMHUYECKHH Jac.

Pe3ynpraThl TeKyliero KOHTpPOJI YCIIEBaeMOCTH M 3K3aMEeHa 3aHOCATCS
npernojaBarejieM B  JK3aMEHAllMOHHYIO  BeIOMOCTb, KOTOpas cJaaercs B
OpPraHM3alMOHHBIA OT/Ie]l MHCTUTYTa B JIeHb JK3aMEHa, a TAKKe BbICTABISIOTCS B
3a4eTHYIO KHIKKY oOydarorerocs.

6.4. Ilpumepbl OLIEHOYHBIX CPEACTB AJIfl PyOe:KHBIX KOHTPOJICH H DK3aMeHa
1-v1it pybesrcnbrii KOHmMpPOJIL
1. [nsa npoeedenus npoyedyp udenmupuxayuu u aymeHmu@uxayuu
nonb308amens Heobxooumo:
a) Hanmuyve ayTeHTH(UUUpyIomero o0beKTa, XpaHAIero YHHKAIbHYIO
UHpOpMaLIHIO;
b)Hanuure COOTBETCTBYIOLIErO cyObeKTa (MOLyIIsA) ayTeHTH)UKALIUH;
C) OTBeTHI @) U b).
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2. Annapammuo-npocpammusie cpeocmea  Kpunmozpapuueckol  3auumol
uHgopmayuu 6bINOAHAIOM QYHKYUU:

a) MPOBEPSIIOT HA OTCYTCTBHE 3aKJIaJOK IPUOOPOB, YCTPOUCTB.

b) OpraHHM30BBIBAIOT peaU3alUi0 MOJUTHKHA 0e30macHOCTH MHGOPMAIMKM Ha
srane skcruryaranuu KC.

C) ayTeHTH(QHKALMIO TONb30BaTENs, pasrpaHUYeHHe AOCTyNa K WHPOpPMaLUH,
obecrieueHre IEJIOCTHOCTH MHGOPMALMH W €€ 3alluThl OT YHHYTOXKEHHS,
U dpoBaHUe U ANEKTPOHHYIO LU(GPOBYIO MOAMHUCE.

2-0u1 pybescHbli KOHMPOJIb

1. K epynne kananoe ymeuku ungopmayuu 8 KOmopoii OCHOBHbIM CPeOCmeom
AeNsemes annapamypa, OMHOCAMCA cledyioujue Ymeuku.

a) XHIeHue HocuTesleld nH(pOopMaluu (MarHUTHBIX IUCKOB, TUCKET, JIEHT)

b) nonxmouenue k [I9BM cnenunansho pa3paboTaHHBIX anmapaTHBIX CPEICTB,
obecreqrBarOIIMX JOCTYII K UHMOpMALIHUK;

C) KOMUPOBaHUE MTPOrpaMMOoii HH(GOPMAIHH ¢ HOCHTEIEH

2. Moouguxayua kmova — smo

a) IeHepUpOBaHHWE HOBOIO KJIIOYa M3 MpPeIbIAYIIEro 3HAYeHHs KIHYa C
NOMOIIBIO ABYCTOPOHHEH (IBYHANpaBieHHON) QyHKIIMH.

b) reHepupoBaHHe HOBOTO KIHOYa M3 MOCHEAYIOIMIETO 3HAUEHHsS KIIoYa ¢
MOMOIIBIO OTHOCTOPOHHEH (OAHOHAIIPABIEHHOM) (DYHKIIUH.

C) IeHepHpOBaHWE HOBOTO KIJKOUYA W3 NPEIbIAYIIEro 3HAYeHHs KiIodYa ¢
IIOMOIIBIO OJJHOCTOPOHHEH (0HOHANPABIEHHON ) (DYHKIIHH.

3-bLil pybedrcHblil KOHMPOTb

1. Cywnocme memooa, OCHOBAHHO20 HA UCNONLIOBAHUU CAMOLEHEPUPYEMbIX
K0008, 3aK1I04aemcs 8 Mom Ymo.

a) HCHOJHAEMBIE KOJBl IPOTpPaMMBbl MONY4YarOTCs CaMoOil MporpaMMol 1o
IpoLEecca ee BhITIOJTHEeHHUSI.

b) ucmonHseMble KOABI MPOTPaMMBI MOIYYAIOTCS CaMOW MPOrpamMMOi Mocie
Ipolecca ee BBITIOJTHeHHUS.

C) MCIOJHSEeMblE KOIbl I[POrpaMMbl MOJYYaKOTCS CaMOH NporpaMMol B
npoliecce ee BhIMOJIHEHHS.

2. B uem 3akniouaemcs npasuiio paszparuierus oocmyna?

a) JULO JomycKaercss K paboTe ¢ JOKYMEHTOM TOJBKO B TOM Cilydae, €CIH
ypOBEHb JloNycKa CyOBbeKTa JOCTyna HIKe YPOBHS KOH(UIEHUHAIBEHOCTH
JIOKyMeHTa, a B Habope KaTeropwii, NMPHCBOEHHBIX TaHHOMY CYOBEKTy JOCTyna,
coJiepKaTcs BCce KaTerOpHH, Olpe/ie/IeHHbIe Ui JIaHHOTO JOKYyMEHTAa.

b) numo momyckaetrcs Kk paboTe ¢ JOKYMEHTOM TOJIBKO B TOM CiIy4ae, €cllid
yPOBEHb JI0oNycKa cyObeKTa JOCTyIa paBeH MM BbIIIE YPOBHSA KOH(HAECHIIHATBHOCTH
JOKyMEHTa, a B Habope KaTeropuif, MPUCBOEHHBIX [aHHOMY CyOBEeKTy J[OcCTyIa,
coJiepXKaTcs Bce KaTeropuu, onpezie/ieHHble Ui JaHHOTO JOKyMEHTa.

C) IHIO JOMmycKaeTcs K paboTe ¢ IOKYMEHTOM TOJIBKO B TOM Cly4ae, €cild
ypOBEHb JIOMyCKa CyOBeKTa JoCTyna HH)XKe YPOBHA KOH(QHUIECHIMAIbHOCTH
JOKyMeHTa, a B Habope KaTeropHii, NpHCBOEHHBIX AaHHOMY CyOBeKTy H0CTyma, He
coliepKaTcs Bce KaTeropuH, oNpesieNIieHHbIe Ul JaHHOTO JOKyMEHTa.

4-oi1 pybedcHblil KOHMPOJlb
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1. JlocmoeepHas eviuuciumenvHas 6aza 8binoaHsem 3a0aqu.

a) GYHKIMOHUpYeT Ha (poHe U30HpaTeIbHON MONUTHKH, NpHIaBas ee
TpeOOBaHUSM HepapXHUUECKH YIOPSA0YEeHHBINA XapakTep (B COOTBETCTBUU C
YPOBHAMH 0€30MaCHOCTH)

b) moaepKUBaeT pealu3aluio IOJUTUKY 0€30ITaCHOCTH U SBISETCS FrApaHTOM
1IEJIOCTHOCTH MEXaHHU3MOB 3alLlUThI

C) mpeacTaBsAeT co00i HEKOTOPHIH Habop TpeOoBaHMH, MPOIIEAILINX
COOTBETCTBYIOIIYIO MIPOBEPKY, PEaTU3yEeMBbIX IPU IIOMOLIY OPraHU3alMOHHBIX MEp.

2. Memoo manunynsayuu ¢ KOOOM NPOSPAMMbL:

a) B TOM, YTO Ha BUHYECTEPE MNPH HHCTAJUIALIUH 3alUIIAEMON OT KOIIUPOBaHHS
IporpaMmel JOpMUpPYeETCsl YHUKaIbHbIM UAEHTU(UKATOP, HATMYHE KOTOPOTO 3aTeEM
MPOBEPSETCS HHCTAIUIMPOBAHHOW MPOrpaMMOii ITPH KaX/I0M ee 3aITyCKe;

b) BO BKJIIOYEHHE B TEJIO IPOrPaMMBbl IIEPEXO/I0B 110 TUHAMUYECKH
WU3MEHSIEMBIM aJipecaM U MpephIBaHUAM, a TAK)Ke CaMOreHepUPYIOIIMXCS KOMaHI;

C) B UI3MEHEHHH 3alIMIIAeMON IPOrPaMMBI.

IIPUMEPHBINA MIEPEYEHDb BOITPOCOB K DK3AMEHY (8 CEMECTP)

1. OcHOBHBIE TNPUHIMIIBI CO3/aHUS POrPAaMMHO-ANMapaTHBIX  CPEJACTB
obecnevyeHust ”HHOPMALIMOHHON OE30MaCHOCTH.

2. KoHuenuus aucrnerdepa A0CTyIa.

3. OcHOBHbIE KOMIIOHEHTHI MOACUCTEMBI 3a1UThl Unix.

4. @aiinoBas cucTeMa — KaK OCHOBA IOJACHCTEMBI 3aILUTHI.

5.1lpaBa goctyma K 3JeMeHTaM (ainoBOH CcHCTEMBl.  YIIpaBIeHHE
npoLeccaMu.

6. OcHOBHbBIE KOMIIOHEHTHI mojicucTeMbl 3amuTel Windows NT u Windows
2000. ITonsTHe noMeHa.

7. OcobeHHOCTH YCTAaHOBIEHHS JJOBEPUTEIbHBIX OTHOLLIECHHUH.

8. Co3panue u ynaneHue OrIKETOB [10JIb30BATENCH.

9. OcHOBEI B3aHMOJIEHCTBHUS 37eMeHTOB reteporeHHbix certeld. Illmo3pl NFS,
SMB B Unix.

10. Ucnionp30oBanre cepBepa Samba [uist pa3fesieHHss AOCTyIIa K CETEBBIM
pecypcam B nomeHe Windows NT.

11. 3ama4u ¥ TEXHOJIOTUA CepTH(UKAIMK MPOrpaMMHO-aNNapaTHBIX CPEACTB Ha
COOTBETCTBHE TPeDOBaHUAM HH(POPMALIMOHHON O€30I1aCHOCTH.

12. OcHOBHEIE KaTeropud TpeOOBaHMA K MPOrpaMMHOM M MPOrpaMMHO-
anmnapaTHOM pealn3alliy Cpe/ICTB 00ecreueHnss HHPOpMalMOHHOH 0e30aCHOCTH.

13. MeTo/sl 1 Cpe/iCTBa OrpaHH4YeHH s I0CTyTIa K KoMrnoHeHTaM OBM.

14. Metobl ¥ CpelCTBa MPUBSI3KU POrPaMMHOTO 00ECTIEYEHHs K allapaTHOMY
OKPYXEHHIO U (PU3NIECKAM HOCUTEISIM.

15. MeToibl ¥ CpeICTBA XpaHEHHs! KITIOUEBOH HHMOPMALIKH.

16. MeTo/ibl ¥ CpeiCTBa OrpaHHYEHHs 10CTyNa K (aiiaM.

17. AHanu3 mporpaMMHBIX peai3aluil. 3aluTa IporpaMM OT H3ydeHHUs.

18. 3amuTa OT pa3pylIalONIAX TIPOrPaMMHBIX BO3/EHCTBHM.

19. TlocTpoeHue U30TUPOBAHHOMN POTrPaMMHOM CPEJIbI.

20. 3ammTa IporpamMM OT U3MEHEHHs] ¥ KOHTPOJIb LEJOCTHOCTH.
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21. IlporpaMMHBI€ 3aKJIaIKH.

22. KoMnbproTepHble BHPYCHI Kak OCOOBIH Kiacc NPOrpaMMHBIX 3aKIajIoK.
[TpuHIMNIEl paboTH AHTUBUPYCHBIX CPEICTB.

23. IlonsaTue ataku. THIIBI yTPo3.

24. Knaccupukalys aTak 10 OCHOBHBIM MEXaHHW3MaM pealu3alky yrpos.

25. CereBble CKaHepHI.

26. [ToHsTHE aIanTUBHOCTH 0€30MAaCHOCTH M CHCTEMBI OOHAPYKEHHMS aTak.

27. KnaccuduKkauys 10 HCIONB3YeMbIM MeXaHW3MaM OOHapy)XeHHs aTak, M
110 MPHUHIMIIAM UX IIPAKTHYECKOH peann3aiuy.

28. OcobeHHOCTH IPUMEHEHHUS Pa3IUYHBIX THIIOB CUCTEM.

29. OGHapyKeHHs aTak.

30. OcobeHHOCTH  CYIIECTBYIOUIMX CBOOOIHO-PACPOCTPAHAEMBIX CHCTEM
oOHapyXeHHs aTak.

31. [ToHsiTHE MEXKCETEBBIX 3KpaHOB. VX Knaccudukaius.

32. OcHOBHble =~ NpHMeEpbl  KOHQUIypalMM  3alIMIIEHHBIX  CeTeH ¢
HCIIOJIb30BaHUEM MEXKCETEBBIX 3KpaHoB (MD).

33. Ocobennoctu CYLIECTBYIOIINX cBOOOTHO-PacCIPOCTPAHAEMBIX
MPOrPaMMHEIX peain3aluii MeXCETEBBIX 9KPAHOB.

34. TlporpaMMHoO-annapaTHsle CPEACTBa 3aIMTBl HH(pOpMalMM B CeTiX
nepenavy J1aHHbIX.

[NPUMEPHBII [IEPEYEHB BOITPOCOB K DK3AMEHY (9 CEMECTP)

1. TIpo6Guemsl obecrieueHHs 6€30MacCHOCTH TIPU yIaJIeHHOM J0CTYIIE.

2. TIporokons! ayrentudukanun PAP u CHAP.

3. IIpoToKkonel ayTeHTHOHKAUMKM YIAJTEHHOTO JOCTyna B TIPOrPaMMHBIX
cpencteax Microsoft.

4. Cuctema ayrentuduxamun 1 apropusanun TACACS u Kerberos.

5. [loHsiTHe BUpTyalbHOM 4acTHOH CeTH, ee npejHa3HaveHne. Peanusanus B
nporpaMMHbIX cpeactBax Microsoft.

6. Yrpossl GesonacHocy BJ1: obiie 1 criermduunble. TpeGopatust GesonacHocd b1,

7. 3amyTa OT HECAHKIIMOHUPOBAHHOI'O JOCTYTIA.

8. 3amura OT BBIBOJIA.

9. IlenoctrocTh B/1. Aynur.

10. 3ajjauy ¥ cpe/icTBa aJIMMHUCTpaTOpa Ge30nacHoCTH 6a3 JaHHbIX.

11. OcHOBHBIE BH/IbI ¥ IPUYHHEI BO3HUKHOBEHHMS YIPO3 LEJIOCTHOCTH.

12. Cnioco6sl npotuBozeHcTBUs. HasHaueHue croBaps 1aHHBIX.

13. Joctyn k cnosapio nanHbiX. Coctas cnosapsi. [IpencraBnenne ciosaps.

14. ®ukcanus TpaH3akuuy. [IpokpyTKH Briepes U Hasal.

15. KonrponbHas Touka. OTKar.

16. TpaH3akiu¥ Kak CpeICTBO H30JMPOBAHHOCTH nojb3oBareneil. PexxuMel
OOKHUPOBOK.

17. Buemmwuii xmrou. Croco6sl moiepyKaHusl CChIJIOYHOM [I€IOCTHOCTH.

18. TIpy4uHbI, BUbI, OCHOBHBIE METO/IbI HAPYIIEHHS KOH(UIEHLMAIBHOCTH.

19. Tunbl yreukn KkoHGbUneHmanbHOi uHGopmamun u3 CYB/l, dactuinoe
pasrianeHue.
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20. [onydeHne HECAHKIMOHMPOBAHHOTO JIOCTYNa K KOH(HACHIHATBHOH
MH(POPMAIMH Ty TEM JIOTHYSCKHX BEIBOIIOB. MeTO/bI IPOTHBOACHCTBHUS.

21. Buzsl IpUBHIErHii: IPUBUIIETHH 0€30MIaCHOCTH U JIOCTYTA.

22. KoHuenys U peanu3alus MeXaHu3Ma poJiei.

23. CooTHouleHue npas goctymna, onpenenseMbix OC u CYb/,

24. Metku 6€3011aCHOCTH.

6.5. ®oH/1 OLlEHOYHBIX CPEICTB
[Monupli OaHK 3agaHdi [ad  TeKymero, pyOeXHbIX KOHTpOJieH u
IPOMEXYTOYHOM AaTTeCTAal[MH N0 JMCIHMIUIMHE, [0Ka3aTeNH, KPMTEPHH, IIKAaIbl
OLIEHWBAHHUS KOMIIETEHIIMI, METOJUIYECKAE MaTepPHabl, ONpe/IesstoIlne POLEaYPb
OLleHMBaHMs 0OPA30BaTENbHBIX PE3yJILTATOB, MPUBEIEHBI B y4eOHO-METONAMYSCKOM
KOMILIEKCE TUCLIUILIMHBL.

7. OCHOBHASA U JJONOJIHUTEJIbHASI YUYEBHAS JIMTEPATYPA
7.1. OcHoBHas y4yeOHasl JHTEpaTypa

1. Ipockypun B.I'. 3awura nporpamm u JaHHBIX. Y4ebHOoe mocodue 2-¢ U3,
crep. — M.: «Akazemus», 2012208 c.

2. Cemenko B.A., ®emopor H.B. IlporpamMHo-annapaTHas 3alluTa
uHpopMaruK [DrnekTpoHHsii pecypc]l: — M.: MUY, 2007- Pexum poctyna:
https://studfiles.net/preview/3580869/page:4/

3. [lnatonos B.B. IlporpammHo-anmapaTHele CcpeAcTBa  ObecrevYeHus
WHQOPMAIIHOHHOK Ge30MaCHOCTH BBIYMCIIMTENbHBIX ceTel: YdeOHoe nocobue.
W3panue 2-e ucnp. U goi. — M. : «Akagemus», 2006.

4. 3aiiueB A.Il., T'ony6srauko M.B., Memepsikos P.B., Illexynanos AA.
IIporpaMMHoO-anmapaTHble CpencTBa obecnedenns HHPOPMaLMOHHOH 6e30MacHOCTH:
YuebHoe nocobue. M3nanue 2-e ucnp. u gon.— M.: MammHocTpoenue-1, 2006

7.2 JlonoJHHTEIbHAs JIATepaTypa
1. lllansrus B.®. MUudopManmoHHas 6€30I1aCHOCTh KOMITBIOTEPHBIX CUCTEM H
ceteii [DnekTponnsiit pecype]: M: U1 «@opym», Hadpa-M, 2014. — Jloctyn 13 2ObC
«zZnanium.comy».
2. Kacniepckmii K. KoMIbrOTepHBIE BUPYCBI H3HYTPH M CHapyKH [DIeKTPOHHBIH
pecypc]: CII6: ITurep, 2007 — Pexxum poctyna: http://nemalo.net/books/490344-kris-
kasperski-kompyuternye-virusy-iznutri-i-snaruzhi-2006.html

8. YUEBHO-METOJAUYECKOE OBECIHEYEHHE
CAMOCTOSITEJBHOM PABOTBI OBYYAIOIIUXCS

1. Mockeun B.B. Meronuyeckue ykazaHHsi K BBITONHEHHIO J1abOpaTOpHOH
pa6otsl «[IpoBepka HACTPOEK Pa3pelHTENbHOH CHCTEMBI JOCTYNa» IO AHCIHMIUTHHE
«IIporpaMMHoO-anmnaparHble CpeAcCTBa obecrnieueHus WH()OPMALIHOHHOM
Ge3omacHoCTH» ist 0Oydatomuxcs Hanpasiennii 10.05.03, 10.03.01. Kypran: KI'V,
2017.-37c.

2. MockBuH B.B. Meronnyeckie yKa3aHHs K BBINONHEHHIO NTa0OpaTOPHBIX
paGor mo juciumuuHe «lIporpaMMHO-anmapaTHbie — CpeACTBa obecreyeHus
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MHQOPMAIIHOHHOH 6e30MacHOCTI» IS 00YYaIOIIMXCsl O4HOH (POPMBI o0y4eHus At
Hanpasienuit 10.05.03, 10.03.01. Kypran: KI'V, 2017. - 59 c.

3. MockeuH B.B. Mertonuueckue yKa3aHHWs K BBINOJHCHHIO MPAKTH4YECKHX
sajaHuii 1mo gucummuuHe «IIporpamMmHoO-anmapaTHele CpeicTBa  obecredeHHs
HH(GOPMALIHOHHOM Ge30MacHOCTH» IS O0YHAOIMXCs OYHOH (OPMEI obydeHus ans
nanpasnenuii 10.05.03, 10.03.01. Kypran: KT'V, 2017. - 22 c.

9. HH®OPMAIIMOHHBIE TEXHOJIOT'UHA, NIPOIT'PAMMHOE
OBECIEYEHUE 1 UH®OPMAIIUOHHBIE CIIPABOYHBIE CUCTEMbI
1. BBC «Jlanb».
2. 9BC «KOHCYIBTaHT CTYACHTaY.
3. DBC «Znanium.comy.
4. «["apaHT» - CIpaBOYHO-IPABOBask CUCTEMA.

10. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JUCIHHAIIJIMHBI
MarepuanbHo- TexXHHYecKoe oOecreyeHHe M0 pealu3ald JAHCUMILIIHHbL
ocyllecTBIseTcss B cootBeTcTBMH ¢ Tpebosanus ®I'OC BO mno jpaHHOH
oOpa3oBaTeIbHOM MPOrpaMme.

11. Ins ¢TyA€HTOB, 00Y4aIOLIHXCS € HCNOJIL30BAHHEM JHCTAHIIMOHHBIX
o0pa3zoBaTe/IbHBIX TEXHOJIOT Hii

[Ipy  MCTONB30BAHHM  DJIEKTPOHHOTO  OOy4eHMs M JAMCTAHIMOHHBIX
obpasoBatenpHbx TexHonmoruit (mamee 30 wu JIOT) 3anATHA MOJHOCTBIO HIH
YaCTHYHO MPOBOJAATCS B pexkuMe OHNaiH. OObEM NMCUMIUIMHBI U pacrpeieneHue
Harpy3kd mno Buzam pabot coorsercTByer 1. 4.1. Pacnpenenenue OannoB
COOTBETCTBYET 1. 6.2 THOO0 MOXKET OBITh W3MEHEHO B COOTBETCTBHM C PELICHUCM
kadenpsl, B ciaydae nepexoma Ha 0 u JIOT B npouecce oOyuenus. Pemenue
kadeapsl 00 HCIONb3yeMbIX TEXHONOTHAX M CHCTEME OLEHHBAHMS IOCTHXCHWH,
06yJalomuMXcsi NPUHAMAeTcss € y4eTOM MHEHHsl BeIylIero MnpenojapaTens H
JIOBOJIWTCH 0 CBEIEHUs 00yYarOIIUXCsl.



[MTPUJIOXKEHHME 1

AHHoOTanus K paboyei nporpaMme JUCLIHILTHHbL

«IIporpaMmmHo-annapaTHbie CPelcTBa 3aUHThI nHpopManuu

06pa3oBaTeNbHOM MPOrPaMMBbI BhICILIETO 0Opa30BaHHs —
MpOrpaMMBl CIIELHATUTETA
10.05.03 — Undopmannonnas 6e30NacHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

Criermanusanisi Ne5: Be3onacHoCTh OTKPBITHIX HH(POPMALHOHHBIX CHCTEM

Tpyooemxocme Oucyuniunbl: 9 3.e. (324 akaneMHUIeCKUX gaca)
Cemecmp: 8,9 (ounas Gpopma 0OyueHus)
dopma npomexcymounoi ammecmayuu.; IK3aMeH, SK3aMeH
Cooeporcanue oucyuniunvl. OcHosHbIe pazoenbl

Beenenne. [IporpaMMHO-anmnapaTHble METOJBl M CPEICTBA OrPaHHHEHHS K
pecypcam ¥  KomnoneHtam IISBM. [TporpaMMHO-anmnapaTHble  Cpe/CTBa
KpunTorpa@uyeckoil  3aliMTBL.  3alMTa  MPOrpamM. [ToacucTeMBl  3alIMTHI
unpopmauun B OC Windows NT. IMoxcucrema 3aiuThbl undopmammu B OC UNIX.
Jammra urbopMarmu npu unrerpaumun UNIX u Windows NT. Ataky Ha ceTeBble
ciyx66l. AnantuHas GesomacHocth B BC. MedkceTeBble SKpaHBI. VY naneHHsbIiH
JOCTYN K ceTd. BupryanbHble yacTHbie ceTH. IlommrTuka 6e3omacHocTH. IloHsATHS
6esonachoctd bJl. Kputepuu 3ammmenHoctd b/l Mogenn 6e30macEoCTH B CYB/L.
Mexannsmel  obecmedenuss uenoctoctH CYBJl.  Mexanusmbl — obecredeHus
xoHpunenumanbHoctd B CYB/L
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