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1. OFBEM JIUCIIUITJINHBI

Bcero: 3 3auetHbIX equHuIbl TpyoeMkocTH (108 akanemudeckux yaca)

By yueOHol paboThl Ha scio Cemectp

TUCIUTLTAHY 3

AyIuTOpHbBIE 3aHATHSI (KOHTAKTHAas padoTa ¢ 30 30

npenosaBareyieM), BCEro 4acoB B TOM YHCJIe:

Jlexuun 16 16

JlaGopaTopHbie pabOThI 16 16

CamocrosiTesibHAas paboTa, BCero 4acoB 76 76

B TOM 4HCJIe:

[ToaroToBka k 3auery 18 18

Jpyrue BUIBI CAMOCTOSITEIILHOU PaOOTHI

(M3ydeHue Tem, MOArOTOBKA K JJaOOpaTOPHBIM paboTaM 58 58

U pyOeKHOMY KOHTPOJIIO)

Bua npomMe:KyTOYHO# aTTecTAIINH 3a4er 3a4yer

OO0mas TPy10eMKOCTh THCHUTLIUHBI H 108 108

TPYAOCMKOCTD I10 CeMECTpPpaM, 1aCoB




2. MECTO JUCHUIIVINHBI
B CTPYKTYPE OBPA3OBATEJBbHOM NPOT'PAMMBI

Jucrurmiraa «3anmTa HHPOpMaIuy B KOMIIBIOTEPHBIX CETAX» OTHOCUTCS K
yacT (HopMUpyeMON yYacTHHKAMU OOpa30BaTEIbHBIX OTHOIICHUA MPOTrpaMMBI
OakanaBpuaTa JOHUCHMIUIMHAM 10 BbIOOpY bioka 1. M3yueHue JaUCHUTUIMHBI
Oazupyercs Ha pe3ylbTrarax oOy4yeHHus, CQOPMUPOBAHHBIX TMpPU H3YyUYEHUU
nucuuIuInHbL « MTHDOpMaAIMOHHBIE TEXHOIOTUM.

PesynbraThl 00y4deHHs MO AUCUUIUIMHE HEOOXOAUMBI JUISl U3YYEHUs JUCHIUIUIUH
«BbluncnuTenbHble  MalllMHBL, CUCTEMBI U ceTn», «WHbopManuoHHbIE CETH U
TEJIEKOMMYHUKaLMNY, «TeXHUYecKkue CpelcTBa aBTOMATU3AIMU W YIPABJICHUSY,
«ABTOMATH3UPOBAHHBIC WHGOPMAITMOHHO-YIIPABISIOMINE CUCTEMBD», «lIporpamMuoe
oOecrieueHre CUCTEM YIPABICHHS», a TAKKE JJIS BBITIOJHCHHUS PA3/IEiOB KYpPCOBBIX
MIPOEKTOB IO JUCIUILIMHAM 0a30BOM YacTH M BBITYCKHOM KBAIM()UKAIIMOHHON pabOTHI.

3. IJTAHUPYEMBIE PE3YJIBbTATBI ObYUEHUSA

[lenpto AUCIUTUIMHBL «3amuTa UHPOPMAIIMK B KOMIBIOTEPHBIX CETIX)
aBigercss (OpMUpOBaHHE Yy OOyYarONIMXCs 3HAHWMM W YMEHUH MO 3al[uTe
KOMITBIOTEPHBIX CETe C MPUMEHEHHEM COBPEMEHHBIX IMPOrpaMMHO—aNNapaTHBIX
CPEICTB.

3ajauu AMCUUIUIMHBI — 1aTh 3HAHUS:

0 METOJIaX U CPENICTBAX 3aIIUThl MHPOPMALIMH B KOMIIBIOTEPHBIX CETSX;

0 TEXHOJIOTMH MEKCETEBOr0 SKPaHUPOBAHUS;

0 METOJaX U CPEACTBAX MOCTPOEHUS BUPTYAIbHBIX YACTHBIX CETEH;

O METOJIaX U CPEICTBAX ayIUT YPOBHS 3AIMIIEHHOCTH UH(POPMAIIMOHHBIX CUCTEM.

Komnerenuuu, popMupyemMble B pe3ybTaTe OCBOCHUS AUCLUILINHBL:

- TOTOBHOCTBIO TPOW3BOJUTH HWHCTAUIALMIO WU HACTPOMKY CHCTEMHOTIO,
NPUKIAAHOTO M HMHCTPYMEHTAJIBHOIO MPOTPAaMMHOTO  OO€CTeUeHUs CHUCTEM
aBTomaTu3armu U ynpasienus (I1K-15).

Nuaukatopel W JECKPUOTOPBl YacTW COOTBETCTBYIOIIEH KOMIIETEHIIMH,
dbopMupyemMoli B TMpoLECCe H3YYEHUs JUCHMIUIMHBI «3amurta WHPOpMalu B

KOMHBIOTCpHBIX CHUCTEMAX», OHCHUBAKOTCA HpI/I IIOMOIIIN OIICHOYHBIX CpCI[CTB.
[Tnanupyembie pe3yabTaThl 00YUCHHUS M0 TUCIUILIMHE «3aluTa HHPOPMAIMKi B KOMIIBIOTEPHBIX CHCTEMaX),
WHAUKATOPHI HocTmkeHus komrereHwmid [1K-15, mepedens olleHOYHBIX CPEICTB.

Kox Koxn
HaumenoBanue HaumenoBanue
Ne | wHAmMKaropa TUTAHUPYEMOTO [Inaaupyemsbie
WHMKATOPa JOCTHKCHUS OIICHOYHBIX
/Tl | JOCTHYKEHUS pe3ynbTara pe3ynbTaThl 00yUYEeHHUS
KOMIICTCHIIUN CpEeJICTB
KOMIIETEHITUN o0yueHus
— 3HaTh: ocuoubie | 3 (M/I-1 IK-15) | — 3uaer: ocHOBHbIE | Bompockl
yS3BUMOCTH W THIIOBBIC YSI3BUMOCTH M THIIOBBIC | TECTa
1. NJI-1 [IK-15 | atrakm Ha COBpPEMEHHBIE aTakd Ha COBPEMEHHBIE
KOMITBIOTEPHBIE CUCTEMBI KOMITBIOTEPHBIE
CHCTEMBI
— YMeTh: BemonHATh | Y (UA-2 TIK- | YmeerT: BBINIONIHATH | Kommuiekc
HAaCTPOUKY 3ammTHBIX | 15) HACTPOUKY WMUTAIMOHHBI
2. WNA-2 TIK-15 | MmexaHu3MOB CETEBBIX KpUNTOrpaduuecKux X 3a/1a4
IPOrpaMMHO- CPEJICTB GPG u
anmapaTHBIX CPENICTB Truecrypt




— Brnanerts: HaBeikamu | B (U-3 TIK- | Bnageert: Hagrikamu | Kommieke
aJIMUHUCTPUPOBAHUS 15) KOHTPOJIsI HAacTpOeK M | UMUTAIlMOHHBI
CeTEeBBIX  MPOrPaMMHO- paboThl aHTUBUPYCHBIX | X 3a7a4

3. N-3TIK-15 | anmapaTHBIX KOMIUIEKCOB CPEICTB M MEXKCETEBBIX
3amuTel MHGOPMALUH U 9KPaHOB.
CUCTEM oOHapyKeHHS
KOMIIBIOTEPHBIX aTaK

4. COAEP KAHUE JUCIHUIIJINHBI
4.1. YueOHO-TEMAaTHYECKHNH IJIAH.

KonnuectBo yacos
KOHTaKTHOU paboThI ¢
| Homep
8 a3stena HaumenoBanue paznena, IpenoaaBaTejieM
5| PasAcia, TEMBI
A~| TeMbI JlaGopatop.
Jlexknuu
paboThI
Tema 1 | OcHOBHbIE TIOHATUS U OINpEAENEHUS TEOPUU 1 -
KOMIBIOTEPHON 6€30MacCHOCTH
~| Tema 2 CrpyKTypH3aIyist METO/IOB, IIPUHIIMIIOB, ¥ MEXAHH3MOB 1 -
S TEOPHUH KOMITHIOTEPHOM 0e30MacHOCTH
2 Tena 3 MeTo0JI0THs IOCTPOSHHSI CUCTEM 3aIUThI 2 4
[a B
nH(GOpPMaIIMU B KOMIIBIOTEPHBIX CUCTEMAX
Tema 4 | OcHOBHbIE BU/IbI aTaK HA @BTOMATH3UPOBAHHbIE CUCTEMBI 2 5)
Tema 5 | TexHOMOTUA MEXKCETEBOTO SKPAHUPOBAHHUS 2 2
Tema 6 | BupTyanbHble 4acTHBIE CETH 2 5
~ | Tena 7 Aymut nH(pOpMaIMOHHON 0€3011aCHOCTH B 2 -
& KOMITBIOTEPHBIX CETSX
2| Tema 8 | [TosmuTuky 6€30I1aCHOCTH 2 -
[a B
Tema 9 OcHoBHble kputepun 3amuiieHHoctd AC. Knaccsl 2 -
samuiieHHoctd AC
Bcero: 16 16

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Tema 1. OcHnosnbie nonamus u oOnpeoeeHUs Mmeopuu KOMNbIOMEPHOU
0e3zonacnocmu.

Ucropust pa3BuTHA TEOPHUH U TMPAKTUKA KOMITBIOTEPHOM O€30MacHOCTH.
Nudopmaruss kak oObekT 3amuThl. KoH(PUACHIIMAIBLHOCTb, IICJIOCTHOCTh H
JTOCTYITHOCTh MHGpopMarmu. Mojenu 1ieHHoctr uHpopManuu. MHpopMalnoHHBIH
noTok. Mepapxuueckue MoJelId M MOJIENb B3aUMOAECHCTBUSL OTKPBITBIX CHCTEM
(OSI/1SO).

VYrpo3el. Knaccudukanuss yrpo3 Oe3omacHOCTH. Mojenu yrpo3 U MOEIb
HapywmuTens. Yreuku unpopmaruu. Kanansr yreuexk nnpopmanuu. Knaccudukanms
KaHAJIOB yTeueK UH(POPMALIUH.

Tema 2. Cmpykmypuzauus memooo8, NPUHUUNOG, U MEXAHUZMOE8 Mmeopuu
KOMNbIOMeEpHOoIl 0e30nacHOCU.

OcHOBHBIE HampaplieHUs OOeCleueHUus KOMIBIOTEPHON  0e30MacHOCTH.
OcHoBHBIE ypoBHU 3anuThl HHGopManuu. [Ipuniuner noctpoeHus: 6e3omacHbix AC.
MeTtononorust oocnenoBanus U mpoekTupoBanus 3amuThl AC.




Tema 3. Memoodonocusa nocmpoeHus cucmem 3auyumuvl UHGOpMayuu 6
KOMNbIOMEPHBIX CUCHIEMAX.

[TocTpoeHue cucteM 3alUThl OT YIpo3bl HapyLIEHUs KOH(PUIACHIMAIBHOCTH,
LEJIOCTHOCTH, JIOCTYIIHOCTH HWH(MOpPMAIMU U YIPO3bl PACKPHITUSA [apaMeTPOB
uHpopMarmoHHOW cucteMbl: CucteMbl HUISHTUDUKAUMKU U ayTeHTU(UKAIUH,
kinaccudukanusa — Takux — cucreM. Kpunrtorpaduyeckue — CpencTBa  3alllUThI
uHpopmaruu. CreraHorpaguueckue MeETOJbl 3aluThl. KOHTpOIb LETOCTHOCTH
unpopmarmu Ha MHU. Ludposas noanuce.

Tema 4. Ocnosnvie 6uovt amak Ha asmomamuzuposarnwie cucmemwl (AC).

[TonsiTne m knaccuukams aTak Ha KOMITBIOTEpHBIE ceTH. OCHOBHBIC THITHI
ceTeBbIX atak. CpelicTBa peanu3aiuu atak. MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX
Ha YS3BUMOCTSX CETEBBIX IPOTOKOJOB. ATakM Ha CETEBBIC CIYXKOBI. ATaku ¢
WCIIOJIb30BaHUEM MPOMEKYTOUHBIX y3JI0B U TEPPUTOPHUH.

TexHonoruun o6HapyKEHUSI KOMITBIOTEPHBIX aTaK U UX BO3MOXKHOCTU. MeTo bl
oOHapyxkeHust arak. Kiaccudukamuss cuctem oOOHapy>KEHUS aTakK /BTOpP>KEHUMN
(COA/COB).

Bpenonocnoe mnporpammuHoe  oOecriedeHue. KommbioTepHble  BUPYCHI.
Knaccuduxkanus Bupycos.

AHTUBHpYCHOE TporpamMmHoe obecnedeHue. Knaccudukaius aHTUBUPYCOB.
TpeOoBaHUsI K aHTUBUPYCHBIM TporpamMmaM. MeToabl 0OHapy EHUsI BPEIOHOCHOTO
ITO u ycTpaHeHus MOCIEICTBUN 3apa’KCHUSL.

Tema 5. Texnono2un merccemeso2o IKPAHUPOBCAHUSL.

[Tonsatue wmexcereBoro »kKpaHa. CTparerum U CpPEJCTBA MEXKCETEBOTO
skpanrpoBanusi. Co3aHUE 3aIUILICHHBIX CETMEHTOB IpU padoTe B ceTu HTEpHET C
WCIIOJIb30BAHUEM MEXKCETEBBIX JKpPaHOB. THUIBI MEXCETEBBIX HKpPaHOB. CXEMBI
MEKCETEBOTO SKPAHUPOBAHUSI.

Ounbrpanus maketoB. Kputepun u mnpaswia QuibTpanuu. Peammzanms
nakeTHIX (QuibTpoB. OcoOeHHOCTH (UIBTpAIIMM PA3IUYHBIX THUIOB TpaduKa.
03wt npukiiagaoro ypoBHs. Koutpoas HTTP-Tpaduka u 31eKkTpoHHOMN TOYTHI.

Tema 6. Bupmyanvnoie wacmuuvle cemu.

[TonaTre BUpPTyanbHOI YaCTHOM CETH, €€ MpeHa3HaYeHue. 3a/lauu, peuIacMble
VPN. TynnenupoBanue B VPN. YpoBHU 3alUIIIEHHBIX KaHAJIOB. 3alUTa JaHHBIX Ha
kaHaibHOM ypoBHe. Opranuzarusi VPN cpenctBamu npotokosnia PPTP. Ycranoska u
HacTpoiika VPN. AHanu3 3aluieHHoCTH nepegaBaeMoi nHpopMari.

3ammTa JAHHBIX HAa CETEBOM YPOBHE. 3JalllUIEHHBIA OOMEH AJICKTPOHHOMN
MOYTOM.

Tema 1. Ayoum unghopmayuonnoii 6e30nacHocmu 6 KOMRbIOMEPHBIX CEMAX.

[enmu w 3amauud TIpoBeNEHUS] ayauTa OE30MAaCHOCTH. ODTalbl U METOJIbI
MIPOBEJICHUSI, PE3YyJIbTaThl Pa0OT.

HopMmaTuBHO-IpaBOBbIE W OpPraHU3ALMOHHBIE OCHOBBI MPOBEACHUS ayaHuTa
0€30macHOCTH KOMIBIOTEPHBIX cucTeM. OmnpeneneHue CTPYKTYpbl HHPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTed. [lporpammHbie cpeacTBa aHaiu3a TOMOJIOTHH
BBIYUCIUTENBHON ceTh. OnpeaeneHne MapipyToB MPOXOKIAECHUS CETEBBIX MAKETOB.
O6napyxenue o0ObekToB cetn. [locTpoenne cxembl ceTu. BrisiBnenue



TEJIEKOMMYHUKAIIMOHHOTO 000py/A0BaHus. BbIsiBIeHHE UM MNOCTPOECHHUE CXEMBbI
MH(OPMAIMOHHBIX TOTOKOB 3alllUIaeMON HH(GOpMALIIH.

Tema 8. Illonumuxu 6e3onacnocmu

[lonsitue monutuku  Oe3omacHocTu. DopmanbHbie MOAEIU  MOJUTHUK
6e3onacHocTi. OCHOBHBIE TUIIBI MOJUTUKU Oe30macHOCTH. Pa3paboTka u peanuzanus
noJIMTUKK Oe3omacHocTU. Kiaccudukanus Mmozaenel moiuTuk 6€30MacHOCTH.

[Tomutrka U Mojenu O€30MacHOCTH B PACHpPECICHHBIX KOMITbIOTEPHBIX
CUCTEMAX.

CewmeiictBo /[II-Mozaeneld MONMUTHK OE€30MaCHOCTH JIOTUYECKOIO YIPABICHHUS
JOCTYTIOM ¥ MH(GOPMAIIMOHHBIMU TTOTOKAMH.

Tema 9. Ochnosnvie Kpumepuu 3aumuuiennocmu AC. Knaccol
sawgumiennocmu AC.

OcHoBHble KpuTepu oOleHKU 3amuiieHHocth AC. CraHaapT OIEHKH
6e3onacHoctu kKoMmIibloTepHbIX cucteM TCSEC («OpamxeBast kuuray). Konuemnius
3ammThl AC u CBT no pykoBoasumuMm nokyMmeHTaMm ['octexxkomuccuu P®. Envnbie
KpuTepuu 6e3omacHocTy nHpopmamoHHbx TexHonoruit (Common Criteria).

[IpoGnembl KOoMIBIOTEpHOUM Oe3omacHocTU. [lepcriekTHBHBIE HaIpaBICHUS
UCCJIEIOBAaHUM B 00JIaCTU KOMMBIOTEPHON Oe3zomacHOCTH. LIeHTpbl KOMIbIOTEPHOU
0€30I1aCHOCTH.

4.3 JlabopaTopHbie padoThI

HanmenoBanue tem Hopmarus
Howmep Haumenosanue
TOMEL TeMbI J1a00paTOPHBIX padoT BpEMEHHU,
Jac.
3 Merononorus noctpoenusy Jlabopamopmas paboma No 1. 4
cucteM 3amuTsl nHpopmarnmy Kpunrtorpapudeckue cpeacTBa  3allyThI
B KOMITBIOTEPHBIX CUCTEMAX unpopmauuu: GPG u Truecrypt.
4 (OCHOBHBIC BUJIBI aTaK Ha Jlabopamopnas paboma Ne2. KoHTpOIb 4
ABTOMATH3UPOBAHHBIC CUCTEMBl | HACTPOEK U PadOThl  aHTUBHUPYCHBIX
CPEJICTB.
1-wtit pybesicnuvtii konmponw | Tecmuposanue 1
5 TeXHOJIOTHS MEKCETEBOTO Jlabopamopnas paboma Ne3. W3ydeHue 2
DKpaHUPOBAHUS HACTPOEK U pabOThl MEKCETEBBIX IKPAHOB.
6 BupryanbHble 4acTHbIE Vlabopamopnas paboma Ned. VI3ydeHue 4
ceTn M30JIUPOBAHHBIX TPOTPaMMHBIX Cpell  Ha|
mpuMepe  paboOTBl € BUPTYalbHBIMH
MaIIHAMH.
2-o0u1 pyoexcnutii kKoumpons | Tecmupoeanue 1
Hmozo 16

5. METOAUYECKHUE YKA3AHUA JJIS1 OBYUAIOIIIUXCA
IO OCBOEHHUIO JNUCHUITIJINHBI
[Ipu mpociymmBaHUN JICKIIMH PEKOMEHIYeTCS B KOHCIEKTE OTMEYaTh BCE
BaKHBIC MOMEHTBI, HA KOTOPBIX 3a0CTPSACT BHUMAHHUE IMPETOJIaBaTellb, B YaCTHOCTH
Te, KOTOpbhIC HANpaBJIICHBl Ha KaYeCTBEHHOE BBITIOJHEHUE COOTBETCTBYIOIICH
nabopatopHoit pabdore.



[IpenogaBareneM  3alUIaHUPOBAHO  KCIIOJIB30BAHME TMPU  YTEHUH  JIEKLMA
TEXHOJIOTMH yueOHOM auckyccuu. Iloatomy pexomeHayercss (puKCHpoBaTh Uit ceOst
MHTEPECHbIE MOMEHTHI C LEJbI0 UX AKTUBHOIO OOCYXKIEHHUS Ha JUCKYCCHM B KOHIIE
JIEKLIWY.

3a70roM KayeCTBEHHOI'O BBINOJHEHMs JIaOOpaTOpPHBIX paboOT  sIBisETCA
CaMOCTOATENIbHAs TNOJArOTOBKAa K HHUM HAKaHyHE IYTEM IIOBTOPEHUs MaTEpHAIOB
Jexuuil. PekoMeHayeTcsi MoAroTOBUThH BOIIPOCKH IO HESICHBIM MOMEHTaM U 00CYAUTH
UX C IIPEroaBaTesieM B Hauaje 1abopaTopHOi paboThI.

[IpenogaBaTeneM 3alIaHUPOBAHO NPHUMEHEHHWE Ha JTAOOPaTOPHBIX paboTax
TEXHOJIOTHUA  pa3BUBAIOLICHCS KOOIMEpaluuu, KOJUIEKTUBHOTO B3aHMMOJIEHCTBHS,
pa300pa KOHKPETHBIX CUTYaIUH.

JUis  Tekymero KOHTPOJS YCHEBAaeMOCTH IO OYHOW ¢opMe oOydeHus
IPENoIaBaTeNIEM UCIOJIb3YeTCs 0aUIbHO-PENTUHIOBASI CUCTEMA KOHTPOJIA U OLIEHKU
aKaJeMHUYECKOM aKTMBHOCTH. [I03TOMY HACTOSATEIBPHO PEKOMEHIYETCS TIIATEIBHO
npopalaTeiBaTh MaTepuai AUCUUILIMHBI P CAMOCTOSITENIbHOM paboTe, y4acTBOBATh
BO Bcex (opMax OOCYXKIEHHS U B3aUMOJEWCTBUA, KaK Ha JIEKIHUSAX, TaK U Ha
7a00paTOpHBIX paboTax B LEISAX JYy4YIIEr0o OCBOEHHUS Marepuaja W IOJIy4eHHUs
BBICOKOM OLIEHKH 10 PE3yJIbTaTaM OCBOEHUS JUCLUIIINHBI.

BoinonHeHne caMOCTOSATENBHONM pabOThl IMOAPA3YyMEBAET CAMOCTOATEIBHOE
U3y4YE€HUE PA3/AENOB JUCIUIUIMHBI, MHOJITOTOBKY K JIabopaTOpHBIM paldoTaMm, K
pYOEX)HBIM KOHTPOJISIM M OJTOTOBKY K 3a4€Ty.

PekomennyemMass TpyJOEMKOCTb CaMOCTOSATEIbHON padOThl MpEACTaBiIeHA B
Tabnuie:

PexoMeHayeMblil pe;KMM CaMOCTOATEIbHOM padoThl

Pexomennyemas
HanmenoBanue
. TPYZAOEMKOCTb,
BH/Ia CAMOCTOSITEIbHOM PadoThI AKaL, ac.
CamocTosiTe/IbHOE H3YYCHHE TEM: 46
OCHOBHBIE TIOHSITHS U OTIPEJICIIEHUS] TEOPUU KOMITBIOTEPHOM 4
6€301MacHOCTH
CTpyKTypU3aIys METOIOB, IPUHIAIIOB, H MEXaHM3MOB TEOPUH 4
KOMIIBIOTEPHON 6€30MacHOCTH
Merozomorus MOCTPOSHUSI CUCTEM 3aIUThl HHPOPMALIUU B 6
KOMITBIOTEPHBIX CHCTEMAX
OcHOBHBIE BH/IbI aTaK HA ABTOMATU3UPOBAHHBIE CHCTEMBI 6
TexHOJI0TH MEXKCETEBOT0 SKPAaHUPOBAHHS 6
BuptyanbHble 4acTHBIE CETH 4
Aymut nHpOpMaIMoOHHON 6€301MaCHOCTH B KOMITBFOTEPHBIX CETSIX 6
[TouTkK 6€3011aCHOCTH 4
OcHoBHble kpuTepuu 3amumeHHoctu AC. Knaccst 6
samumeanocta AC
[TonroroBka k 1abopaTOpHBIM paboTaM (110 2 yaca Ha KaxJ0e 8
3aHSTHE)
[TonroToBka K pyoeKHBIM KOHTPOJISIM (110 2 yaca Ha KaX bl 4
pyOEKHBIN KOHTPOJIb)
IloaroroBka K 3a4ery 18
Bcero: 76




6. ®OH/I OHEHOYHbIX CPEIACTB VIS ATTECTAIIUA 11O IMCHUTIJIMHE
6.1. IlepeyeHb OLIEHOYHBIX CPEACTB
1. banbHO-pedTUHTOBAsI CUCTEMA KOHTPOJISI U OLICHKU aKaJIeMUYECKOU
akTUBHOCTH oOyuaromuxcs B KI'Y.
2. OTyeThl 00yYaroumxcs Mo JadopaTopHbIM paboTaMm.
3. bank TecToBBIX 3a/1aHUi K pyOekHBIM KOHTpOJIsiM Ne 1, Ne 2.
4. Boripocsl K 3a4eTy.

6.2. Cucrema 0a/IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4aIOIIMXCSl 110 AUCHMILIMHE

No HanmenoBanme Coneprxanne
1 | Pacupenencuue Pacnpenenenne 0amios, 3 cemectp
0aioB 3a CCM6GCT[3 = oa PR oa
0 BUAAM y4eOHOH Bu Brinonnenue 23 |85 =
7 o IMocemenne . |E 858 &g 2
paboTEL, CPOKH yueGHoi [— nabopatoproit |5 £ 215 =2 &
clauu yueOHoM paboTHI: paboThI ES S «
paboThI (00600ssMCs
00 ceedeHuUs
obyyarowuxcs Ha bannsHas
> 25 x 8= 16; 75 x 4 =28; 13 | 13 | 30
nepgom yueoHom OIICHKA!
3aHAmMuU)
2 | Kpurepnii mepecuera 6ammoB B 160 1 MeHee 6aioB — HEYJOBIETBOPUTEIBHO; HE 324TEHO;
TpPaZMLMOHHYIO OLIEHKY 10 61...73 — yIOBIETBOPUTENHHO; 3a4TEHO;
uTOraM paboThl B CEMECTPE U 74... 90 — xoporio;
3a4era 91...100 — oTnuuHO




3 | Kpurepuu nomycka k
MPOMEXKYTOUYHOU aTTECTAINH,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOM OIIEHKH) TT0
JTUCITUTLTAHE, BOZMOKHOCTD
noJTydeHus: OOHYCHBIX 0aJlIoB

Jdns  gomycka K  IPOMEKYTOYHOW — aTTECTAllMH IO
JTUCITUTIIMHE 3a CEMECTp OOydJaromuiics TOJDKEH HaOpaTh 110
UTOTaM TEKYILIETro W pyOeKHOTO KOHTPOJIsl He MeHee 51 Gaios.
B cnyuae ecnu oOyuaromuiics HaOpan meHee 51 Oamma, To K
aTTECTAIMOHHBIM HCIBITAHUSAM OH HE JIOIYCKAeTCSI.

Jis monydeHus 3adera 0e3 TMPOBEACHUS TMPOIEIYPHI
MPOMEKYTOYHON —aTTecTaluh OO0ydJaromeMycsi HeoOXOIuMO
HaOpaTh B XOJIe TEKYILIETO 1 PyOSKHBIX KOHTpOJICH He MeHee 61
Oamra. B aTom cimydae uror OayUTBHOW OIEHKH, MOIydaeMon
o0yJalmumcs, ONpeAeNsaeTcss MO  KOJMYeCTBY  0aJuioB,
HaOpaHHBIX UM B XOJI€ TEKYILETo U pyOex)HOro KoHTpoiei. [Ipu
9TOM, Ha YCMOTpEHHE MpernojaBarens, OanbHas OICHKA
00y4Yaromerocss MOXXET ObITh IMOBBIINICHA 32 CUET IONYyYCHHS
JIOTIOJIHUTEIILHBIX OAJIIOB 32 aKaJIEMUUECKYIO aKTHBHOCTb.

OO0y4aronmmiicsi, IMEIOMKWNA TPaBO HA TOIyYEHHE OIEHKU
0e3 TMpOBEJCHUsS MPOLEAYPhl TPOMEKYTOYHOW aTTECTAIlHH,
MOXKET MOBBICHTh €€ MYTEeM ClIauH aTTECTAIMOHHOTO MCIBITAHUSI.
B cnyyae monmydeHuss oOydarommMmcs Ha AaTTeCTalMOHHOM
ucnbiTanui 0 6aJUTOB UTOT OAJBHOW OICHKHU MO JTUCIUIIIMHE HE
CHIDKAETCSI.

3a akaJeMH4yecKyld aKTUBHOCTh B XOJIe OCBOCHHS
JWCIUIUIAHBI, YYacTHEe B YUYCOHOMU, HAyYHO-HCCIIEIOBATEIbCKOM,
CIOPTUBHOHM,  KyJIbTYPHO-TBOPYECKOW W  OOIIECTBEHHON
JICSITEIBHOCTH ~ OOYYalolIeMyCsl  MOTYT  OBITh ~ HA4YHCJICHBI
JOTIOIHUTENbHBIE  Oayutbl.  MakCUManbHOE  KOJHYECTBO
JOTIONIHUTENLHBIX ~ 0a/llIoB 332  aKaJeMHUYECKYI) aKTUBHOCTh
cocrasiset 30.

OcHoBaHMeM Il TIOJAYYCHHUS JONOJHUTEIBHBIX OaJljIoB
SIBJISTFOTCSL:

- BBIIIOJIHEHUEC OOIIOJHHUTCIBbHBIX 3aIlaHI/II\/'I M0 JUCHUIIINHE,
JOTIOJTHUTENILHBIE OaJThl HAYMCIISFOTCS IIPENOIaBaTeNeM;

- yyacTHe B TEYCHHE ceMecTpa B yueOHOM, HaydHO-
HCCTIeIOBATENLCKON, CIOPTHBHOW, KYJIBTYPHO-TBOPYECCKOW U
obmecTBeHHOH NesitennsHocTr KITY.

4 | ®opMbl U BUIIBI YIeOHOH paboThI
JUISL HEYCIIEBAIOIINX
(BOCCTaHOBHBIINXCS HA Kypce
00y4eHus1) 00YJArOIIUXCS ISt
HOJTyYEeHHUS HEIOCTAIONINX 0aJIoB
B KOHIIE cemecTpa

B ciywae ecnu K mpOMEXYTOUHOH arrecTanuu (3adeTy)
HaOpaHa cymMMa MeHee 51 OammoB, oOy4aromeMycss He00X0 MO
HaOpaTh  HENOCTAIoIIee KOJMYECTBO  0aulioB 32  CYET
BBITTOJTHEHHUS JTOTIOTHUTENBHBIX 3aJlaHui, 0 KOHIA TOCIeIHEH
(3a4eTHOIT) Heen ceMecTpa.

JIMKBUIAIMST AKaJIEeMIYECKHX 3aJI0JDKEHHOCTEH, BO3HHKIIHX
W3-32 pasHOCTH B Y4YeOHBIX IUIAHAX MU IEPEBOJE WU
BOCCTAHOBJICHUH, TIPOBOJIUTCS myTeM BBITIOJTHEHUST
JIOTIOJTHUTENBHBIX 33/IaHHH, (hopMa 1 00bEM KOTOPBIX ONpPEIeIseTCs
TIPETIo/IaBaTEeNIeM.

6.3. IIpouenypa oneHuBaHus Pe3yJdbTATOB 0CBOCHUS TUCHMILIMHBI
Py6exxHble KOHTPOJIM TPOBOAATCS B (POPME MUCEMEHHOTO TECTUPOBAHMUS.
[lepen mpoBeneHHEM KaXIOro pyOeKHOTO KOHTPOJS TMIPErnojaBaTeib
npopadaThIBacT ¢ 00YJArOIIMMUCS OCHOBHON MaTepHas COOTBETCTBYIOIINX Pa3/eioB
JTUCITUTIIMHBL B (DOPME KPAaTKOM JIEKIMK-TUCKYCCHH. BapWaHThl TECTOBBIX 3a/JaHHMA
cocTosT st 1 u 2 pybesxkHoro koHTpoJia u3 13 BonpocoB. Ha kaxgoe TecTupoBaHue
pu pyOE)KHOM KOHTpPOJIE 00yJaroneMycsi OTBOIUTCS | akageMUYeCcKUi Jaca.

bamner oOydaromeMycsi BBICTABIISIOTCS B 3aBUCUMOCTH OT YHCJIA MPAaBHIIBLHO
BBEIODAHHBIX OTBETOB. MToroBas oOIleHKa 10 TecTy (OPMHUPYETCS IyTeM
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CYMMHpPOBaHHsI HaOpaHHBIX OauIOB W OTHECEHHUS WX K OOIIeMy KOJIHYECTBY
BOMPOCOB B 3aaHnu. [loMmHOXUB moydenHoe 3HaueHue Ha 100%, MOKHO MTPUBECTH
UTOTOBYIO OIICHKY K TPAJAWIIMOHHON CJIEIYIOIINM 00pa3oM:

«HEYIOBIETBOPUTEIBbHO» — MeHee 50%

«ynosieTBoputeabHo» — 50% - 70%

«xoporro» — 70% - 90%

«otiruno» — 90% - 100%.

[IpenonaBatens oOreHWBAaEeT B Oaiiax pe3yibTaThl TECTUPOBAHUS KaXKIOTO
00y4YaroIIerocs: Mo KOJUYECTBY MPABUILHBIX OTBETOB M 3aHOCUT B BEJIOMOCTH ydeTa
TEKYIIEW YCIIEBAEMOCTH.

3auer mpoBoauTCS B (popMe OTBEeTa Ha BOMPOCHI Owmiera. buer coctout m3 2
BOTIPOCOB. BOmpoCk! K 3a4eTy AOBOAATCS M0 OOydYarOMMXCS Ha TOCICTHEH JISKIIUU B
cemectpe. Kaxnpiii Bompoc oneHuBaercss B 15 OamioB. Ha moarotoBky oTBeTa
oOy4aroniemMycst OTBOJUTCS 1 acTpOHOMUYECKHIA Yac.

Pe3ynbTaThl TEKyIIErOo KOHTPOJIA YCIIEBAEMOCTHM M 3adeTa 3aHOCSTCS
IpernojiaBatesieM B 3a4€THYI0 BEJIOMOCTh, KOTOpas CHAeTCsi B OpPraHU3allMOHHBIN
OTIIe]1 MHCTUTYyTa B JIEHb 3a4eTa, a TAaKXKE BBICTABIAIOTCS B 3aUYETHYIO KHIDKKY
oOyyJarorerocs.

6.4. IlpuMepbI OLIEHOYHBIX CPEICTB I PYOe:KHBIX KOHTPOJIEH U 3aueTa
1-p1ii pyOe:KHBIH KOHTPOJIb

Bonpoc 1. /locmyn Kk ungopmayuu, He nHapymaowiuil npasuna pazzpaHuieHus
oocmyna, HA3bl6AEMCA. ..

a) JeTaIbHBIM;

0) HeJerajabHbBIM,

B) CAHKIIMOHUPOBAHHBIM;

I') BPEIOHOCHBIM;

1) HECAaHKITMOHUPOBAHHBIM.
Bonpoc 2. Cybvekmueno onpeoensemas Xapaxmepucmuka uHpopmauuu,
YKazvlearwowias HaA HEOOX00UMOCMb 66€0€HUA O2PAHUYEHUII HA MHONCECHE0
cyOveKkmos, umeruux 0ocmyn K OaHHOU uHpopmauuu

a) 1IEJIOCTHOCTD;

0) TOCTYITHOCTD,
B) KOH(QUIECHIIMAIHHOCTD,
I') CBOEBPEMEHHOCTb.
Bonpoc 3. Yazeumocmov ungpopmayuu — smo:

a) coObITHE WIM JCHCTBHE, KOTOpPOE€ MOXKET BBI3BaTh H3MEHEHUE
¢bynkuuonupoBanuss ~ KC,  cBg3aHHOe ¢  HapyuleHUEM  3alIUIIEHHOCTU
oOpabarbiBaeMol B Hel HH(pOpMauu.

0) BO3MOXHOCTh BO3HUKHOBEHHS Ha KaKOM-JTMOO 3Tare >KM3HEHHOTO ITHKJIa
KC Takoro ee cocTosiHUSsI, TP KOTOPOM CO3/IAIOTCA YCIOBUS JUISl peain3aluy yrpo3
6e3omacHoCTH HH(POPMAITUH.

B) JEWCTBUE, NPEANPUHUMAEMOE HAPYIIUTEIEM, KOTOPOE 3aKJII0YaeTcs B
IIOMCKE U MCIIOJIb30BAaHUU TON WJIM UHOW YSI3BUMOCTH.

2-0i pyOe:KHBIH KOHTPOJIb
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Bonpoc 1. K ne npeonamepennvim yzpo3zam ommocamca:

a) om0k B pa3paboTke nmporpammHubix cpencts KC;

0) HECaHKIMOHUPOBAHHBIA JocTynm Kk pecypcaMm KC co cropoHsl
nosib3oBatesie KC W mocTopoHHUX JHI], ymepd OT KOTOPOTO OIpeAeiseTcs
MOJIy4YeHHBIMU HAPYIIUTEIEM MTOJTHOMOYHSIMHU;

B) yrpo3a HapylleHUs KOH(PHICHIIMAILHOCTH, T.€. YTEYKH HHGOpMAIIH
orpaHu4eHHoro jaocryna, xpassmedica B KC wnu nepenaBaemoit ot onnoit KC k
JIPYTOH.

Bonpoc 2. Ilpu naponvnoii 3awjume 6 Kauecmee aAymeHmMuPUKAYUOHHO20
daxmopa cyovexkma evicmynaem

a) TO, 4YTO OH 3HAET,

0) TO, YeM OH BIIAJICET;

B) TO, YTO €CTh YacTh €r0 CaMOro.

Bonpoc 3. Ocnoenvie nanpasnenusn ooecneuenusn Kb ¢ 3asucumocmu om npupoont
cpeocme u Memooos:

a) KOMIIBIOTEPHOE, KpUnTorpaguueckoe, OyMakHOe

0) HopMaTUBHOE, POpMaTBLHOE, IPAKTUYECKOE (IKCIIEPUMEHTAIBHOE)

B) HOPMATHMBHO-TIPABOBOE, HWHXKEHEPHO-TEXHUYECKOE, OpPraHu3aIl[MOHHOE,
anmapaTHO-IIPOrpaMMHOE

INPUMEPHBIN NEPEYEHb BOITPOCOB K 3AUETY

1. Uudopmanusa kak o0beKT 3amuThl. KoH(UIEHINaTbHOCTh, HENOCTHOCTh U
JOCTYITHOCTH HH(POPMAITHH.

2. Monenu nennoctu nadopmanuu. MHPOpMaAITMOHHBIN MTOTOK.

3. Uepapxudeckre MOAETHM W MOJENIb B3aUMOJICHCTBUS OTKPBITBHIX CHCTEM
(OSI/1SO).

4. Yrpossl. Knaccudukanms yrpo3 6€301macHOCTH.

5. Moaenu yrpo3 u MOJeNb HapyUIUTes.

6. Yreuku undopmanuu. Kananer yreuek nadopmanuu.

7. Knmaccudukaius kaHaioB yTedek nHpopmaiuu.

8. OcHoBHBIE HaIpaBJIeHUsI 00eCIIeUeHUsT KOMITBIOTEPHON O€30MaCHOCTH.

9. OcHOBHBIE YPOBHU 3aIIUTHI HHPOPMAIIUH.

10. IMpununer noctpoerus: 6ezonacHbix AC. MeTtomonorust o06ciie1oBaHus U
POEKTUPOBaHUS 3auThl AC.

11. Cucrembl uaeHTUGUKALIMM U ayTEHTU(DHUKAWHU, KiIacCU(UKAIUS TaKHX
cucteM. Kpunrorpaguueckue cpeacTna 3aiuThl HHOOpMALUY.

12. Creranorpaduveckie METOIbI 3aIHUTHI.

13. KonTpons nenoctaocty uHpopmanuu Ha MHU.

14. ITucpoBas MOANKCH.

15. Tlonsitne u wimaccudukaius aTtak Ha KOMIbIOTepHBIE ceTh. OCHOBHBIC
THUIIBI CETEBBIX aTak.

16. CpexncTBa peanuzaiyu aTak.

17. MexaHu3Mbl THUIIOBBIX aTaK, OCHOBAHHBIX Ha YSA3BHUMOCTAX CETEBBIX
OPOTOKOJIOB. ATakM Ha CeTeBble CIyXKObl. ATakM C  HCIOJIb30BaHUEM
IPOMEXKYTOUHBIX y3JI0B U TEPPUTOPHUIL.
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18. Texnonoruu 0oOHAPYKEHUSI KOMITBIOTEPHBIX aTaK U UX BO3MOKHOCTH.

19. Metoasl oOHapyxenus atak. Knaccudukanus cucreM oOHapyKeHUsI aTak
/Bropxkenuit (COA/COB).

20. BpenoHocHoe nporpaMMHoOe 00ecTieUeHHE.

21. KomnbroTepHsie Bupychl. Kitaccudukanus BUpyCoB.

22. AHTUBUPYCHOE IPOTPpaMMHOE obecrnieyeHue. Knaccuduxanus
aHTUBUPYCOB.

23. TpeboBaHUs K aHTUBHPYCHBIM MporpamMmaM. MeToasl OOHapyKeHUs
BpeaoHocHOTo 10 u ycTpaHeHus MOCIeICTBHI 3apaskeHHUS.

24. Tlonsitne MexceTeBOro 3KpaHa. CTpaTeruum W CPEICTBa MEXKCETEBOTO
AKpaHUPOBAHMUSI.

25. Co3nanue 3alMIIEHHBIX CErMEHTOB INpu paboTe B cetu MHTepHeT ¢
WCITOJIb30BAHUEM MEXKCETEBBIX KPAHOB.

26. Tunbl MeKCeTEeBBIX IKPaHOB. CXEMBbI MEKCETEBOTO SKPAHUPOBAHMUSI.

2. OunbTpanus naketoB. Kpurepuu u npaBuia GuibTpalyu.

28. Peanuzanus nakeTHbIX GUIbTPOB. OCOOEHHOCTH (UIBTPAIIMN PA3TUUYHBIX
TUIIOB TpadukKa.

29. llImro3er mpuknagnoro ypoBHs. Kontpons HTTP-tpaduka u snekrpoHHOM
TIOYTHI.

30. [lonsiTie BUPTyaIbHOM YACTHOW CETH, €€ IMpeAHa3HaueHue. 3aaayd,
pemaembie VPN. Tynnenuposanue B VPN. YpoBHU 3alUIIIEHHBIX KaHAJIOB. 3aliuTa
JAHHBIX HA KaHAJIbHOM YPOBHE.

31. Opranmzanus VPN cpenctBamu mpotrokoina PPTP. VYcranoBka wu
Hactporika VPN. AHanu3 3alueHHoCTH nepegaBaeMoi nHpOpMari.

32. 3ammTa JaHHBIX HA CETEBOM YPOBHE. 3alUIICHHBIA OOMEH 3JICKTPOHHON
MOYTOM.

33. llenmn wm 3amaun mpoBefeHUs] ayauTa OE30MacHOCTH. DTambl U METOJIbI
MIPOBENICHMUSI, PE3YIIbTaThl PadOT.

34. HopmaTuBHO-TIpaBOBbIE W OPTaHU3AIMOHHBIE OCHOBBI TIPOBEICHUS ayauTa
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM.

35. OmpezienieHne  CTPYKTYpPhl  MH(POPMAIMOHHO-TEIIEKOMMYHUKAITMOHHBIX
CETEH.

36. [IporpamMHBbIe cpeIcTBa aHATIN3a TOTIOJIOTUN BEIYUCIUTEILHOM CETH.

37. OmnpeneneHre MapuIpyTOB MPOXOXKICHUS CETEBBIX TTAKETOB.

38. O6HapyxeHne 00beKTOB ceTH. [TocTpoeHre CXEMBI CETH.

39. BrisiBneH#E TEIEKOMMYHUKAIIMOHHOTO 000Dy I0OBaHUS.

40. BeisiBJIcHME ® = TIOCTPOEHUE CXEMBbl  HH(GOPMAIMOHHBIX  MMOTOKOB
3amuInaeMon nHopMaIuH.

41. IlonsiTie TOMUTUKU  Oe3omacHOCTH. (OCHOBHBIE  THUIIBI  MOJUTHKH
0€30IacCHOCTH.

42. PazpaboTka W peanuzaisi TMOJMUTUKU Oe3zonmacHocTH. Kraccubukarms
MoOIeJIel TTOJIUTUK O€30MacHOCTH.

43. TlonmuTka U Mojenu O€30MacCHOCTH B PACIPECICHHBIX KOMITHIOTEPHBIX
CUCTEMaX.
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44, CemeiictBo  JIII-momeneldi  mOJUTHK ~ O€30MACHOCTH  JIOTHYECKOTO
yIpaBJeHUsI TOCTYIIOM U HH(POPMAITMOHHBIMU TOTOKAMH.

45. OcHOBHBIC KPUTEPHUH OLICHKH 3antuiieHHocTu AC.

46. Cragmapt oneHku Oe3omacHOCTH KoMmbloTepHbIx cucteM TCSEC
(«OpanxeBas KHUTa»).

47. Konnenmust  3amutel AC u CBT 1o pykoBOIAIIUM JOKYMEHTam
I'ocrexkomuccuu PO.

48. Enunbie  kputepund  0€30mMacHOCTH  WH(OPMAIMOHHBIX — TEXHOJIOTHH
(Common Criteria).

49. TIpob6emMbl KOMIBbIOTEpHOU Oe3omacHOCTU. [lepCcrieKTUBHBIC HANpaBICHUS
UCCJIEIOBaHM B 00JIACTH KOMITBIOTEPHOM O€30MacHOCTH.

6.5. ®oH/ OLICHOYHBIX CPEACTB
[onHbIit GaHK 3aaHUM I TEKYILETro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHON
aTTeCTaluy 0 JUCLUIUIMHE, TTOKA3aTeNN, KPUTEPUH, LIKAJIbI OLICHUBAHUS KOMIIETCHIIUH,
METOMUYECKHUE MaTepHaibl, OMPEACIIONE POLEIypbl OLEHUBAHUS 00pa30BaTEIbHbIX
pe3ysbTaTOB, IPUBECHBI B y4EOHO-METOIMUECKOM KOMITJIEKCE TUCIUITIMHBL.

7. OCHOBHASA U JONNOJIHUTEJIbHAS YYEBHASA JIUTEPATYPA
7.1. OcHOBHas yueOHas1 JIUTEPATypAa
OcHoBHas iuTEpaTypa:

1. I'pymo A.A., IIpumenko D.A., Tumonuna E.E. TeopeTruyeckne OCHOBBI
KOMITbIOTEpHOU Oe3onacHoCTH. — M.: «Akagemus», 2009. - 272 c.

2. Tamarenxko, B.A. OcHoBel wuH(pOpManMOHHOW Oe3omacHOCTH. /
[OnexkTponnbii  pecypc]. - M.: HanuonanbHblii OTKpPBITBI YHHUBEPCUTET
"MHTYUT", 2016 - 208 c. ISBN 5-9556-0052-3. - Jloctym OBC «KoHcymbTaHT
CTYJICHTa.

3. lllanwsrun, B. ®. Uudopmarmonnas 6e30macHOCTh U 3aniuTa HHGOPMAIU
[DnexTponHbIi pecype] - Mocksa: JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-
768-0. - Hoctyn OBC «KoHCyNnbTaHT CTyACHTaY.

4, JlesamH, II. H. Monenu 06€30MacHOCTH KOMITBIOTEPHBIX CHCTEM.
VYrpasnenue AoctynoM M HHGOPMAIMOHHBIMU TOTOKaMH: ydyeOHOEe MocoOue s
BY30B 2-€ W3[l., HCOp. U JOM. [DNEKTPpOHHBIN pecypc| - MockBa: ['opsuas auHug -
Tenexkom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - loctyn ObC «KoHCynbTaHT
CTYACHTAY.

JlonmosiHUTE ILHAS JIUTEpaTypa:

1. Kacnepcku, K. Texnuka cereBbix atak. T. 1 / Kpuc Kacnepcku. — M.: CosoH-
P, 2001.—-400 c.

2. Jlamonuna, O. P. OcHOBBI ceTeBOM 0€30MmacHOCTH: KpuITorpaduyecKue
AITOPUTMBI ¥ TIPOTOKOJIBI B3aUMOJICUCTBHSI: KypC JEKIMW: ydeOHoe mmocoOue: s
CTYZIEHTOB BY30B, oOy4aromuxcs mo creruaibaoctyd 510200 "TpukinagHas maremaTuka
u wuHpopmatuka"/ O.P. Jlamonwna; WHTepHeT-yHUBEpCUTET WHGOPMAIMOHHBIX
TexHojoruit. — M.: Intepuer-YHuBepcuter nHGOPMAIMOHHBIX TexHomorwid, 2005. — 605
C.

14



3. Onudep, B.I'. Komnbrotepusie cetu: [IpuHIUTBI, TEXHOIOTHHU, TPOTOKOJIBL:
yuebHoe rocobue st ctyaeHToB By30B / B. I'. Omudep, H. A. Onudep. — 3-¢ uzn. —
M.; CI16.; Hwxkuuit Horopoa: ITutep, 2007. — 957, c.

8. PECYPCBI CETU <MHTEPHET»,
HEOBXOAMMBIE JJIs1 OCBOEHUA INCIHUITJINHBI

1. DnexTpoHHBIN (OHI MPABOBON M HOPMATHBHO-TEXHHUUCCKOW JOKYMEHTAIIUH
- http://docs.cntd.ru;

2. DBC «Jlanb» - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. OBC «KouncynbranT crymenTay - https://www.studentlibrary.ru;

5. Hantmonanmensiid OTkpeiThiil Y HUBepcuTeT « AHTYUT) - https://intuit.ru;

6. ExmHOe  OKHO  gocTyma K 0oOpa3oBaTeNBHBIM  pecypcaM. — —
http://window.edu.ru/;

7. Undopmanmonnslit onnaita moprai ISO27000.ru - http://www.is027000.ru/;

8. bezonacHocTs - http://groteck.ru/security.

9. OBC htt://www.znanium.com/

10. OBC htt://www.studentlibrary.ru

11. http://nio.kgsu.ru/ Caiit KI'Y. HayuHo-ucciie10BaTeIbCKUIA OTICIT

12. http://window.edu.ru/. EquHoe 0kHO q0CTyIa K 00pa30BaTEIbHBIM pecypcam
13. http://elibrary.ru/. Hayunas siekTpoHHast On0moTeka

14. http://dspace.kgsu.ru/xmlui/ Dnextponnas oubnrorexa KI'Y

9. UH®OPMAIIMOHHBIE TEXHOJIOI'HU,
IMPOI'PAMMHOE OBECIIEYEHHE
N HH®OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBbI
1. OBC «JIaaby.
2. ObC «KoHCyIbTaHT CTYJEHTA.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAs CHCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JUCHUIIJINHBI
MarepuanbHO-TEXHUUYECKOE O00€CleUeHue M0 peaau3alud JAUCLMIUIUHBI
ocyulecTBisiercsi B coorBercTBUM ¢ TpeboBanuss @OI'OC BO mno panHOMU
o0pa3oBaTeabHOI MpOrpaMMme.

11. 1ot cTyieHTOB, 00y4aloUIUXCs € UCIOJIb30BAHHEM JUCTAHIMOHHBIX
o0pa3oBaTeJbHBIX TEXHOJIOTHil
[Ipy  ucmonb30BaHMM  BJEKTPOHHOTO  OOy4YeHMs] M JHUCTAaHIIMOHHBIX
oOpazoBarenbHbiXx TexHoyorui (mamee D0 u JIOT) 3aHATHS TOJHOCTBIO WIIU
YaCTUYHO MPOBOJATCSA B pexume oHyaiiH. OObeM TUCIHIUIMHBI U pacIpe/ieiieHue
Harpy3ku mo BuzgaM pabot coorBercTtByer 1. 4.1. Pacmnpenenenue Oamios
COOTBETCTBYET M. 6.2 TMO0 MOXXET OBITh M3MEHEHO B COOTBETCTBUHU C PEIICHUEM
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kadenpel, B ciaydae mnepexoma Ha D0 um JIOT B mporecce oOyuenus. Pemenue
kadeapbl 00 HCIOJIB3YEMbIX TEXHOJOTHSIX W CHUCTEME OIICHMBAHUS JOCTIIKCHHIHA,
00yYaroIuxcss MPUHUMACTCS C YYeTOM MHEHHS BEIYIIEro MpernojaBareis Hu
JIOBOJIUTCS JIO CBEJCHHSI OOYYaIOIITIXCS.
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[MPMJIOXXEHME 1

AHHOTanus K padbodeil mporpaMMe JUCLUILIUHBI
«3amuTa nHGOpMALMN B KOMIIBIOTEPHBIX CHCTEMAX))

o0pa30BaTeILHON MPOTPAMMBI BBICIIIETO 00Pa30BaHUS —
porpamMmsbl OakajiaBpHuara

27.03.04 YnpaBiieHHE B TEXHUYECKUX CUCTEMAX
HanpaBneHHOCTh: ABTOMATHKa U pOOOTOTEXHUUECKUE CUCTEMBI

Tpyooemxocmo oucyunaunsi: 3 3.e. (108 akageMudeckux yaca)

Cemecmp. 3

Dopma npomedcymouHou ammecmayuu. 3a94eT

Cooeporcanue oucyuniunvl. OCHOBHbIE pa3debl.

Nudopmanmsa kak o0bexkT 3amuThl. HWHopmanmonHas 0e€30MacHOCTS.
ATmapaTHO-IPOTPaMMHBIE  CPEJICTBA 3aIUTHl HWHpopManuu. KpuTepuu OIeHKH
0€30MacHOCTH KOMITBIOTEPHBIX cHcTeM. Kpuntorpaduueckue CpeacTBa 3alluThI
uHbopMaluu. 3ammTa OT HECAHKIMOHUPOBAHHOTO JOCTyMa. THUMOBBIE YTPO3bI
nHpopMarimonHoit Oe3omacHocTU. TexHonoruu obecreueHus: O€30MacHOCTU B
KOMITBIOTEPHBIX CETSIX.
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JIMCT
perucTpanuy U3MeHeHu i (10MoJTHeHuil) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«3amura nngopManuu B KOMIbIOTEPHBIX CHCTEMAX»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 yuyeOHbIii roxa:

OTBETCTBEHHBIN MPENIOJABATEID / Mocksuu B.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 10NM0JTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENOAABATEID / Mocksuu B.B. /

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 I.
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