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1. OFBEM JJUCIUII/IMHDI

Beero: 3 3aueTHBIX eAUHULB TpyaoeMkocTH (108 akaneMIiecKHx 4aca)

ceMecTpam, HacoB

" Ha Bcro Cemectp
Bun yueGHoil paboTsl =
THCIMILIHHY 3

AyauTopHbie 3aHATHA (KOHTAKTHAsi padoTa ¢ mpenoaa-
BATEJ/IEM), BCEro 4acos 32 32
B TOM YHCJIE:
Jlexunu 16 16
JlaboparopHbie paboThl 16 16
[TpakTHyeckne 3aHATHA - -
AyJIMTOPHBIC 3aHATHSI B MHTEPAKTHBHOH (JOopMe, 4acoB 16 16
CamocrosTeabHas paboTa, Bcero 4acos 76 76
B TOM “HCIE:
[Toaroroska K 3a4eTy 18 18
JIpyrue BHIbI CAMOCTOATENBHOI PadOTHI
(M3Y4YCHHE TEM, TIOJIFOTOBKA K JIADOPATOPHBIM padoTaM H 58 58
pyOemKHOMY KOHTPOJIIO)
Bua poMesKYTOUHOH aTTeCTALIHH 3a4eT 3auer
O61mas TpyA0eMKOCTh JHCHHILIHHBI H TPYI0€eMKOCTh 10 108 108




2. MECTO JUCHUILINHL]
B CTPYKTYPE OBPA30BATE.ILHOj] [TPOTPAMMBI

Wsyvenne mucrummunpy Gasupyercs na Pe3ynbraTax oGyuenus, chopmupo-
BaHHBIX DM H3YYeHUM QHCHHMIMHL] «Mudopmanmonysre TEXHOJIOTHHY.

Pesynbrarer o6yuenns mo AUCLHILTHHE HEOOXOMMMBI 115 W3YYEHUST THCLUITINY
«Beluncmurensapie MAILMHBI, CHCTEMBI U CeTiy, «MHpopMaumonHsIe cety 1 TEJIEKOM-
MYHHKanuw», «TexHuueckue CPEACTBa aBTOMATH3AIMY K YIPABIICHUS», « ABTOMATH3H-
POBaHHbBIE HHd)OpMauHOHHO—praBIIHIOLL[I{e CHCTEeMBD, «IIporpammuoe obecrieyenye
CHCTEM yTpaBieHusy, a Takoke J1s BBILIOTHCHHUS PA3/IeIIOoB KypCoBhix TIPOEKTOB 110 fTHc-
UnnMBaM 6a30BoH yacTy BBIITYCKHO! KBANH(pHKAHOHHO;] paboTsL.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYYEHMS]

ceTel ¢ IIPUMEHEeHUeM COBPEMEHHBIX HporpaMMHoO — alllrapaTHeIX CpeacrTs.
32’:1]1&‘{1/1 AHCIHIIIMHB] — HaTk 3HAHU:

SHAMb!

— METO/bI 3alHTEI KOMIIBIOTEPHEIX ceTeif (s [1K-6);

Ymemn

- BBIIIOHATE HACTpOiiKy 3AIIUTHBIX MEXaHH3MOR CETCBBIX IpOTpamMMHuoO-
allfiapatHeiX cpencts (s [TK-1 7);

— IIPUMEHATh MeXaHu3ME] 3allUThI, peanu3oBaHHble R IpOrpaMMHO-
anrapaTHeIx KOMIIeKcax, ¢ uenpio NOCTpOeHMS 3aluIe HHEX KOMIIBIOTEpHEIX ceTeif
(s TTK-6, TIK-1 7);



eradems
- cpeacTBamu AAMUHHUCTPUPOBAHU S CETEBBIX HpOFpaMMHO—aHHapaTHMX

4. CONEP)KAHUE AUCHUTLIUHBL
4.1. Yuebno-rematuyecrkni niaan. Ounas gpopma o0y4uenus

Komuuectro 4acoB

T

% | Howme KOHTaKTHOH paboThr ¢ mperio aBare-
f ) P Haumenosanue paszena, P PR,
\C | passena, JieMm
2 TEMBI
TeMbI Jlaboparop.
Jlexumu
B 3aHATHS PabdoTeI
Tema 1 OcHoBHBIE TOHATHE g olIpeJieneHus
T€OPHH KOMIBIOTEPHOIT OesomacHOCTH
Crpyxrypmsarms MECTO/IOB, PHHIIMIIOR, H 1
Tema 2 | mexammmon TCOPHH KOMIILIOTEpHOI Ge3-
B OIacHOCTH
£ Metononorug HIOCTPOCHHUS CHCTeM 3a- 2 4
E Tema 3 | murn HHpOpMannu B KOMIIBIOTePHEIX
CHCTeMax
Do OcHOBHRBIE BHJIbT aTak HA ABTOMATH3UPOBAH- 2, 3
J ' HBIE CHCTEME]

| Tema S Texnonorus mMexcerenoro 3KpaHHPO- 2 2
| Banusa
[ Tenas Bupryanizie vacthgre cern “_n
| Tema 7 Aymt uHdpopMaionHo OesonacHocTH 2
5 B KOMIBLIOTEPHEIX CeTIX
S
fa

Tema 1. Ocnoenvie hoHamua u onpedenenus meopuu komnsromepnoii Ge;-
onacnocmu.

Yrpossr. Knaccupukanug YTpo3 6e30macHocTy, Monenu yrpos u MOZeb
Hapymmrend. Yredku uapopmarmy. Kanans! yreyex HHQOPMAaIUy. Knaccupuxanus
KaHajlos yTeuex MH(pOpManuy.

Tema 2. Cmpyrmypusayus Memooos, npunyunos, u MEXAHUIMO8 meopuu Kom-
nelomepHou bezonacnocmu,



Tema 3, Memooonozug hocmpoenus cucmey 3auumer UHPopmayuy ¢ kopy.
RoIOMeEpHbIX cucmemqy.

rpaduyeckue METOMBI 3aimTh, Kontpons LUe1ocTHOCTH HH(OpMaIy g MHH.
Hudposas noxmucy,



KalMoHHOro 060pynoBanys, BrisBnenue u IIOCTpoeHne cxemp; HHQOPMaLHOH X
MOTOKOB 3alMIaeMoif HHpOpMarmy.
Tema 8. Honumurcy bezonacnocmu

Cewmeiictpo HT1-Mopenei HOJIUTHK Ge30macHocTy IOTHYECKOTO  ynpasienug
AOCTYTIOM U MH(OPMALHOHHBIMY NOTOKaMH.

Tema 9. Ocnogrpie Kpumepuu Samumennocmu AC, Knaccwr 3auumenno-
cmu AC,

Haumenosanue teny
naboparopHx pabot

Hopwmarug
BPEMEHH,

Haumenopanue
TEMBI

€TOJIOJIOTHS NOCTPOEHYy
HCTEM 3alHTh HHOpMary|
B KOMITLIOTEPHBIX CHCTeMax
JCHOBHBIE BUJIb] aTaK Ha aBTOMa-
HM3UPOBaHHEIE CHCTEME]

Manuu: GPG Truecrypt.
Habopamopnas paboma No2. Konrposs
HaCTpoek u  paGory; AHTHBHPYCHBIX

CpPEnCTB.
n
Habopamopnas paboma  Ne3. Usyuenue

HACTPOCK U paboTh MekceTeRpx 9KPAaHOB.

1-o1ii pybescnpiiy Koumposy
'eXHOJIOrHs MEXKCETEBOro
KPaHHPOBaHHY
Bupryansupre 9aCTHEBIE
CETH

1 pybescreiiy KOHmpo.1p
Hmozo




Pa KOHKPETHBIX CHUTYyaLmii.

s texywero KOHTPOJIS ycneBaeMoCTH 1o oqnoj; dopme 06yuenms npernona-
Barenem ucnonbyercs OaiLIbHO-peliTiHTOBas CHCTEMa KOHTPOIIA U OLEeHKY akage-
MHYECKOH aKTHBHOCTH. Ioatomy nacrosTensuo PEKOMeHyeTcs Tmarensho npopa-
OarbiBaTh MaTtepuan JUCHUIIHHEL] LIPH caMocCTosATeNBHOI] pabote, yuacTrosars go
BCeX (hopMax obCcykeHus i B3aHMOZEHCTBYS, Kak Hy JCKUUAX, TaK U Ha naboparop-

HBIM KOHTPOJISAM H IIOATOTOBKY K 3ayery.
PexoMennyemas TPYMOEMKOCTh caMocTosTeNB O PaboTsl mpencrasiena g
Tabnuue:
Pexomenayemurii PEXKHM caMocToATeILHO padoTel

Pexomennyemas
TPYIOEMKOCTB,
aKaj. yac.

HaumenoBanne
BH/IA caMoOCToATeILHO#T padoThI

CaMocrosTennuoe H3YUEHHE TEM: 46
OcnoBHbIE MOHATHSY 1 OTIPEETICHHS TeOpHH KOMIIBIOTEpHOIH 4
Oe3omnachoctu
Crpyxrypmsarus METOI0B, IPUHLIMIIOB, M MeXaHH3MOR TEOPHH 3

L KOMILIOTEpHO# Ge3onacrocTy
Merononorus TIOCTpOeHHs cHeTeM 3amuThy HH(OpManyuu B 6
__ KOMIIBIOTEPHBIX CHCTEMAX
__OcHoBHbiIe BUtBI atak na ABTOMATH3HPOBAHHBIE CHCTEMI] 6

TGXHOHOFHH MCKCETEBOTO SKPaHHPOBaHuUs “

Bupryanbhsie yacrupe CEeTH
__AYIUT MHpOPMAIHOHHO OesomacHocTh B KOMIIBIOTEPHEIX ceTsix “
lomutikn Gesonacuocry n
B OcHoBHELIe KPUTEPHH 3ammienHocT AC, Knaccrr 6
3aluHLeHHOCTH AC

[oaroroska k 3a4eTy

| Beero: 7

6. POHT OUEHOYHBIX CPEICTB 151 ATTECTALIMH ITO AACHUTLIMHE
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6.1. Iepeuens, OUCHOYHBIX CpexcTR

l. BaHJ'IBHO-peﬁTHHI‘OBaH CHCTEMa KOHTpoIs i OUCHKH akameMmuueckoij aKTUB-
HOCTH CTyneHTOB B KTV,

6.2. Cucrema 6anﬂbﬂo—peii'mnronoﬁ OLCHKH paGoThI cTyxeHTOR O AHCHMILIHHe

No Hanmenoranne

1| Pacnpenenenne bannos
3a CeMeCTp 1o Bugam

Cogepxanne
Pactipesienenne Oaos, 3 ceMectp

= (98]
, = e = S ol
YHEOHOH paboTel, cpoku B = 2
cAauu yuebHoii pabors . Hocewenne Bbmmme“”i z 2 T 2 5
o yueGHoi - naboparopHoi £ 3 £ g =
(Oveodames oo ceeoens JeKumii 8 & & & w
e pabortbi: paboTei = > £ ©
CIMYOEHMoe na nepeom 52 ar =
yueonom sansinu) = =
bannshas
13
| OLEHKa:
| 2 Kpurepui iepecuera damos B 60 u Menee Gaop — HEYIOBIETBOPHTENBHO; He 3a4YTeHO;
TpainHOHHYO OLEHKY 110 uToram | 61...73 — y,HOBHETBopHTeﬂbHO; 3a4TeHO;
pa®oTel B CEMECTpe | 3ayery 74...90 — X0pouIo;

j 91...100 — otmiuno |
3 Kpurepun AOITYCKa K NPOMeExKy-
TOYHOH arTecTarum, BO3MO)KHOCTYH
NOJIYCHHS aBTOMaTHYeCKOro 33-
U€Ta (9K3aMEHAIHOH O] OLIEHKH )
110 iHCUHMILIEHe, BO3AMOKHOCTE
110Ny"eHus GOHYCHBIX Gaiop

st nonycxka x TIPOMEKYTOUHOM aTTecTaruy (3auery)
CTYACHT IOIDKEH HabpaTs no HTOraM Tekyrero u py-
OexHoro KOHTpoOJI He Menee 5() Oamnor u gomken
BBITIOJIHUTE BCe JabopatopHsie padoTEL.

s monyuenns zauery «aBTOMAaTHYeCKH CTyIeHTy
HeoOxo 1Mo Habpatk 61 6any

Io cormacosanmuro ¢ Ipernonararetem CTYJEHTY Mo-
TYT OBITH 10GaBiens JODOJIHUTEILHBIE (60HyCHbIe)

HCHUA 1abopatoprbix pabor, 3a yyacrue g 3HAYUMEIX
YHeOHBIX 1 BHeyuetHLx MCPONIPAATHIX Kahenppi.



| 4 | DopMBL M BUIE y4e0HO#H paboTh B cnydae ecomm k IIPOMEXKYTOUHOH aTTecTamn
.’ /LTS HEYCIEBAIOLIMX (BOCCTAHO- (3a4ety) Habpana cymma memee 50 Oamnos, crymenry

r BHBUIHXCA HA Kypce 00yueHus) HEOOXO0/IMMO Habpath HemocTaromee KOIIH4ecTBO Gaj-

| CTYAEHTOB 1Jis [IOJIyCHHS HEJIO- | JIOB 34 CUET BBITOIHEHMS JONOJIHUTEIIBHBIX 3a/JaHHi,
’ CTAIOLINX OAIOB B KOHITE CCMECTpa| 10 KOHIA MOcenyeii (3a4eTHOM) Hemen ceMecTpa.
| IIpu 31TOM HeobxommuMO npopaboTaTh MaTepman Bcex
IIPOIYIIEHHBIX JTa00PaTOPHEIX pabor.

DOpMBI TOTIOIHATENBHBIX 33 [AH (HasHayaroTcs
[Ipenojaparesiem):

- BLITIOJIHEHHE H 3aIMUTA IPONYLICHHOM nabopa-

TOPHOH paboTh! (MPH HEBO3MOKHOCTH TOMOIHHTE I b-
’ HOI'0 MpoBeNEHHs 1abOpaTOpHOM paGoThI IIPEroaana-

TElb yCTaHABIHBAECT (GOPMY AONOIHHTETHHOIO 3aaa-
HHSL IO TEMATHKE NPOMYLICHHOH 1abopaTopHOi pabo-
TBI CAMOCTOATEINILHO) — 110 7 GamJIoB.

JlukBHnams  akaneMugeckux 38JI0JDKEHHOCTEH,
BOSHHKIIMX H3-38 Pa3HOCTH B y4eOHBIX IUIAHAX [P Iie-
PCBOJIC HIIH BOCCTAHOBIICHHH, MPOBOJMTCS IIYTEM Bbi-
IIOTHEHHSA JIOTIOJIHUTENIbHBIX 33/1aHMiA, dopMa u obbeM
KOTOPBIX ONPEJIEIIETCS MPENOAABATEICM.

6.3. llpoueaypa ouennBanus pe3ynbTaTOB 0CBOCHHS AHCLHMIIHHBI
Pybexnpie koHTpoNHM npoBoasTCs B (popme mucsMeHHOTO TECTHPOBAHHS.
Ilepen nposenenuem kaxnoro PYOEKHOro KOHTPOIS IpenonaBarens rpopaba-

TBIBACT CO CTY/IICHTAMM OCHOBHOW MaTepua COOTBETCTBYIOIIHX Pa3IENOB IUCLIH-
IUIMHBI B (pOpMe KpaTKoit JEKIMH-TUCKyCCHN. BapraHThbl TeCTOBBIX 3amanuil coCTOST
s 1 u 2 pyGexHOro KoHTpois u3 13 BOMPOCcoB. Ha kaxmoe Tectuposanme MpH py-
OeKHOM KOHTpOJIE CTYNEHTY oTBOAUTCS | aKaJeMHYEeCKUii Jaca.

bamner crynenty BeictaBmsioress B 34BHCHUMOCTH OT 4YHUCIa MPaBUIBHO
BeIOpaHHBIX  OoTBeTOB. MTOroBas oneHka Mo TECTY  (QOpMHpYeTCs myTem
CYMMHPOBaHHs HaOpaHHLIX OallloB M OTHECEHHS UX K 00ILEeMy KONK4ECTBY
BOIIPOCOB B 32/1aHnH. [ IoMHOXUB oNyYeHHOe 3HaYeHue Ha 100%, moxHO mpuBecTu
MTOTOBYIO OLICHKY K TPaIHLHOHHON CIEeAYIONUM 06pasoMm:

«HEYNOBIIETBOPHUTENBHO» — MeHee 50%

«YZOBJIIETBOPUTENBHOY» — 50% - 70%

«xopowmo» — 70% - 90%

«OTIUIHO» — 90% - 100% .

IlpenonaBatens ouenuBaer B 6amax PE3YJIbTaThl TECTUPOBAHHMS KajKIOro CTy-
ACHTA 110 KOJIMYECTBY TMPABUIIBHBIX OTBETOB M 3aHOCHT B BENIOMOCTh y4yeTa TeKyLieil
YCII€BAEMOCTH.

3aueT MpoBoAUTCs B JOpME OTBeTa Ha BOIPOCHI Ounera. buser cocrout uz 2 so-
pocos. Bonpocs! k 3adeTy noBonstes 1o CTY/ICHTOB Ha [IOCTIE/IHeH JIEKMK B CeMecTpe.
Kaxnprit Borpoc ouennBaercs B 15 6amios. Ha [IOATOTOBKY OTBETA CTYAEHTY OTBOIHT-
¢st | acTpoHOMHUeckuii vac,

Pesynbrarsl Tekymero konTpos YCUCBAaEMOCTH M 3a4eTa 3aHOCSITCs Mperoa-
BaTC/IeM B 3a4€THYIO BEOMOCTb, KOTOpAs ClaeTcs B OpraHu3aIlMOHHBIA OT/en WH-
CTUTYTa B I€Hb 3a4€Ta, a TAKXKE BBICTABIISIOTCS B 3249E€THYIO KHUXKKY CTYIEHTA.
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6.4, [Tpumepni OUEHOYHBIX cpexcTn 5 PYOexubIx KOHTpoJIel 1 3ayery
1-blii pyGescupiii KOHTpouIB

Bonpoc 1, Hocmyn ungpopmayuu, e hapywarowmui npagy;q Pasepanuyenyg
docmyna, Haszsleaemecs, .,

a) JIeTaNbHbIM;

0) HeleransHpIM;

B) CaHKUHOHMPOBAHHEIM;

) BPEAOHOCHEIM;

UMEmuX docmyn k dannogg UHPoOpMmayuu

a) HCJIOCTHOCTS;

0) AOCTYNHOCTS;
B) KOHd}HI[eHLIHEU]BHOCTB;
I') CBOEBPEMEHHOCTE,
Bonpoc 3. Yazeumocms unpopmayuy — 3.

a) colblTHE iy AeHCTRHe, KOTOpoe moxer BBI3BATE  H3MeHeHpe
(j)yHKuHOHHpOBaHH;I KC,  cBszannoe C  HapylieHnem SallULIEHHOCTH
00pabdareiBacmoii g HeW uHdopManuy,

0) Bo3MOMHOCTE BO3HUKHOBEeHUsS Hg KaKoM-mbo stame KU3HEHHOI0 uxg
KC Takoro ee COCTOAHHMS, mpu KOTOpoM co3zmarorey YCIOBUS st peanuzammy yrpos
OezonacHocTy MH(pOpMalmy.

B) neiicTBue, IpennpuruMaemoe HapynmTenem, KOTOpoe szakmouaercy g

mopa cy6vexkma g¢vicmynaem

a) To, 4To OH 3Haer;

0) To, ueM ol BllaJleeT;

B) TO, Y4TO ecTh yacrs €ro camoro.
Bonpoc 3. Ocuoenuie nanpasnenus obecneyenun KE ¢ 3asucumocmu om npUpoost
cpedcme u memodoe:

a) KOMIbOTEpHOE, KpHnTorpaguyeckoe, OyMakHoe

6) HopMaTuBHoe, opmasHoe, NpaKkTH4ecKoe (BKCHepHMeHTaHLHOG)

B HOPMaTHBHO-TIpaBoBoe, HHKCHEPHO-TeXHUYecKog, OpraHu3alHOHHOE,
alllliapaTHO-NIporpamMMuoe

11



CTYNHOCTB uHMDOpManmy.

2. Mopgenu HEHHOCTH HH(OpMaimy, HH(bopMauHOHHLIﬁ NOTOK.

3. Mepapxuueckue Moaenn wum mopens B3auMonelcTeus OTKPBITBIX CHCTeMm

(OSI/ISO).

Yrpose. Kunaceupuxarms Yrpo3 Ge3onacHocTy.

Monenu yrpos u MOJENb HapynTens.

Yreuxn nndopmar, Kanansr yreyex HHbOpMar iy,

Knaccuduranns KaHaoB yreyek MHpOpMaLwy,

OcHoBHbre HallpaBeHus obecneyenpug KOMITbIOTepHOI Ge3onacHocTy.

- OcHoBHsIe yposny 3alIUThI HH(pOpMaTH,

O.Tpuatums! HI0CTpoeHMs Oe3onacHpx AC. Merononorus obcneroBanus npo-

CKTUPOBaHMA 3auuTe AC.,

11.Cucremnr HACHTH()HKAHY | ayTeHTHQHKaLH, K1accubpukanus takux cu-
creM. Kpuntorpaduyeckue CpeacTBa 3amuTe HHOOpMaLny.

I2.CreraHorpa¢mquKﬂe METOMbI 3aIUTEI.

13.Koutposp LEIOCTHOCTH UH(OpManuy Ha MHU.

14.1udposas moamuce,

15.Tloustre 1 Knaccuukauus artax ya KOMIIBIOTepHBIE cetn. OcHOBHEE THIIBI
CETEBBIX aTak.

16.Cpencrea peanuzanuu araxk.,

17.Mexauusmsl THmoOBEIX aTaK, OCHOBAaHHEIX Ha YA3BHUMOCTSIX CeTeBhIx IIPOTOKO-
TOB. ATaku Ha ceTeBple CILy)KOBI. ATaky c MCI0JIb30BaHMEeM [IPOMEXYTOYHBIX
Y3JI0B B TeppUTOpHIi.

18. Texnonoruu OOHapyKeHus KOMIIBIOTEPHLIX aTak 1 ux BO3MOKHOCTH.

19.MeTom1 OOHapy eHHs arak. Knaccupukarus CHCTeM oOHapyskenus arai
/BTOpXeHuii (COA/COB).

20.BpenoHocHoe HporpamMmMmHoe oGecneyenpye.

XN

HocHoro I1O u yerpanenus HOCIenCTBUI 3apaxenmus.
24 Tousrue MeiKceTeBoro skpana. Crpareruu u CpencTBa MexkceTeBoro SKpaHHu-
poBaHHus1.

OB Tpaduka.
29.111mo3bl npuknansoro YPOBHs. KoHTpons HTTP-tpacuxa n SJIEKTPOHHOM [TOYTE].
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HbIX Ha KaHaJIBHOM ypoBHe.,

31.0prauusanus VPN cpencreamu mporokona PPTP. Veranopka U HACTpoiika
VPN. Ananus sammmennocty liepeiaBaemoii HHGoOpMaLHy.

32.3ammra 1aHHBIX Ha ceTeBoM YPOBHE. 3alllHIlEeHHbIH 0OMeq 3JIEKTPOHHOMH
MTOYTOIA.

33.lemv u 3amaun IpOBENeHMs aynuTa 6Ge3omacHoOCTH, OTanel U MeTomp
TPOBEACHHS, pe3yNbTaThl paGor.

34.HopmatusHo-npasossie u OPTaHU3aLIHOHHBIC OCHOBBI IPOBEIEHHUS aynura
OesomacHocTH KOMITBIOTEPHBIX CHCTEM.

35.0mpenenenue CTPYKTYPbI HH(I)opMauHOHHO—TeneKOMmyHHKauHOHHLIX CeTel.

36.TporpamMmusie CPEACTBa aHAMM3a TONOIOTHY BBIYHCTHTENBHON CEeTH.

37.0npenenenne MAapIIpyTOB NPOX0XKIEHHSA CeTEBLIX NAKETOB,

38.06HapyxeHue 06beKTOR ceTn. Ioctpoenue cxemsr cetn,

39.BrisiBenue TCIEKOMMYHUKALMOHHOIO 000pynoBaHMsl.

HH(OpPMaLHY.

41.Tlonsitue nonutuky OesonacHocTH. OCHOBHbIE THITE] NIOJTUTHKH OE30MaCHOCTH.

42.Paspabotka u peanusarys NOJIUTUKH 0€30macHoCTH., Knaccudukanus moneneii
MTOJIMTHK O€30IIacHOCTH.

43.1Tonutrka ¥ Momenu OesomacHocTy B PaClIpelIeIEHHbIX KOMIIBIOTEPHBIX Cii-
CTEMAXx.

44.Cemeitcrso JIIT-Moneneii TNOJIMTHK O€30NacHOCTH JIOrMYecKoro YIpaBjieHUs
L0CTYTIOM ¥ HH(OPMALIHOHHBIMH [TOTOKAMI.

45.0cHoBHEIE KPHUTEpUH OLleHKH 3alnuiernocTy AC.,

46.Cranmapr ouenku besomacHocTH KOMITBIOTEpHBIX cucteM TCSEC («Opanxe-
Bast KHUIa»).

47 Konuenius 3aliTel AC u CBT 1o PYKOBOZSAIINM NOKYMEHTaM I'ocTexkomuc-
cuu PO,

48.Enunele kputepun Oe3omacHocTH HHOOPMALKOHHBIX TeXHONOrHI] (Common
Criteria).

49.ITpo6nempr KOMIBIOTEPHOH Oe30macHoCTH. [lepcnextuBubre HamnpaBJICHUS HUC-
CJICIOBaHUH B 00nacTy KOMTIBIOTEPHOH 0€30MacHOCTH.

7. OCHOBHASA 1 AOMOJIHUTEJIBHA S YUYEBHAS JINTEPATYPA

7.1. OcHoBHas yueGnas JIHTEepaTypa
OcHoBnas JIHTepaTypa:
I. I'pymo A.A., TTpumenko D.A., Tumonuna E.E. Teoperuueckue ocrogx
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KOMITbIOTEPHOW Oe30macHoCTH. — M. «Axanemusy», 2009. - 272 .

2. I'anatenko, B.A. OcHOBEI HH()OPMaLIMOHHO} 6e30macHoCTH. / [DnekTpon-
HbIl pecypc]. - M.: HanmonanbHeri OTKpbITHI Yuusepcurer "MHTYUT", 2016 -
208 c. ISBN 5-9556-0052-3. - Jloctyn D5C «KoHcynpranr crynentay.

3. lllanbrun, B. ®@. Madopmanronsas 6e30macHocTs 1 3amuTa HHGOpMaLHK
| DiexTponnblit pecype] - Mocksa : MK Ilpecc, 2014. - 702 ¢. - ISBN 978-5-94074-
768-0. - octyn OBC «KoHcynpranT CTYJACHTa».

4. Nessinun, IT. H. Mopenu 6e3onacuocty KOMIIBIOTEPHBIX CUCTEM. YTIpaBite-
Hiie 10CTYNOM M HH(GOPMALHOHHBIMH MOTOKAMH: y4eGHOe OCoBHe JUISL BY30B 2-¢
W3JL., MCIIP. W 0TI [ NEKTPOHHBIH pecypc] - Mockea : lopsiyast munums - Tenexowm,
2013. - 338 c. - ISBN 978-5-9912-0328-9. - Hoctyn DBC «KoHeyasraHT crynenTay.

lonosinuTeibHas IHTepaTypa:

I. Kacnepcku, K. Texuuka cerespbix arak. T. 1 / Kpuc Kacniepckn. — M.: Co-
noH-P, 2001. - 400 c.

2. Jlanionuna, O. P. OcHOBBI ceTeBoil Ge30MacHOCTH: Kpunrorpaduyieckue anro-
PUTMbL M IIPOTOKOJIBI B3aMMOJEHCTBHS: Kype JIEKIMH : yueOHOe Mocobue : s CTY/leH-
TOB BY30B, 00Y4alOLIMXCS M0 CHeLUambHOCTH 510200 "[lpuKnanHas MaTeMaTHKa U WH-
dopmarnka"/ O.P. JlanonuHa; HHTepHeT-yHUBepCHTeT HHPOPMALMOHHBIX TEXHOIOTHIL —
M.: MiaTepreT- Y HUBepCcHTET MHDOPMAIHOHHBIX TexHonorui, 2005. — 605 c.

3. Onudep, B.I'. Komnsiotepuble ceTy : IIpHHUMIIBL, TEXHONOTHH, TIPOTOKOTHI :
yHuebHoe nocobue Juis cTyneHToB By308 / B. T, Omudep, H. A. Onmudep. — 3-e uzm. —
M.; C116.; Huwxnuid Hosropon: IMurep, 2007. — 957, .

8. PECYPCbI CETUH «<MHTEPHET>,
HEOBXO/JUMBIE JIJISI OCBOEHUSI TACHUATINHBI

—

DNeKTPOHHBIH (OHJ MTPaBOBOH U HOPMAaTHBHO-TEXHUYECKOH MOKYMEHTa-

MM - http://docs.cntd.ru;

ObC «Jlanp» - https://e.lanbook.com/;

9bC «Znaniumy - https://znanium.com/;

ObC «Koncynbrant cryaeHTay - https://www.studentlibrary.ru;

Hauuonaneneiit OTkpeIThiii VHUBepcuTer « AHTYUT - https://intuit.ru;

6. EauHoe  okHO  gocTyma K obpasoBaTelbHBIM  pecypcam. — —
http://window.edu.ru/;

7. HudopmalinoHHbIi OHJIakH ropran ISO27000.ru -
http://www.is027000.ru/;

8. besomnacHocts - http://groteck.ru/security.

USRS

9. ”HOPOPMAIMOHHBIE TEXHOJIOI' MM,
INPOI'PAMMHOE OBECIIEYEHWE
U HHPOPMALMOHHBIE CTIPABOYHBIE CUCTEMBI

Cucrema  KESS  nommepxku — 06paszoBarenbHOro npoecca KI'V
http://dist.kgsu.ru/.

IIpu uTeHnHn nekuuii UCIOJIB3YIOTCS CIIalI0BbIE [TPe3eHTALIHH.
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[IporpamMHbIe cpenctBa oGecneyenus y4eOHOro TpoLecca BKIIIOYAKT B cels:
OasoBble (OMEpALMOHHBIE CHUCTEMBI (Windows); uHCTpyMeHTaNBHbIE CpeacTBa
[pOrPaMMHPOBAHMUSL) H BCIIOMOraTelbHbIE (POrPaMMBI NPE3EHTAIlMOHHON rpaduKi;
TCKCTOBBIE PENAKTOPbI; TPadUUECKUe peIaKTOpEI).

10. MATEPHAJIBHO-TEXHUYECKOE OBECITEUEHUE
JAUCHUTTITUHBI

MarepHalibHO-TeXHHYeCKoe 00ecreueH e  UCIUITTHHEI BKJIFO4aeT B cebs
y4eOHbIE ayJAHTOPHH U 1ab0paTOPHH, OCHAIIIEHHBIE COBPEMEHHBIMH KOMIIBIOTEPAMH
(Bce — B CTaHJAPTHOM KOMIUIGKTALMH  mJis NPAKTHYECKUX  3aHSITHH W
CaMOCTOSTE/IbHOH palOTEI), OO0BENMHEHHBIMH JIOKATIbHBIMH BBIYUCIIUTENbHBIMHU
cersmMu ¢ BbixoaoM B Muteprer. Obyuaromemycs NPe0CTaBISIeTCS BO3MOXHOCTD
MPakTHYeCKON paboTEI.

B coorBerctBUM ¢ OOII nuciwminua MO JIEPKUBACTCS COOTBETCTRYIOIUMHU
JIHUEH3HOHHBIMH TIPOrPAMMHBIMH HPOLYKTAMHU.

llpu Wcnonb30BaHUM SNIEKTPOHHBIX H3IAHMN By3 0OOEeCHeuuBaeT Kaxmoro
oOyuatolerocss paboyuM MecTOM B KOMITIBIOTEPHOM KJIACCE B COOTBETCTBUU C
00beMOM M3yuaeMblX TUCILUILUIAH, 06ECEIHBAET BEIXOM B CETh WuTeprer.
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HPUJIOXKEHUE |

AHHOTaIus K paboueii mporpamme JACIUTTINHE
«3amHTa HHbopmanuu B KOMIOBIOTEPHBIX cHCTeMax))

o0pasoBaTensHoif NIPOTPaMMEI BBICIIEro 00pa3oBanms —
Iporpammel H6akanaBpuara

27.03.04 Ypagnenue g TCXHHYECKUX CHUCTeMax
Hanpagsnennocts: CHCTEMBI U TEXHUYECK e CPEACTBa aBTOMaTH3AUK 1 YOpaBieHus

Ipyooemxocme oucyuniunwpr: 3 3.e, (108 akamemuueckux Jaca)
Cemecmp: 3 (ounas hopma 00y4enus)

Popma npomencymoynoi; ammecmayuu. 3ayer

Codeporcanue Qucyunnunst. Ocrosupe pasoenwi.

HMudopmanus kax o6peir 3ammTel. Mubopmanmonnag 6esonacHocts. Anma-
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