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1. OB BEM JUCIHUIIJINHBbI
Ounas ¢popma
Bcero: 2 3a4eTHBIX €IMHULIBI TPYAOEMKOCTH (72 akaJeMUYEeCKUX Yaca)

N Ha Bcro Cemectp
Bun yaeOHOM paboThI
TUCITUTUINHY 3

AyauTopHbIe 3aHATHS (KOHTaAKTHas padoTa ¢
npenojgaBartejieM), BCero 4acoB 32 32
B TOM 4HCJI€:
Jlexun 16 16
JlaboparopHbie pabOTHI 16 16
CamocrosiTesibHasi padoTa, BCero 4acoB 40 40
B TOM 4HCJI€:
IToaroroBka K 3a4eTy 18 18
Jlpyrue BUIbI CAMOCTOSITENILHON PaOOTHI
(u3yuyeHue TeM, IOATOTOBKA K JIAOOpATOPHBIM paboTam u 22 22
PyOCIKHOMY KOHTPOJTIO)
Bu npoMe:KyTOUHOI aTTecTalnu 3a4er 3a4er
OO01mas Tpy10eMKOCTb THCIUIIIUHBI U TPY10€MKOCTbH 110 79 79
ceMecTpaM, 4acoB




2. MECTO JUCHUIIVINHBI
B CTPYKTYPE OBPA3OBATEJBbHOM NPOI'PAMMBI

HuciumnHa «3amura nHGOpMaIMi B KOMIIBIOTEPHBIX CUCTEMax» OTHOCUTCS
K yacTd, GopMHUpyeMO ydaCTHUKaMHU OOpa30BaTEbHBIX OTHOIICHUN NTUCHUTLIMHAM
1o BeIOOpy bioka 1.

N3yyenne nucuurivmHbl Oa3upyeTcs Ha pe3yjbTaTtax oOydeHUs cpeaHei
oOpa3oBaTenbHOM MKOJbI 1o Auciuiuinie « Mudopmatukay, «duzukay.

Pesynbpratel  00ydeHHs 1O JUCHMIUIMHE HEOOXOMUMBI I HM3y4eHUs
JUCHUIUIMH «TE€XHONOTMH M TEXHUYECKHE CPEICTBA B CEIBCKOM XO3SIMCTBE»,
«MHpOopManMOHHBIE 1 KOMMYHUKAIIMOHHBIE TEXHOJIOTUNY, a TAK)KE JUISI BBITIOTHEHUS
pa3zieloB KypCOBBIX TPOEKTOB IO JUCIUIUIMHAM 0a30BOM YacTH W BBITYCKHOU
KBaJTM(PUKAIIMOHHOW PaOOTHI.

3. IJIAHUPYEMBIE PE3YJIBTATbI OBYYEHUS

Lenbto aucummiuHbel «3amura UHGOPMALUMU B KOMIBIOTEPHBIX CETAX»
aBisieTcss (opMHupoBaHME Yy OOydYarolmMxXcs 3HaHMM M YMEHUH 10 3aluTe
KOMIIBIOTEPHBIX CETEH C MPUMEHEHHEM COBPEMEHHBIX MPOTrpaMMHO — allapaTHbBIX
CPEICTB.

3aauy JUCHUIUIMHBI — 1aTh 3HAHUSA:
0 METOJIaX U CPEJICTBAX 3alIUThl UH(POPMALIMK B KOMIIBIOTEPHBIX CETAX;
0 TEXHOJIOTHH MEKCETEBOTO SKPAHUPOBAHUS;
0 METOJIaX U CPENICTBAX IMOCTPOCHUS BUPTYyaJIbHBIX YACTHBIX CETEH;
O METOJIaX U CPEICTBAX ayIUT YPOBHS 3AIMIEHHOCTH UH(POPMAIIMOHHBIX CUCTEM.

Komnerenmun, GopMupyemMbie B pe3ynbTaTe OCBOCHHUS AUCIUILTHHBL:

- CnocoOeH HCMonb30BaTh MPOrpaMMHOE OO0€CTeUeHUe il MOJICITUPOBAHMUS,
aHaJM3a, pacyera, 00paboTKU U 3amuThl HH(GOpManuu B anekrpodHepretuke ([TK-3).

WHnukaTtopsl M JIECKPUNTOPbl YacTW COOTBETCTBYIOIIEH  KOMIIETEHLIUH,
dopmupyemMOli B Mpoliecce M3Y4YEHUS JUCLUUIUIMHBI «3amuTta HHpopManuu B
KOMIBIOTEPHBIX CUCTEMAX), OLICHUBAOTCS MPU MOMOIIIM OLEHOYHBIX CPEJICTB.

[Tnanupyemsbie pe3yabTaThl 00YYEHHUS 110 TUCIUIUIMHE «3aIInuTa HHPOPMAILIMN B KOMITBIOTEPHBIX CUCTEMaX),
WHJIMKATOPHI JocTikeHns komnereHnui [TK-3, mepeueHb 011eHOYHBIX CPEJICTB.

Kon Kon
HaumenoBanue HaumenoBanue
No | wmHmmMKaTopa IUIAHUPYEMOT'O [Inanupyemble
HHAUKATOPA JOCTIKEHUS OLICHOYHBIX
/1 | JOCTHKEHHS pe3ynbTaTta pe3yabTaThl O0Y4YeHUs
KOMIIETEHIUHA CpEACTB
KOMIIETEHIINU oOyueHus
— 3HaTh: ocuoBusie | 3 (UJI-1 ITK-3) — 3HaerT: OCHOBHBIE | Bompocs! Tecra
YSI3BUMOCTH W THIIOBBIE YSI3BUMOCTH U THIIOBBIE
1. Wa-1TIK-3 aTakui Ha  COBPEMEHHBIE aTakl Ha COBPEMEHHbIE
KOMIBIOTEPHBIE KOMIIBIOTEPHBIE
CHCTEMBI CHCTEMBI
— YMerts! BemmonHsATh | Y (MO-2 [1K-3) VYmeer: BBINONHATL | Kommekc
HaCTPOHKY 3aIIUTHBIX HaCTPOHKy HMMHTAIIMOHHBIX
2. nA-2 1K-3 MEXaHHU3MOB CETEBBIX KpHITorpaguieckux 3a1a4
IIPOrpaMMHO-aIIapaTHbIX CpeaCTB GPG u
CpEeACTB Truecrypt
— Binagers: HaBbikamu | B (M]1-3 T1K-3) Bunaneer: Haseikamu | Kommiekc
3. na-3 IK-3 aJIMUHUCTPUPOBAHUS KOHTpPOJII HACTPOEK U | MMUTAalMOHHBIX
CETEBBIX IIPOTPaMMHO- pabOThl aHTHUBUPYCHBIX | 3amad




armnapaTHbIX KOMILJIIEKCOB CpCACTB U MCECIKCETCBLIX
3amuTel  UHQOpMAMH | 9KpPaHOB.
CUCTEM oOHapyXeHUs
KOMIIBIOTEPHBIX aTaK
4. COAEP) KAHUE JUCHUIIJINHBI
4.1. YueOHO-TeMaTHYeCKHUil IJIAH.
KonnuectBo yacos
¥ | Homep i pad
38 HanMmeHoOBaHue paszena, KOHTaKTHOU pabOTHI C TIpero1aBaTeiem
aznena
& pasaeia, TEMBI Ounas
TEMBI
Jlexuuu Jla6op.
Tema 1 OcHOBHbBIE TOHATHS M OIpPEACICHUS 1 -
TEOPUU KOMIBIOTEPHON 06€30MaCHOCTH
CrpyKTypu3aIwst METOJIOB, IPUHITUATIOB, 1 1 -
Tema 2 | MEXaHU3MOB TEOPUU KOMITLFOTEPHOI
— 0e30MmacHOCTH
X MeTonosorusi IOCTPOSHHUST CUCTEM 2 4
\\e]
>
2| Tema3 | 3amuTsl HHYOPMALUK B KOMIIbIOTCPHBIX
CHCTeMax
OCHOBHBIC BHJIBI aTaK HA 2 5
Tewma 4
ABTOMATHU3HPOBAHHBIC CHCTEMbI
TexHOIOTHs MEKCETEBOTO 2 2
Tema 5
SKpaHUPOBAHUS
Tema 6 | BupTyanbHble 4acTHBIE CETH 2 5
Aymut nHGOPMAIIMOHHOM 0€30MTaCHOCTH 2 -
N Tema 7 I (opman
S B KOMITBIOTEPHBIX CETSX
© | Tema8 | Ilomutuku 6e30macHOCTH 2 -
- OcCHOBHBIE KPHUTEPUU 3AIIUIICHHOCTH 2 -
Tema 9
AC. Knaccel 3amumennocta AC
Bcero: 16 16

4.2. Conep:kaHue JIEKIIMOHHbIX 3aHATHH

Tema 1. OcHnosnbie nonamus u oOnpeoeeHUs MmMeopuu KOMNbIOMEPHOIl
0e3zonacnocmu.

Ucropust pa3BuUTHA TEOPHUH € TPAKTUKA KOMITBIOTEPHOM O€30MacHOCTH.
Nudopmaruss kak o0O0beKT 3amuThl. KoH(PUACHIIMATIBLHOCTh, IIEJIOCTHOCTh H
JOCTYITHOCTh MHGpopMaru. Mojenu 1ieHHoctr uHpopManuu. MHpopManoHHBIHM
noTok. Mepapxuueckue Molend M MOJEIb B3aUMOJACHCTBHS OTKPBITBIX CHUCTEM
(OSI/1SO).

VYrpo3el. Knaccudukanuss yrpo3 Oe3omacHOCTH. Mojenu yrpo3 U MOEIb
HapywuTens. Yreuku nuapopmanuu. Kanansl yreuexk napopmanuu. Knaccudukanms
KaHaJIOB yTeuek nHpopMaimu.

Tema 2. Cmpykmypuzauyus memooo8, NPUHUUNOG, U MEXAHUZMOE8 Mmeopuu
KOMNbIOMepHOoIl 0e30nacHOCmU.

OcHOBHBIE HampaplieHUs O0O€CleueHUus KOMIIBIOTEPHOM  0e30MacHOCTH.
OcHoBHBIE ypoBHU 3anuThl HHGopMaruu. [Ipuniuner noctpoeHus: 6e3omnacHbix AC.
MeTtononorust oocnenoBanus U nmpoektupoBanus 3amuThl AC.

Tema 3. Memoodonozus nocmpoenus cucmem 3augumuvl UHPoOpmauuu 6
KOMRbIOMEPHBIX CUCIEMAX.




[TocTpoenne cucTteM 3aIUTHl OT YIPO3bl HAPYIIEHUS KOH(PUICHIMAIBHOCTH,
LEJIOCTHOCTH, JIOCTYMIHOCTH HWHGOpPMAIMU U YIpO3bl PACKPBITUSA [apaMeTPOB
uHpopManmoHHOW cucteMbl: CucteMbl HUISHTU(DUKAMKU U ayTeHTU(UKAIUH,
kiaccudukanusa — Takux  cucreM. Kpunrtorpaduyeckue — cpeacTBa  3allUThI
uHpopmaruu. CreraHorpaguueckue MeToAbl 3amUThl. KOHTpOIb 11€I0CTHOCTU
uHdopmanmu Ha MHU. [udposas moamnuce.

Tema 4. OcnosHoie 6udvt amax na asmomamusuposartwie cucmemsl (AC).

[Tonsitne m kmaccudukams aTak Ha KOMITbIOTEpHBIE ceTH. OCHOBHBIC THITHI
ceTeBbIX atak. CpelicTBa peanu3aiuu aTak. MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX
Ha YS3BUMOCTSX CETEBBIX IPOTOKOJOB. ATakM Ha CETEBBIC CIYXKObI. ATaku ¢
MCIIOJIb30BaHUEM MMPOMEKYTOUHBIX y3JI0B U TEPPUTOPHUH.

TexHoyoruu 0OHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOXKHOCTH. MeTobI
oOHapyxeHust arak. Kiaccudukamusi cucreM OOHapyXeHHs aTak /BTOPKEHHUN
(COA/COB).

Bpenonocnoe mnporpammuHoe  oOecriedeHue. KommbioTepHble  BUPYCHI.
Knaccuduxkanus Bupycos.

AHTUBHpYCHOE TporpamMmHoe obecnedeHue. Knaccudukaius aHTUBUPYCOB.
TpeGoBaHUsI K aHTUBUPYCHBIM TporpammaM. MeToabl 0OHapyKEHUsI BPETOHOCHOTO
[1O u ycTpaHeHus MOCIEeACTBUIN 3apaskeHHUS.

Tema 5. Texnonozusa mexccenesozo IKPAHUPOBAHUA.

[Tonsatue wmexcereBoro »KpaHa. CTparerum M CpPEJCTBA MEXKCETEBOTO
skpanupoBaHusi. Co3aHue 3alUIICHHBIX CETMEHTOB MpHU padoTe B ceTu HTEepHET ¢
WCIIOJIb30BAHUEM MEXKCETEBBIX HJKpaHOB. THIBI MEXCETEeBBIX HKpaHOB. CXEMBI
MEKCETEBOTO IKPAHUPOBAHUSI.

Ounbrpauus maketoB. Kpurepun u mnpaswia QuibTpanuu. Peanmuzanms
nakeTHbIX (QuibTpoB. OcoOeHHOCTH (UABTpAIMM PaA3IMYHBIX THUIOB TpaduKa.
03wt npukiiagHoro ypoBHs. Koutpoias HTTP-Tpaduka u 31eKTpoHHOMN TOYTHI.

Tema 6. Bupmyanshbsle yacmuole cemu.

[TonaTre BUpPTyanbHOI YaCTHOM CETH, €€ MpeHa3HAaYeHue. 3a/1auu, periacMble
VPN. TynnenupoBanue B VPN. YpoBHU 3alUIIIEHHBIX KaHAJIOB. 3alUTa JaHHBIX Ha
kaHaibHOM ypoBHe. Opranuzarusi VPN cpenctBamu npotokosnia PPTP. Ycranoska u
Hactporika VPN. Ananu3 3amuiieHHOoCTH nepeaaBaeMoi nHhopmaIim.

3amura JaHHBIX HA CETEBOM YPOBHE. 3aIlUIICHHBIM OOMEH 3JIEKTPOHHOM
MOYTOM.

Tema 1. Ayoum unghopmayuonnoii 6e30nacHocmu 6 KOMRbIOMEPHBIX CEMAX.

[Menn w 3amaud TIpoBeNEHUS] ayauTa OE30MACHOCTH. DTalbl U METOJIbI
MIPOBEJICHUSI, PE3YyJIbTAaThl Pa0OT.

HopmaTtuBHO-ipaBOBbIE W OpraHU3AlMOHHBIE OCHOBBI MPOBEACHUS ayauTa
0€30MacHOCTH KOMIBIOTEPHBIX cucTeM. OnpeeneHue CTpyKTypbl HHPOPMAITMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX ceTeil. [IporpamMMHbIe CcpeicTBa aHajau3a TOIMOJIOTHH
BBIYUCIUTENBHON ceTh. OnpeaeneHne MapupyToB MPOXOKIEHUS CETEBBIX MAKETOB.
O6napyxenue o0ObekToB cetn. [loctpoenne cxembl ceTH.  BrisiBnenue
TEJICKOMMYHUKAIIMOHHOTO 00OpyZ0oBaHUsl. BBIsBIEHWE W TMOCTPOCHHE CXEMBI
nH(OPMAITMOHHBIX TTOTOKOB 3allUIIaeMOl HH(HOPMAITHIH.

Tema 8. Ilonumuku d6e3onacnocmu



[Tonsitue momutukm  Oe3omacHocTH. DopmanbHbIE MOACIHM  MOJHUTHK
6e3onacHocTU. OCHOBHBIE TUITBI MOJUTUKU Oe30macHoCTH. Pa3paboTka u peanusanus
noJUTUKK O6e3omacHocTu. Kiaccudukanus Mozenei moiuTuk 6€30MacHOCTH.

[Tomutrka U Mojenu 0€30MacHOCTH B PACHpPECICHHBIX KOMITbIOTEPHBIX
CUCTEMAX.

CewmeiictBo [I1-Mozpeneld monuTUK OE€30MAaCHOCTU JIOTUYECKOTO YIPABJICHUS
JOCTYTIOM ¥ MH(GOPMAIIMOHHBIMU TTOTOKAMH.

Tema 9. Ocnosnvie Kpumepuu 3amuuiennocmu AC. Knaccol
sawguuiennocmu AC.

OcHoBHble KpuTepuu oOleHku 3amuiieHHoctTd AC. CranaapTt OIEHKH
oe3onacHoctu kKoMmnbloTepHbIx cucteM TCSEC («OpanxeBas kHuray). Konnemnuus
3amuThl AC u CBT no pykoBoasuuMm nokymeHTaMm ['octexxkomuccuu P®. Envnbie
KpuTepuu 6e3omacHocTi nHGOpMaMOHHBIX TexHoJoruil (Common Criteria).

Onpenenenve ypoBHS — 3alIMIIEHHOCTH MW TpeOOBaHUA 1O  3allUTe
MepCOHAIBHBIX JTaHHBIX. TpeboBanus 1o 3amure KN,

4.3 JlabopaTopHbie padoThI

HanmenoBanue tem Hopmatus
Howmep HaumenoBanue 1a00paTOpHBIX PadoT BpPEMEHH,
TCMBI TEMBI yac.
ouHas
3 Merononorust  moctpoenus |Jlabopamopnasa — paboma  Ne 1.
CUCTEM 3amuThl | Kpunrorpaduueckue CpencTBa 4
uHpOpMaLUu B |3amuThl  uHpopmamuu: GPG u
KOMITHEOTEPHBIX CHCTEMaX Truecrypt.
4 OcHOBHbIE BU/IBI aTak Ha Jlabopamopnas paboma No2.
ABTOMAaTH3MpOBaHHbIE cucTeMbl | KOHTposlb  HacTpoek U paboThl 4
AQHTHBHPYCHBIX CPEJICTB.
1-v1i1 pybesrcrviil Tecmuposanue 1
KOHmMpO/b
5 TexHomorust MmexxcereBoro  |JlabopamopHas paboma No3.
AKPAHUPOBAHUS W3yuenne HacTpoek U  pabOTHI 2
MEKCETEBBIX IKPAHOB.
6 BuptyansHble yacTHbie ceTu |JlabopamopHas paboma Ned.
N3yuenue M30JIMPOBAHHBIX 4
OpOrpaMMHBIX Cpell Ha IpHUMepe
paboTHI C BUPTYAIbHBIMU MAIITHHAMH.
2-o11 pyoexcnotit Konmpoas | Tecmupoeanue 1
Hmozo 16




5. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYUYAIOIIIUXCSA
1O OCBOEHUIO MCHHMIIJINHBI

[Ipu mpociymMBaHUU JIEKIMHA PEKOMEHIYETCsI B KOHCIIEKTE OTMeuaTh BCE
Ba)KHbIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSiCT BHUMAaHUE IMPEIoaBaTellb, B YaCTHOCTU
T€, KOTOpbIE HANpaBJICHbl Ha KA4YeCTBEHHOE BBINOJHEHHUE COOTBETCTBYIOIICH
naboparopHoit pabdore.

[IpenofaBaTeneM  3alUIaHUPOBAHO — WCIIONB30BAHUE TPH  YTCHUHM  JIEKIMN
TeXHOJIOTHH yueOHOM auckyccud. [loaTomy pexomeHmyercsi (DUKCHpOBaTh Ui ceOst
MHTEPECHbIE MOMEHTHI C LENbI0 MX AKTUBHOTO OOCYXKICHUSI Ha JUCKYCCHM B KOHIIE
JEKIUH.

3amoroM KayeCTBEHHOTO BBIMOJHEHHsI JIAOOpaTOpPHBIX paboOT  sIBISETCA
CaMOCTOSITeNIbHASL TMOATOTOBKA K HUM HaKaHyHE MyTEeM MOBTOPEHHUS MaTepHalIOB
Jexiuii. PekoMeHayeTcsi MoArOTOBUTH BOIMIPOCKHI IO HESICHBIM MOMEHTaM M 00CYAHUTH
UX C IIPEnoaBaTesieM B Hauaje JabopaTopHOi paboThI.

[IpenogaBaTeneM 3aluIaHUPOBAHO NPHUMEHEHUE Ha JAOOpaTOpHBIX padoTax
TEXHOJOTMM pa3BUBAIOIIEHCS KOOMEpaluH, KOJUIEKTUBHOIO B3aUMOJECHCTBHUS,
pa30bopa KOHKPETHBIX CUTYaLUH.

JUis TeKylero KOHTPOJs YCHEBAaeMOCTH IO O4HOM (¢opMe oOydeHus
IpernoAaBaTesieM UCIOIb3yeTcs OalsIbHO-PEUTHUHIOBasl cUCTEMa KOHTPOJIS U OLEHKU
aKaJeMUYeCKONM akTUBHOCTH. [103TOMYy HAcCTOSTENBHO PEKOMEHAYETCS TILATEIbHO
npopabaTeiBaTh MaTepral JUCUUTUINHBI IPH CAMOCTOSITENIbHON paboTe, y4acTBOBATh
BO Bcex ¢opMax OOCYXKICHHS W B3aUMOJCWUCTBUA, KaK Ha JEKIHUSIX, TaK W Ha
7a00paToOpHBIX paboTax B MLENSIX Jy4IIEr0 OCBOEHHUS MaTepHaja W MOJyYeHHUs

BBICOKOM OLICHKM I10 pE3yJibTaTaM OCBOCHUA AWUCHUIIIIMHBI.

BrlnonHeHne camMocTosATENbHOM pabOThl MOJAPa3yMEBAET CaMOCTOATEIbHOE
W3yYEHHUE pa3[eNioB JIUCIHUIUIMHBI, TOATOTOBKY K JabopaTopHBIM paboTawm,

IIOATOTOBKY K pY6€)KHI>IM KOHTPOJISIM M ITOAT'OTOBKY K 3a4CTYy.

PexoMeHyeMast TpyJO0€MKOCTh CaMOCTOSITEIIBHON pabOThl MpEACTaBIcHA B

TabuIe:

PexoMeHayeMblil pesKMM CaMOCTOATEIbHOM Pa0d0ThI

Ounas popma

Pexomennyemas
HaunmeHnoBanue
. TPYAOEMKOCTb,
BH/Ia CAMOCTOSITEJILHOI padoThI AKAL HaC.
CaMOoCTOSITENIbHOE U3YUYEHHUE TEM: 12
OCHOBHBbIE IOHATHUS U ONIPE/IETICHNs] TEOPUH KOMITBIOTEPHOU 0€3011aCHOCTH 1
CrpyKTypu3aiys METOJI0B, IPHHIIUIIOB, 1 MEXAaHU3MOB TEOPHH KOMITBIOTEPHON 1
0€30I1aCHOCTH
MeTo/10710T 1Sl TOCTPOSHUSI CUCTEM 3aIUThl HHPOPMAIIMU B KOMITHIOTEPHBIX CHCTEMAX 1
OCHOBHBIE BH/IbI aTaK HA ABTOMATH3HPOBAHHBIE CUCTEMBI 1
TexHoJI0rusg MEXCETEBOr0 SKPaHUPOBAHUS 2
BuptyanbHble 4acTHBIE CETH 2
Ayt nHdopMaloHHON 6€301aCHOCTH B KOMIIBIOTEPHBIX CETSIX 1
[TomuTrkK 6€30MaCHOCTH 1
Ocnosnble kputepnn 3ammimenHoctd AC. Kinacesl 3amumniennocta AC 2
ITonroroBka k gabopaTopHbIM pabotaM (1o 1 yaca Ha Kax10e 3aHATHE) 8
ITonroroBka Kk pyOexxHbIM KOHTpOJISIM (110 14yaca Ha KaxabIil pyOexHbIH KOHTPOJIb) 2




IToaroroBka K 3auety

18

Bcero:

40

6. ®POH/1 OHEHOYHbBIX CPEACTB JVISI ATTECTALUUA IO JUCIUITJIMHE
6.1. IlepeyeHb OLIEHOYHBIX CPEACTB
1. bamnbHO-peHTHMHIOBas CUCTEMa KOHTPOJS M OLEHKM aKaJeMHYECKOH
aktuBHOCTH oOyuaromuxcs B KI'Y (ounas ¢opma).
2. OtyeTsl 00yJaromuUXCcs Mo JJaOOpaTOPHBIM paboTaMm.
3. bank TecToBBIX 3aHaHMil K pyOexHbIM KOHTpossiM Ne 1, No 2 (ounast hopma).
4. Bonpocsl K 3a4eTy.

6.2. Cucrema 0a//IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00Y4aI0IIMXCSl 10 JUCHMILIMHE

Ne Hanmenosanue CopepxaHue
1 | Pacupenencuue Pacnpenenenne 6amion
0aJIoB 3a cemMecTp 1o — Q
61O St = %
BUJaM yueOHOU 8 3
aM y Bun Beimonnenue £ o8 S 5
paboTHI, CPOKH caun . ITocemnienue . X = X = 5
2, y4eOHOH o nabopatopHoOH 5} o &, )
y4eOHOMI paboThI . JIEKITHi © & | ¢ B )
paboThL: paboThI > = > T
(00600smcst 00 e o
ceedeHus
obyuarowuxcsa Ha
bannphas
nepeom yuebHom ] 25 X 8= 164 8 x 4 =325 11 11 30
OLICHKA!
3auHAmMuUU)

2 | Kpurepwuii nepecuera 6ayuioB B
TPAJANIIMOHHYIO OI[EHKY [0 HTOTaM
paboTHI B cEMECTpe U 3aueTa

60 1 MeHee 0aJIOB — HEY/IOBJICTBOPUTEBHO; HE 3aUTCHO;

61...73 — yIOBIETBOPUTEIHHO; 3aUTCHO;
74... 90 — xoporio;
91...100 — oTnMyHO




3 | Kpurepuu nomycka k
MPOMEXKYTOUYHOU aTTECTAINH,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOH OIICHKH) 10
JTUCITUTLTHHE, BOZMOXKHOCTD
noJTydeHus: OOHYCHBIX 0aJlIoB

Jlns  jgomycka K TMPOMEKYTOUHOW —aTTeCTallMd 10
TUCITUTIIMHE 32 CEMECTp OOYJArOIIHMIiCS NOJDKEH HabpaTh 110
UTOTaM TEKYIIEro M pyOeKHOrO KOHTpOJsl He MeHee 51
OamioB. B ciywae ecnu oOydaromuiics HaOpan menee 51
0amia, TO K AaTTECTAIIOHHBIM HUCIBITAHUSAM OH HE
JIOTTYCKAaeTCH.

Hns momyuenus 3adera Oe3 MPOBEICHHS TNPOLEAYPHI
MPOMEKYTOYHOH arTecTauu 0OydaromeMycsi HeoOXOIuMO
HaOpaTh B XO/I€ TEKYIIEro M pyOeKHBIX KOHTPOJIEH He MEHee
61 Oamma. B oatom ciiydae wuTor OaUIBHON — OLICHKH,
noJTy4aeMoll O0yYalolIMMCsl, OMpeneNseTcsl MO KOJIHMYECTBY
0amIoB, HaOpPaHHBIX MM B XOJIe¢ TEKYIIETO U PYyOeKHOTO
KoHTposed. Ilpm 53TOM, Ha YCMOTpEeHHE MpenojaBaTeis,
OanbHAsE OLlEHKAa O0YYarolerocs MOKET OBITh MOBBILICHA 32
CYUET MOJYYCHHUsI IOTIOIHUTEIHHBIX 0AJIOB 32 aKaJIeMUYCCKYIO
AKTHBHOCTb.

OOyyaromuiicsi, UMEIOIINK MPaBO Ha TOJNyYeHHE OLCHKU
0e3 mMpoBedeHUS TPOLEAYPHl HPOMEKYTOUHOW aTTECTallHH,
MOXET TIOBBICHTh €€ TyTeM CJa4d  aTTeCTAIlMOHHOTO
uchbiTanus. B choydae modydeHuss  oOydaromMcs  Ha
aTTeCcTallMOHHOM HcIbITaHuy 0 GayuioB UTOr OaIbHOM OLIEHKHU
O JTUCIUTUTHHE HE CHIKACTCS.

3a aKkaJeMHUYECKYI0 aKTHBHOCTh B XOJE OCBOCHHS
JMCUMIUIMHEL, y4acTHe B yueOHOH, HayqYHO-HUCCIIeI0BATEIbCKON,
CHOPTUBHOHM,  KYJNBTYpHO-TBOPYECKOH ©  OOIIECTBEHHON
JCITEIIBHOCTH ~ O0yYarolmeMycsi MOTYT OBbITh  HAYHCIICHBI
JOIIOJIHUTCIIbHBIC 63J'IJ'IBI. MakcuManbHOe KOJIMYECTBO
JOTIOJIHUTENFHBIX OajUIOB 32 aKaJeMHUYECKYI0 aKTHBHOCTD
cocrasysier 30.

OcHoBaHHMEM JUIS TIOJIyYEHHS JIOTIOJIHUTEIbHBIX OaJljIoB
SABJIAIOTCA:

- BBINOJIHCHWE  JIOTIONIHUTENBHBIX  33JaHuil  TI0
JVMCIWMIUIMHE,  JIOTIOJIHUTEIbHBIE  Oajuibl  HAYUCISFOTCS
Mperno/iaBareliem;

- y4yacTHe B TEYEHHE ceMecTpa B Y4eOHOH, HaydHO-
HCCTIeIOBATEILCKON, CIOPTUBHOM, KYJIbTYPHO-TBOPUECKOH U
oOrrecTBeHHOM aesTenpHOCTH KITY.

4 | ®opMbl U BUIIBI YIEOHOH paboThI
JUISL HEYCTIEBAIOIINX
(BOCCTaHOBMBIIIMXCS HA Kypce
00yueHus1) 00YJArOIIUXCS JIsT
MOJTYYEHUS HEJOCTAIONINX 0aJIOB
B KOHIIE ceMecTpa

B cnydae ecnu K MpoMeXyTOYHOW aTrTecTaluu (3adeTy)
HaOpana cymma MeHee 51 ©OamioB, oOydaromemycs
HE00X0IMMO HaOpaTh HeJOCTarollee KOJMYECTBO OaJIOB 3a
CYET BBINOJHEHHS JOTONHUTENBHBIX 33/IaHdi, /0 KOHIA
MoCJIeTHEH (3a4eTHOM) HEeTu CEMECTPA.

JIukBUAAIMS aKaAEMUYECKUX 33/10JDKEHHOCTEN, BO3HUKILINX
W3-32 PasHOCTH B YYeOHBIX IUIAHAX TMPH TEPEBOJIC WU
BOCCTAHOBJICHUH, TIPOBOJIUTCS myTeM BBITIOJTHEHUSI
JOTIONHUTENBHBIX ~ 337aHui, ¢opMa U  00BEM  KOTOPBIX
OnpeeIsieTcsl IPeroiaBaTeieM.

6.3. Ilpouenypa oneHMBaHUA Pe3yJbTATOB OCBOCHUS AUCIUILTUHBI
PyGexxHble KOHTPOJIM TPOBOAATCS B (POPME MTUCEMEHHOTO TECTUPOBAHMUS.

Ilepen mnpoBeneHuem

KaXXJg01ro py6e>I<H0ro KOHTPOJII  HIpCrioaaBaTCib

npopadaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprasl COOTBETCTBYIOLIUX Pa3esioB
JTUCHMIUIMHBL B OpMe KpaTKOW JEKIMU-AUCKYCCUHM. BapuaHThl TECTOBBIX 3aJaHUN
cocTosT st 1 u 2 pybesxkHoro koHTpoJis u3 11 BonpocoB. Ha kaxagoe TectupoBaHue
pu pyOeKHOM KOHTpOJIe 00ydaromemMycsi OTBOAUTCS 1 akageMUUecKuid yac.
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banner oOyuatomeMycsi BRICTABIISIFOTCS B 3aBUCHMOCTH OT YHCJIA MPABHIBHO
BbIOpaHHBIX OTBeTOB. MToroBas omeHka 1o Tecty (opmupyerca mnyTem
CYMMHpPOBaHMsSI HaOpaHHBIX OaUIOB M OTHECEHHUS HUX K OOIIeMy KOJIMYECTBY
BOIPOCOB B 3aanuu. [loMHOKUB nosrydeHHoe 3HadeHue Ha 100%, MOKHO mpuBeCTU
UTOTOBYIO OIIEHKY K TPAJAUIIMOHHOM CJIETYIOIIUM 00pa3oM:

«HEYJOBJIETBOPUTEIBLHO» — MeHee 50%

«ynosnerBoputesibHO» — 50% - 70%

«xopomo» — 70% - 90%

«otmmaao» — 90% - 100% .

[IpenonaBarens OllEHMBAET B Oauiax pe3yJabTaThl TECTHUPOBAHUS KaXKIOTO
0Oy4JaroIIerocst o KOJUYECTBY MPaBUIILHBIX OTBETOB U 3aHOCUT B BEAOMOCThH ydyeTa
TEKYIIEW YCIIEBAEMOCTH.

3ayer mpoBoauTcs B (hopMe OTBETOB Ha BOMPOCH! Omiiera. buner coctout u3 2
BOMPOCOB. Bompock! K 3a4eTy MOBOJSATCS O OOYYArOIIMXCsl HAa IMOCIEAHEN JISKIIUU B
cemectpe. Ha mo/irotoBky oTBeTa 00y4aromemMycs OTBOJIUTCS 1 acCTpOHOMUYECKHI yac.
Kaxxp1it Bonpoc orieHrBaeTcs 10 15 6amios.

Pe3ynbTaThl ycIEBa€MOCTH U 3a4€Ta 3aHOCSTCS MPEMNOJIaBaTEIEM B 3aUETHYIO
BEJIOMOCTh, KOTOpasi CACTCsl B OPTaHU3AIMOHHBINA OT/Ee]I UHCTUTYTA B JIEHb 3a4eTa, a
TaK)Ke BBICTABIISIOTCS B 3a4ETHYIO KHIKKY 00Yy4aroIerocs.

6.4. [IpuMepbl OLIEHOYHBIX CPEACTB sl Py0eKHOr0 KOHTPOJIS U 3a4eTa
1-p1ii pyOe:XHbIH KOHTPOJIb

Bonpoc 1. /locmyn Kk ungopmayuu, He Hapymuaowuil npasuia pa3zpaHuieHus
oocmyna, HA3bl6AeMCA. ..

a) JeTaIbHBIM;

0) HeJleTalbHbIM;

B) CAaHKI[MOHUPOBAHHBIM;

I') BPEIOHOCHBIM;

1) HECAaHKITMOHUPOBAHHBIM.
Bonpoc 2. Cybovekmueno onpeoensemas Xapaxmepucmuka uH@opmayuu,
YKazvleawuwias HA Heo0X00UMOCHMb 66€0€HUs O02PAHUYEHUN HA MHONCECHEO
cyOveKkmos, umeruux 0ocCmyn K OaHHOU uHpopmauuu

a) 1IEJIOCTHOCTD;

0) IOCTYITHOCT®;
B) KOH(QUIECHIIMAITHHOCTD,
I') CBOEBPEMEHHOCTb.
Bonpoc 3. Yazeumocmov ungpopmayuu — smo:

a) coObITHE WIM JCHCTBHE, KOTOpPOE€ MOXKET BBI3BaTh HW3MEHEHUE
¢bynkuuonupoBanuss ~ KC,  cBg3aHHOe ¢  HapyuleHUEM  3allUIIEHHOCTU
oOpabatpiBaeMol B Hel nH(OpMaIuu.

0) BO3MOXHOCTh BO3HUKHOBEHHS Ha KaKOM-JTMOO 3Tare >KM3HEHHOTO ITMKJIa
KC Takoro ee cocTosiHUS, TP KOTOPOM CO3JIAIOTCS YCIOBUS ISl peain3aluy yrpo3
6e3omacHoCTH HH(POPMAITUH.

B) JEWCTBUE, NPEANPUHUMAEMOE HAPYIIUTEIEM, KOTOPOE 3aKII0YaeTcs B
IIOMCKE U MCIIOJIb30BaHUU TOM WUJIM MHOU YSA3BUMOCTH.
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2-01 pyOe:KHbIH KOHTPOIb
Bonpoc 1. K ne npeonamepennvim y2po3am OomHoCcaAmca:

a) omuOKu B pa3paboTke nmporpammHubIX cpenct KC;

0) HECaHKIMOHUPOBAHHBIA JocTynm Kk pecypcaMm KC co cTopoHsl
nosib3oBatesie KC W mocTopoHHUX JHIl, ymepd OT KOTOPOTO OmIpenesnsercs
MOJIy4YeHHBIMU HAPYIIUTEIEM MTOJTHOMOYHSIMHU;

B) yrpo3a HapylleHUs KOH(PHUIECHIMAIBLHOCTH, T.€. YTEUYKHM HHGOpMAINU
OrpaHUYEHHOr0 JocTyma, xpansuiedca B KC wiu nepegaBaemoit ot ogHoit KC k
JIPYTOH.

Bonpoc 2. Ilpu naponvnoit 3awjume 6 Kauecmee aymeHmMUPUKAUUOHHO20
¢axmopa cyovexkma evicmynaem

a) TO, 4YTO OH 3HAET,

0) TO, YeM OH BIIAJICET;

B) TO, YTO €CTh YaCTh €T0 CaMOTO.

Bonpoc 3. Ocnoenvie nanpasnenusn ooecneuenusn Kb ¢ 3asucumocmu om npupoont
cpeocme u Memooos:

a) KOMIIBIOTEPHOE, KpUNTorpaguueckoe, OyMakHOe

0) HopMaTUBHOE, (POpMaTIBLHOE, MPAKTUUYECKOE (IKCIIEPUMEHTATHHOE)

B) HOPMATHMBHO-TIPABOBOE, HWHXKEHEPHO-TEXHUYECKOE, OpPraHu3aIllMOHHOE,
anmapaTHO-TIPOrpaMMHOE

INPUMEPHBIN IEPEYEHb BOITPOCOB K 3AUETY

1. Uudopmanusa kak o0beKT 3amuThl. KoH(UIEHINaTbHOCTh, HENOCTHOCTh U
JOCTYITHOCTh HH(POPMAITHH.

2. Monenu nennoctu nadopmanuu. MHPOpMaAIMOHHBIN MOTOK.

3. Uepapxudeckre MOAETHW M MOJENIb B3aUMOJCHCTBUS OTKPBITBHIX CHCTEM
(OSI/1S0O).

4. Yrpossl. Knaccudukanms yrpo3 6€30MacHOCTH.

5. Moaenu yrpo3 u MOJeNb HapyUIUTes.

6. Yreuku undopmanuu. Kananel yreuexk nndopmanuu.

7. Knmaccudukaius kaHaioB yTedeK nHpopmaiuu.

8. OcHoBHBIE HaIpaBJIeHUsI 00eCIIeueHNsT KOMITBIOTEPHON O€30MaCHOCTH.

9. OcHOBHBIE YPOBHHU 3aIIUTHI HTHGOPMAIIHH.

10. ITpuntunsr moctpoenus 6e3omnacHeix AC. MeTtononorus o0CieJOBaHUS
POEKTUPOBaHUS 3auThl AC.

11. Cucrembl uaeHTUGUKALMM U ayTEHTU(DHUKAUHU, KiIacCU(UKAIUS TaKHX
cucteM. Kpunrorpaguueckue cpeacTna 3aiuThl HHOOpMALUK.

12. Creranorpaguyeckre METOAbI 3aIIUTHI.

13. KonTpons nenoctaocty uHpopmannu Ha MHU.

14. IudpoBast MOAMKCH.

15. Tlonsitne u wimaccudukaus aTtak Ha KOMIbIOTepHBIE ceTu. OCHOBHBIC
THUIIBI CETEBBIX aTak.

16. CpencTBa peanuzaiyu aTak.
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17. MexaHu3Mbl THIOBBIX aTaK, OCHOBAHHBIX Ha YA3BUMOCTSX CETEBBIX
IPOTOKOJOB. ATakd Ha CeTeBble CHYKObl. ATaku C  HCIOJIb30BAaHUEM
MIPOMEKYTOUHBIX Y3JI0B U TEPPUTOPHUH.

18. TexHonoruu oOHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOKHOCTH.

19. Metoasl oOHapyxkenusa atak. Knaccudukainus cucteM oOHapyKeHHUsSI aTak
/Bropxkenuit (COA/COB).

20. BpenoHocHoe nporpaMMHoe o0ecTieUeHHE.

21. KomnbsrotepHbie BUpychl. Kimaccudukams BUpycoB.

22. AHTHBHUpYCHOE MIPOrpaMMHOE oOecrieueHue. Knaccudukarus
aHTUBUPYCOB.

23. TpeboBaHUs K aHTUBHPYCHBIM MporpamMmaM. MeToasl OOHapyKeHUs
BpenoHocHoro 10 u ycTpaneHus mociaencTBuil 3apakxeHuUs.

24. Tlonatue wmexcereBoro skpana. CTpaTermu M CpPEACTBA MEKCETEBOTO
HKpPaHUPOBAHMUSI.

25. Co3ianue 3aluIIeHHBIX CETMEHTOB Ipu pabotre B cetu HHTepHer ¢
HCITOJIb30BAHUEM MEXKCETEBBIX KPAHOB.

26. Tunbl MeKCETEeBBIX IKPaHOB. CXEMBbI MEKCETEBOTO IKPAHUPOBAHMUSI.

2. OunbTpanus naketoB. Kpurepuu u npaBuia QuibTpalyu.

28. Peanuzanus nakeTHbIX (GUIbTPOB. OCOOEHHOCTH (DUIBTPAIIMN PA3TUUHBIX
TUIIOB Tpaduka.

29. lmo3er mpuknagHoro ypoBusa. Kontpoias HTTP-tpaduka u snexkrporHOM
TIOYTEI.

30. INonATHe BUPTYaJIbHON YaCTHOM CETH, €€ MpeHA3HAuCHUE. 3aauu, peliacMblie
VPN. TynnenupoBanue B VPN. YpoBHU 3alllMIIIEHHBIX KAaHAJIOB. 3alUTa JaHHBIX HA
KaHaJbHOM ypOBHE.

31. Opranmzanius VPN cpenctBamu mporokona PPTP. VYcranoBka wu
Hactporika VPN. Ananu3 3amuiieHHOoCTH nepeaaBaeMoi nHhopMaIim.

32. 3amura JaHHBIX HAa CETEBOM YpPOBHE. 3allMIICHHBIM OOMEH 3JIEKTPOHHOU
ITOYTOM.

33. llenmn m 3amaum TpoBEACHUS ayauTa Oe30MacHOCTH. JTallbl U METOIbI
MPOBENICHUSI, PE3YIIHTATHI PAbOT.

34. HopmaTuBHO-TIpaBOBbIE W OPTaHU3AIMOHHBIE OCHOBBI TIPOBEICHUS ayauTa
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM.

35. OmpeneneHne  CTPYKTYpPhl  MH(POPMAIMOHHO-TEIICKOMMYHUKAITMOHHBIX
CETEN.

36. [IporpaMMHBIe cpecTBa aHAIHM3a TOMOJOTHN BEIYUCITUTEILHON CETH.

37. OnpeneneHne MapIIpyTOB MPOXOKICHUS CETEBBIX IMAKETOB.

38. ObHapyxeHune o0BbeKTOB ceTH. [locTpoeHNE CXEMBI CETH.

39. BrIsiBlIeHHE TEIEKOMMYHUKAIIMOHHOTO 000PY0BaAHUS.

40. BeisiBIeHME © = TIOCTPOEHUE  CXEeMbl  HH(GOPMAIMOHHBIX  MOTOKOB
3amuaeMoi nHGOpMaIIHH.

41. Tlonarue momuTuku  Oe3omacHOCTU. OCHOBHBIE  THIBI  TOJIUTHUKH
0€30IaCHOCTH.

42. PazpaboTka W peanuzarsi MOJMUTUKU Oe3zonmacHocTH. Kiaccudukarms
MoIeJIel TTOJIUTUK O€30MacHOCTH.
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43. Tlonmutka U Mojenu OE30MaCHOCTH B PACIPECICHHBIX KOMITHIOTEPHBIX
CHCTEMaXx.

44, CemeiictBo  JI[I-mMomenmedt  MOIUTHK ~ OC30MAaCHOCTH  JIOTHYECKOTO
yIpaBJeHUsl TOCTYIIOM U HH()POPMAIIMOHHBIMH MTOTOKAMHU.

45. OcHOBHBIC KPUTEPHUH OLICHKH 3antuiieHHocTu AC.

46. Cragmapt oneHku Oe3omacHOCTH KoMmbloTepHbIx cucteM TCSEC
(«OpanxeBas KHUTa»).

47. Konnermus 3ammuthl AC 1 CBT no pykoBoasimM 10KyMeHTam [ ocrexkoMuccuu
P®.

48. Enunbie  kpuTepund  0€30MacHOCTH  WMH(DOPMAIMOHHBIX  TEXHOJOTHI
(Common Criteria).

49. OnpeneneHre ypOBHA 3alUIIEHHOCTH ©  TpeOOBaHUA TIO  3allUTe
MEPCOHATIBHBIX IAHHBIX.

50. TpeboBanus no 3amure K1N.

6.5. ®oH OLIEHOYHBIX CPEICTB
[onHbIit 6aHK 3a7aHUM JUISt TEKYIIETO KOHTPOJISI M MPOMEXKYTOUHOM aTTecTaiuu
[0 JUCLUIUIMHE, I[I0Ka3aTeild, KPUTEPUH, [IKAJIbl OLICHUBAHUS KOMIICTCHIIMH,
METOIMYECKHE MaTEpUaIIbI, ONPEIEIISIONTHIE MPOIETypPhl OLIEHUBAHUSI 00Pa30BATEIILHBIX
pe3ysbTaTOB, IPUBECHBI B y4EOHO-METOIMUECKOM KOMITJIEKCE TUCITUILIMHBL.

7. OCHOBHAS U JONOJIHUTEJIBHAA YYEBHAS JIMTEPATYPA
7.1. OcHOBHasl yueOHasl JiUTepaTypa
1. I'pymo A.A., IIpumenko D.A., Tumonuna E.E. Teoperuyeckne OCHOBBI
KOMITbIOTEpHOU Oe3onacHoCTH. — M.: «Akagemus», 2009. - 272 c.
2. Tanmaremxo, B.A. OcHoOBBl uH(pOpMAIMOHHOW  Oe30omacHOCTH. /

[OnexkTpoHHbIi  pecypc]. - M.: HanuonanbHbli OTKpPBITBIM YHHUBEPCUTET
"MHTYUT", 2016 - 208 c. ISBN 5-9556-0052-3. - Joctyn OBC «KoHcynbTaHT
CTYJICHTa.

3. lllansrun, B. ®. Uuadopmarmonnas 6€30mMacHOCTh U 3alIuTa HHPOPMAIUH
[DnexTponHbIi pecype] - Mocksa: JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-
768-0. - Hoctyn OBC «KoHCyNnbTaHT CTyACHTaY.

4., Jlepsuun, II. H. Moxaemun 06€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
YrpasiaeHue AOCTyNOM W WH(POPMAIMOHHBIMH TOTOKAMH: ydeOHOE TOCOoOue s
BY30B 2-€ U3[., HCHp. U JOIM. [DIEeKTpOHHBIA pecypc| - Mocksa: ['opsuasd auHus -
Tenexom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - loctyn ObC «KoHCynbTaHT
CTYACHTAY.

7.2. JlonoJIHUTEJIbHAS JIUTEPATYypa

1. Kacnepcku, K. Texnmka cereBwix atak. T. 1 / Kpuc Kacmepcku. — M.:
Comnon-P, 2001. — 400 c.

2. Jlarmonmnaa, O. P. OcHOBBI ceTeBoM 0€30MaCHOCTH: KpUIITOrpaduIecKue
aNITOPUTMBI U TPOTOKOJIBl B3aMMOJICMCTBUSA: KypC JIEKLMi: ydyeOHoe mocobue: s
CTYZIEHTOB BY30B, oOy4aromuxcs o crermaibHoctd 510200 "TpukinagHas maremaTuka
u wuHpopmatuka"/ O.P. Jlanmonwna; WHTepHeT-yHUBEpCUTET WHGOPMAIMOHHBIX
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TexHosoruid. — M.: Uatepuer-YHuBepcurer nHpopmMamoHHbIx Texnomnorui, 2005. — 605
C.

3. Omudep, B.I'. Komnbrorepusie cetu: [TpuHIMIIBI, TEXHOJIOTUHU, MPOTOKOJIBI:
ydeOHoe rnocodue ajst cryaeHToB By30B / B. I'. Onudep, H. A. Onudep. — 3-e uzn. —
M.; CI16.; Huwxuuit Horopoa: ITutep, 2007. — 957, c.

8. PECYPCBI CETU <MHTEPHET»,
HEOBXOJAMMBIE J1JIs1 OCBOEHUA INCIHUITJIMHBI

1. DnexTpoHHBIH QOHJ IPABOBON U HOPMATUBHO-TEXHUUECKON JOKYMEHTAIUH -
http://docs.cntd.ru;

2. DBC «Jlanb» - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. OBC «KoncynbranT crymenTay - https://www.studentlibrary.ru;

5. Harmonanensiii OTkpbiThiil Y HuBepcuteT « MHTYUT» - https://intuit.ru;

6. EnmHoe  OokHO  gocTyma K 0o0pa3oBaTeNbHBIM  pecypcaM.  —
http://window.edu.ru/;

7. Hayunas snextpoHHas 6ubanoTeka - http://elibrary.ru/;

8. DnexTponnas oubnmmoteka KI'Y - http://dspace.kgsu.ru/xmlui/;

9. Mudopmanmonnslit onnaitd moprai ISO27000.ru - http://www.is027000.ru/;

10. bezomacHocTs - http://groteck.ru/security.

9. AIH®OPMAILIMOHHBIE TEXHOJIOT'UHA,
INPOI'PAMMHOE OBECIIEYEHHUE
N HHO®OPMAINIMOHHBIE CITPABOYHBIE CUCTEMbI
1. 5BC «Jlanby.
2. ObC «KOoHCYIBTaHT CTYJICHTA.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAs CHUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHUE
JAUCHUIIJIINHBI
MartepuanbHO-TEXHUYECKOE OOEeCleueHue MO0 peaju3alud AUCLUILIUHBI
ocymiecTBisieTcsi B cooTBeTcTBUU ¢ TpeboBanuss DI'OC BO mno panHOU
o0pa3oBaTeabHOI MpOrpaMMme.

11. lsist cTyieHTOB, 00y4aloIIUXCs ¢ UCIMOJIb30BAHUEM JUCTAHIMOHHBIX
o0pa3oBaTeJibHbIX TEXHOJIOT Uil

[Ipy  uCHONB30BAaHMU  BJIEKTPOHHOTO  OOyYEeHHMS] W JUCTAHIMOHHBIX
oOpazoBaTenbHbIX TexHosorui (mamee D0 u JIOT) 3aHATHS TOMHOCTBIO WM
YaCTHUYHO MPOBOJATCSA B pexume oHylaitH. OObeM TUCIHUIUIMHBI U pacIpe/ieiieHue
Harpy3ku mo BuzaM pabot coorBercTByer 1. 4.1. Pacnpenenenue OamioB
COOTBETCTBYET M. 6.2 nM00 MOXXET OBITh M3MEHEHO B COOTBETCTBUHU C PEIICHUEM
kadenpel, B ciaydae mepexona Ha D0 um JIOT B mpomecce obydenusi. Pemenue
Kadenpsl 00 HUCHOJB3YEMBIX TEXHOJIOTMAX U CHCTEME OLECHUBAHUS JOCTHKEHHH,
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OOy4JarommMxcsi MPUHUMAETCS C Y4YETOM MHEHUS BEIyIIero NpernojaBareis u
JIOBOJUTCS 10 CBEJICHUS O0yJarOIUXC .
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[MPMJIOXKEHME 1

AHHOTanus K paboyeil mporpaMMme JUCLUIIUHBI
«3amuTa nHGOpMALMN B KOMIIBIOTEPHBIX CHCTEMAX))

o0pa30BaTeILHON MPOTPAMMBI BBICIIIETO 00Pa30BaHUS —
porpamMmsbl OakajiaBpHuara
35.03.06 — Arpoun:keHepusi
HanpaieHHOCTB:
NudopmanuoHHbIEe TEXHOJOTHH B JJIEKTPOIHEPreTHKE

Tpyooemxocmov oucyunaunst: 2 3.e. (72 akageMHUeCKUX dyaca — o4Has Gopma
00yueHusN)

Cemecmp: 3 (ouHas popma oOydeHUs)

Kypc: 2 (ounas ¢hopma 00ydeHus)

Dopma npomescymouHou ammecmayuy. 3a4eT

Cooeporcanue oucyuniunsl. OcHoBHbIE paA30elbi.

Nudopmarnusa kak o0bexkT 3amuthl. HWH)opmanmonHas 0€30MacHOCTS.
ATmapaTHO-IPOTPaMMHBIE  CPEJICTBA 3aIUTHl HWHpopManuu. KpuTepuu OIeHKH
0e30macHOCTH KOMIBIOTEPHBIX cucTeM. Kpumnrorpaduueckue cpemctBa 3aluThl
uHopMmaruu. 3ammTa OT HECAHKIMOHUPOBAHHOTO JOCTyHa. THIOBBIE YTPO3BI
nHpopMarimonHoit Oe3onmacHocTU. TexHonoruu obecreueHus: OE30MacHOCTU B
KOMITBIOTEPHBIX CETSIX.
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JIMCT
perucTpanuy U3MeHeHu i (10MoJTHeHuil) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«3amura nngopManuu B KOMIbIOTEPHBIX CHCTEMAX»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHbIii roxa:

OTBETCTBEHHBIH MPETNoaaBaTeb / Yenoseukosa A.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus / 1onoTHeHUs B pad04y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENoaaBaTesb / Yenoseukosa A.B. /

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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