MunncTepcTBO HayKu U Beiciiero oopasosanus Poccuiickoit denepannu

denepaibHOE TOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
yUpexJACHUE BBICILIETO 00pa30BaHUs
«KypraHckuii rocyJapcTBEHHBIN YHUBEPCUTET
(KT'Y)

Kadenpa «be3omacHocTh HHPOPMAITMOHHBIX M aBTOMATU3UPOBAHHBIX CHCTEM)

VYTBEPX/IAIO:

IIepBb1it popekTOp

/T.P. 3mb13r0OBa/

« » 2024 r.

Pabouas nporpamma yueOHON JUCHUTUIUHBI
BE30OIMNACHOCTB OINIEPAIIMOHHBIX CUCTEM
o0pa3oBaTeIbLHOM MPOTPAMMBI BBICIIIETO 0Opa30BaHUS —

MIPOTPaMMBI CTICIIMATTUTETA
10.05.03 — NudopmarmorHas 6€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM

Crnennanuzarus Ne5: be3onacHOCTh OTKPBITHIX HH(GOPMAIIMOHHBIX CHCTEM

®opMbl 00yueHHUs: OUHAas

Kypran 2024



PaGouast mporpamMmma qucrurinHbel «be30macHOCTh OMEPaIrMOHHBIX CHCTEM)
COCTaBJICHA B COOTBETCTBHM C YYCOHBIMH TUTAHAMM IO IpOrpamMMe CIICIHaINTeTa
«MupopmanronHas 6€30IaCHOCTh, aBTOMATH3WPOBAaHHBIX cucTeM» (be3omacHocTh
OTKDBITBIX HH(OPMAIMOHHBIX CHCTEM), YTBEPKJICHHBIM JUII OYHOW (POpMBI
oOyuenus « 28_ » wurtons_2024 rona.

PaGouass mnporpamMmma AMCIUIUIMHBI OJ00peHa Ha 3acelaHuu  Kadeapsl

«be3omacHoCTh MH(OPMALIMOHHBIX W ABTOMATHU3UPOBAHHBIX cHCTeM» 29 aBrycra
2024 rona, mpotokon Ne 1.

Pabouyro mporpaMmy cOCTaBHII:

KaHJI. TEXH. HAyK, JOLEHT J.. JIuk
CoracoBaHo:
3asenyromuii kadheapoin «bUACH

KaHJI. TEXH. HAYK, JTOLIEHT J.M. Tuk

Havanpauk YnpasieHus
00pa30BaTeIbHOMN 1€ATEIbHOCTH N.B. I'puropenko

Creruaauct 1o yueOHO-MeTOANISCKON
paboTe Y4eOHO-MEeTOIUYECKOro OT/Iela I'.B. KazankoBa



1. OFBEM JUCIUIIVINHBI

Bcero: 7 3a4eTHBIX eUHUI TPYAOEMKOCTH (252 akaJieMUYECKHUX Jaca)

Ounas ¢popma o0yueHust

Bu eOHOM paboThI Ha scio Cewmectp
v p JTACIUIIIUHY 5 6
AyIuTOpHbBIE 3aHATHSI (KOHTAKTHAs padoTa ¢
npenojgaBartejieM), BCero 4acoB 128 64 64
B TOM 4HCJIE:
Jlexnun 64 32 32
JlaboparopHbie pabOTHI 64 32 32
CamocTosiTeJIbHAs padoTa, BCEro 4acoB
P > 124 44 80
B TOM 4HCJIE:
IToaroroBka K 3a4eTy 18 - 18
[TonroroBka K SK3aMeHY 27 27 -
KypcoBas pabora 36 - 36
Jlpyrue BUIBI CAMOCTOSTEIILHOM PabOThI (ITOJrOTOBKA K
IIPAKTUYECKHUM, J1a00paTOPHBIM 3aHITHUSIM U PYOSI)KHOMY 43 17 26
KOHTPOJTIO)
3a4er ¢
. . 3a4er ¢
Bua npomMeKyTOYHO# aTTecTAIUH OLICHKOI1, IK3aMEH 9
OLICHKOI
IK3aMEH
O0mas TpyA0eMKOCTh JUCHHUILIMHLI M TPYA0EMKOCTD 110
1an Tpyx et pyA 252 108 144
ceMecTpaMm, 4YacoB




2. MECTO JUCHUIIJINHBI
B CTPYKTYPE OBPA30OBATEJBbHOM MTPOT'PAMMBI

N3ydenne nucuuIuiiebl «be30macHoCTh onepaloHHBIX CUCTEM» OTHOCUTCS K
oOsi3arenpbHOM  vactw  bnokal  wmomyns  MudpopmanumonHass — 0€3011aCHOCTS,
c()OpMUPOBAHHBIX IPU U3YUEHHUHU CIEAYIOIIMX AUCLUIIINH:

- OCHOBBI T€OPUH 3ALUTHI UHPOPMALIUU

- OcHOBBI HH(POPMAITMOHHOM 0€30TTaCHOCTH

- Opranuzanuss O9BM 1 BBIYMCIUTENIBHBIX CUCTEM.

Pe3ynpraTel 00y4eHHS CIy’KaT OCHOBOM il AMCUMIUIMH «CEeTH U CHCTEMBI
nepenaun  uH@opmarun», «Pa3paboTka W IKCIUTyaTanusi  3allUIIEHHBIX
aBTOMATU3UPOBAHHBIX  CHUCTEM», «MeETOoapl MPOEKTUPOBAHUS  3AIUUILEHHBIX
pacnpeleNeHHbIX ~ HH(POPMALMOHHBIX  CHUCTEMY, «TexHunueckas  3amura
uHpopMaluny, «YIpasieHne UHPOPMAIIMOHHON 0€30MacHOCThIO» U MPUMEHSIOTCA
JUISL BBITIOJIHEHUS! KYpPCOBBIX pabOT M MPOEKTOB M BBIMTYCKHOW KBaJM(UKALIMOHHOU
paboTHI.

3. INTAHUPYEMBIE PE3YJIbBTATBI ObYUEHUA

Llenvio AUCUMIUIUMHBL SABJISETCS MPUOOPETEHUE 3HAHUM M TMPAKTUYECKUX
HaBBIKOB [0 JKCIUTyaTalldd COBPEMEHHBIX omnepauuoHHbIX cucteM (OC) s
oOecrieyeHuss UX  SPQPEKTUBHOTO  NPUMEHEHUS C  ydyeToM  TpeOoBaHUM
MH(OPMAIMOHHOW 0€30MaCHOCTH.

3aoaqu oucyuniumol:

- W3y4Y€HHE YCTPOMCTBA WM NPUHUMNOB (PyHKUHOHUpoBaHUs OC paznuyHOu

aApXUTEKTYPBHI;
- W3yYECHUE NPUHUUIIOB MOCTpoeHUs: moacucteM 3ammTel B OC pa3znuyHoii
aApXUTEKTYPHI;
- U3y4YEHHE CPEACTB U METOJ0B HecaHkuuonupoaHHoro nocrymna (HCH) x
pecypcam OC.

Kommnereniuu, hopMUpyeMbIe B pe3ysIbTaTe OCBOCHHUS UCIIATIIHHBI:

- CITIOCOOHOCTh MPUMEHSTh 3HAHHUS B 00J1aCTH 0€30MACHOCTH BBIYUCIUTEIBHBIX
ceTel, OMepaluoOHHbIX CUCTEM U 0a3 JaHHBIX MPU pa3pabOTKe aBTOMATH3MPOBAHHBIX
cuctem (OITK-12);

- CIOCOOHOCTh OPraHW30BHIBATh M MPOBOAUTH JTUATHOCTUKY W TECTHPOBAHHE
CHCTEM, 3allUThl HMH()OPMAIMOHHBIX ABTOMATH3UPOBAHHBIX CHCTEM, IIPOBOIHUTH
aHaIN3 YA3BHMOCTEH CHCTEM 3alWThl HWH(POPMAIMOHHBIX aBTOMATH3UPOBAHHBIX
cucrem (OITK-13);

- CIOCOOHOCTh  OCYHIECTBIIATH  AAMHHHUCTPUPOBAHHE M KOHTPOJIb
(GYHKIIMOHMPOBAHUSA  CPEACTB W CHCTEM  3aIIUThl  MH(POPMAIMOHHBIX
ABTOMATH3UPOBAHHBIX CHUCTEM, HWHCTPYMEHTAIbHBI MOHHTOPHHI 3aIIUICHHOCTH
aBToMatu3upoBaHHbix cucteM(OITK-15);



NuaukaTopsl

U JECKPUNTOPBI

qaCTHu COOTBGTCTBYIOHIeﬁ KOMIICTCHIINH,

dbopmupyeMoil B Tpoliecce M3y4deHHUs IUCUUILIMHBI «be3zonacHocTh onepanuoH-
HBIX CUCTEM», OLICHMBAIOTCA MPU MOMOIIM OIICHOYHBIX CPEJCTB.

[Tnanupyemblie pe3ysbTaThl OOYUYECHHS 10 TUCHUTIINHE «be30IMacHOCTh ONEPAIIMOHHBIX CUCTEM,
uHauKatopsl qoctkerus komnerenuid OITK-12, OTIK-13, OIIK-15, mepeueHpb O1ieHOYHBIX

CpEACTB

Ne | Kon unnuka- Haumenosanue Koa mimanupy- | Ilnmanupyemsie pe- | HaumenoBanue

/1 TOpa J0CTU- HHAUKATopa n0- €MOTI'0 pC3YyJib- 3YyJIbTAaThI 06}"-16- OLCHOYHbIX

JKEHUSI KOM- CTHXKEHHUA KOMIIC- Tartra O6yLICHI/I$I HUs CpEaACTB
IIETCHOUN TCHIOUHN

1. N-1omnk-12 3nate: ¢ynkmuun OC, | 3 (MO-1lonk-12) 3HaeT: OCHOBHBIE KOH- | Bompockl Tecta
OCHOBHBIC KOHIICIIIHH LCMIUKA  YIPaBJICHUS
yIpaBJICHUS MPOIIECCOM, MAMSITHIO,

ycTpoicTBaMu

2. U-2 onk-12 YMerb: uenons3osath | YV (MJ-20mk.12) | YMeeT: rpamotHo uc- | Komruiekr — umu-
cpeactea OC s noJsib3yeT cpeactsa OC | TaMOHHBIX 3a1a4
obecnieueHns dPPek- TUTS Oe3omacHoOTO
TUBHOTO W 0€30IacHO- (YHKINOHUPOBAHUSA
ro  (GyHKIHOHHUPOBA- aBTOMATH3MPOBAHHBIX
HUS cUCTEM
ABTOMATH3HPOBAHHBIX
CHUCTEM

3. UJ-3 onk-12 Bnanets: MeTonaMu | B (M-30mk-12) Bnageer: Mmetogamu | Bompocsl s
IKCIUTyaTallil ©  aj- aJIMUHUCTPUPOBAHUS Ca4yu SK3aMeHa
MHUHHCTPUPOBaHUS 0a3 0a3 JaHHBIX, JIOKAaJb-
JAHHBIX, C YYETOM HBIX  KOMITBIOTEPHBIX
TpeboBaHU TO obec- CHCTEM C y4ETOM Tpe-
medeHuro  wHpopMa- OoBanmii 1o oOectme-
OUOHHOW 0Oe30mMacHo- yeHuo  MHQpOpMAaIu-
CTH OHHOM 0€30MTaCHOCTH

4, UI-1 onk-13 3HaTh: TUATHOCTUKY H | 3 (M-1omk-13) 3naeT: nmuarHoctuky u | KoMmriekr  umu-
TECTHPOBAaHUE CHCTEM, TECTHPOBAaHUE CHCTEM, | TAIIMOHHBIX 3a/1a4
3aIUTEl  UHQPOpPMAIHU- 3ammThl  HHOOpPMAITH-
OHHBIX aBTOMAaTH3UPO- OHHBIX ABTOMATH3HPO-
BaHHBIX CUCTEM BaHHBIX CUCTEM

5. U-2 onk-13 VYMeTb: HCmoub30Bath | YV (UJI-20mK-13) YwMmeer: rpamoTHo uc- | Bompocsr IS
cpenctea OC st nosb3yeT cpeactsa OC | cmaum 3aueTa
obecrnieuenus IPdek- VTSt 0e30MmacHoOro
TUBHOTO U 0Ge30MacHo- (yHKIMOHHUPOBAHUSA
ro  (GyHKIHOHUPOBA- aBTOMATH3HUPOBAHHBIX
HUS CHCTEM
ABTOMATH3MPOBAHHBIX
CHCTEM

6. NJ1-3 onk-13 Bnanmets: MeTogamu B (MJI-30m1K-13) Bnanmeer:  meromamu | Bompocsr JUTS
paboTHI ¢ orepanuoH- paboOTHl ¢ ONEpalyoH- | CHAYH HK3aMeHa
HBIMH CHCTEMaMH Ce- HBIMH CHUCTEMaMH Ce-
mericte  Windows u meiicte  Windows
Unix, BoccTaHOBIEHHS Unix, BOCCTaHOBJICHUS
OIEPAIMOHHBIX CHCTEM OIEPAIMOHHBIX CHCTEM
rociie cboeB rociie cOoeB

U-1 onk-15 3HaTh: CHUCTEMBI 3a- 3 (MI-1omik-15) 3HaeT: cuctemsl 3amm- | Kommiekr  umu-

IMTHl HH()OPMAIHOH- Tl MH()OPMAIIMOHHBIX | TAIIMOHHBIX 3a/1a4
HBIX  aBTOMAaTH3UPO- aBTOMATH3HPOBAHHBIX
BaHHBIX CHUCTEM, WH- CHUCTEM, HHCTPYMCH-




CTPYMEHTAJIBHBIA MO-
HUTOPHHT  3alIWIICH-
HOCTH aBTOMAaTH3HPO-
BaHHBIX CHCTEM

TaIBHBIA MOHHTOPUHT
3aIIMIIEHHOCTH aBTO-
MaTH3UPOBAHHBIX CH-
creM

YCTAaHOBKM U HACTPOii-
KU OINEpalliOHHBIX CH-
crem cemeiicts Win-
dows u Unix ¢ yuerom
TpeboBaHmii 1O o0bec-
TIeYeHUI0  MH(pOopMaIm-
OHHOI1 0€30ITACHOCTH

UM-2 onk-15 VYMeTh: HCTIOIB30BaTh YV (MA-2011K-15) Ymeer: rpamotHO Huc- | Bompocsl TS
cpenctea  OC  misa nob3yeT cpeactsa OC | cmaunm 3adera
obecnieueHns >Pdek- TUTS Ge3omacHOTO
TUBHOTO W 0e30IacHo- (YHKINOHUPOBAHUSA
ro  (yHKIHOHUPOBA- aBTOMATH3HPOBAHHBIX
HHUS CHCTEM
ABTOMATH3HPOBAHHBIX
CHUCTEM

NJ1-3 onk-15 Brnagets:  meromamu | B (U/I-30mK-15) Bnameer:  metomamu | Bompockr JUISt

YCTaHOBKH M HacTpOW-
KU OIEPaliOHHBIX CH-
crem cemeiicte  Win-
dows u Unix ¢ ygerom
TpeboBaHmii 1Mo 0bec-
TICYCHUIO MH(pOpMAaIy-
OHHOI1 0e30I1aCHOCTH

cla4yHu 3K3aMCHa

4. COAEP KAHME JUCIHUIIJIMHBI

4.1. YuyeOHO-TeMaTu4ecKuil miian. Ounas ¢popma o0yyeHus

KonndecTBO 4acOB KOHTaKTHOM
Howmep HanmenoBanue paboTHI C MpernoaBaTeIeM
TEMBI TEMBI Texum JlabopatopHbie
paboThI
5 cemecmp
Py6es | 1 BBenenue B oreparyioHHbIC CHCTEMBI 6 -
2 YnpasieHue nporeccamu 10 16
PyGex 2 3 YnpasiieHue namsTbro 16 16
Hmozo: 32 32
6 cemecmp
Py6ex | 4 W!\/II — MHCTPYMEHTApUI yIIPABICHUS 4 4
Windows
OCHOBHBIE KOMITOHEHTBI CUCTEMBI 28 28
PyGex 2 5 0€30MacHOCTH U COOTBETCTBYIOIINE
(GYHKIIMHM IPOTPaMMHOI0 JJOCTYyTa
Hmozo: 32 32
Bcero 3a 5 u 6 cemectp 64 64

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

5 cemecmp

Tema 1. Beeoenue 6 onepauuoHnHbvle cucmemsl.

Uctopust passutus

OC. Krnaccudukamms OC. OcHOBHBIC

byHKIINH,

Boznaraemble Ha OC. TlokoneHus onepalroOHHBIX CUCTEM. Pecypchl W yrpaBiieHHE
MMH. BerunuciuTenpHas cucrtemMa Kak COBOKYITHOCTb PECYPCOB.
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Knaccudukanus onepaloHHBIX CHCTEM 10 OCOOEHHOCTAM alrOpPUTMOB
VIOpPABJICHUS] pecypcaMmu, OCOOCHHOCTSM amnmapaTHbIX MIaTGopM, OCOOEHHOCTSIM
obOnacteit ucnosb3oBanus. 3arpyska OC nHa npumepe XP. Apxurtekrypa OC.
OCHOBHBIE KOMIIOHEHTBHI ~HCMOJMHUTENbHOU moacuctemMbl. Kommonentsr OC.
BBIHECEHHBIEC Ha MMOJIb30BATEIBCKUM YPOBEHD.

Crpykrypa ¢daitna boot.ini. ®aitner NTL.PR u nldelecl. 3arpy3ka npaiiBepoB u
COOTBETCTBYIOIIME KJIIOUM peectpa. 3arpy3ka cepBucoB. SMSS. CSRSS. Winlogon.
Kimroun peectpa. Haznauenne u Bo3MoxkHOCTH cucteM kioHa UNIX, cucreM rpymiibl
Windows. Unrepdeiic OC c monp3oBarensiMu. J{UanoroBble v MakeTHbIE HHTEPHEHCHI.

Tema 2. Ynpaenenue npoyeccamu.

[Tonsitue mnpouecca. Crpykrypel OC mpouecca. Kiaccel NpHOpHUTETOB.
Cozpanue nporecca. Opranuzanust MEeKIPOLUECCOPHOTO B3aUMOICHCTBUS.

Hutu. Ctpykrypst OC autu. I'padsl coctosuuii u coobituii. Co3gaHue HUTEH.
Opranuzarus ouepeaeit. CHHXpOHU3ALNS HUTEH.

Oddexr ronok. Tynuku. [Iporpammuas peanuzanus. ATOMapHbIE HHCTPYKITUU
poreccopa.

Kputnyeckue cekuuu, cemadopbl, CcOOBbITHS. AmmapartHas — peaau3aiuys
B3aMMOMCKITIOUEHUU. YTipaBiieHue pacnpeaenenuem Bpemenu LII1. [Qucneruepumzarms
HUTEH.

AnroputM pabotel IiaHupoBimka XP. WIin32 Priority Separation.
CtpykTypupoBaHHasi 00pab0TKa UCKIIOYEHUH.

Tema 3. Ynpasnenue namamoio.

Opranmzanuss W yOpaBlICHWE BHUPTyaJlbHOM  mamMsaTbio. (CermeHTHas,
CTpaHWYHAs OpTaHW3alys TMaMsaTH. PacmpeneneHrne TMMaMsITH W BBITIOJIHCHUE
IPOrpamm.

AnpecHoe mpocTpaHCTBO mpoiecca. Memory Manager. OtoOpaxkenue (aitioB
B aJIpECHOE MIPOCTPAHCTBO U pazjeliseMas mamsTh.

Konuposanwue 3anucero. Paboune MmuosxectBa. Ctparerus 3aMeieHus CTpaHuIl.

Cucremnble (YHKIIUHA BBIJCICHUS, CKAaHUPOBAHMS, OCBOOOXKICHUS TMaMSTH.
Kyu4a u pabora ¢ Hel.

Junamuyecku TuHKyeMble onbnmuoteku. CTpykTypa ucnoiaHseMbix (aitnos PK
- ¢popmara. 3aronoBok PK daiina. Tabnuia o0bekToB (cekiuii] daiina.

Crpanuiiel 00pa3oB cekiuil. Okcnopt. Tabmuma skcnopta. Tabmuiia aapecoB
skcriopTta. Tabmuia ykaszareneid Ha uMeHa. Tabimuna opauHaioB. Tabnuiia WMeH
AKCIIOpTA.

Nwmmnoprt. Kartanor ummnopra. Tabnuia npocMoTpa ummnopTa. Tabnauiia aapecon
umnopra. Karanor pecypcos.

Y ckopenue 3arpy3ku MPUIIOKEHUHN ¢ MOMOIIBIO TIPEBAPUTEIBHOTO CBSI3bIBAHUSI.

6 cemecmp
Tema 4. WMI — uncmpymenmapuit ynpaenenus Windows.
WML - wuncrpymentapuii ynpasnenust Windows. Kommonentst WMI. ®opmar
ympasisiemoro oobexta. CIMOM.



[Iposaiineps! pecypcoB. Bumpsl kinaccoB. Mepapxus kiaccos. [loamucka Ha cOOBITHS.
Y naneHHoe yrpasieHue.

Tema 5. OcHoGHble KOMHOHEHMbL cucmemvl 0e3onacHocmu u
coomeemcmeylowjue QYHKyuu npozpamMmHozo 00cmynd.

Opranuzanus yrnpaBJIeHUs JOCTYIIOM U 3aiuThl pecypcoB OC.

OcHOBHBIE MEXaHU3MbI 0€30MACHOCTH: CPEICTBA U METOJIbl ayTeHTHU(PHUKAIIMKU B
OC, Mmozaenu pa3rpaHUUEHUs TOCTYTIa, OpraHU3aIysl ¥ UCTIOJIb30BaHUE CPEJICTB AyAUTA.

AnvunuctpupoBanne OC: 3aauv M NPUHIMIIBI CONPOBOXKACHUS CHUCTEMHOTO
IPOTrPaMMHOTO 0OECTIeUeH s, TeHepaIlisl, HACTPOMKa, U3MEPEHUE MPOU3BOAUTEILHOCTH
U Mou(UKaIHs CHCTEM, yIpaBieHue 6e3onacHocTbio OC.

OcnoBubie ctanaaptel OC. Onementsl knaccupukaimun OC Ha npumepe
«OpaHKeBOW KHUTH.

Bxon nonp3oBarens B tokanbHyto cuctemy Windows XP.

Crioco06bl XpaHeHu# xoaiel maposueit. @opmupoBanue ntlm u nt xaeit.

Turmmunsie araku. Hemocratku RC4 mexanusma 3-ro ypoBHsI HIMGPOBaHUSL.

AHaTtoMusl TOKEHA AOCTYNA U JECKpUNTOpa 0€30MacHOCTH.

Pa6ora ¢ nmpusunerusmu. SID, DACL, SACL, ACE, macka fmocryta.

O0o0011IeHHbIe, CTaHAAPTHBIE U crienurueckye rpasa. [ [puHIUIbI HacIe10BaHMUSI.

Auroput™ nipenioctasiienus qocryna. Challenge-response anropurm ceTeBoro Bxoza.

Knaccudukarms yseumocteit OC, cnocoObl X 3KCILTyaTallid ¥ OCHOBHBIE (POPMBI
NPOTUBOJCHCTBHSL.

4.3. JlabopaTopHble padoThI

Hopmatus
Howmep HanmenoBanue
HanmenoBaHue 1a60paTopHBIX paboT BpPEMEHU,
TEMBbI TEMBbI
Jac.
5 cemecmp
2  |YmpaBineHue nporeccamu Jlabopamopnas paboma Nel. Co3naThb 1

nporecc notepad.exe. OTKPBIBAIOIIHIA
TEKCTOBBIN (haiisl, 1 co3AaTh Npolecc
calc.exe B suspended-pexume.
Jlabopamopnaa paboma Ne2. Co3path 1
mporiecc calc.exe Ha HOBOM JECKTOTIE.
Co31aTh NOJTHOAKPAHHBIN MpolIecc.
Jlabopamopuas paboma Ne3. BeiBectn pid 1
CO3JIaHHOTO TMpoliecca. BeiBecTn Kiacc
MIPHOPUTETA CO3JIAHHOTO TpoIIecca.

Jlabopamopnas paboma Ne4. Co3natb 1
HUTh, PEKYPCHUBHO CO3/IaI0IYyI0 ce0sl C
3aBEpIICHHEM.

Jlabopamopnas paboma Nos. 1
CuHXpOHU3UPOBAThH c MIOMOILBIO
KPUTHUYECKOU CEKIIHH JOCTYT K
r7100a1bHOMY MacCHUBY.

Jlabopamopnas paboma No6. 1

OpranuzoBaTh BBIYHCIEHUE (DakTOpHaNa C
TTOMOIIIBIO 2 HUTEH.
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Jlabopamopuas paboma Ne7. BeiBectu tid
IJIaBHOW HUTH CO3JaHHOIO MpolLecca.

Jlabopamopnas paboma Ne8. Co3naTh
HUTb, PEKYPCHBHO CO3JamoIlyto cedst 0e3
3aBEpIICHHSL.

Jlabopamopnasa padboma Ne9. Co3natb
HUTb, BBIBOISIIYIO Yepe3 KAy CEKYH/TY
CBOM TEKYIIUI IPUOPUTET.

Jlabopamopuas paboma NelO. Cosznath
HUTH B IIporiecce explorer.exe.

Jlabopamopuass paboma Nell. Cosznath
HUTh, OKUIAIOIIYIO CBOETO 3aBEPIICHHUS.

Jlabopamopnass paboma Nel2. Co3natb
CHTYAITHIO B3aUMOOJIOKUPOBKH JIBYX HHUTEH.

Jlabopamopnas paboma Nel3. Co3nath
HUTb, OKUIAOIIYIO 3aBEPIICHHUS MPOIECCa)
explorer.exe.

Jlabopamopnas paboma MNel4.
CHHXpOHU3UPOBATh C IIOMOIIbIO MUtEX
JOCTYT K TJI00aJIbHOMY MAcCHBY.

1-w1i1 pybesscnvlilt KOHMPOL

Tecmuposanue

ynpaBJ’IeHHe IaMATBIO

Jlabopamopuas paboma Nel. Beinenuts 1
MO BHUpPTyaJlbHOM MaMATH C 3alIUTOM -
TOJbKO  4yTeHue. Bwigemurs 2 MO
BUPTYaJIbHOU [aMsATU 1o azpecy
0x60000000.

Jlabopamopnas paboma No2.
3apesepBupoBath | MO BUPTYyalIbHOU
MaMsTH C

3aIIUTOM - TOJBKO 3aIHKCh.

Jlabopamopnas paboma Ne3. BeiBectu
ajzipeca BceX CBOOOJHBIX YUaCTKOB MaMATH
TEKYIIETO MpoIecca.

Jlabopamopnas paboma Ne4. Beiectn
azipeca BCeX CBOOOHBIX YIAaCTKOB ITaMsTH
npouecca explorer.exe.

Jlabopamopnas paboma Ne5. BeiBectu
CIHMCOK aJIpecoB 3arpyxeHHbIx .dll
TEKYIIEIO MPOoIiecca Ha OCHOBE aHaN3a
nosist Type cTpyKTypsl
MFMORY_BASIC_ INFORMATION.

Jlabopamopnuas paboma Ne6. BeiBectu
CHCOK 3arpyxeHHbix .dll Tekymero
mporiecca Ha OCHOBE aHAJIM3a 3ar0J0BKa
PE-@aiina.

Jlabopamopuas paboma Nei. Beinenuts 3
MO BHUPTY&JIbHOM MaMATH C 3aIIUTOM,
BKJIIOYAIOIIEE HCIOJIHEHHE, CKOIMPOBATH
KOJI, BBIIIOJIHUTB €TO0.

Jlabopamopnas paboma No8.
3ape3epBupoBaTh 1 MO BUpTyaIbHOU
MaMATH C 3aIIUTOH - TOJBKO 3aMHCh.
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Jlabopamopnas paboma No9. Beisectr
TIOJTHYIO KapTy MaMsITH TEKYIIIEro mporiecca.

Jlabopamopnuas paboma Nel(). BeiBectn
MIOJIHYIO KapTy MaMsTH MPOIIecca eX-
plorer.exe.

Jlabopamopnas paboma Nell. Beisectn
CITHCOK aJIPECOB 3arpyKCHHBIX MOJYJICH,
He sistonecs dll.

Jlabopamopuas paboma Nel2. 3arpy3uTh
cobctBennyto dll B anpecHoe
MIPOCTPAHCTBO Ipoliecca explorer.exe.

Jlabopamopnas paboma Nel3. C
MTOMOIIIBIO TTPOCIIUPYEMBIX B MAMSTh
(baitioB OpraHr30BaTh MEKIPOIIECCOPHOE
B3aUMOJICIICTBHUE.

Jlabopamopnas paboma Neld. OueHuTh
CKOpPOCTh paboThl PyHKIM 6nbIuorexu C
runtime library u ¢pyHkiuit oro0paxeHnus
(haiinoB.

2-0il pybescHblll KOHMPOb

Tecmuposanue

Hmoczo

32

6 cemecmp

4  WMI — unctpymenTapuit
yrpasieHuss Windows

Jlabopamopnas paboma Nel.
UcnonszoBanne WMI1 it IOTHOLIEHHOTO
koHTposst OC.

1-w1i1 pybesscnvlit KOHMPOL

Tecmuposanue

5 |OcHOBHEIE KOMIIOHEHTHI
cUcTEMBI 0€3011aCHOCTH U
COOTBETCTBYIOIINE () YHKIIUU
MPOrPaMMHOTO JIOCTYIIa

Api - pynkuuu ons pabomeol ¢ 20kenom
docmyna, 0ecCKpunmopom 6e3zonacHocmu,
ACE.

Jlabopamopuas paboma 2. 3anpet rpynme
«AJIMUHUCTPATOPBI» TIPaBa UCIIOJHEHUS
(haiina.

Jlabopamopuas paboma 3. 3anpert rpyrre
«[Tonp3oBaTenu» npapa ureHus Qaiina.

Jlabopamopuas paboma 4. Pazpenienune
3aperuCTPUPOBAHHOMY MOJIH30BATEINIO
IIpaBa YUTaTh BiIaJenbla (aiia.

Jlabopamopnas paboma 5. Pazpemenue
3aperuCTPUPOBAHHOMY HOJIH30BATEIIO
IIpaBa 3alUCH Biajienbla daiina.

Jlabopamopuas paboma 6. Pazpenienune
rpynne «AJIMUHUCTPATOPBD MOTyYSHHS
cniicka ¢ailyioB B Katajore.

Jlabopamopuas paboma 7. Pa3perienne
rpyrire «AJIMHHACTPATOPBI» CO3TaHUS
HOBOTO (haiisia B KaTajore.

Jlabopamopuas paboma Ne§. 3anpet
Cucreme npaBa uteHus (aiina.

Jlabopamopuas paboma 9. Pazpemnienune
Cucreme co3liaBaTh HOBBIH (haiin B Karasore.

Jlabopamopnas paboma NelO0.
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3ape3epBUpPOBATH 2 MO BUPTYaIbHOM
MaMsTH TI0
anpecy 0x70000000.

Jlabopamopnas paboma Nell.
3ape3epBupoBaTh 1 MO BUPTyalIbHOU
namsITH B poriecce explorer.exe.

Jlabopamopuas paboma 12. Pa3peiienne
BCEM TOJIHOTO JIOCTYyMA K (aiiny.

Jlabopamopuas paboma Nel3. 3anper
BCEM IIpaBa YTCHHS aTPHOYTOB.

Jlabopamopuas paboma 14. Pazpenienne
CyOBEKTaM CETEeBOTO BXO/JIa MPaBa YTCHUS
aTpuOyTOB.

Jlabopamopnas paboma 15. 3anper
CyObeKTaM HHTEPAKTUBHOTO BXO/JIa IpaBa
WCTIOJTHEHUS (haiina.

ApI - hyrKyuu 0115 pabomvt ¢ npusUICUAMUL
Jlabopamopuas paboma Nel6. [lonyunTs
MIPUBMJICTUH TIpoliecca exlporer.exe.

Jlabopamopuas paboma NelT. [lonyunTs
npuBWIETuy nporecca winlogon.exe.

Jlabopamopuas paboma Ne 18. [Tonyauts
pHUBHIIETUH TIporecca svchost.exe -
k LocalService.

Jlabopamopuas paboma Nel9. TIpoBepuTh
Hanuuue npusuiernu SB. TCB. NAME
nporecca exlporer.exe.

Jlabopamopuas paboma Ne20. ITpoBeputhb
Hanuuue npuswiernu SB. TCB. NAME
nporiecca winlogon.exe.

Jlabopamopuas paboma Ne21. TpoBepuTh
Hanuuue npusunernu SB. TCB. NAME
mporiecca winlogon.exe k LocalService.

Jlabopamopnas paboma Ne22. IIpoBeputhb
COCTOSIHUEC ITPUBHUIICTUN
SeRemoteShutdownPrivilege mpomuecca
exlporer.exe.

Jlabopamopnas paboma Ne23. I1poBeputsb
cocTosiHue npuBuieruu SeRemote-
ShutdownPrivilege npomecca
winlogon.exe.

Jlabopamopnas paboma Ne24. TTpoeputb
cocTosiHue npuBUieruu SeRemote-
ShutdownPrivilege svchost.exe
LocalService.

Jlabopamopuas paboma Ne5. BKiouuTh B
TEKYILEM MTPOLECCe TPUBUIIETHIO
SeRemoteShutdown Privilege.

Jlabopamopuas paboma Ne26. BKitounTts B
TEKYIIEM MPOIECCE IPUBUIIETHIO
SeTakeOwnershipPrivilege.

Jlabopamopuas paboma Ne7. BKIIOUUTH
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B TEKYILIEM IIPOLIECCE MPUBUICTUIO
SeLoadDriverPrivilege

2-011 pyOexcHblil KOHMPOTlb Tecmuposanue 1
Hmozo 32
Bcezo 64

4.4 KypcoBasi padora

C nenpto yriryOneHuss ¥ YKpEIUICHUs] 3HAaHUM 110 XapaKTEepUCTUKaM U (PyHKIUSM
OTEPAIMOHHBIX CUCTEM O0YYAIOIIMECs PEIIaoT MPUKIIIHBIC 33/1a4U aIMUHUCTPUPOBAHUS
OIEpaIMOHHBIX cucTeM. OOydaromuiics OCYIECTBIsIEM BBIOOD TEMbI HCCIIEAOBAHUS
CaMOCTOSITEIIHHO TI0 COTJIACOBAHUIO C MPETIOIaBATEIIEM.

KypcoBas paboTa BBIIOIHSAETCS B COOTBETCTBUM C MHAUBUIYAJIbHBIM 33/IAHUEM.

O6bem kypcoBoro mpoekta 20-25 crpanui. K 3ammre paGoThl JODKHBI OBITH
NPE/ICTABJICHBL:

- JICUCTBYIOIIAs TIPOrpaMMa, peai3yrolasi Bce OCHOBHBIC (DYHKIIMH, YKa3aHHBIEC B
3a/IaHNU:

- KOMIUIEKT NPOTrPaMMHON M KCILTyaTallMOHHON TIOKYMEHTALIUH.

OCHOBHBIM JTOKYMEHTOM KypCOBOHM pa0oThl siBisieTcs «llosicHuTeNnbHAs 3arrcKay.
PexomMeHnyemas CTpyKTypa MOSCHUTEIILHOM 3alUCKU:

1) TuTyNIbHBIN JTUCT.

2) Ornasnenue (coaepkaHue) KypcoBoil paboThI.

3) Beenenue.

4) IloctaHoBKa 3a7a4H:

a) UCXO/IHbIC JTaHHbIE;
0) 11eJ1b KypCOBOM pabOTHI;
B) 3aJ1a4H, MOJUIeXkKAIINE PACCMOTPEHHUIO (PELLIEHUI0) B KypCOBO padoTe.

5) CopnepxarenpHas 4acTb (MOXKET ObITh B BUJE IJ1aB, pa3/iesioB, naparpados,
MPUBSI3aHHBIX K 3a7ja4aM KypCcOBOM pabOThI).

6) 3akJIF0OUeHUE U BBIBO/IbI:

a) TMepevYeHb IMOJYYEHHBIX pe3yJbTaTOB (COIVIACHO MLeM M 3ajadaM
KypCOBOM pabOThl) U UX HOBU3HA;
0) BBIBOJIbI, TOJTYYEHHBIE [0 UTOTAM KYPCOBOM paOOTHI.

INPUMEPHBIE TEMbI KYPCOBBIX PABOT

1. Ananus PEB s monydenus crimcka 3arpyxeHHbix dll u npsmoit pazoop nx
Ta0JIUI] PKCIIOPTA.

2. AHanmu3 5KCIUIONTOB I NpeAblaymux Bepcuit Windows

3. Bugel atak Ha onepariioOHHbIE CUCTEMBI

4. Bupychl-muppoBaIbITAKA: MEXaHU3M PaOOThI U 3aINATa

5. Buenpenue dll nis nepexBara OKOHHBIX COOOIIICHUI

6. BcnomoraTenbHBI CEpBUC JUIA 3alMycka MPOTpaMM C  CHUCTEMHBIMH
IPUBUJICTHSIMHU.

/. 3ammura npoueccoB ¢ MOMOIILI0 MOAU(UKAIIUU CrIeIM(UIECKUX TPaB.

8. Usmenenne MANDATORY LABEL B cucremusix ACE (Windows 7).

9. Usmenenne MANDATORY POLICY B Tokenax npocryna (Windows 7).
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10. M3meHeHus B cycKe MPUBHIIIETHIA ¢ MTOMOIIBIO TIPSMOI MaHUMYJISIIHiA ¢ hive-
aMu.

11. Viconp30BaHWe BHUPTYyadbHOW MAaIIMHBI B  KayeCTBE IIECOYHHUIIBI:
ONITUMU3AIINS TTPOU3BOTUTEIHHOCTH

12. Vicionp30BaHWe BUPTYyaJbHON MAIIMHBI JJIsl MOBBIMICHUS OE30MMaCHOCTH
web-cepbunra

13. Vicionp30BaHNe KOHCOJM BOCCTAaHOBJICHHUS I YAAJICHHUS BPEIOHOCHBIX
Gaiinon

14. Vicnonp3oBaHHe KOHCOJM BOCCTAHOBJICHUS [UIsl YNPABICHHUS 3aIlyCKOM
CITYKO

15. Vcnionp3oBanue MexaHu3Ma XyKoB st BHeApeHus dll.

16. Vcnonp3oBanue HOTUPUKATOPOB OOpAIEHUH K PEECTPY.

17. Vicnonp3oBaHne HOTU(PUKATOPOB (ailIOBOI CUCTEMBI.

18. UccaenoBanue mexaunzma ASLR B Windows 7

19. WccnenoBanue HOBBIX akkayHTOB Mpu 3amycke Svchost B Windows 7.

20. Kontpoas ucxossiiero tpapuka B Windows

21. Jlorrep KJIaBHATYpBHI.

22. IlepexBat API nocpeacTBom MomuduKkanum CeKIMU UMIIOPTA.

23. [lepexBat API nocpeacTBoM cruiaiiciHra CEKIUU SKCIIOPTAa.

24. Tlouck stream-oB ¢aitJI0BOM CUCTEMBI.

25. Tlouck pyTKUTOB 3 KOJbIIA C IOMOIIBIO TIPSIMOTO BBI30BA SI/Ipa.

26. Tlouck (aiiyioB ¢ IBHO YCTaHOBJICHHBIMH JIECKPUNITOPaMH 0€30MaCHOCTH.

27.llouck ¢aiioB ¢ SBHO YCTAHOBJICHHBIMH YPOBHSIMH IEIOCTHOCTH
(Windows 7).

28. IIporpaMMHBII KOMIUIEKC 7151 pabOThI C TPUBUIICTUSIMHU.

29. Ilponiecc ayreHTH(UKAIMKU B OMEPAIMOHHON CHUCTEME C TOYKH 3pEHUS
0e30macHOCTH

30. Peectp Windows 7 ¢ Touku 3peHusi 6€30MacCHOCTH

31. CpaBHenue GaiIoBBIX CUCTEM C TOYKU 3PEHUSI HACTPOEK OE30MaCHOCTH

5. METOANYECKHUE YKA3ZAHUA JJISA OBYUYAIOLIINXCA
11O OCBOEHUMIO JUCHUMITVINHBI

[Ipu mpociymMBaHUU JIEKIIM PEKOMEHIYeTCs B KOHCIEKTE OTMEuYaTh BCE
Ba)KHbIE MOMEHTBI, HA KOTOPBIX 3a0CTPSIET BHUMaHHUE MPENoJaBareiib, B YaCTHOCTHU
T€, KOTOpbIE HAaMpaBJIEHbl HAa KayeCTBEHHOE BBINIOJHEHUE COOTBETCTBYIOIICH
nabopatopHOil pabOTHI.

3a710roM KayeCTBEHHOT'O BBINOJIHEHUS J1a0OpaTOpHBIX paboT  SIBISETCS
CaMOCTOATENIbHASA TOJMOTOBKA K HHUM HAaKaHyHE NyTeM MOBTOPEHHUS MaTepHasioB
nexuuit. [lpenonaBarenem 3ariaHupoOBaHO Ha J1a0OPATOPHBIX pabOTax KOJJIEKTUBHOE
B3aMMOJICICTBHE U pa300p KOHKPETHBIX CUTyalluH, a Takxke O00CYKIEHUE HEICHBIX
MOMEHTOB M CUTYalUi IO JIEKIHUOHHOMY KYpCY.

JUIsL TEeKyllero KOHTPOJS YCHEBAEMOCTH NPENOJABATEIEM HCIOJIb3YETCs
OaJUIbHO-PEUTUHIOBAsE CUCTEMa KOHTPOJISI M OLEHKU aKaJeMHUYECKOW aKTUBHOCTH.
[ToaToMy HacTOATENbHO PEKOMEHAYETCS TINATENbHO MpopadaThiBaTh MaTepHual
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TUCIUTIIMHBL TIPU  CaMOCTOSITEIbHOM paboTe, y4acTBOBaTh BO Bcex (opmax
00CYXXJIeHHSI U B3aUMOJICHCTBHUS, KaK Ha JIEKUIUIX, TaK U Ha JJAOOpaTOPHBIX paboTax B
LEsAX JIYYIIErOo OCBOEHUS Marepuaja M IIOJy4YEHUS BBICOKOM OLICHKH IIO
pe3yJbTaTaM OCBOEHUS TUCLIUILINHBI.

BeimonHeHne caMocTosTeIbHOM padoThI MOPa3yMeBaET CaMOCTOSITENTHHOE H3YUEHHUE
paz3nenoB IUCHMIUIMHBI, BBITIOJHEHUE KypCOBOW paloOThl, MOATOTOBKY K J1aOOpaToOpHBIM
3aHATHSM, K PyOSKHBIM KOHTPOJISIM, TIOJITOTOBKY K 3a4€Ty C OLIEHKOM 1 SK3aMEHY.

PekoMenayeMasi TpyZOEMKOCTh CaMOCTOSITEIbHON pabOThl MpPEACTaBICHA B
TabmuLe:
PexoMeHnayemMblil pe;KMM CaMOCTOATEIbHOM padoThl

Pexomennyemas
HaumenoBanue
BHJIA CAMOCTOATEIbHOI PadoThI TPYAOCMKOCTD,
aKaj. yac.

CaMocTosTeTbHOE U3YUCHUE TEM pa3Jelia 6
BBenenue B onepaiioHHbIE CUCTEMBI 1
VYnpasieHue nmpoueccamu 1
WMI- unctpymenrtapuii ynpasierus Windows 1
YrpaiieHue namsIThIo 2
OcCHOBHbBIE KOMIIOHEHTBI CUCTEMBI O€30MaCHOCTH U COOTBETCTBYIOIINE 1
(GYHKIMK TPOTPaMMHOTO JIOCTYTIA
IToarororka k 1abopatopasiM padotam (1o 1 yaca) 29
[TonroroBka K pyOeKHBIM KOHTPOJISIM (110 24aca) 8
IToaroroBka K 3a4eTy ¢ OI[CHKOM 18
KypcoBas pabota 36
IToaroroBka K 9K3aMeHy 27
Bcezo: 124

6. ®OHJI OLIEHOYHBIX CPEJCTB
JUISI ATTECTAIIAA IO JUCTIUTIAHE

6.1. [lepeyeHb OLEHOYHBIX CPEICTB
1. bannapHO-peHTHHTOBas CHCTEMa KOHTPOJS M OICHKH aKaJIeMHYeCKOn
aktuBHOCTU oOy4watromuxcs B KI'Y (nmst ouno#t hopmbl 00ydeHus)
2. OTYeTHI 110 J1a0OPaTOPHBIM paboTaM.
3. bank TecToBBIX 3amaHuil K pyOeskHBIM KOHTPOJIsIM Ne 1, Ne 2. Ne3 u Ne4.
4. Kypcosas pabora.
5. [IepeyeHp BOMPOCOB K 3a4€Ty C OLEHKOW U IK3aMEHY.
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6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00Y4arOIMXCsl 110 AUCHMILIMHE

Ne | HanmeHoBaHue CopepxaHue
1 | Pacnpenenenue Pacnpenenenue 6amnoB
OaJyioB 3a 5 cemecmp
CEMECTPBLIIO Bun Tocemmere Brimonnenue PyGexuspiii | PyOesxHbIi
BHJIaM y4eOHOM yaeOHOU neKmHﬁ nabopaTopHOit KOHTPOITb KOHTpPOJIb |3K3aMEH
paboTsl, CPOKH paboTHL: H paboTHI Nel Ne2
cAaH yIeOHoM bannsHas 26x 14 =28
— 6X 14 = 20g
padoTb! OLICHKA: 15 x 16= 165 1sx 14=14 6 6 30
(006005mcst 00 - : o o
ceedenus 6 cemecmp
obyuarouuxca Bun Bremonnenwne PyGexublit |PyOexubrii | © 5
HA nepeom . | Ilocemenue 9 5
P yaeOHOU KLU nmabopaTopHOM KOHTPOJIb | KOHTPOJIb S =
)3; Z;ZZZ ) paboThL: H paboThI Nel Ne2 3 g
bampHas wp Nel=14g
oLICHKa: 15 x 16 =165 1/p NeNe2-27 7 6 30
Heta: 15 x 27= 27,
Kypcosas paboma, 5 cemecmp
Kauectso Kauectso PutMudaHOCTB KauecTtBO
MOSCHUTEIBLHON |IIPOrpaMMHOM Bceero
SATICKI qaACTH BBITIOJTHEHH ST 3aIIUATHI
o 20 1o 30 1o 20 1o 30 100

Kpurepuii mepecyera 6aios B
TpaIULIHOHHYIO OLIEHKY [0 HTOTaM
paboTHI B ceMecTpe U 3aueTa

(3K3aMeHa)

60 u MeHee 0a/IOB — HEYOBICTBOPUTEIBHO; HE3a4ET;

61...73 — yIOBIETBOPUTENBHO; 3aUET;
74... 90 — xoporio;
91...100 — oTnmMyHO
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Kputepuu nomycka k
MPOMEXKYTOUHOU aTTECTAINH,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOM OIIEHKH) TT0
JTUCITUTLTAHE, BOZMOXKHOCTD
noJTydeHus] OOHYCHBIX 0aJlIoB

Jns pomycka K TPOMEXKYTOYHOM aTTECTalMu IO
JTMCLUIUIMHE 32 CEMECTp 00ydarouIuiics T0JKeH HaOpaTh
[0 UTOTaM TEKYIIEro M PyOEeKHOTO KOHTPOJS HE MeHee
51 6amoB. B cnyuae ecnu oOydvaromumiics Habpan MeHee
51 Gamna, TO K aTTECTAllMOHHBIM HUCIBITAHUSM OH HE
JIOITyCKAETCSl.

s monmyueHust 3auera ¢ OILCHKOM W 3K3amMeHa 0e3
MIPOBEICHUSI TPOLEAYPHl MPOMEKYTOYHOH aTTecTaluu
oOydJaromiemMycsi He0OX0AUMO HAaOpPaTh B XOJI€ TEKYIIETO
U pyOeKHBIX KOHTposied He MeHee 61 Oamma. B stom
ciydyae  uUTOr  Oa/sIbHOM  OLIGHKH,  IOJIy4aeMoi
00y4aromuMcsi, ONpeaeseTcsl MO KOJIUYEeCTBY OajlioB,
HaOpaHHBIX UM B XOJ€ TEKYyIIero u pyOekHOro
KoHTpoJier. [Ipu 3TOM, Ha yCMOTpEeHHE NpenoaaBaTens,
OanpHas OlEHKa 00yYaroUIerocsi MOXeT ObITh MOBBIIIEHA
3a CYeT TMOJIy4eHHUS JONOJHHUTEIbHBIX OaJIoB 3a
aKaJIeMHYECKYIO0 aKTUBHOCTb.

OOyuaromuiics, MMEIUNA MpaBO Ha IOJIy4YEHHE
OLIEHKH 0€3 MPOBEICHUS MPOIEIYPHl MPOMEKYTOUHOM
aTTecTallud, MOXKET TIOBBICUTH €€ IyTeM CcJadu
aTTECTAIIMOHHOTO HUCHBITaHUs. B ciydae mnomydeHus
00y4aromyMcsl Ha aTTeCTallMOHHOM ucrbiTaHuu () 6amioB
UTOT OATBHOM OLIEHKH IO AUCIHUILIMHE HE CHI)KACTCS.

3a akaJeMUYeCKyl0 aKTUBHOCTb B XOJE€ OCBOCHUS
JMCUUIUIMHBL, ~ ydacThe B ydeOHOW,  HaydHO-
HCCIIEIOBATENLCKOM, CIOPTUBHOM, KYJIbTYpHO-TBOPYECKOM
1 OOIIECTBEHHON AEATEIIFHOCTH OOYdYaromeMycsi MOTYT
OBITDH HAYMCIICHBI JIOTIOJTHUTEIILHBIE OasubL.
MakcuMalibHOE KOJIMYECTBO JOTOJHUTEIBHBIX 0aIOB 3a
aKaJIeMMUYEeCKYI0 aKTUBHOCTb cocTaBisieT 30.

OcHOBaHWEM Uil TIOJNYYEHHsS JIOTIONIHUTEIBHBIX
0aJJIOB SABJISIOTCSL:

- BBINIOJIHEHWE [OTIOJHHUTENBHBIX  3aJaHUN  T10
JTMCLUIUIMHE; JIOTOJIHUTENbHbBIE Oalbl  HAYMCISIOTCS
MpenojaBaTeneM;

- yyacTue B TE€UYEHHE ceMecTpa B yueOHOMH, HayyHO-
HCCIIEIOBATENIbCKOM, CIOPTUBHOM, KYJIBTYPHO-TBOPYECKOU
u obuiecTBeHHOM fesitenbHocTH KITY.

®DopMBbI ¥ BUIBI YI€OHOU PabOTHI
JUISL HEYCIIEBAOLINX
(BOCCTaHOBHBIIIMXCS Ha Kypce
00y4eHus1) 00YJArOIIUXCS ISt
MOJTY4YEHUs HEAOCTAIOUINX 0allIoB
B KOHILIE ceMecTpa

B cmywae ecnm K TPOMEXYTOYHOW aTTeCTalluu
(3a4ueTy ¢ OIIEHKOW M 3K3aMeHa) HaOpaHa CymMMa MeHee
51 OamnoB, oOydammemycs HeoO0XoauMo HabpaTh
HeJ0CTalolee KOJIMYECTBO OAJIOB 3a CYET BBHIMOJHEHUS
JIOTIOJITHUTENIFHBIX  3aJlaHWi, JO0 KOHIIA TOCJIeTHEH
(3a4eTHOI) Henenu ceMecTpa.

JInkBuoanys aKaJIeMHUYCCKUX 3aJ0JDKEHHOCTEH,
BO3HHUKIIMX W3-32 PA3HOCTH B YUeOHBIX IUIaHAX MpH
MEPeBOJIC WM  BOCCTAHOBJICHWH, TIPOBOJMTCS  ITyTEM
BBITIOJIHEHUSI JIOTIONTHUTENBHBIX 3adaHuid, (GopMa u 00beM
KOTOPBIX ONPEJIeIISIETCS PETIOIaBATEIIEM.
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6.3. [Ipouenypa oneHnBaHus pe3yJIbTATOB OCBOEHUSI AN CUMIJIMHbI

Py0OexxHble KOHTPOJM MPOBOASTCS B (OpME MNHUCBMEHHOTO TECTHUPOBAHUS.
3ader 1 HK3aMeH IPOBOJUTCS B TPAJAUIIMOHHOMN dhopMme.

[lepen mpoBeneHHEM KaXXIOTO pPYOEKHOTO KOHTPOJIA MpenojaBaTeib
npopabaThiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprasl COOTBETCTBYIOLIUX Pa3/eiioB
JUCHUIUIMHBI B OopMe KpaTKOH JIeKIUU-TUCKYCCUU.

Ha TectupoBanue B 5-oM cemecTpe MmpH pyOeKHOM KOHTPOJIE 00ydaromeMycs
oTBOJUTCA 2 Yaca, a B 6-om cemectpe — | yac. BapuaHTbl T€CTOBBIX 3aJlaHUl IS
pyOexnbix koHTpoJsied Nel u No2 cocrosit uz 20 BOmpocoB, a TECTOBBIC 3aJaHUs JJIs
pyOexubix KoHTposeil Ne3 u Ne4 coctosit u3 10 Bompocos.

[IpenonaBarens ouEHUMBAET B Oajiax pe3yJbTaTbl TECTUPOBAHUS KaKJIOTO
00y4aroIIerocs Mo KOJIWYECTBY MPAaBUIBHBIX OTBETOB U 3aHOCHT B BEAOMOCTH yueTa
TEKYIIEW YCIIEBAEMOCTH.

bannbl oOyuaroiemycst BBICTABISIOTCS B 3aBUCHUMOCTH OT YMCJIa MPaBUIBHO
BbIOpaHHBIX OTBETOB. MToromas oOuneHKka 1O TeCcTy (QOpMUpPYETCS IyTeM
CYMMHUpPOBaHMsI HaOpaHHBIX OalJIoOB M OTHECEHMs] HX K OOIIeMy KOJUYECTBY
BOIIPOCOB B 3a1aHuH. [loMHOXkUB nosrydyeHHOe 3HayeHue Ha 100%, MOKHO mpuBecTH
UTOTOBYIO OIIEHKY K TPaJAUIIMOHHON CJEIyIOIIUM 00pa3oM:

«HEYIOBJIETBOPUTEIBLHO» — MeHee 50%

«ynoierBoputTeabHO» — 50% - 70%

«xopotmo» — 70% - 90%

«otiuHO» — 90% - 100%.

3ader U SK3aMEH IMPOBOJUTCA B TPAJUUMOHHOW (popme. 3a4eT ¢ OLEHKOM U
’K3aMEH MPOBOAMUTCS B (hOpME OTBETOB HA 2 BOIPOCA MPENOJABATENs, KaXKIbIA HX
KOTOpBIX OlLleHuBaeTcs B 15 Oamno. Bompocsl aig 3adera ¢ OIEHKOM M 3K3aMeHa
JOBOATCA 10 OOy4aroIMXCcsl Ha MOCJEeIHEN JEeKIHU B cemecTpe. Bpems, oTBoaumoe
oOyuarolieMycss Ha TIOATOTOBKY K OTBETYy Ha BOMNPOCHl cocTaBisieT 1
aCTPOHOMMYECKUH Yac.

Pe3ynbTaTel TEKYIIETO KOHTPOJIA YCIIEBAEMOCTH, 3a4€Ta C OLICHKOU, KYpCOBON
palboTHI U IK3aMEHa, 3aHOCSTCS NPENOJaBaTENIEM B 3aUE€THYIO HIIM SK3aMEHALIMOHHYIO
BEJIOMOCTH, KOTOpas CHAETCs B OpPraHU3allMOHHBIM OTIAEN HMHCTUTYTA, 3alUTHI
KypcoBOl paboThl, 3K3aM€Ha M 3ayeTa C OLEHKOH BBICTABIIAIOTCS B 3a4ETHYIO
KHIDKKY 00Yy4aromerocs.

6.4. [Ipumepbl OLIEHOYHBIX CPEACTB /ISl PyOeKHBIX KOHTPOJIEH,
3a4eTa ¥ IK3aMeHa

5 CEMECTP
1-w1i1 pyoestcrvlit Konmposn
1. K ocnosnvim pynkuyusam OC omunocamces:
a) [IpegocraBieHue mMoiab30BaATENIO PACIIMPEHHON WIIM BUPTYAJIbHOW MaIlIHbI
0) 3ammTa MOJB30BATEILCKUX JAaHHBIX M TPOTPaMM OT 3JIOHAMEPEHHBIX
JIEVCTBUM NOJIb30BAaTEIICH
B) YIpaBiieHUE pecypcaMu
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2. Huoicnum ypoenem @bulUUCTIUMETbHOU CUCHEMbl KAK COBOKYRHOCHIU
pecypcoe aenaemcs

a) AnmapaTHbIi ypOBEHb BEIYMCIUTEILHON CUCTEMBI

0) YpoBeHb CUCTEM MPOrPaMMHUPOBAHUS

B) YpOBEHb  YIpPaBICHHS  JIOTMUYECKHMH/BUPTYyaIbHBIMU  pecypcaMu
BBIYUCITUTEILHON CUCTEMBI

3. K mooynam, evtnonuarwougum ochosnvie pynkyuu OC, omuocumcs

a) bubmmoreka BBO1a-BRIBOIA

0) Anpo

B) Komnunsitop

4. Bo3moicnocmo 3auiumosl KoOa u OAHHBLIX ONEPAUUOHHOU CUCHIEMbL 3d
cuem GbINOJIHeHUA YYHKYUIL A0PA Peanu3yemcs ¢ HOMOUbIO

a) [IpuBmIIETHPOBAaHHOTO PEKUMA

0) [Tonp30BaTEIBCKOTO pEXKUMA

B) Pexxuma otimanku

2-0i pyOe:KHbII KOHTPOJIb

1. Cywmecmeyem mpu muna cucmem peaivHozo epemenu. Kakoi eapuanm x
HUM He omHocumca?

a) JKEcTkue cucTeMbl peaabHOr0 BpeMEHH

0) TBEpbIC CUCTEMBI PEAIbHOTO BPEMEHHU

B) UéTKHME CUCTEMBI PEaTbHOTO BPEMECHH

2. /Ina nocnedoeamesibHO20 8bIUUCTACHUA HECKONbKUX 00nbuiux 3aoayu oOes
NPOMENCYMOUHBIX NEPEeKIIUEHUNl Mexdcdy Humu Haubonee IPghekmusno
UCNONb306aMb. ..

a) CucreMbl MaKkeTHOW 00padOTKU

0) Cuctemsl pa3zieJeHus: BpEMEHU

B) CucteMbl peaibHOrO BpEMEHU

3.  Buimecuawwue  ancopummovl  OUHAMUUECKOZ0  NJIAHUDPOBAHUS
xapaxmepuut 01a OC...

a) CucreM nmakeTHOU 00pabOTKH

0) Cucrem pasjcneHus BpeMeHH!

B) CucTeM peaabHOI0 BpeMEHHU

4. Kakue munst onepayuoHHbIX CUCHEM UCNROIb3YIOMCA HAubolee 4acmo 6
Hacmosauwee epema?

a) cuctembl cemerictBa Windows

0) cuctemnl cemeiictBa MS DOS

B) cuctembl cemericta IBM OS 360/370

6 CEMECTP
1-b1ii pyOe:KHBII KOHTPOJIb
1. Ilomok - Haumenvwiana eounHuya 00padOmMKU, UCHOJHEHUE KOMOPOU
Mmoxcem ovimb naznaueno aopom OC. Qowum 011 NOMOKO8 00HO20 npoyecca
Aensaemcs...
a) Crek
0) Cu€TYnK BBINOJHESHHUS] KOMaH/T
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B) AJIpeCcHOE MPOCTPAHCTBO

2. Umo 6 mnozozaoaunoii OC modxcno cozoams ovicmpee?

a) [Totox

0) IIpornecc

B) [ToTOK 1 mporiecc co3Aar0Tcs ¢ OJJMHAKOBON CKOPOCTHIO

3. CKOMbKO nomoxoe moicem HAX00UMbCA 6 COCMOAHUU GbINOJHEHUA 6
0OHONPOYECCOPHOI MHO203A0AYUHOU ONEPAUUOHHOU cucmeme?

a) He menb11e 1BYX

0) Onun

B) /1o MATH — IO KOJIMYECTBY AKTUBHBIX CEAHCOB IOJIb30BaTEIEH

4. B cemeiicmee OC Windows NT npu 3asepwenuu npouecca pooumens,
npouecc-pedéHox...

a) 3aBepiraeTcs

0) IlepexoauT B COCTOSIHUE OXKUIAHUS

B) He 3aBepiaercs

2-0i pyOesKHbII KOHTPOJIb

1. Cumyayua, kozoa o0ea uau 001ee npouyecca o00padamwviearom
pazoennemvle OAHHbIEe U KOHEYHLLI pe3yIbmam 3A6UCUM OM COOMHOUIEHUS
CKopocmeil npoueccos, Ha3vl8Aemcs ...

a) ['orkoi

0) Tynukom

B) Kommsuen

2. Humbp (nomok) 6 cucmeme ¢ mpemsa COCHOAHUAMU (20MOBHOCHD,
6bINOJIHEHUE, 0J)CUOAHUE) U AOCONIOMHBIMU RPUOPUMEMAMU HE MOJMHCEm
cosepuiums nepexoo...

a) U3 COCTOSIHUSI TOTOBHOCTH B COCTOSIHUE BBITIOJTHEHUS

0) U3 COCTOSTHUS 0’KUJIaHUS B COCTOSTHUE BBITIOTHEHUS

B) U3 COCTOSIHHSI OKUJJAHUSI B COCTOSIHHE TOTOBHOCTHU

3. Kakue munul onepayuoHnsix cucmem Ucnob3ylomcsa Hauboiee 4acmo 6
Hacmoawee epema?

a) cuctembl cemeiictBa Windows

0) cuctembl cemeiictea MS DOS

B) cucteMsbl cemeiictea IBM OS 360/370

4. Kakoe ycnosue Heo0X00umo 6blnOJIHUMD 01 U30E2AHUA 20HOK

a) JlBa mporecca MODKHBI OJHOBPEMEHHO HAXOAHWTHCS B KPUTHYCCKUX
o0JacTsx

0) HaOmromaercs cutyaiusi, B KOTOpPOH Mpoliecc 0ECKOHEUHO KAET MOMNaaHust
B KPUTHUYECKYIO 00JIacTh

B) B mporpamme He AOMKHO OBITh TPEANOJOKEHUNA O CKOPOCTH WIIH
KOJIMYECTBE MPOLIECCOPOB

IIpumepHbIN epevYeHb BONMPOCOB K 3a4eTy
1. Ucropus pazsutus OC. Knaccudpukamms OC. OcHOBHBIE (PYHKITUH,
Bozsaraemsie Ha OC.
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2. IlokoneHust onepalMOHHbIX cUCTEM. Pecypchl U yIIpaBiieHUE UMHU.

3. BriuucaurtenbHas cuctemMa Kak COBOKYITHOCTh PECYPCOB.

4. Knaccuduxanusi onepanuoHHBIX CHUCTEM MO OCOOEHHOCTSM aJIrOpUTMOB
VIOPABJICHHUS pecypcamu, OCOOCHHOCTSM amnmapaTHbIX MIaTGopM, OCOOEHHOCTSIM
oOnacTelt UCIOJIb30BaHUSI.

5. 3arpy3ka OC Ha npumepe XP.

6. Apxutektypa OC. OCHOBHBIE KOMITIOHEHTHI UCITOTHUTEIBHON TTOJICUCTEMBI.

7. KomnoneHnTsl OC, BEIHECEHHBIE Ha MOJIb30BATENbCKUN YPOBEHb.

8. CtpykTypa (aiina boot.ini. @aiimer NTLDR u ntdetect.

9. 3arpy3ka JipaliBEpOB 1 COOTBETCTBYIOIIUE KIIOUU PEECTpA.

10. 3arpy3ka cepBucoB. SMSS, CSRSS, Winlogon.

11. Kiroun peectpa.

12. Ha3nauenue u BO3MOXHOCTH cucteM KiaoHa UNIX, cucrem rpynmsl
Windows.

13. UnTepdeiic OC ¢ monbp3oBaTeIsIMU.

14. JluanoroBbie U MaKeTHbIE HHTEP(EICHI.

15. ITonsarue npouecca. Ctpykrypsl OC nponecca. Kitaccel mpruopuTeToB.

16. Co3znanune npouecca. Opraau3anys MEKIPOLIECCOPHOTO B3AUMOICHCTBHS.

17. Hutu. Ctpyktypsl OC HutH. ['padbl cocTossHUN U COOBITHIA.

18. Co3nanue Hureil. Oprannszanus ouepeaecii. CHHXpOHU3AIUs HUTEH.

19. O dext ronok. Tynuku. [Iporpammuas peanuzanusi.

20. AToMapHbIe HHCTPYKIIMHU MPOLIECCOPA.

21. Kputnueckue cekiuu, cemaopbl, COOBITHS.

22. AnnapaTHas peanu3anus B3auMOUCKIIOYECHHMN.

23. Yopasnenue pacnpenencHueMm Bpemenu LI1. Jlucrieruepuzanust HUTEN.

24. AnroputM padoTs! manuposmuka XP. Win32 Priority Separation.

25. CtpyKkTypupoBaHHas 00pab0TKa UCKITIOUEHUHN.

26. Opranuzanys 1 yrpaBJI€HHUE BUPTYAIbHON NaMAThIO.

27. CerMeHTHasl, CTpaHUYHAsl OpTraHU3alus MaMSITH.

28. Pacnipeenenue naMaTH U BBIIOJHEHUE IPOrPaMM.

29. AnpecHoe npocTpaHCcTBO mpoiecca. Memory Manager.

30. OTobOpaxenue ¢aiaoB B aipeCHOE MPOCTPAHCTBO U pa3fieisieMas MaMsTh.

31. Konupopanue 3anucero. Paboune MHOXKECTBA.

32. Crparerus 3aMeLICHUS CTPaHULL.

33. CucreMHble GYHKLIHUU BBIEICHHS, CKAHUPOBAHUS, OCBOOOXKICHUS MTaMSITH.

34. Kyua u pabora ¢ Heil.

35. Jlunamuuecku TUHKyemble Onbnnoreku. CTpyKTypa UCHIOJIHSAEMbIX (pailioB
PE - popmara.

36. 3aronoBok PE ¢aiina. Tabnuna o0bekToB (cekiuii) daitna.

37. CtpaHuIsl 00pa3oB CEKIHMMA. DKCIOPT.

38. Tabmuria sxcriopta. Tabnmiia agpecos sxcrnopTa. Tabmmiia ykazaresneil Ha UMeHa.

39. Tabnuna opauHanoB. Tabmauia UMEH dKCIOpTa.

40. Ummopt. Katanor umnopta. Tabmuia mpocMoTpa UMIopTa.

41. Tabnuia agpecoB ummnopta. Katanor pecypcos.

42. YckopeHue 3arpy3ku IpHIoKEeHHH ¢ TOMOIIIBIO MPEABAPUTEIBHOTO CBS3bIBAHMS.
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43.
44,

O o0 WDnN D WN K

Buenpenue dll B anpecHoe mpocTpaHCTBO apyroro mpoiecca.
ITepexBat API - pyHKIIMIA.
IIpumepHasi TeMaTHKA BONPOCOB, BBIHOCHMBIX HA IK3aMeH

. WMI - uactpymenTapuit ynpasiaenus Windows.
. Komnonentst WMI.

. dopMar ynpasisieMoro 00ObeKTa.

. CIMOM.

. [IpoBaninepsl pecypcos.

. Bunp! kimaccos.

. Uepapxus kiraccos.

. [Togmucka Ha COOBITHS.

. Y 1aJIecHHOE yIpaBJICHUE.

10.Opranuzanus ynpasieHHs JOCTYIIOM U 3aIuThl pecypcoB OC.
OcHOBHBIE ~ MEXaHM3Mbl  O€30MaCHOCTH: CPEICTBA M METOJbI
ayrentuukanuu B OC, Mojenu pa3rpaHUueHUs JOCTyNa, OpraHU3aIUs
UCITI0JIb30BAaHUE
CPEIICTB ayauTa.

AnvunuctpupoBanre OC: 3a7auyu ¥ TPUHIMIBL  COTPOBOKICHUS
CUCTEMHOTO MPOTPaMMHOI0 oOecleueHus, TeHepalus, HacTpoWKa, H3MepeHue
MPOU3BOAUTEIILHOCTU U MOJIU(UKAIIMS CUCTEM, yripaBiieHue 6ezonacHocTbio OC.

11.

12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

OcnoBnble cranaapTel OC.
OnemenTsl kinaccupukanuu OC Ha npumepe "OpaHkeBOil KHUTH".
Bxon nonb3oBarens B TokayibHy0 cuctemy Windows XP.
Cnioco0Obl XpaHeHU Xa111el maposei.
®opmupoBanue ntlm u nt xsmei.
TunuuHbie aTaky.
Henocrarku RC4 - Mmexanusma 3-1o ypoBHS mu(pOBaHUS.
AHaTomusi TOKEHa JOCTyMa U IeCKpUNTopa 0€30MacHOCTH.
PaGota ¢ npuBunerusmu.
SID, DACL, SACL, ACE, macka goctyna.
OO60011eHHbIC, CTaHAPTHBIE U CEIU(pUYECKUE TTPaBa.
[TpuHIIMTIBEI HACTIEIOBAHUSI.
AJTOPUTM NPEOCTABICHUS HOCTYTIA.
Challenge-response anroputm ceTeBoro Bxo/ia.
Knaccudukanus yszBumocteit OC, crnocoObl HUX JKCIUTyaTallUuu

OCHOBHBIE (hOPMBI IPOTUBOICUCTBUS.

28.
29.
30.
31.
32.
33.
34.

Ilepenonnenue creka.

Format-string ysi3BUMOCTH.

Mexannsm DEP.

Pannomu3zanys agpecHOro npocTpaHCTBa.

Y COBEpIIEHCTBOBAHKE AJITOPUTMOB YIIPABIIEHUS KYUEH.
CrekoBbie cookie.

HoBble onuny KOMIWIATOPA U JIMHKEPA.
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6.5. @OH/1 OLIEHOYHBIX CPECTB
[Tonuelii OaHk 3amaHuil  JUISI  TEKYIHIEro, pPYyOEXKHBIX KOHTPOJIEH W
MIPOMEXKYTOUYHOM AaTTECTAlUHU [0 JHUCLUIUIMHE, TII0KA3aTeld, KPUTEPUH, IIKAJIbI
OLICHUBAHUS KOMIIETEHLIUM, METOIMYECKUE MATEPHUAIIBI, ONPEACIIAIONIUE TPOLIEAYPHI
OLICHMBAHUSI 00pa30BaTENIbHBIX PE3YJbTATOB, MPUBEACHBI B y4€OHO-METOAMYECKOM
KOMILIEKCE JUCHUTLIAHBI.

7. OCHOBHASA U AONNOJIHUTEJBHASA YYEBHAS JINTEPATYPA
7.1. OcHoBHAasl y4eOHas1 IUTEPATYpPA

1. Tewiren X. M., Hleitren I1. JIx., Hoduec JI. P. OneparmonHpie CUCTEMBI.
Yactel. OcHOBBI M NpUHLUIIBI [DIEKTpOHHBIN pecypc]: bunom-IIpecc - Mocksa,
2011. - 489 c. — Hoctyn u3 ObC «KoHCYIBTaHT CTYyIEHT».

2. Nleiiten, X.M.; Yoduec, HA.P.; Heitten, I1.Jx. OneparimoHHbIE CHUCTEMBI.
Yacte 2. PacnpeneneHHble CUCTEMBI, CETH, 0€30IaCHOCTh [DNEKTPOHHBIN pecypc]:
M.: bunom - Mockaa, 2011. - 704 ¢. — Joctymn u3z 9bC «KoHCYyIbTaHT CTYJEHTY.

3. Heiwtten, I'. Beenenue B omeparmumonHsie cucrembl UNIX, VAX, CP/M,
MVS, VM; M. [DnextponHsiii pecypc]: Mup - Mocksa, 2013. - 758 ¢. — Jloctyn u3
OBC «KoHCYNBTaHT CTYIEHTY.

4. Kucenes C. B., Anekcaxun C. B., Octpoyx A. B. OnepaniioHHbIE CUCTEMBI.
Yuebnoe nmocodue; Akamemus - Mocksa, 2013. - 355 ¢. — Hoctyn nu3 OBbC
«KoHCYNBTaHT CTYyACHTY.

5. Omudep, B.I'. CeteBbie onepaimonnbie cucteMsl. 2-¢ usa. / B.I'. Omudep,
H.A. Omuadep [Dnexkrponnsii pecypce]: CIIO. : [Tutep, 2009. — 544 c. — JlocTym u3
ObC «KoHCYNBTaHT CTyIEHTY.

6. TanenOaym, D. CoBpeMEHHBIC OIEPAIIMOHHBIC CHUCTEMBI [DIICKTPOHHBIH
pecypc]: CII6: IMurep; U3nanue 2-e - Mocksa, 2013. - 910 c. — Hoctynm u3z DbC
«KOHCYJIBTaHT CTYIEHTY.

7.2. JlonoJiHUTe/IbHAA YueOHasi JIuTepaTypa

1. bakon, [xun; Xappuc, Tum Onepannonnsie cuctembl. [lapanienbHbie u
pacnpeneneHHbie cucteMbl [DnekTporHsiid pecypce]: CII6: Tlutep - Mocksa, 2012. -
800 c. — Hoctyn u3 ObC «KoHCyNbTaHT CTYACHTY.

2. JeBuc, VY. Omnepauuonubie cucteMbl. OYHKIIMOHAIBHBIA MOAXO
[OmekTponHbIi  pecypc]: M.: Mwuwp - Mocksa, 2013. - 437 c. URL:
https://studfiles.net/preview/6149569/ (nara ooparenus: 18.10.2017)

3. Kacnepcku, Kpuc. dyHmaMeHTaTbHBIE OCHOBBI XaKepPCTBa [DIIEKTPOHHBIH
pecypc]: HckycctBo muszaccemOnupoBanus / Kpuc Kacnepcku. — M.: COJIOH-P,
2002. — 448 c. URL.: http://forcoder.ru/security/fundamentalnye-osnovy-hakerstva-
343

4, ®onop, XK.; borndac, /1.; Tanru, XK. Oneparmonnsie cucremsr 11t IBM PC:
DOS 1.1, 2.0, 2.1, 3.0, 3.1/PC-IX, XENIX; M. [DnektpoHHbIii pecypc]: Mup -
Mockga, 2013. - 244 ¢. — Toctyn u3 DBC «znanium.comy.
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7.3 MeToauyeckasi JJuTeparypa:

1. PaGymiko A.I'. MexaHu3Mbl BUPTYaJIbHOM MaMsATH. [DJIEKTPOHHBIN pecypc]:
MeTtonnueckre yka3aHUsi K BBIIOJHEHHIO JTAOOPATOPHOW pabOThl MO AMCIHUIUIUHE
«be30nacHOCTh OMEPANMOHHBIX CUCTEM» JJIA CTYJEHTOB OYHOW (OpMBI 00y4YeHHUs
115 Harpasisiennit 10.05.03 u 10.03.01. KT'Y, 2013. — Joctyn u3 9bC KI'Y.

2. Pabymko A.I'. Co3pganue mporieccoB W HuTed. CHHXpOHM3AIMS HHUTEH.
[DnekTpoHHBIN pecypc]: MeTonuueckue yka3aHUsi K BBINOJHEHUIO JaOOpPaTOPHOMN
paboThl MO AUCHUIUIMHE «be30macHOCTh OMepalMOHHBIX CUCTEM» ISl CTYJIEHTOB
ouHoi (opmbl oOyuenust ans HampasieHuit 10.05.03 u 10.03.01. KI'Y, 2016. —
Hoctyn u3z ObC KT'Y.

3. Pabymxo A.I'. WMI - uHCTpy™MeHTapwii yripaBieHust Windows [ D7IeKTpOHHBIN
pecypc]: Metoauueckne yka3aHUsT K BBIIOJIHEHHUIO J1a0OpaTOpHOW pPabOTHI  TI0
TUCIUTUTMHE «be30MmacHOCTh OMEparoOHHBIX CHUCTEM» JJIsI CTYIACHTOB OYHOW (POPMBI
o0yuenus i HarpasieHuid 10.05.03 u 10.03.01. KI'Y, 2016. — Hoctyn u3 ObC KIT'VY.

4. Pabymko A.I'. Api - ¢pyHkimu yis paboThl ¢ MPUBUIIETUSME [ DJIEKTPOHHBIN
pecypc]: Meronudeckue yka3aHUsT K BBIIOJHEHHIO J1a0OpaTOpHOM paboThl 10
JTUCHUIUTMHE «be30MmacHOCTh OMepalMOHHBIX CUCTEM» I CTYJACHTOB OYHOUM (POPMBI
oOyuenus it Hanpasiaenuit 10.05.03 u 10.03.01. KT'Y, 2016. — Hoctyn u3 9bC KT'Y.

5. Pabymko A.I'. Api - ¢yHknud a8 pabOThl ¢ TOKEHOM JOCTYIIa,
neckpunropom 6e3omacHoctd, ACE [Onextponnbsli pecypc]: Meroauueckue
yKa3aHUsI K BBIMOJHEHUIO JIA0OpaTOpHOU PabOTHl MO AUCHUILIMHE «be30macHOCTh
OTIEPAITMOHHBIX CUCTEMY» ISl CTYACHTOB OYHOU (hOpPMBI OOYUCHHMS ISl HAPaBJICHUN
10.05.03 1 10.03.01. KT'Y, 2016. — Hoctyn u3 ObC KI'Y.

8. YYHUEBHO-METOANYECKOE OBECIIEYEHUE
CAMOCTOSTEJBbHOM PABOTHI OBYUAIOIIUXCS
1. PeBnsikoB E.H. MeTtonuyeckue ykazanusi K BBITIOJIHEHUIO KYPCOBOM pabOTHI
M0 JUCHUIUIMHE «be30MacHOCTh ONEPALMOHHBIX CUCTEM» UISl CTYJEHTOB OYHOM
dopmbl  00yuenust s Hampasienuit 10.05.03 u 10.03.01. KTV, xadenpa
«be3onacHocTh MHGOPMAIIMOHHBIX U aBTOMAaTU3UPOBAHHBIX cuctem», 2017. — 13 c.

9. PECYPCBI CETU «<MHTEPHET»,
HEOBXOJIUMBIE J1JIs1 OCBOEHU S JUCHUIIJINHBI

1. DnexTpoHHO-OMOMMOTEUHAs cucTeMa u3AaTenbcTBa «JlaHby. — Pexum
nocryma: http://e.lanbook.com/. — 3ar. ¢ sxpaHna.

2. Enuaoe okHO moctymna k oOpa3oBaTelbHBIM pecypcaMm. — Pexum moctyna:
http://window.edu.ru/. — 3ar. ¢ skpaHa.

3. Hayunas snekrponnas oubaroreka. — Pexum poctyma: http://elibrary.ru/. —
3arJl. ¢ dKpaHa.

4. DIeKTPOHHO-OMOIMOTEYHAs] CHCTEMa HAYYHO-U3aTeIbCKOTO IICHTPa
«MH®PA-M». — Pexxum goctyna: http://znanium.com/. — 3ari. ¢ skpaHa.

5. http://intuit.ru.

6. http://infotecs.ru.

7. http://www.itsec.ru.

8. OBC htt://www.znanium.com/.

23



9. OBC htt://lwww.studentlibrary.ru.

10. http://nio.kgsu.ru/ Caiit KI'Y. Hayuno-uccnenoBarenbCkuii OT/ael.

11. http://window.edu.ru/. EquHoe okHO J0CTyMa K 00pa3oBaTeIbHBIM
pecypcam.

12. http://elibrary.ru/. Hayunas snexTponHas OnOIHOTEKA.

13. http://dspace.kgsu.ru/xmlui/ Dnektponnas oudimorexka KI'VY.

10. TH®OPMAILIMOHHBIE TEXHOJIOI'MUH,
IMPOI'PAMMHOE OBECIIEYEHHE
N HH®OPMAIIMOHHBIE CITIPABOYHBIE CUCTEMBbI
1. OBC «JIaaby.
2. OBC «KoHCyNnbTaHT CTYACHTAY.
3. BBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAs CUCTEMA.

11. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JANCIUITJINHBI
MarepuaibHO- TEXHHUYECKOE OOECleYeHUEe IO peau3aiui JAUCIUILUIUHbI
ocymiecTBisieTcsi B cooTBeTcTBUUM ¢ TpeboBanuss OI'OC BO mno panHOU
o0pa3oBaTeIbHOM MporpaMMme.

12. JIsisi CTyJIeHTOB, 00Y4YAIOUIUXCS ¢ UCIOJIb30BAHHEM TUCTAHIIMOHHBIX
o0pa3oBaTeJIbHbIX TEXHOJIOT Uil

[Ipy  WCMOAB30BaHMHM  JIJICKTPOHHOTO OOYYECHHS ®  JUCTAHIIMOHHBIX
oOpazoBatenbHbix TexHoyorud (mamee D0 u JIOT) 3aHATHS TONHOCTBHIO WIH
YaCTUYHO TMPOBOIITCS B pekuMe oHjaitH. OO0beM IUCIUIUIMHBI M pPacIpecICHUe
Harpy3ku 1o Bugam pabor coorBerctByeT 1. 4.1. Pacmpenenenue 0amios
COOTBETCTBYET M. 6.2 1100 MOXKET OBITh U3MEHEHO B COOTBETCTBUU C PEUICHUEM
kadenpel, B ciaydae mnepexoma Ha D0 um JIOT B mporecce oOyuenus. Pemienue
Kadeapbl 00 HCMOJB3YyEeMbIX TEXHOJIOTHSIX W CHUCTEME OIICHUBAHUS JOCTHKCHHM
OoOy4JaromMxcss TMPUHUMAETCS C YYETOM MHEHHUS BEIYIIEero NpernojaBarens u
JIOBOJIUTCS JIO CBEACHUS O0YYArOIINXCS.
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[MPMJIOXXEHME 1

AHHOTaIMs K paboydeil mporpaMmme JUCHUILIAHbBI
«be30macHOCTb ONePANMOHHBIX CHCTEM»

00pa30BaTeILHOM MTPOrPaMMBI BBICIIIETO 00pa30BaHUS —
IPOrPaMMBI CTICITUATTUTETa
10.05.03 — UndopmanuonHasi 6€301aCHOCTh ABTOMATHU3HPOBAHHBIX CHCTEM
Cneunanuzarus Ned be3onacHOCTh OTKPHITHIX HHGOPMAIIMOHHBIX CUCTEM

TpynoeMKOCTh IUCHUTUTHHEL: 7 3.€. (252 akaJeMUYecKrX Jaca)
Cemectp: 5 u 6 (ouHas popma 0OydeHus)
dopma NpOMEKYTOUHOM aTTECTALMHU: IK3AMEH, 3a4€T C OLEHKOU

Conep:xanue QM CIUATTHAHBI

OOmast xapakTepuUCTHKa OMNEPAIMOHHBIX CHUCTEM; Ha3HAYCHUE W BO3MOXKHOCTHU
cucteM kioHa UNIX, cucrem rpynmsr Windows; uatepdetic OC ¢ monbp30BaTeIsIMu;
JMAJIOTOBBIE M TIAKETHbIE HWHTEpQENChl; YMpaBICHUE pecypcaMu; YIIpaBiIcHHUE
mpoleccopaMy; yIMpaBiCHHE TMaMIThIO; YIpPaBICHUE YCTPOWCTBAMH; JIpaliBephI
BHCIITHUX YCTPOWCTB; (paljiOBBIE CHUCTEMBI, YIpPaBJICHHE MPOTPAMMaMH: ITOHSATHE
MIPOTPAMMBI, OPTaHHU3AIUS TUHAMUYECKUX U CTATHYECKUX BBI30BOB, B3aMMO/ICHCTBHE
OC c¢ mporpaMMaMu M OTJIaI4MKaMH{; BHUPTyajbHbIE MPOTPAMMBI, YIIPAaBJICHUE
IpoIecCaMH:  COCTOSIHUSL ~ TPOIIECCOB, CHHXPOHHM3AIMS  MPOILEeCcCOB, OOMeH
COOOIIIEHUSIMU, CTPATETUN W JUCIMIUIMHBI TNIAHUPOBAHUS, HACIEIOBAHUE PECYPCOB,
TYNUKOBBIE CHUTYyallud, OOpa0OTKa HUCKIIIOYEHUW, COXpPAHEHUE U BOCCTAHOBJICHHE
IPOLIECCOB; OPTaHU3allKs YIPABIECHUS JOCTYIIOM U 3alIUThl pecypcoB OC; OCHOBHbBIE
MEXaHU3Mbl O€30MMAaCHOCTH: CPENCTBA U MeToAnl ayTeHTudukanuun B OC, moaenu
pasrpaHWyYeHUsi JOCTyla, OpraHU3alus W HCIOJb30BAHHE CPEJACTB ayJUTa;
anmuHucTpupoBanue OC: 3a7auv ¥ TPUHIUIB  COMPOBOXKICHUS CHUCTEMHOTO
IPOrpaMMHOTO oOecrnieveHus, reHepanus, HACTpOWKa, HU3MEpeHue
MPOU3BOJUTEIILHOCTH M Moaudukanus cuctem, ympasieHue OesomacHocteio OC;
ocHOBHBbIE cTaHaapThl OC.
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JIMCT
perucTpauuy Uu3MeHeHHu i (10MoJTHeHUl) B pado4yI0 porpaMmmy
yueOHOH TUCIUIIMHBI
«be30macHOCTh ONePANMOHHBIX CHCTEM))

HN3meHeHus1 / 10NOJTHEHHUS B pa004yI0 IPpOrpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENOJABATEIb / P.C. KoporoBckux /

N3meHeHust yTBEpKIEHBI HA 3aceTaHuM KadeIphl « _ » 20 1.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

N3meHeHus / 10N0JTHEHUS B Pa00UYyI0 IPOrPaMmy
Ha20 /20 y4eOusbrii roa:

OTBETCTBEHHBIN TPEIIO1aBaTEIh / P.C. KoporoBckux /

W3meHeHust yTBEpKIEHbI HA 3aceAaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenytromuii kadenpoit «_» 20 T

26



