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1. OFBEM JIMCHHUIIJINHBI

Bcero: 9 3a4eTHBIX eAMHUIIBI TPYI0EMKOCTH (324 akaleMUYECKUX yaca)
Ounas ¢popma o0yueHust

Bun yuebHo# paboThl Ha scio Cemectp
JTUCHUIUTUHY 8 9

AyauTopHbIe 3aHATHS (KOHTAKTHAas padoTa ¢
npenojaBartejieM), BCero 4acoB 176 96 80
B TOM 4HCJI€:
Jlexuum 62 32 30
JlaGopaTopHbie pabOThI 52 32 20
[IpakTHyeckue 3aHsATHS 62 32 30
CamocrosiTesbHasi padoTa, BCero 4acoB 148 84 64
B TOM 4HCJI€:
IToaroToBKa K 3K3aMeHY 54 27 27
Jpyrue Buapl caMOCTOSTEIbHON pabOThI
(moaroToBKa K MPaKTHYECKUM 3aHATHSAM H 94 57 37
71a00paTOPHBIM paboTaM U PyOSIKHOMY KOHTPOJIIO)
Bua npomMe:KyTOYHO# aTTeCTAIINH IK3aMeH IK3aMeH | IK3aMeH
OO0masi Tpy10eMKOCTb JMCUMILVIMHBI M TPYA0EMKOCTh 304 180 144
Mo ceMecTpaM, 4acoB




2. MECTO JUCHUIIVINHBI
B CTPYKTYPE OBPA3OBATEJBbHOM NPOT'PAMMBI

Huctumnaa «IIporpaMMHo-anmapaTHbie CpPeACTBa 3allUThl HUH(POPMALIUM)
OTHOCUTCA K oOs3arenbHOM wactu brmoka 1  wmonyns «uHpoOpMannoHHas
0€30MacHOCTbY.

N3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  0OydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUEHUH CIICTYIONINX JTUCIUTIINH:

— OcHOBBI HH(DOPMAITMOHHON O€30MTaCHOCTH.

— Teopetnueckue OCHOBBI KOMITIOTEPHOM O€30MIaCHOCTH.

— be3onacHocTsk cereidr OBM.

— be3onacHOCTh OnepalMOHHbBIX CUCTEM.

Pe3ynbTaThl 00yueHHS] 1O JUCHUIUIMHE HEOOXOAUMBI JUISl BBINOJHEHHS
pa3esioB KypCcOBOrO TMpoeKTa Mo JucuuiuinHe «Pa3paboTka M 3KCIuTyararus
3AIMINCHHBIX ~ aBTOMATU3UPOBAHHBIX  CHCTEM», A  TakXKe  BBITYCKHOMN
KBIM(PUKALIMOHHON paOOTBHI.

3. INIAHUPYEMBIE PE3YJIbTATbBI ObBYYEHUSA

llenvro W3ydeHUsT NUCHMIUIMHBI SBISIETCS: MpUOOpeTeHrne o0ydaeMbIMU
HEOOXOAMMOro o0bemMa 3HAHMW W MPAKTUYECKUX HABBIKOB 0  aHAIU3Y
3¢ (HEKTUBHOCTH MPOTrpaMMHO-ANIAPATHBIX CPEACTB 0OecTieueHHs] MHPOPMAITMOHHOM
0€30MacHOCTH, YIPABICHUIO O€30MaCHOCThIO aBTOMATU3UPOBAHHBIX CUCTEM B YaCTH,
Kacaromieicss MporpaMMHO-aNIMapaTHbIX CPEJCTB oOecnedyeHus WHOOPMAIMOHHON
0€30I1aCHOCTH.

3aoaqu oucyuniumol:

- OCBOEHHE NPUHIMNOB noctpoeHus noacucteM 3amutsl B OC, BC u CYB/]
Pa3INYHON apXUTEKTYPBHI,

- CPEACTB ¥ METOJI0B HecaHKIMoHupoBaHHoro noctyna (HCJ) k pecypcam
OC, BCu CYB/I;

- MPUHIIMTIOB (DYHKIITMOHUPOBAHUS COBPEMEHHBIX CUCTEM UICHTU(DUKALINYU 1
ayTeHTU(DUKALINHY;

- CPEJICTB U METOJIOB pealiu3allii aTaK Ha CETEBbIE PECYPCHI;

- MPUHIIUIIOB MUCTOJIb30BaHUS MEXKCETEBBIX IKpaHOB (MD);

- IOCTPOCHUS CUCTEM aJJalITUBHON 0€30MaCHOCTU B BHIYUCIUTEIBHBIX CETSIX;
MIOCTPOECHUSI BUPTYaIbHBIX YaCTHBIX CETEH.

Kommnerenmmu, popmupyembie B pe3ysibTaTe OCBOCHUS JUCITUTUTHHBIL:

- CIMOCOOHOCTh TPHUMEHSTH TPOrPAaMMHBIE CPEACTBA CHUCTEMHOTO H
MPUKIIAIHOTO HAa3HAYEHWU, B TOM YHCIE OTECYECTBEHHOTO MPOW3BOACTBA, JIs
perienus 3aaad npodeccruonanbHoi aesreiabHoctu (OITK-2);

- CIIOCOOHOCTH pelIaTh 3aJaud Npo(ecCuoHaIbHON JEATETBHOCTU C y4E€TOM
TEKYIIET0 COCTOSIHUSI W TEHACHIMNA pa3BUTUA HWH(POPMAIIMOHHBIX TEXHOJIOTHH,
CPEACTB TEXHUYECKOW 3amuThl HUHPOpPMAIMU, CeTed U CUCTeM TNepeaadu
unpopmanuu (OITK-9);

- CITOCOOHOCTh OPTaHW30BBIBATH W MPOBOJUTH TUATHOCTUKY U TECTUPOBAHHE
CUCTEM 3alUThl WH(POpPMAIMKM ABTOMATH3WPOBAHHBIX CHUCTEM, MPOBOJHWTH aHAIH3



ySI3BUMOCTEH CHCTeM 3amuThl mH(OpMalmu aBromMaru3upoBaHHbIx cucteM (OITK-
13);

- OCYILECTBIIATh aAMUHUCTPUPOBAHUE U KOHTPOJIb ()YHKLIIMOHUPOBAHUS CPEACTB
U CUCTEM 3alllUThl MH(OpMAIMM aBTOMATHU3HPOBAHHBIX CHCTEM, WHCTPYMEHTAIbHBIN
MOHHTOPHUHT 3aIlIUIICHHOCTH aBToMaTu3npoBanHbIX cuctem (OIMTK-15);

- CIIOCOOHOCTh OCYLIECTBJIATh KOHTPOJIb OOecreueHus: MHGPOPMalMOHHON
0€30M1aCHOCTH U MPOBOJUTH BEPUPHUKALUIO JAHHBIX B OTKPBITHIX MHPOPMAIIMOHHBIX
cuctemax (OIIK-5.3).

NuaukaTopsl U JECKPUNTOPHl YaCTH COOTBETCTBYIOUICH KOMITETEHINH, (HOPMH-
pyemMon B Ipouecce H3ydeHus AUCHUILUIMHBI «lIporpammHo-anmapaTHble cpea-
CTBa 3aIIUThl HH(QOPMAIIMKNY, OLIEHUBAIOTCA MPU MOMOIIM OLIEHOYHBIX CPEICTB.

[MnanupyemMbie pe3ysbTaThl 00yUSHHS O JUCIUILIHHE «[IporpaMMHO-anmapaTHbIe CPEICTBA 3AIMTH MHGOpMa-
uu», MHAMKATOPBI HocTkeHus kommeTeHmmii OI1K-2, OIIK-9, OITK-13, OIIK-15, OIIK-5.3, nepedenn

OLIEHOYHBIX CPEJCTB

Ne | Kog nnnuka- HaumenoBanue Kon mmanupy- | Ilmanupyemsie pe- | HammeHoBanue
/T | TOpa JOCTH- WHIUKATOpa J10- €MOro pe3ylib- | 3yJIbTaThl 00yde- OLIEHOYHBIX
JKEHUS KOMITe- | CTIDKEHHS KOMITe- | TaTra oOydeHUs HUA CpEeACTB
TEeHUUHU TECHIINH
1. WU-1onk-2 3HaTh: KaK IPOBO- 3 (UA-1omk-2) 3HaeT: Kak nposecTd | Bompockl Tecta

JUTBH BBIOOP MpoO-
rpaMMHO-
anmapaTHBIX CPEICTB
oOecrieucHHs UH-
(hopMarmoHHO Oe3-
OTIACHOCTH JJIS HC-
TIOJTb30BaHUS UX B
COCTaBE aBTOMATH3H-
POBAaHHOW CHCTEMBI C
LENbI0 00ecTIeueH s
TpebyemMoro ypoBHs
3aIIUIIEHHOCTH aB-
TOMaTU3UPOBAHHON
CUCTEMBI

BBIOODP MPOrPaMMHO-
amnmapaTHbIX CPEICTB
obecrieyeHus HH-
(dhopMaroHHOM 6e3-
OTIACHOCTH IS UC-
MOJIb30BAHUS UX B
coCTaBe aBTOMATH-
3UPOBaHHOHN CHCTE-
MBI C TIeJIbE0 obecte-
4eHus TpedyeMoro
YPOBHS 3alTUIICHHO-
CTH aBTOMAaTH3UPO-
BaHHOM CUCTEMBI

2. WA-2 orik-2

YMeTh: IpUMEHSTh
3a7a9d M TEXHOJIOTHS
CepTU(HKAIIH TIPO-
rpaMMHO-aIapaTHBIX
CpEJICTB Ha COOTBET-
CTBHE TPeOOBAHUSM

Y (MA-201k-2)

YMeer: IpuMeHsTh
3a7a4i U TEXHOJIOTUS
cepTU(HKAIIH IIPO-
TPaMMHO-aIapaTHBIX
CpEJICTB Ha COOTBET-
CTBHE TPEOOBAHMSM

Kommmiekr  umwu-

TAallMOHHBIX 3aJ1a4

nH(pOPMAIMOHHOM nH()OPMAIMOHHOM
0e30macHOCTH 6e30macHOCTH
3. W-3 onk-2 Bnagers: HaBbikamu | B (MI-3omk.2) Bnaneer: naBeikamu | Bompockr JUTS

HCIIOIB30BAHUS  TIPO-
rpaMMHO-

ammapaTHBIX CPEICTB
obecneueHus HH-

¢dopmanonHoit  6e3-

HCIIOJIb30BAHMS PO-
IPaMMHO-

arnmnapaTrHbIX CpEICTB
obecrieueHUs
(dbopmanmoHHOW 0e3-

HUH-

Cla4yM DK3aMCHa




OITaCHOCTH aBTOMAaTH-
S3UPOBAHHBIX CUCTEM

OITIaCHOCTH  aBTOMa-
TU3UPOBAHHBIX CH-

CTEM

W-1omk-9 3Hatk: mporpaMMHo- | 3 (U1-1omk.o) 3HaeT: mporpaMMHO- | Bompockr Tecta
anmapaTHbIe Cpef- anmnapaTHbIE Cpell-
cTBa 00eCIeUCHUS cTBa oOecreueHNs
WHPOPMATNOHHOM HHPOPMAINOHHON
0€30I1aCHOCTH B THU- 0e301aCHOCTH B TU-
TIOBBIX OTIEPALOH- HOBBIX ONEPAIHOH-
HbIX cucteM (OC), HbIX cucteM (OC),
CYB/Jl, xomnbroTep- CYB/, xommbroTep-
HBIX CETAX HBIX CETSX
W-2 onik-g YMern: samuath | YV (UI-20mk-9) Vmeer:  3amumare | Kommiuekr  umu-
nHdopmanmu B cu- nHdopManuy B CH- | TAI[MOHHBIX 33134
CTeMax yHpaBlIEHHsA CTeMax YHpaBJICHHS
OasamMu nmaHHbIX. [lo- Oaszamu maHHBIX. [lo-
HATHS ~ O€30MacHOCTH HATHS  0€30MacHOCTH
0a3 JaHHBIX 0a3 JaHHBIX
UI-3 o9 Bnaners: HaBbikamu | B (MI-3opx.9) Bnaneer: HaBbikamu | Bompocsr UL
UCTIONIB30BAHMSA IIPO- WCTIONB30BaHMS MPO- | COadM HK3aMeHa
rpaMMHO- rpaMMHO-
anmapaTHBIX CPEACTB annapaTHBIX CPEICTB
obecrieueHus UH- obecreuyeHus UH-
(dbopmanmonHoi  6e3- dbopmanmoHHoOi 0e3-
ONaCHOCTU aBTOMATH- ONAacCHOCTU  aBTOMa-
3MPOBAHHBIX CUCTEM TU3UPOBAaHHBIX  CH-
cTeM
U-1onk-13 3Hate: Kak BBIABIATL | 3 (UI-1onk-13) 3HaeT: Kak BBUABIATL | Bompockl Tecta
ysSI3BUMOCTH UH(DOP- ySI3BUMOCTH HH(GOP-
MallMOHHO- MaIlMOHHO-
TEXHOJIOTHYECKUX TEXHOJIOTHYECKHUX
pecypcos AC, npo- pecypcos AC, npo-
BOJIUTH MOHHTOPHHT BOJIUTH MOHUTOPHHT
yrpo3 6e3omacHoOCTH yrpo3 0e301acHOCTH
AC AC
WJ-2 onk-13 Vmers:  amamusupo- | V (U-2onk.13) | YMeeT: ananmusupo- | Kommnekr  umu-
BaTh IIOCTPOCHHE arl- BaTh MIOCTPOEHUE | TALMOHHBIX 3a]a4
MapaTHbIX KOMIIOHEH- amnapaTHeIX  KOMIIO-
TOB 3aIL[UTHI JaHHBIX HEHTOB 3alllUTHl JaH-
HBIX
UI-3 onk-13 Brnagers: HaBbikamu | B (M]1-3prk.13) | Brameer: HaBbikamu | Bompockr st

UCIIOJIB30BAHMS  IPO-
rpaMMHO-

arnmapaTHbIX CPEACTB
obecriedeHus HH-
(dopmanmoHHoO# 0e3-
OIMACHOCTH aBTOMATH-
3UPOBAHHBIX CHCTEM

HCIIOJIb30BAHMS PO-
IPaMMHO-

arnmnapaTrHbIX CpEICTB
obecreueHus HH-
(dbopmanmoHHOW 0e3-
OMACHOCTH  aBTOMa-
TU3UPOBAHHBIX  CH-

CTEM

Cla4yM DK3aMCHa




10. | UO-1omk-1s 3HaTh: KaK IPOBO- 3 (M1-1lomk.15) | 3Haer: kak npoectd | Bompockl Tecta
JTUTH BBIOOP TIPO- BBIOOD MPOTPaMMHO-
IpaMMHO- annapaTHBIX CPEICTB
anmapaTHBIX CPEACTB obecrieueHns HH-
obecrnieueHHsT NH- (opmManoHHOM Oe3-
(hopMaroHHOM Oe3- OMACHOCTH IS UC-
OMACHOCTH ISl UC- MOJIb30BAHUS UX B
MIOJIb30BAHUS UX B COCTaBe aBTOMATH-
cOCTaBe aBTOMATU3U- 3UPOBaHHOH CHUCTe-
POBAHHOMN CHCTEMBI C MBI C LIeJIbI0 obecrie-
LENBI0 00eCTIeYeHHUS YeHHS TPeOyeMoro
TpeOyeMoro ypoBHA YPOBHS 3alIUIICHHO-
3aIIUIIEHHOCTH aB- CTH aBTOMAaTH3HPO-
TOMaTU3UPOBAHHOMN BAHHOU CHCTEMBI
CHCTEMBI
11. | UJ-2 onx-15 VYmers:  npumenats | YV (U-2onk.15) | YMeeT: mpumenars | Kommuekr  umu-
anmapaTHo- anmnapaTHo- TAI[MOHHBIX 33734
IporpaMMHBIE  CpeJi- MporpaMMHBIE  Cpell-
cTBa KpHITorpadmde- CTBa KpHITOrpaduye-
CKOH 3aIl[UThI CKOH 3aII[UTBI
12. | UJ-3 onx-15 Bnaners: maBbikamu | B (M/1-3omk.15) | Biazeer: HaBeikamu | Bompocs JUIS
UCTIONIB30BAHMSA IIPO- WCTIONB30BaHMS MPO- | COadM HK3aMeHa
rpaMMHO- rpaMMHO-
anmapaTHBIX CPEACTB annapaTHBIX CPEICTB
obecrieueHus WH- obecrieueHus WH-
(dopmanonHOW 0e3- ¢dopmanmoHHOH 0e3-
ONaCHOCTU aBTOMATH- ONAcHOCTU  aBTOMa-
3UPOBAHHBIX CUCTEM TU3UPOBAaHHBIX  CHU-
cTeM
13. | UJ-1lomk-53 3Hate: Kak BbIABIATh | 3 (U-lonk.53) | 3HAET: Kak BhIABIATE | Bompockl Tecta
ysSI3BUMOCTH UH(DOP- ySI3BUMOCTH HH(GOP-
MAaIMOHHO- MAIFOHHO-
TEXHOJIOTHYECKUX TEXHOJIOTHYECKUX
pecypcoB AC, nipo- pecypcos AC, nipo-
BOJIUTH MOHHTOPHHT BOJIUTH MOHUTOPHHT
yrpo3 6e3omacHoOCTH yrpo3 0e301acHOCTH
AC AC
14. | UJ-2 onks.3 Vmers: sanmmate ui- | Y (M1-200x.53) | YMEET: 3alMILIATS Kommnexr  umu-
(dopvarm B BBIUMCIIH- MH(OPMALIN B BBIYHC- TaIlMOHHBIX 3a/1a4
TEJBHBIX ~ CUCTEMaX | JIMTEIIBHBIX CHCTEMAX 1
cemix. ATakn Ha ceTe- ceTsiX. ATakH Ha ceTe-
BBIE CITY>KOBI BBIE CITY’KOBI
15. N-3 onk-5.3 Brnanets: ocHoBHBIMU | B (I/UI'30HK-5.3) Bnageer: ocHOBHBI- | Bonpocsl ISt
INPUHIUIIAMU ~ CO3/a- MU OPUHIUINAMU | CAA4YM HK3aMeHa
HUS IPOTPaMMHO- CO3JaHUsI TPOTrpaMm-

arnmapaTHbIX CPEACTB
obecriedeHus HH-
dbopmanmoHHoi  6e3-
OIAaCHOCTH

MHO-aIIapaTHbIX
cpencts  obecrieve-
HUS WMH(OPMAIHOH-

HOH 0€30IMacCHOCTH




4. COAEP KAHUE IUCIHUIIJINHBI
4.1. YueOHO-TeMaTn4yeckuii miiadH. Qunasi gopma o0yueHust

KommuectBo yacos

Homep KOHTaKTHOM pabOThl ¢ IPENoAaBaTeIeM
Pyoex HaumeHoBaHue TeMbl
TeMbl [IpakTuy. JlaGopatop.
Jlexkuu
3aHSTHS paboThI
8 cemecmp
1 Beseoenue 2 - -
Iloocucmemot 3auumel 6
coepemennwix OC. IIporpammHo-
2 anrmapaTHble METObI M CPEJICTBA 6 8 8
—_ OTpaHHYEHUS K pecypcam U
S komrnonentam [19BM.
2, 3 [IporpamMmHoO-anmapaTHbie CpeICTBA 5 2 8
- KPUIITOrpapUIECKOMN 3aIlUTHL.
4 3aimura nporpamm. 6 10 8
[ToxcucTemsbl 3amUThHI HHGOPMAIIUY B 4 ) 4
5 OC Windows NT.
Pybesxcnvtit konmpop No 1 - 2 -
5 [Toxcucrema 3amuThl HHGOPMALIHH B 9 i 4
OC UNIX.
7 3ammra HHPOPMALIUH TIPH 4 i i
~ unrerparuin UNIX u Windows NT.
5 Zarpra MHGOPMAIH B BEIYHCITATEIIBHBIX
2, 8 CUCTEMAX U CETSX. ATAaKH Ha CETEBbIE 3 4 -
A~ CITY>KOBI.
AnanTuBHas 6€3011aCHOCTD B 3 4 i
9 BBIYMCITUTEILHBIX CETSX.
Pybesrcnviis konmpoap Ne 2 - 2 -
Hmozo 3a cemecmp 32 32 32
9 cemecmp
10 MesKceTeBbIe DKpaHBl. 2 8 4
11 Y najieHHBIN 10CTYN K CETH. 2 - -
n 12 BupTyanbHble YaCTHBIE CETH. 4 10 6
X 13 [MonuTtnka 6€30MacHOCTH. 4 - -
=4 3amuTa HHPOPMAIINH B CUCTEMaX
A 14 ynpasieHus 0a3aMy JaHHBIX. 4 - -
[Tonsitus 6e30macHoCTH 623 TaHHBIX.
Pybexcnvtit konmpop No 3 - 2 -
15 Kpureprn 3anmimeHHocTH 6a3 JaHHBIX. 4 -
16 Mozenu 0e30MacHOCTH B CUCTEMAX 4 i i
< ynpaieHus 0a3 TaHHBIX.
S 17 MexaHn3MbI OOeCTIeUeH s LIeTIOCTHOCTH 4 8 6
e, CHCTEM YIpaBJicHHs 0a3 TAHHBIX.
A~ Mexanu3mbl obecrieueHus 5 i 4
18 koH(puaennmanpHocTH B CYB/I.
Pybesxcnvtit konmpoap No 4 - 2 -
Hmozo 3a cemecmp 30 30 20
Bcero: 62 62 52




4.2. Cogep:kaHue JeKUMOHHBIX 3aHATHH

Tema 1. Beeoenue

Hemn wu 3amaum  kypca. CoaepxaHue IUCHMIUIMHBL. PexkoMeHmyemas
autepatypa. OCHOBHbIE MOHATUSA U omnpeacsieHusl. OCHOBHbIE MPUHLUIBI CO3AAHUS
IPOrpaMMHO-AIIAPATHBIX CPEACTB obecrneueHus MHHOPMAIIMOHHON 0€30MacHOCTH.
Konuenuusa nucnerdepa qocTymna.

Tema 2. Ilpozpammno-annapamusie Memoosvl U Cpeocmea 0ZPAHUYEeHUA K
pecypcam u komnonenmam IIIBM.

[IporpammHo-anmnaparHbie Cpe/CTBa, pealn3yrolme OTJICJIbHBIE
(GyHKIIMOHAJILHBIC TPEOOBAHUS 110 3AIMUTE, UX MTPUHIIUIIBI JCUCTBUS i TEXHOJIOTHICCKHE
OCOOCHHOCTH, B3aMMO/ICHCTBUE C OOIIECUCTEMHBIMU KOMIIOHEHTAMH BBIYMCIIATEIBHBIX
CHCTEM. 3a/ladyll U TEXHOJIOTHSI CepTHU(HUKAIMK MPOrpaMMHO-ANIAPaTHBIX CPEICTB Ha
COOTBETCTBUE TpeOoBaHUSM WHGOpPMAITMOHHONW Oe30macHOCTH. OCHOBHBIE KaTErOpHH
TpeOOBaHUN K TMPOrpPaMMHOM U MPOrpaMMHO-ANMapaTHON peaau3alii  CPe/CTB
obecrieueHusi MHGOPMAIIMOHHON 0Oe30MacHOCTH. MeToJbl M CPEJCTBA OTpaHUYCHUS
Joctyna K KomnoHeHTaM OBM. MeToasl W cpeAcTBa MPUBSA3KUM IPOrPAMMHOIO
oOecrieueHHs] K ammapaTHOMy OKPYXEHHIO W (PU3UYECKUM HOCHTEIsIM. Metoabl u
CpelcTBa XpaHEHUs KiIoueBOl wuHMopMaiuu. MeTojasl M CpelcTBa OTrpaHUYCHHS
JIOCTYyTIA K (haiiiam.

Tema 3. [Ilpocpammno-annapamnuvlie cpeocmea Kpunmozpaguueckoi
3auwgumot. IlocTpoeHue anmapaTHbIX KOMIIOHEHTOB 3aIllUThl JIaHHBIX. 3anmTa ¢aiioB
OT M3MEHEHMs. DIEKTPOHHO-IM(ppOBas MOAMNKCH. 3alIUTa alropuTMma MmUdpoBaHus,
MPUHIMI YYBCTBUTEIBLHOM 00JIACTM W MPUHIMI TJaBHOro kiouda. HeoOxomumbie u
JIOCTaTOYHbIE (PYHKIIMH allliapaTHBIX CPEICTB KPUNITOrpaPprUIecKon 3alUThl.

Tema 4. 3awguma npozpamm.

AHaIM3 IpOrpaMMHBIX pean3alnid. 3almTa ITporpaMM OT U3y4YeHUs. 3aluTa
OT pa3pylIAIINX MPOTPAMMHBIX BO3JACHCTBHM. l[locTpoeHne W30IMpPOBAHHON
MpPOTPaMMHOM cpefpl. 3aluTa MporpaMM OT U3MEHEHUS U KOHTPOJIb LETOCTHOCTH.
[Iporpammusie 3akianku. KommbloTepHbie BUPYCHI KaK OCOOBIN KIIACC MPOTrpaMMHBIX
3akanokK. [IpuHIUIBE pabOTHl aHTUBUPYCHBIX CPEJICTB.

Tema 5. IToocucmemut 3auwgumot ungpopmayuu ¢ OC Windows NT.

OcHoBHbIe KOMTIOHEHTHI TToicucTeMbl 3amuThl Windows NT u Windows 2000.
[Tomutuku. Ilonstne nomena. (OCOOEHHOCTH YCTAaHOBJICHHSI JOBEPUTEIbHBIX
otHomenuil. Co3lanue U yjajaeHrue OrIKEeTOB MoJIb30BaTeNeH.

Tema 6. IToocucmema 3aumumot ungpopmayuu ¢ OC UNIX.

OCHOBHBIE KOMIOHEHTEI MOJICUCTEMBI 3aUTEl Unix. dalyioBas cuctemMa — Kak
OCHOBa MoJicUCTeMBbI 3anuThl. [IpaBa moctyma k anemeHTaMm (ailjioBOM CHUCTEMBI.
VYnpasnenue mponeccamu. Co3gaHue W yaajieHue OFOKETOB TIOJb30BaTENCH.
OcHoBHBIE MPOOJIEMBbI ¢ OE30MaCHOCTBHIO U BO3MOKHBIE pelleHrs B UniX-mogoOHbIX
CUCTEMAX.

Tema 7. 3awmuma ungpopmayuu npu unmezpayuu UNIX u Windows NT.

OcCHOBBI B3aUMOJICHCTBUSI AIEMEHTOB reTeporeHHbix cered. Ilmio3er NFS,
SMB B Unix. Ucnonp3oBanue cepBepa Samba st pa3aesieHus 10CTyma K CETEBBIM
pecypcam B tomeHe Windows NT.

Tema 8. Amaku na cemeswvie cyscont.



[Tonsitue araku. Tumer yrpo3. Krnaccudukamumss atak 1O OCHOBHBIM
MEXaHHU3MaM peanin3auuu yrpo3. CeTeBble CKaHEpPHI.

Tema 9. Aoanmuenan 6ezonacnocmo ¢ BC.

[lonsiTue amanTUBHOCTU OE30MACHOCTH M CHUCTEMBbI OOHApYXXEHHUs aTak.
Knaccudukanus mno HCHONB3yeMbIM MEXaHW3MaM OOHApy»KEHUsl arak, WU IO
IOPUHIIMIIAM UX MpakTUuecKou peanuzanuu. OCOOEHHOCTH MPUMEHEHHUS Pa3IMYHbIX
TunoB cucreM. OOHapyxeHHs: aTak. OCOOEHHOCTH CYIIECTBYIOIIUX CBOOOJIHO-
pacIpoCTpaHsIEeMbIX CHCTEM OOHAPYKCHHS aTak.

Tema 10. Mesccemesvie skpanbl.

[Tonsitue MexcereBbIXx SKpaHOB. Ux kimaccudukamms. OCHOBHBIE TPHUMEPHI
KOH(UTYpalMK 3aIUIIEHHBIX CETEH C HCIOIb30BAaHHUEM MEKCETEBBIX SKpaHOB (MD).
OcoOEHHOCTH  CYIIECTBYIOIIMX  CBOOOTHO-PACIIPOCTPAHACMBIX  MPOTPAMMHBIX
peanu3aiuii MEXKCETeBbIX JKpaHOB. l[IporpamMMHoO-anmapaTHble CpEJICTBA 3alllUThI
uH(OpMAIUU B CETAX Mepeadu TaHHbIX.

Tema 11. Yoanenunwtit 0ocmyn k cemu.

[IpoGnembl oOecrieueHrs 0€30MaCHOCTH MPHU YAAICHHOM JIocTyme. [IpoTokoibl
ayrentudukanuu PAP u CHAP. IIpoTokosnbl ayTeHTU(DUKAIIMN yIaJ€HHOTO JOCTYyIIa
B MpOTpaMMHBIX cpencTtBax Microsoft. Cucrema ayTeHTU(UKAIIMU U aBTOPHU3ALUU
TACACS u Kerberos.

Tema 12. Bupmyanvnsie yacmuwie cemu.

[lonaTHE BHpPTYyalnbHOM 4YaCTHOW CETH, €€ mpeaHasHayeHue. CTaHIapTHBIE
BO3MOXXHOCTH KaHAJIO000pa3yIolero 00OpYyAOBaHUS PA3IUYHBIX MPOU3BOAUTENCH.
OcHOBHBIE NPUHLHUIBI (YHKIHMOHUPOBAHUS M MCHOJIb30BaHUS mporokona PPTP.
Peanuzauus B nporpaMMHbIX cpeacTBax Microsoft.

Tema 13. Iloarumuka d6e3onacnocmu.

[loHsiTHE TOJUTUKM HMHPOPMALMOHHON O€30MACHOCTU MAJi OpraHu3aliu.
OcHoBHBIE TPEOOBAHUS K MOJIMTUKE O€30MACHOCTU. DTaIlbl €€ pa3padOTKHU.

Tema 14. Ilonamusa o6e3onacnocmu bJ/J.

VYrpo3el  GezomacHoctd B/l obOmme wu  cnenuduuHbie. TpeboBaHus
6e3onacHoctu bJl. 3amuTa 0T HECAaHKIIMOHUPOBAHHOTO JIOCTYTA. 3aluTa OT BHIBOJIA.
[enoctrocts BJI. Aynut. 3amaum u cpenctBa agMuUHHCTpaTopa Oe3omacHocTu 0a3
JTAHHBIX.

Tema 15. Kpumepuu 3auwumennocmu b/1.

Kputepun oOleHKH HaJIEXKHBIX KOMIBIOTEPHBIX cucteM. (CoBpeMeHHOE
MPUMEHEHUE Pa3JIMYHbIX TOJUTUK OE30MacHOCT B paMKax eIuHON MOJEiu.
WNurepnperaunss TCSEC nns nagexusix CYB/] (TDI). Konuenuus I'octexkomuccun.

Tema 16. Mooenu 6ezonacnocmu ¢ CYBJI.

Knaccudukanus moaeneit. ACEKThl HCCIe0BaHUS MoJjieiel 0e30MacHOCTH.
OcobeHHnocTu PUMEHECHUS Moenei 0e30macHOCTH B CVYB/I.
Juckpernmonnsie(n30upaTebHblie) Y MaHAATHbIE  (TIOTHOMOYHBIE)  MOJIEIH
6e3omacHoctu. BJl ¢ MHOrOypoBHEBOU cekperHocThio (MLS). MHoro3amaynocts
(polyinstantiation) B B/I.

Tema 17. Mexanusmot obecneuenusn yeaocmuocmu CYBJ/I.

OcHOBHBIE BUIBI U MPUYUHBI BOSHUKHOBEHHS YTIpo3 1E€J0CTHOCTH. CIOCOOBI
nporuBoaencTBus. HasHauenue ciioBapss naHHbIX. JloCTynm K CIIOBapr0 JaHHBIX.
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CocraB cnoBaps. IlpeacraBienue cioBaps. Pukcauus TpaH3akuuu. lIpokpyTku
Bepen u Hazan. KonTposbHas Touka. Otkar. TpaH3akuuu Kak CpEACTBO
M30JMPOBAHHOCTU ToJib3oBaTene. Pexxumbl OsokupoBok. [lpaBuiia coriacoBaHus
0I0KkUpOBOK.  JIByxda3HbIi  MPOTOKOJ  CHHXPOHU3AILMOHHBIX  OJIOKHPOBOK.
TynukoBble CHTyallMM, WX paclio3HaBaHWE W paspylleHue. J[leknapaTuBHas Hu
MpOLIelypHAsl CChUIOYHBIE EIOCTHOCTH. BHemHuit kimod. CrnocoObl moaaepKaHus
CCBUTOYHOM 1enocTHOCTH. Llenm wucnmonbs3oBanust mnpaBuil. CrocoObl 3aaHus,
MOMEHTHI BHITIOJIHCHUs. HasHaueHne wmexanm3Ma coObITH. CUTHAIHU3aTOPHI
coObITUH. THUIBI yBEJOMIIECHHI O TNPOUCXOXKIAECHUH COObITUA. KoMIOHEHTHI
MEXaHHU3Ma COOBITHIA.

Tema 18. Mexanuszmul ob6ecneuenus kongpuoenyuanvnocmu ¢ CYB/I.

[IpuumHBI, BUIB, OCHOBHBIE METOJMbI HAPYIICHUS KOH(PUICHIIMAIBHOCTH.
Tunsl  yreukn KoHpuaeHuuanbHoM wuHQOpMmanuu u3 CYBJl, uactuyHOe
pasrnamienre. COOTHOLIEHUE 3alIUIIEHHOCTH M JIOCTYNHOCTU HJaHHBIX. llomydyeHue
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K KOHGUIEHIUATBHOM HHPOpPMAIIMK MyTeM
JIOTUYECKUX BBIBOJIOB. MeToabl TpOoTUBOJEHCTBUA. (OCOOCHHOCTH MPUMEHEHUS
Kkpunrorpadpuueckux metonoB. OOmme cBenenus. OpraHuzaiusi B3aUMOJCHCTBUS
CYBJl u 6azoBoit OC. OcHOBHbIE TOHSTHS: CYOBEKTHI U OOBEKTHI, TPYMIbI
MOJIb30BATENCH, TPUBWIETHH, POJIM M MPEACTaBICHUA. SI3BIKOBBIE CpEICTBA
pasrpaHudeHus Joctyna. Buabl npuBuieruil: mpuBuieruu 6€30mMacHOCTH U J0CTYTA.
Konuenmmusas u peanmuzanuss mexaHu3smMa poiiel. COOTHOIIEHHME TIpaB JOCTYMa,
onpenensiempix OC wu  CYB/l. Merku Oe3zonacHoctu. Hcnonbs3oBaHue
npeaoCcTaBiIeHUN sl oOecrieueHusi KoHpuaeHunanbHoctT undpopmanuu B CYB/I.
[TogoT4eTHOCTh NEUCTBUI TMOJB30BATENSl U AyAUT CBA3AHHBIX C 0€30MACHOCTHIO
coObiTuid. KypHanuzauus. Peructparus AeHCTBHII mMoJib30oBaTeNsl. YIpaBieHUE
Ha0OPOM PETUCTPUPYEMBIX COOBITHI. AHATU3 pEerucTpalioHHON nH(pOopMaIn.

4.3 IlpakTyecKkue 3aHATUSA

Homep } Hopmarus
TeMuL HaumeHnoBanme TeMbl HanmeHnoBaHne TeM NpaKTUYECKHUX 3aHATHH | BPEMEHH,
Jac.
8 cemecmp
[IporpammMHo-anmapathele | [Ipakmuueckas paboma Nel. 4
METO/IBI M CPEJICTBA Wnentudukanus nons3osarenein KC —
2 OrpaHUYEHUS K pecypcaM M | CyOBEKTOB JIOCTYNA K JAaHHBIM
komrnoHeHTam [19BM. Ipakmuueckas paboma Ne2. 3aumra 4
undopmaru B KC or HCA
AnnapatHo-iporpammusle | [Ipakmuueckas paboma Ne3. AnnapaTHoO- 2
3 cpencraa MIPOTpaMMHEIE CPEZICTBA
KpunTorpapuyeckon KPUNTOTpaprUECKON 3aIUThI
3aIUTHI
3amura nporpamMmm. Ipakxmuueckas paboma Ne4. 3amura 2
MIPOTPAMMHBIX CPEACTB OT UCCIIETOBAHHS
4 Ipakxmuueckas paboma Ne5. 3amura 4
MpOrpamMM OT HECAHKIIMOHHPOBAHHOTO
KOIIMPOBAHHUS
IIpakmuueckas paboma Ne6. 3anmra 4
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nHGOpMAIH OT BPEIOHOCHOTO
MIPOrPaMMHOT0 00eCTICYeHUS
5 1-o01i pybescnuiit Tecmuposanue 2
KOHmMPOJib
8 ATaku Ha ceTeBble CIyXObL. | [Ipakmuueckas paboma Ne7. Y S3BUMOCTh 4
KOMITBIOTEPHBIX CHCTEM
AnantuBHas Ipaxmuueckas paboma Ne§. MeToibl 1 4
0e30macHOCTb B CpeACTBa OTrpaHUYEHUS IOCTYIA K
9 BBIUMCIIUTEJIBHBIX CETAX. koMmnoHeHTaM DBM (3amura oT yredek)
2-011 pyoesicHblil Tecmuposanue 2
KOHmMpOJib
Hmozo 32
9 cemecmp
10 MexceTeBbie SKpaHbl. Ipaxmuueckas paboma Ne9. IIporpaMMHO- 8
anmnapaTHble cpeCcTBa 3auThl cetd (MO u
COB)
12 BuprtyanbHbie yacTHbIe Ipaxkmuueckas paboma Nel(. BupryanbHble 5)
CETH. YaCTHBIE CETU
Ipakxmuueckas paboma Nel I. YnipaBieHue )
KpunTorpa@uuecKuMH KIF0YaMu
14 3-uiil pyoesxcholii Tecmuposanue 2
KOHmMpPOJib
17 Mexanu3mbl obecnieuenus | [lpakmuueckas paboma Nel2. Cpencrtsa 8
uenoctaocty CYB/I. 3amuThl CYB/]
18 4-pli1 pybesrcHblil Tecmuposanue 2
KOHmMpPOJib
Hmozo 30
Bcezo 62
4.4. JlabopaTopHble padoThI
Howmep HaumenoBanue 1abopatopHbIx paboT Hopmatus
HanmenoBanue TeMsbl BpPEMCHH,
TEMBI
qac.
8 cemecmp
[Tporpammuo- Jlabopamopnas paboma MNel. Ananus 2
anmapaTHbIe METOJIbI U | XapaKTePUCTHK YCTPONUCTB ayTeHTHU(HUKALINU.
cpexnctBa orpanuvdeHus | Jlabopamopnas paboma Ne2. CUCTEMBI 3aILUTHI 4
9 K pecypcam H napopmarn ot HCI: «Crpax NT», «Dallas
kommonentam [I9BM. | Lock», «Secret NET».
Jlabopamopnas ~ paboma  Ne3.  IlpoBepka 2
MEeXaHU3Ma OYHCTKH TaMSITH Ha [pHUMEpe
ucnosp3oBaHus nporpammel «HKBJI».
AnmapaTtHo- Jlabopamopunas paboma Ne4. CucteMbl 3alTUThI 2
nporpaMMHbIe CpesicTBa | KoHuaeHanbHoH uHpopmammn «PGP» u «
KpHIITOTpadIecKon GPG».
3 3aIUTHI Jlabopamopnas ~ paboma  Ne5.  U3yudeHue 2
IPOTPAaMMHBIX CpPEeIICTB ¢ poBaHus,
KOMIIBIOTEPHON cTeraHorpaduu M 3amuThl OT
BPEIOHOCHBIX MTPOTPAMM.
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Jlabopamopnas paboma Ne6. CucteMbl 3aIUThI 4
koH(puaeHmanpHON HHpopMmaruu: «StrongDisky,
«SecretDisky, «TrueCrypty.

4 3amura nporpamm Jlabopamopnas paboma Ne7. 3amurta mporpamm 4
OT HECAaHKIIMOHMUPOBAHHOM SKCILTyaTalluy 3a CUET
MPUBSI3KH K HOCUTENIO HH(pOpMaIHH.
Jlabopamopnas paboma Ne§. IIporpaMmmupoBaHue 4
M3MEHEHHMI XapaKTepUCTUK (haiina

5 [Toacuctemsr 3ammtel | Jlabopamopras paboma Ne9. TlpoBepka HacTpoek 4
uHpopmanuu B OC Pa3PEIMTEBPHOA  CHCTEMBI  JIOCTYIIa K (paiiyioBbIM
Windows NT. CHCTEMaM C HCIOJIB30BaHUEM  CIICIHATI3HMPOBAHHBIX

TECTUPYIOLIMX CPE/CTB U IITATHBIX CPEJCTB M3 COCTABa
OC.

6 [Toacucrema 3anuThI Jlabopamopnas ~ paboma  Nel(). OcHOBBI 4
unpopmanuu B OC MCIOJIb30BaHUs CpencTB 3aIUTHI oT
UNIX. HECAHKIIMOHUPOBAHHOT'O JIoCTyna B

omnepanroHHol cucrteMe Linux.
Hmozo 3a cemecmp 32
9 cemecmp
10 MexceTeBble SKpaHbl Jlabopamopnas paboma Nel 1. OCHOBBI paOOTHI C 4
NEPCOHAIBHBIM CETEBBIM dKpaHoM «VipNety.

12 Buprtyanbusie yactueie | Jlabopamopuas ~ paboma  Nel2.  Cpexnctsa 6
CETH. OpTraHU3aIN BUPTYAITBHBIX YaCTHBIX CETCH.

17 MexaHu3MbI Jlabopamopnass  paboma  Nel3.  KoHtpoisb 6
obecrieyeHus MOJICUCTEMBI 00ECTICYCHHSI IIETIOCTHOCTH.
uenoctaocty CYB/I.

18 MexaHu3Mbl Jlabopamopnass paboma Nel4. TlporpamMmmubie 4
o0ecrieueHus cpencTBa 3auuThl nHpopManuu ot yreuek: DLP-
KOH(HIESHIIMATBLHOCTH | CucTeMa Secure Tower
B CYB/I.

Hmozo 3a cemecmp 20
Bcezo 52

5. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYUYAIOIIIUXCSA
11O OCBOEHUMIO JUCHUMIIVINHBI

[Ipu mpocnymmBaHUM JIEKIMA PEKOMEHAYETCSl B KOHCIIEKTE OTMeuYaTh BCE
Ba)KHbI€ MOMEHTBI, Ha KOTOPBIX 3a0CTpsieT BHUMaHUE IpenojaBaTellb, B YaCTHOCTU
T€, KOTOpPBIE HANpaBJICHbl HAa KayeCTBEHHOE BBINIOJHEHUE COOTBETCTBYIOIIECH
71a00paTOPHON WIIM MMPAKTUYECKOU PabOTHI.

[IpenonaBareneM  3alUlaHUPOBAHO  KCIIOJNB30BAHME TMPU  YTEHUU  JIEKLUAN
TEXHOJIOrUM y4deOHoU auckyccuu. [loaTomMy pekomeHayercs (UKCHpOBaTh AJsl ceOs
MHTEPECHBIE MOMEHTBI C LENbI0 MX AKTUBHOTO OOCYXKICHUS Ha JTUCKYCCHHM B KOHIIE
JIEKIIUH.

3am0roM KayeCTBEHHOI'O BBINIOJHEHUS JTa0OpAaTOPHBIX U MPAKTUYECKUX padboT
ABJISIETCSl CAMOCTOSITENIbHASI TMOJArOTOBKA K HHUM HaKaHyHE IyTEM MOBTOPEHUS
MaTEpUAJIOB JIEKIHNA. PekoMeHayeTCsl MOArOTOBUTH BOIIPOCHI 110 HESICHBIM MOMEHTAM
U 0o0CyauTh MX C MpernojaBaTeleM B Haudaje J1a0OpaTOPHOM WM MPaKTHYECKOM
paboTHLI.
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[IpenonaBaresnieM 3alJTAaHUPOBAHO NPUMEHEHUWE HA  MPAKTHYECKUX U
7a00paTOPHBIX 3aHATUSIX TEXHOJIOTUH pa3BUBAIOIIEHCS KOOMNEpalUU, KOJJIEKTUBHOTO
B3aUMOJICUCTBUS, pa300pa KOHKPETHBIX CUTYAIIH.

JUist  TeKyliero KOHTPOJISl YCIEBAEMOCTH 1O O4YHOU (opme oOydeHus
Mperno/iaBaTesieM UCIOJIb3yeTcsl 0aUIbHO-PEHTHHTOBAsI CUCTEMa KOHTPOJIL U OIICHKU
aKaIEeMUYECKOM AaKTUBHOCTH. [103TOMYy HAaCTOSTENBHO PEKOMEHIYETCS TILATEIHHO
npopadaThiBaTh MaTepuai AUCIUILUIMHBI IPU CAMOCTOSITENIbHON paboTe, y4acTBOBAThH
BO Bcex ¢opMax OOCYXKIEHHS U B3aUMOJCWUCTBUA, KaK Ha JEKIHMSIX, TaK M Ha
MPaKTUYECKUX U JAOOPATOPHBIX 3AHATHSAX B LENSAX JYUYLIErO0 OCBOCHHS Marepuaia u
MOJIyYE€HHS] BBICOKOM OLIEHKH I10 PE3yJIbTaTaM OCBOEHUS JUCLUIUIMHABI.

BrimonHenne caMoCTOATENBHONW pabOThl MOAPA3yMEBAET CAMOCTOATEIHHOE
U3yYCHHE pa3fesioB AMCUUILINHBI, MOJATOTOBKY K JaOOPATOPHBIM M MPAKTHUYECKHM
3aHIATHAM, K PYOSKHBIM KOHTPOJISIM, TIOJTOTOBKY K DK3aMCHY.

Pexomenmyemass TpyJOEMKOCTh CaMOCTOSTEIBHON paboThl MpeJCcTaBicHA B
Tabnuile:
PexoMeHIyeMblil pesKMM CaAMOCTOATEIbHOM pa0d0ThI

HanmenoBanue Pexomernyemas
BH/Ia CAMOCTOSATEJIbHOI PadoThI TPYROCMEKOCTD,
akas. Jac.
CamocTosATENbHOE U3YYEHHUE TEM: 37
- [IporpammHoO-annapaTHble METOJIbI U CPE/ICTBA OIPAaHUUEHUS K pecypcam 3
u komnoHeHTam [I1DBM.
- [IporpammHo-anmnapaTHble CpeicTBA KPUIITOrpauIecKoi 3aluThl. 2
- 3ammTa nporpamm. 2
- [Toxcucrems! 3anutel nHGopManuu B OC Windows NT. 2
- [loncucrema 3amutel nHGopmaruu B OC UNIX. 2
- 3amura uHpopmanuu npu uaTerpauuu UNIX u Windows NT. 2
- ATaKu Ha CETEBbIE CITYKOBI. 2
- AnantuBHas 0€30MaCHOCTh B BBIYMCIUTEIbHBIX CETAX. 2
- MexceTeBble 3KpaHbl. 2
- Y 1aneHHbI JOCTYII K CETH. 2
- BupTyanbHbie 4acTHBIE CETH. 2
- [lonuTrka Ge3omacHOCTH. 2
- [lonsiTus 6e3omacHocTy 6a3 TaHHBIX. 2
- Kputepun 3anuimeHHocT 6a3 1aHHBIX. 2
- Moaenu 6e30nacHOCTH B CHCTEMax YIpaBiIeHUs 0a3 TaHHBIX. 2
- Mexanu3Mbl o0ecrieyeHHst LIeJIOCTHOCTH CHCTEM yIpaBieHus 6a3 3
JTAHHBIX.
- Mexanu3Mmsbl obecrnieuens KoHpuaeHmaabHoct B CYB/I. 3
[ToaroroBka K npakTuyeckuM 3aHATHAM (10 1 gacy Ha KaXkJ10€ 3aHsTHE) 27
[ToaroroBka Kk 1a00paTOpHEIM padoTam (o 1 yacy Ha Kax0e 3aHsITHE) 26
[ToaroroBka Kk pyOeXHBIM KOHTPOJISIM (110 1 "yacy Ha KaXKIblid pyOeKHBIH 4
KOHTPOJIb)
[loaroroBka K 3K3aMeHy o4
Bcero: 148
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6. ®OHJT OLIEHOYHBIX CPEJICTB JJISI ATTECTALMH MO JTUCIUTIIVHE

6.1. IlepeyeHb OLIEHOYHBIX CPEACTB
1. bamnbHO-peWTUHrOBasi CHUCTEMa KOHTPOJII W OIEHKU aKaJeMHUYEeCKOU
akTuBHOCTU oOyyvatomuxcs B KI'Y (amst ounoit hopmbl 00ydeHMs)
2. OtueTsl 00yUaromUXCs MO0 JJa00paTOPHBIM paboTaMm.
3. OtyeTsl 00YYaIOIIUXCS 0 MPAKTUYECKUM 3aHATUSIM.
4. baHK TeCTOBBIX 3a/IaHUI K pyOekHBIM KOHTpoJisiM Ne 1, 2, 3 u 4.
5. Bompocsl k 3k3aMeHy
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6.2. Cucrema 0a//IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4ar0IMXCSl 10 AUCHMILIMHE

Ne | HaummenoBanue Copepxanue
1 | Pacnpenencamne Pacnpenenenne 6amion
0ayToB 3a 8 cemecmp
CCMECTPBI IO Boimonnenune u = | &
1 — — jani
BHJaM y4eOHOM Bun 3aIiTa OTYETOB | BeImonHeHwe | & 4| 2 4| ©
aboTbI, CPOKH .| [Tlocemenne L EE|IEE| 2
p » CP yueOHoOM y 1o npaktuueckoil | £ 3| 8 S| &
cauu yueOHoi JIEKIIUH S &8 & g2
y paboTEHI: J1a00paTOPHBIM paboThI == IS =R
paboThi paboram Aol g
(00800smcs 00 a "
JUTBHAS
ceeoenus f— 15x 16 = 165 25 x 10=204 2,55 x 8 =206 7 7 30
obyuarwuxcs Ha I : 9
nepsom yueoHom cemecntp
3aHﬂmuu) Brmonnenne N o N g
— — jas]
Bu 1 3all{Ta Brimonnenune | 2 £ o)
| Hocewenue H L EE|EE| 2
yueOHOI . OTYETOB T10 npakTHYeckod | 5 S| 8§ S| &
TeK TN © &lo & x
paboTEHI: J1a00paTOPHBIM paboThI =S =N =S =R
paboram R Real®
bannbHas
15 x 15 =154 56 x4 =205 56 x4 =205 7 8 30
OIICHKA:
2 | Kpurepnii nepecuera 6ammoB B | 60 1 MeHee 6ayUI0B — HEYJOBIETBOPUTEIHHO; HE 3a4TEHO;
TPaJULIMOHHYIO OLIEHKY 10 61...73 — yIOBIETBOPUTENHHO; 3a4TEHO;
UTOraM paboThI B CEMECTPE, 74... 90 — xoporio;
3a4eTa WM dK3aMeHa 91...100 — oTnuHO
3 | Kpurepun nomycka x Jns gomycka K MPOMEXKYTOYHOM aTTeCTallud MO JUCLUILIMHE 3a

MPOMEKYTOUHOM aTTECTALIUH,
BO3MOKHOCTH IOy YECHUS
aBTOMATHYECKOTO 3a4eTa
(3K3aMeHaIMOHHOW OLIEHKH) MO
JUCIUIUIMHE, BO3MOXKHOCTD
MONy4eHHUs] OOHYCHBIX 0aJIOB

ceMecTp OOydJaroluiicsi OJDKEH Ha0paTh MO UTOTaM TEKYIIEro u
pyOexxHOrO KOHTpOJs He wMenee 51 OammoB. B cmyuae ecnm
oOyuaroruiicss HaOpam wMeHee 51 0Oamra, TO K aTTECTAMOHHBIM
HCIIbITAHHUAM OH HC JOITYCKACTCA.

Hdns  momyueHus 9Kk3aMeHa 0Oe3 TMPOBEACHUS  MPOLEIYpPHI
MIPOMEXYTOYHOW aTTecTaluy OOydJarImeMycs HeoOXoauMo HaOpaTh B
XO0JIe TEKyIIero W pyOexXHbIX KOHTpoJel He meHee 61 Oamma. B atom
ciyyae WTOr OaJUIBHOW  OIIEHKH, TMOJy4aeMol  0OydaroIuMmcs,
oTpenesisieTcs M0 KOJMYECTBY 0aioB, HAOPaHHBIX UM B XOJI€ TEKYIIEro
u pyOexxHoro xkoHTposned. [Ipu 3Tom, Ha ycMOTpeHHe mpernoaaBaTes,
OayibHAsi OLEHKAa OOYyYaroIerocs MOXKET OBbITh TIOBBIIICHA 3a CYET
MOJIy4Y€HUA NONOJHUTCIIbHBIX 6aJ]J]OB 3a aKaIEMHUYCCKYIO0 aKTUBHOCTb.

OOy4aronmuiicsi, WMEIIIUN MpaBO Ha TIONy4YeHHWE OIEHKH Oe3
MPOBEACHUS NPOLEAYPHI POMEKYTOUHON aTTECTALIMM, MOMXET MOBBICUTH
€€ IMyTEeM CJadMd aTTCeCTAllMOHHOI'O0 HCILITaAHHA. B Cjiydya€ IIOJIYUCHUA
00ydaromumMcsl Ha aTTecTallMOHHOM ucnbiTaHuu O 0ayioB uTor OajabHON
OLICHKH 110 JUCLMIUINHE HE CHIKAETCS.

3a akageMHYeCKyI0 AKTHBHOCTh B XOJ€ OCBOCHHS JIUCIIMILINHEL,
ydyactie B  y4eOHOH, Hay4JHO-HCCIIEOBAaTENbCKOW, CIIOPTHBHOM,
KYJIbTYPHO-TBOPUYECKOH M OOIIECTBEHHON IESTENBHOCTH 00YydYaroIeMycst
MOryT 6LITL HaA4YMUCJICHbI OOINIOJHHUTCIIBHBIC 62UIJ'IBI. MaxkcumMmaiabHOe
KOJIMYECTBO JIOTIOJHUTENFHBIX OAJIIOB 33 aKaJIeMUYECKyl0 aKTHBHOCTh
cocrasiset 30.

OcHoBannem JJIA TIOJTYYCHUSA JOIIOJIHUTEIIBHBIX 6aJ'IJ'[OB SBJIAKOTCS .

- BBIIIOJIHCHUC OOIIOJJHUTCIBHBIX 3a)18.HI/II71 10  AUCIUIIINHE,
JOTIOJIHUTEIIbHBIE OaJTbl HAUMCIISIFOTCS IIPENOAaBaTeNeM;

- yyacTMe B TEYEHHE ceMecTpa B y4eOHOH, Hay4yHO-
WCCIIEI0BATEIbCKOM, CIIOPTUBHOM, KyJIbTYPHO-TBOPUECKON W OOIIECTBEH-
HoM nesarenpHOCTH KI'Y.
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®dopmbl U BUIBI YIeOHOU B cnyyae ecnu k mpoMeKyTOUYHOH arTecTaruu (3K3aMeHy) HabpaHa
paboOTHI IJIsT HEYCTIEBAIOTITIX cyMmma MeHee 51 OamroB, oOydaromemycss He0OXomuMo HaOpaTh
(BOCCTAaHOBMBIIIUXCS HA KypCe | HENOCTAMOIIEe  KOJMYECTBO  OaIOB 32 CYET  BBINOJHCHUS
o0yueHus) 00yJaroImuXcs Ui | JONOJHUTEIBHBIX 3aJlaHui, O KOHIA TMOCIeAHeH (3aueTHOW) HeIeNu
MOJTYYCHUST HEJIOCTAFOIIIX cemectpa.

0aIoB B KOHIIE ceMecTpa JlvkBupaMs akaJIeMHYECKUX 3aJIOJDKCHHOCTEH, BO3ZHHKIINX —H3-3a
pa3HOCTH B Y4eOHBIX IUIaHAX TIPH TIEPEBOJC WM BOCCTAHOBIICHUH,
TIPOBOJIUTCS ITyTEM BBITTOJHEHNUS JOTIOTHUTEIBHBIX 3a/1aHui, popma 1 00beM
KOTOPBIX OIPEJICIISCTCS MPETIOIABATEIICM.

6.3. IIpouenypa oueHUBaHUS Pe3yJIbTATOB OCBOCHUSA TUCHMUILIMHBI
Py0exxHble KOHTPOIH MPOBOJATCS B pOpME MHUCHbMEHHOTO TECTUPOBAHMS.
Ilepen npoBeneHHEM KaXXOOro pyOEkKHOro KOHTPOJS MPernojJaBareib

npopadaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTepHrall COOTBETCTBYIOIIUX PAa3eiiOB
JTUCLHUIUIMHBL B OpME KpaTKOW JEKIUU-AUCKYCCUHM. BapuaHThl TECTOBBIX 3aJaHUMN
pyOEKHOTO KOHTPOJISI COCTOSAT U3 / BompocoB (s 1, 2, 3 pyOekHOro KOHTPOJIs) U 8
(nmst 4 pyGexxHOTrOo KOHTpPOJIs) BorpocoB. Kax bt Borpoc onieHuBaetcs B 1 6amwt. Ha
Ka)XJ0€ TECTUPOBAHUE MpPH PYOEKHOM KOHTposie oOydaroueMycss OTBOIUTCS 2
aKaJIeMUYECKHX Yaca.

bannbel oOyuaromeMycsi BHICTABIISIIOTCS B 3aBUCHMOCTH OT YHCJA MPAaBUIBHO
BBIOpaHHBIX OTBeTOB. MToroBas oreHka 10 TecTy (GOPMHUpPYETCS IMyTeM
CYMMHpPOBaHMsSI HaOpaHHBIX OaUIOB M OTHECEHHUS HUX K OOIIeMy KOJIMYECTBY
BOIIPOCOB B 3aj1annu. [loMHOkuB nonyueHHoe 3HaueHune Ha 100%, MOXHO TpUBECTH
UTOTOBYIO OIIEHKY K TPaJAULIMOHHOM CJIEIYIOUUM 00pa3oM:

«HEYJIOBIIETBOPUTEIIBEHO» — MeHee 50%

«ynoBueTBopuTenbHO» — 50% - 70%

«xopotmo» — 70% - 90%

«otamaro» — 90% - 100%.

[IpenonaBarens OUEHUMBAET B Oaiax pe3ylbTaTbl TECTUPOBAHUS KaXKIOTO
00y4Yaromnierocsi Mo KOJUYECTBY MPaBUIILHBIX OTBETOB U 3aHOCUT B BEJIOMOCTH yueTa
TEKYLIEN YCIIEBAEMOCTH.

OK3aMEeH COCTOMT W3 2 BOINpOCOB. Bompockl K »3K3aMEHy JOBOIATCS 10
oOyJaronmxcsi Ha TOCeHEN JeKIK B cemecTpe. Kaxpiii Borpoc oreHuBaercst B 15
Oamo. Ha moaroroBky oTBeTa 00y4aromemMycsi OTBOAUTCS | aCTpPOHOMHYECKUI yac.

Pe3ynbTaThl TEKyIIEro KOHTPOJSI YCHEBAEMOCTH M 3K3aMEHa 3aHOCATCS
npernojaBareyieM B SK3aMEHAIMOHHYIO  BEIOMOCTb, KOTOpas CcHaerca B
OpraHU3allMOHHBIN OT/IENT MHCTUTYTA B JI€Hb JK3aMEHA, a TAKXKE BBICTABISIOTCS B
3aYETHYIO0 KHMXKKY 00y4aromerocs.

6.4. IIpyMepbl OLIEHOYHBIX CPEACTB I PYOeKHBIX KOHTPOJIe M IK3aMeHa
1-wv1i1 pyoestcrvlit Konmposn
1. Jlna nposedenus npoyedyp uoenmugpukayuu u aymenmuurayuu
nonb308amens HeodX00UMO:
a) HaIW4Yue ayTeHTU(DHUIHMPYIOMEro OObEeKTa, XPAHSIMIETO YHUKAIbHYIO
uH(bOpMAIHIO;
b)HaMuMe COOTBETCTBYIONIETO CYOBhEKTa (MOIYIIsI) ayTeHTU(UKAITIY;
C) OTBETHI @) U b).
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2. Annapammuo-npocpammmuslie Cpeocmeda Kpunmoepaguyeckou 3aujumol
ungopmayuu 8bINOIHAIOM PYHKYUU:

a) MPOBEPSIOT Ha OTCYTCTBUE 3aKJIAJJOK IPUOOPOB, YCTPONCTB.

b) OopraHM30BBIBAIOT pEATU3ALMIO MOJUTUKU O€30MacHOCTH MHGOpMAIMK Ha
stane 3kcruryaranuu KC.

C) ayTeHTU(PUKALHUIO TOJIb30BATEINS, pa3rpaHUUYeHUE JOCTyna K uHpOopMaIuy,
oOecrieyeHUuEe I1EJOCTHOCTH UWHGOpPMAIMU W €€ 3alllUThl OT YHUYTOXKEHUS,
m(PPOBaHUE U FJCKTPOHHYIO IUPPOBYIO MOIMHCH.

2-011 py0escHblil KOHMPOJlb

1. K epynne xananoe ymeuku ungopmayuu 8 KOmopou 0CHOBHbIM CPEOCMEOM
ABAAEMCSL Annapamypa, OMHOCAMCS C1e0yIouwue Ymeuku.:

a) XUIleHne HocuTenel nHpopMannu (MarHUTHBIX IMCKOB, JUCKET, JICHT)

b) noaxmtouenne k [I9BM crnernuanbHo pa3paOOTaHHBIX alllapaTHBIX CPECTB,
00ecIeynBaIIMX JOCTYN K HH(OpMAIUy;

C) KOMMMPOBAHUE MPOTpaMMOil HHGOPMAIIK C HOCUTENEH

2. Moouguxayus knoua — omo

a) TEHEPUPOBAHME HOBOTO KJI0Ya U3 TMPEABIAYIIEr0 3HAYCHHs KiIo4a C
MOMOIIIBIO IBYCTOPOHHEH (ABYHANPaBICHHOMN) (QYHKIIUH.

b) reHepupoBaHHE€ HOBOIO KJIIOYa W3 IMOCJIEAYIOIIEro 3HAYEHUs Kio4a C
MOMOIIBIO OJTHOCTOPOHHEH (OHOHAIIPABICHHOW) (DYHKIIHUH.

C) TEHEPUPOBAHHME HOBOTO KJIOYa M3 MPEABIAYIIEr0 3HAYECHHs KiIr4a C
MTOMOIIIBI0 OJTHOCTOPOHHEH (OJHOHAIPABICHHON) (DYHKIIUU.

3-blit pybdescHblil KOHMPOJIb

1. Cywnocms memooa, 0CHOBAHHO20 HA UCNONBLIOGAHUU CAMOSEHEPUDYEMbBIX
K0008, 3aKI104aemcst 8 mom 4mo:

a) HUCIOJIHSEMbIE KOAbl MPOrpaMMbl MOJY4YAIOTCS CaMOM MPOTPaMMOM [0
IIpolLIEcCa €€ BBIITOJIHEHHS.

b) ucnosHAeMble KOJbI MPOTPAMMBI MOJIYYAOTCS CaMOM MPOrpamMMoi Tociie
IIpolLiecca €€ BBIITOJIHEHHS.

C) HCIOJHSAEMbIE KOJbl MPOTPaMMbl MOJYYAaKOTCS CaMOMl MpOTrpaMMoil B
IIPOLIECCE €€ BBIITOJIHEHHUS.

2. B yem 3axknouaemcs npasuio pasepanudenus oocmyna?

a) JIMIO JIOMyCKaeTcs K paboTe ¢ JOKYMEHTOM TOJIBKO B TOM Ciyd4ae, €Ciu
YpPOBEHb JIOMyCKa CyObEKTa JOCTyna HHUXKE YpPOBHA KOH(HIEHUHUATBHOCTH
JIOKyMEHTa, a B Habope KaTeropuil, MPUCBOEHHBIX [TaHHOMY CYOBEKTY HOCTyMa,
coJiep KaTcsl BCE KaTeropuu, onpeeieHHbIe Uil TaHHOTO JOKYMEHTA.

b) numo pomyckaercs K paboTe ¢ JOKYMEHTOM TOJILKO B TOM Cllydae, €CJu
YPOBEHb JI0NycKa CyObeKTa IOCTYyIa PAaBEH UJIU BbIIIE YPOBHS KOH(MUIECHIMATLHOCTH
JIOKyMEHTa, a B Habope KaTeropui, MPUCBOEHHBIX [TaHHOMY CYOBEKTY HOCTyMa,
COJIeprKaTcsl BCE KaTEropuu, ONPEACIICHHbIE 11 TAHHOTO IOKYMEHTA.

C) JIMIO JOMyCKaeTcs K padoTe ¢ JOKYMEHTOM TOJIBKO B TOM Cilydae, €cliu
YpPOBEHb JIOMyCKa CYOBEKTa JOCTyna HIKE YPOBHSA KOH(MUICHIINATHLHOCTH
JIOKyMEHTa, a B Ha0ope KaTeropuii, MPUCBOEHHBIX JAHHOMY CYOBEKTYy JOCTYyIla, HE
CoJIepKaTcsl BCE KaTEropyu, ONPEACIICHHBIE I JAHHOTO IOKYMEHTA.
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4-0it pybescHblil KOHMPOTIb

1. JJocmoeepHas evluuciumenvHas 6a3a 8bINOIHAEM 3a0AYU:

a) GyHKIIMOHUPYET Ha PoHE M30HpaTeIbHON MOJIUTHKH, TIPUIaBas e
TpeOOBAHUIM UEPAPXUUECKHU YIIOPSAOUYEHHBIN XapakTep (B COOTBETCTBHUH C
YPOBHSIMU 0€30TIaCHOCTH)

b) noaaepKuBaeT peanu3aluio MOJIUTUKHA OE€30MaCHOCTH U SIBJISIETCS] TapaHTOM
[EJIOCTHOCTH MEXaHU3MOB 3aIlUThI

C) MpeACTaBIseT COO0N HEKOTOPBIA HAOOp TpeOOBaHUIA, MPOIIEAIINX
COOTBETCTBYIOIIYIO POBEPKY, PEATM3YEMBIX MPU MOMOIIM OpPTraHU3aIMOHHBIX MEp.

2. Memoo manunynsayuu ¢ KoOOM NPOSPAMMBI:

a) B TOM, YTO Ha BUHYECTEPE MMPU MHCTAUIALNHN 3alIUIIAeMON OT KOMUPOBAHUS
nporpaMMbl POpPMHUPYETCS YHUKATbHBIN HACHTU(UKATOP, HATUYUE KOTOPOTO 3aTEM
IIPOBEPAETCS MHCTAJUIMPOBAHHON MPOrPAMMOM IIPHU KaXKJIOM €€ 3aITyCKe;

b) BO BKJIFOUEHHE B TEJIO MIPOrPAMMBbI IEPEXOA0B MO TUHAMUYECKH
U3MEHSEMBIM aJIpecaM U MPEPBhIBaHUSIM, a TAKXKE CAaMOT€HEPUPYIOLINXCS KOMaH;

C) B U3MEHEHMH 3alLUIIIAEMON POTPaMMBI.

IPUMEPHBINA MEPEYEHD BOITPOCOB K DK3AMEHY (8 CEMECTP)

1. OCHOBHBIE MNPUHLMIBI CO3JaHUS MPOrPAMMHO-AIIAPATHBIX  CPENICTB
obecnieueHus1 MHPOPMAITMOHHON 0€30MTaCHOCTH.

2. Konnenmus aucrneryepa I0CTyma.

3. OCHOBHbBIE KOMITOHEHTHI MOJACUCTEMBI 3aIuThl Unix.

4. daiinoBas cucTeMa — Kak OCHOBA MOJICUCTEMBbI 3aIUTHI.

5.IlpaBa gmocTtyma Kk oiaeMeHTaM (ailyloBOM  CHUCTEMBbL.  YIIpaBJICHHE
IIPOLIECCAMH.

6. OcHoBHbIe KOMIOHEHTHI nojcucTeMbl 3amuThl Windows NT u Windows
2000. ITonsiTue nomeHa.

7. OcOOEHHOCTH YCTaHOBJIEHUS JOBEPUTEIbHBIX OTHOLIEHUH.

8. Co3nanue u ynaneHue Or0HKETOB MOJIb30BATEICH.

9. OcHOBBI B3aMMOJCHCTBHSI dJEMEHTOB rereporeHHbix cereil. Llmo3er NFS,
SMB B Unix.

10. Mcnonp3oBanue cepBepa Samba i pa3aeieHUs A0CTylna K CETEeBBIM
pecypcam B tomene Windows NT.

11. 3agaun U TEXHOJOTHUs CepTU(PUKALMUA TPOrPAMMHO-ANMAPATHBIX CPEJACTB Ha
COOTBETCTBUE TPEOOBaHUSIM UHPOPMAIIMOHHON 0€30MTaCHOCTH.

12. OcHOBHBIE KaTeropu TpPeOOBaHWM K TMPOTPAMMHOM ¥ MPOTPAMMHO-
anrnapaTHOM peaan3aluyu CpecTB odecreueHus: HHPOPMAalMOHHON 0€301MacHOCTH.

13. Metoapl 1 CpeaCcTBa OTpaHUYCHHS JOCTYIA K KoMITOHeHTaM DBM.

14. MeTtompl U CpeaCTBa MPUBS3KU MPOTPAMMHOTO OOECTICUEHHSI K anmapaTHOMY
OKPYXEHHIO U (PU3NYECKUM HOCHUTEIISIM.

15. Metoapl ¥ cpeacTBa XpaHEHUs! KITFOUEBOW MH(POPMAIIHH.

16. Metoap! 1 cpeicTBa OTpaHUUEHUS JOCTYTA K (paitam.

17. Ananu3 nporpaMMHBIX peanu3aiuii. 3aumTa nporpaMm OT U3yUEHHUS.

18. 3amuTa OT pa3pyuamuX TPOrpaMMHBIX BO3EHCTBUN.

19. IlocTpoenue U30JIUPOBAHHOMN MPOTPAMMHOMN CPEJIbI.
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20. 3ammra nporpaMM OT U3MEHEHHSI U KOHTPOJIb [IEIOCTHOCTH.

21. TIporpaMMHBI€ 3aKJIaJIKH.

22. KoMIIbIOTEpHBIE BUPYCHI KaK OCOOBIN KJacC MpPOTPAMMHBIX 3aKJIaJOK.
[TpuHIMIIBEI paOOTHI AHTUBUPYCHBIX CPEJICTB.

23. llonstue ataku. Tumnsl yrpos.

24. Knaccudukaiys atak mo OCHOBHBIM MEXaHH3MaM peaan3aliii yrpo3.

25. CeTeBbie CKaHEPBI.

26. IloHaTre ananTUBHOCTH 0€30MAaCHOCTH M CUCTEMBI OOHAPYKEHUS aTak.

27. Knaccuduxanusi mo MCHojib3yeMbIM MEXaHU3MaM OOHapy>KEHUsl aTak, U
10 MIPUHIIMIIAM X MPAKTUYECKON peasn3allnu.

28. OcoOeHHOCTH PUMEHEHUS PA3INYHBIX TUIIOB CHCTEM.

29. ObHapy>KeHus aTax.

30. OcoGeHHOCTH  CYIIECTBYIOMIUX CBOOOJHO-PACIPOCTPAHIEMBIX CHUCTEM
OoOHapy>KEHHUsI aTak.

31. [lonsiTHE MEXKCETEBBIX IKpaHOB. WX Kinaccudpukanms.

32. OcHOBHbIE  TpUMEpPbl  KOH(QUrypanuu  3allUILIEHHBIX  CeTell ¢
UCIIOJIb30BaHUEM MEXKCETEBbIX FKpaHoB (MD).

33. Ocobennoctu CYILECTBYIOIIUX CBOOOTHO-PACIIPOCTPAHAEMBIX
IPOrpaMMHBIX peaau3aluil MEXXCETEBbIX HIKPAHOB.

34. IIporpaMMHO-anmapaTHble CpeACTBa 3allUThl HMHOOPMAIMM B  CETAX
nepesavyn JaHHbBIX.

IPUMEPHBINA IEPEYEHB BOITPOCOB K SK3AMEHY (9 CEMECTP)

1. [IpoGemsl obecrieueHnss 6€30MaCHOCTH MPH YIAUICHHOM JIOCTYIIC.

2. IIpotokonsl ayrentuduxanuu PAP u CHAP.

3. [IpoTokonbl ayTeHTU(PHUKAIIMKA YAAJIEHHOTO JOCTylla B TMPOTPAMMHBIX
cpeacTBax Microsoft.

4. Cucrema ayrentudukanuu u apropuzaunn TACACS u Kerberos.

5. Ilonatue BUpPTyallbHOW YacCTHOM ceTH, ee MpeaHa3zHaueHue. Peanuszanus B
pOrpaMMHBIX cpencTtBax Microsoft.

6. Yrpossr 6e3omacHocTr b/1: o0onmwe u crienmduansie. TpedoBanms 6e3omacHocTr b/1.

7. 3ammTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

8. 3amurTa OT BHIBOJA.

9. Henoctuocts BJI. Aynurt.

10. 3agaym u cpeacTBa aAMUHUCTpATOpa 0€30MacHOCTH 0a3 JaHHBIX.

11. OcHOBHBIE BUIBI M PUYUHBI BOSHUKHOBEHHUSI YT'PO3 IIEIOCTHOCTH.

12. CniocoObI poTuBoAciicTBUs. HazHaueHue cioBaps JTaHHBIX.

13. Jloctym k cioBapto nanubix. CoctaB cinoBaps. [IpencraBnenue cioBaps.

14. ®ukcanusa Tpanzakuuu. [IpokpyTku Briepen U Ha3al.

15. KontponbHas Touka. OTKar.

16. TpaH3akiuu Kak CpPEeACTBO HM30JMPOBAHHOCTH MOJIb30BaTeNieh. Pexxumbl
OJIOKUPOBOK.

17. Baemnuit kirod. CriocoObl MOAACPKaHUS CCHUIOYHOMN 1ETOCTHOCTH.

18. IlpuunHbI, BUIBI, OCHOBHBIE METO/IBI HAPYIICHUS KOH(DHUICHIINATLHOCTH.
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19. Tunel yreuku koHpuaeHuuansHOU uHpopmarmu u3z CYBJ, wactuunoe
pasriamieHue.

20. [lomyyeHne HECAHKIIMOHMUPOBAHHOTO JIOCTyNMa K KOH(UIEHIUAIHLHOU
uH(OpMAaIUU yTeM JIOTUYECKUX BBIBOAOB. MeTOAbI TPOTUBOICHCTBHUS.

21. Bunapl npuBWIIETUNA: IPUBUIIETHH 0€30MMaCHOCTH U JIOCTYTA.

22. KoHuenuus U peanu3anus MexaHu3Ma poJieH.

23. CooTHoliieHue mpaB goctyna, onpeaensembix OC u CYB/I.

24. MeTtku 0€30MacHOCTH.

6.5. ®oH] OLIEHOYHBIX CPEACTB
[lomuprit GaHK 3agaHUil  JJIs1  TEKylIero, pyOeXHBIX KOHTPOJeH u
IIPOMEXYTOYHOM AaTTECTAllMd I10 JIHUCLMIUIMHE, II0KA3aTelId, KPUTEPUH, IIKAJIbI
OLICHUBAHUSA KOMIIETEHLINHW, METONYECKUE MATEPUAIIBI, ONPEACIAIOIINE IPOLETYPBI
OLICHMBaHUsI 00pa30BaTENIbHBIX PE3yJIbTaTOB, NPUBEJIEHBl B YUYEOHO-METOJUUYECKOM
KOMIUIEKCE JUCLUIUIAHBI.

7. OCHOBHASA U JONNOJIHUTEJIbHAS YYEBHASA JIUTEPATYPA
7.1. OcHOBHas1 yueOHas1 JIUTEPATypAa

1. [Ipockypun B.I'. 3amura nporpamMm u AaHHBIX. Y4eOHOE ocodue 2-e u3jl.,
crep. — M.: «Akagemus», 2012 — 208 c.

2. Cemenko B.A., ®epopor H.B. IIporpammHo-ammapaTHas 3amniura
uHpopmanuu [DnekTpoHHbI pecypc]: — M.: MI'MY, 2007- Pexwum noctymna:
https://studfiles.net/preview/3580869/page:4/

3. [ImatonoB  B.B. I[IporpamMmMHo-ammapaTHble CpeACTBa  OOECIEUEHUs
MH(OPMAIIMOHHOW O€30MaCHOCTH BBIYMCIHTENBHBIX ceTeil: YdeOHoe mocobue.
N3panwne 2-e uctp. u gon. — M. : «Akagemus», 2006.

4. 3aiiie A.I1., TonyositnukoB WM.B., Memepsakos P.B., Illlenynanos A.A.
[TporpamMMHo-amnmapaTHble cpeicTBa obecrneueHus: HHPOpMaIMOHHON 0€30MaCHOCTH:
VYuebnoe nocodue. U3nanue 2-e ucnp. u gon.— M.: Mamunoctpoenue-1, 2006

7.2 JlonoJIHUTeJIbHASA JIUTEPATypa
1. [lTanprun B.®. MadopmanronHas 6€30MacCHOCTh KOMITBIOTEPHBIX CHCTEM U
ceteit [DnexTponnslit pecypc]: M: U] «Dopym», Uudpa-M, 2014. — [loctyn u3z DbC
«znanium.comy.
2. Kacnepckuit K. Kommbrotepabie BUPYChl U3HYTPU B CHAPYXKU [ DNEKTPOHHBIN
pecypc]: CII0: ITurep, 2007 — Pexxum noctyma: http://nemalo.net/books/490344-kris-
kasperski-kompyuternye-virusy-iznutri-i-snaruzhi-2006.html

8. YU EBHO-METO/JINYECKOE OBECIIEYEHHUE
CAMOCTOSTEJBbHOM PABOTHI OBYUAIOIIUXCSI
1. Mocksun B.B. Meronuueckue ykazaHuisi K BBITIOJHEHUIO J1a0OPATOPHOM
pabotel «IIpoBepka HACTPOEK Pa3pEIIUTEIHLHON CHCTEMBI JOCTYIA) MO JUCITUTUINHE
«IIporpammMHoO-anmapaTHbIe cpelicTBa obecricueHUs MH(POPMAITMOHHOM

6e3omacHocTi» A obyvarontuxcs Hanpasienuit 10.05.03, 10.03.01. Kypran: KI'VY,
2017.-37c.
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2. MockBun B.B. Mertonuueckue yka3aHUs K BBIIOJHEHHUIO J1aOOpAaTOPHBIX
pabor mo gucuumiuHe «lIporpaMMHoO-anmapaTHble CpeAcTBa  OOECIEUECHHUs
HH(pOpMAITMOHHOW 0€30MacHOCTH» /I O0yJaroIUXCcs 0YHOM (OpMBbI O0yUECHHS IS
Hanpasyieanit 10.05.03, 10.03.01. Kypran: KI'Y, 2017. - 59 c.

3. MockBun B.B. Mertoauueckue ykazaHus K BBIMOJHEHUIO MPAKTUYECKUX
3ajanuid o aucHuiuinHe «lIporpaMMHo-anmapaTHble CpencTBa 0OecrneueHUs
HH(pOpMAITMOHHOW 0€30MacHOCTH» I O0yJaroIUXCcsa 0YHOM (OpMBbI O0yUECHHS IS
Hamnpasyennit 10.05.03, 10.03.01. Kypran: KI'Y, 2017. — 22 c.

9. TH®OPMAIIMOHHBIE TEXHOJIOI'NHU, IPOIT'PAMMHOE
OBECIHEYEHUE U HHO®OPMAILIMOHHBIE CITIPABOYHBIE CUCTEMbI
1. OBC «Jlaab®.
2. OBC «KoHCyNnbTaHT CTYACHTAY.
3. OBC «Znanium.comy.
4. «I"apaHT» - ClIpaBOYHO-TIPABOBAs CUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHUE
JANCIHUITJINHBI
MatepuaiabHO- TEXHHYECKOE OOecleueHre MO0 pealu3alud JUCLUILIUHBI
oCcymliecTBIsieTcss B cooTBeTcTBUU ¢ TpeboBanuss OI'OC BO mno panHOU
00pa3oBaTeabHOI MPOrpaMMe.

11. Inst cTyAeHTOB, 00y4aIOIIUXCH € UCIO0JIb30BAHUEM IMCTAHINOHHBIX
o0pa3oBaTeJIbHbIX TEXHOJIOT Uil

[Ipy  ucnonb30BaHUU  BJIEKTPOHHOTO  OOYYEHHMS] U JAUCTAHIIMOHHBIX
oOpazoBaTenbHbIX TexHoyorud (mamee D0 u JIOT) 3aHATHS TOTHOCTBIO WM
YaCTUYHO TMPOBOMATCS B pexxuMme oHiaiiH. OO0beM AUCIUIUIMHBI U pacIlpeesieHue
Harpy3ku 1o Bugam pabor coorBerctByeT 1. 4.1. Pacmpenenenue 0amios
COOTBETCTBYET M. 6.2 1100 MOXKET OBITh U3MEHEHO B COOTBETCTBUHU C PEUICHUEM
kadenpel, B ciaydae mnepexona Ha D0 um JIOT B mpomecce oOyuenusi. Pemienue
Kadeapbl 00 HUCHOJIb3yeMbIX TEXHOJOTUSX M CUCTEME OIEHWBAHMS JOCTKECHUM,
OoOy4JaromMXcss MPUHUMAETCS C YYETOM MHEHHUS BEIYIIEro TNpernojaBareis u
JIOBOJIUTCS JIO CBEACHUS O0YYArOIINXCS.
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[MPMJIOXXEHME 1

AHHOTanus K padbodeil mporpaMMe JUCIUILTUHBI
«IIporpamMHoO-annapaTHble CpecTBa 3a1IUUThHI HHGOPMALMN)

00pa30BaTeNbHOM MPOrPaMMBbI BBICIIETO 00pa30BaHUS —
MIPOrPaMMBbI CTICLIUATIUTETa
10.05.03 — UndopmanuonHasi 6e30NaCHOCTL ABTOMATU3UPOBAHHBIX CHCTEM

Crneunamuzanyst Ne5: be3onacHOCTh OTKPBITHIX HHPOPMAIMOHHBIX CHCTEM

Tpyooemxocmo oucyunaunwvl: 9 3.e. (324 akaJieMHUYECKUX Jaca)
Cemecmp: 8, 9 (ounast popma oOydeHUs)
Dopma npomedicymounon ammecmayuu: IK3aMEH, SK3aMEH
Cooeporcanue oucyuniunsi. OcHogHble pazoeivl

Brenenune. IIporpammHo-amnmapaTHbIE METOAbl U CPEACTBA OrPAHUYEHUS K
pecypcam u  kommnoHeHTamM [IDBM.  IIporpamMMmHoO-anmapaTHble  CpEACTBA
Kpunrorpagpuyeckoil  3amuThl.  3ammra  nporpamm.  [logcucTeMbl  3alIUTHI
uapopmanuu B OC Windows NT. IToncucrema 3ammtsl uHGpopmanuu 8 OC UNIX.
Zammra wHpopMmarmu npu uHTerparpim UNIX um Windows NT. Ataku Ha ceTeBbie
ciykObl. AnantuBHas Oe3zonacHocTh B BC. MexcereBble 3KpaHbl. Y JaleHHBINA
nocTyn K cetd. Buptyanbhubie yacTHble ceTd. [lomuTuka Oe3omacHocTu. [loHsiTus
oe3zonacnoctu bJI. Kputepuu 3amumennoctu bJ[. Moaenu 6e3onacHoctu B CYB/I.
Mexanusmbl  obOecnieuenuss 1eaoctHocty CYBJl. MexaHusmbl — oOecriedeHUs
koHpuaeHuuanbHoct B CYB/I.
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JIMCT
perucTpanuy U3MeHeHu i (10MoJTHeHuil) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«IIporpaMMHoO-annapaTHblie CPeACTBA 3AIMTHI HHGOPMaITUN»

HN3meHeHus1 / 10M0JHEHHUs B pa004yI0 IPpOrpaMmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENIOJABATEID / Mocksuu B.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENOAABATEID / Mocksun B.B. /

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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