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1. OFBEM JIUCIIUITJINHBI

Bcero: 5 3au. equnun tpypoemkocty (180 akageMuueckux daca)

Ounas ¢popma 00yueHust

N Ha Bcro Cemectp
Bun yaeOHO# paboThI
JUACLUIUTUHY 4
AyauTOpHBbIE 3aHATHS (KOHTAKTHAsi padoTa ¢ nmpemnojaa-
BaTejieM), BCEro 4acoB 96 96
B TOM YHUCIJIE:
Jlexkuun 32 32
JlaboparopHbie pabOTHI 32 32
[TpakTrueckue 3aHATHS 32 32
CamocrosiTesibHas padoTa, BCero 4acoB, B TOM YHCJIE: 84 84
IToaroroBka K 3K3amMeHy 27 27
Jpyrue BUIbl CaMOCTOSTENHHON paboThl (ITOATOTOBKA K
MIPAKTUYECKUM, J1a00paTOPHBIM 3aHATHIM U PYOS)KHOMY 21 21
KOHTPOJITIO)
KypcoBas pabota 36 36
Buja npomexyTouHOli aTTecTallNu IK3aMeH IK3aMeH
180 180




2. MECTO JUCIIUITJINHBI
B CTPYKTYPE OBPA30BATEJBbHON MTPOT'PAMMBI

HucuunnuHa «MeToasl U CpeacTBa KpunTorpadpuyecko 3amuTbhl MHPOpMa-
UI» OTHOCUTCS K 00s13aTeNbHbIM JIuciuIuinHaM bioka 1 — monyne «MHpopmanu-
OHHasl 0€30MaCHOCTbY.

Kpatkoe conepxanue. Kpunronorus: kpunrorpagus u kpunroasanus. Kpunro-
rpadus u mpobjeMbl 0e30MacHOCTH HMH(pOpMAIUU: KOH(MUICHIIMATBLHOCTD, EeJI0CT-
HOCTb, ayTeHTU(HUKAIUS, HEBO3MOKHOCTh OTKa3a CTOPOH OT aBTOpcTBa. OCHOBHBIE
HNOHATUSA KpunTorpaduu: mmdp, KI0Y, KpUnrocucreMa, mudpoBanue, AemudpoBa-
Hue u gap. llpaBuno Kepxxoddca. Kpunrtocucrema. CTpykTypa KpHUIITOCHCTEMBI.
Kpurniroctoiikocts. Kiaccudukarus MeTonoB Kpuntorpadudeckoi 3amuTbl HHHOP-
maruu. [lepecranoBounsie mudpsl. [logcranoBounsie mu@pel. [loTokoBeie mHdpHI.
bnounsie mudper. CummeTpuyHOE U accuMeTpuyHoe muppoanne. CUMMETPUYHBIC
KPUIITOAITOPUTMBI. ACCUMETPUYHBIE KPUIITOANTOPUTMBIL. [IpMHIMIIBI MOCTpOEHMS,
OINKCaHUs U aHaNM3a Kpunrorpapudeckux aaropurmoB. Cerp Peitmrens. Kpunroan-
TOPUTMBI Ha OCHOBeE ceTu PeiicTenst. KpuntoalropuT™Mbel Ha OCHOBE ITOJICTAHOBOYHO-
nepecTaHoBOYHBIX ceTeit (SP-cetu). Kpunroanroputmsl co cTpyktypoil "kBaapart".
[TpyHIMIIBEI TOCTPOEHUS U KPUIITOAHAIN3 CUMMETPUYHBIX U ACCUMETPUYHBIX CHCTEM
3amuThl ©HGopMaruu. CTaHnagapTel KpunTorpaduedyeckoil 3amuTbl HHYOPMALUH.
XomI-pyHKUMU. DIEKTpOHHAs IU(ppoBas MOANUCh WM LUpOBast MOANUCH. Aro-
puTMBbl IMppoBoi noanucu. Kpunrorpadpuueckue nporokonst. [1O pist mmdpoBanus
JTAHHBIX.

N3yuenue aucuuiuiMHbl «MeTolbl U cpeAcTBa KpUNTOTrpadUyECKON 3aIlUThI
uH(popMaMu» OCHOBBIBaeTCA Ha 0a3e TakuMX AMCHUIUIMH Kak «MareMaTtnyeckui
aHanusz», «Anredpa u reoMeTpus», «JuckpeTHas mMaremMaTHKa», «S3BIKM Mporpam-
MUpOBaHU», «T€XHOIOTMU U METOIbI MPOrpaMMUpPOBaHUs», «OCHOBBI TEOPUH 3a-
IUTHI UHPOpMALUN». 3HAHUS U HABBIKU, NOJyYEHHBIE MPU U3yYEHUU JAUCLUILINHbI
«Metonpl M cpeAcTBa KpUNTOrpaduyecko 3amuTbl MHPOPMAIMN», LHIUPOKO HC-
MOJIB3YIOTCSl 00YYAIOMMMUCS TPU U3YyUEHUU 001IenpodeCCHOHAIBHBIX U CIEIalb-
HBIX JAMCLMILINH, CBSI3aHHBIX C BOMPOCAMH MPOEKTHUPOBAHUS, pa3padOTKH, IKCILTya-
TallMU U BHEJIPEHHS aBTOMATHU3UPOBAHHBIX CUCTEM 3aIllMThl HH(OPMaLIUU.

Pe3ynbrarel 00ydeHus MO JUCHUILIMHE HEOOXOIUMBI JJIsi BBIIIOJHEHUS KypCo-
BOM paboThl MO IUCHUIIIHHE «MeToabl W CpencTBa KpUNTOTrpaduuecKkon 3aliuThl
nH(pOpMaIMU», a TAKXKE BBIMTYCKHON KBAIM(PUKALMOHHON pabOThl B YACTU MPOEKTH-
pOBaHUSI aBTOMATU3MPOBAHHBIX CHUCTEM WJIM MOJYJIEH 3aliMThl MH(OpPMAIMU C HC-
M0JIb30BaHUEM KpUNITOTpauyeCKUX METOI0B 3aIlUThl HH(OPMALIHH.

OcBoeHue cienyomux KOMIEeTEHIMIH Ha YPOBHE HE HUYKE MOPOTrOBOIO: CIIOCO-
O€H MCMOJIb30BaTh CPEACTBA KPUIITOrpaduyecKOn 3aluThl HHPOPMALIMK TIPU pellie-
HUM 337124 ipodeccroHanbHol AesrenpHocTr (OITK-10).



3. IJIAHUPYEMBIE PE3YJIBTATbBI ObYUEHUSI

[lenpro W3ydeHUs AUCHUIUIMHBI «METOAbl W CpeacTBa KpUITOrpaduuecKkoi
3alUThl  UHPOPMAIIUWY) SBIIACTCS HW3JIOKEHUE OCHOBOIIONATAIONINX IPHHIIUIIOB
KpunTorpaguueckoil 3amuThl UHGOPMAIMU C TIOMOIIBIO KPHUNTOTPAPUIECCKIX
METO/IOB, KpUnTOrpaguuecKkux IPOTOKOJIOB; U3JTIOKEHUE MIPUHIIUTIOB
MOJITBEP)KJICHUSI aBTOPCTBA IMyTEM MPUMEHEHHS SJCKTPOHHO-IM(DPOBOMA TMOAMHCH;
pPaccMOTpEeHHE MTPUMEPOB peaTu3aIlii 3TUX METOI0B (AITOPUTMOB) Ha MPAKTHUKE.

3amayaMy OCBOCHMS JHUCIMIUIMHBI « METOABI U CpelcTBa KPUITOTPAPUIECCKOM
3aIUTHl HHGOPMAITUIY SBIISIOTCS:

- 1aTh OCHOBBI CHCTEMHOTO TOJAXOJa K OpraHu3aldyd KpUNTorpaduaecKoi
3amuThl  WHpOpMaIMK, TMepenaBaeModl M 00paldaThIBAEMOM  TEXHUYECKUMU
CpeIcTBaMM  HA  OCHOBE  NPUMEHEHHUS  KpUNTOTpahUUeCKHMX  METOJOB,
KpUNITOTpa)UIECKUX aJITOPUTMOB M KPUITOTPAPUIECKUX TIPOTOKOJIOB;

- UI3y4EHUE  OCHOBHBIX  MATEMaTHUYECKHMX  METOJIOB,  HCIOJb3YEMBIX B
Kpunrorpaduu;

- U3Yy4EHUE OCHOBHBIX QJITOPUTMOB KpHUINTOTpadUuecKor 3anuThl WHGOOpMAIUH
JUTSL pa3pabOTKX MTPOrPaMMHBIX MOIYJIEH peaau3aiuu dTUX allfOPUTMOB.

Komnerenuuu, popmupyemMolie B pe3ysibTaTe OCBOCHUS AUCITUTUIUHBI:

- ¢ CcIOCO0OEH MCTOIb30BaTh CPEJICTBA KPUNTOrPAPUUECKOM 3aIUThl HHGOPMALIUH

IpHY pelieHnH 3a1a4 npodeccuonaabHoi nestenpHoctu (OITK-10).

NHaukaTopsl U JIECKPUNTOPBHI YacTH COOTBETCTBYIOUIEH KOMIETEHIMH, (OpMHU-
pyeMONl B MpOLECCE H3YyYECHUS IUCHUIUINHBL «METOIBl U CpelicTBa KPUIITOrpa-

dbuueckoil 3auThl HHOOPMALIMKMY, OLICHUBAIOTCSA MPU MOMOIIM OIIEHOYHBIX

CPEICTB.

[Tnanupyemsbie pe3yabTaThl 00yUEeHHUS 110 TUCHMIUIMHE «MeTOoIpl M CpeACcTBa KpUNTOrpaguIecKoi 3aliThl

uHGpOpPMAIUH», HHIUKATOPBI JocTrkeHns komnereHimit OINK-10, nepeueHpb OlleHOUHBIX CPEACTB

Ne Kon nnanka-
/ TOpa JIOCTH-
JKEHUS KOMIIE-

TEeHIIUN

HaumenoBanue
UHIUKATOpa J10-
CTHIKEHHS KOMIIe-
TEHIIMU

Kon mnanupy-
€MOT0 pe3yJib-
TaTa 00y4eHHs

IInanupyemsle pe-
3yJIbTaThl 00yue-
HUSA

HanmenoBanue
OLIEHOYHBIX
CpEeACTB

1. I/Iﬂ'loﬂK—lO

3HaTh: HOBBIE 00pas3-
LBl IPOTPaMMHBIX,
TEXHHUYECKUX CPE/ICTB
Y BO3MOXHOCTH WH-
(hOpMAIMOHHBIX TEX-
HOJIOTUH, HAIIpaB-
JICHHBIX Ha KPHIITO-
rpadu4eckyo 3amu-
Ty uH(GopManuu

3 (MA-1 orik-10)

3HaeT: HOBbIE 00pa3-
16l IPOTPAMMHBIX,
TEXHUYECKHUX
CPEICTB U BO3MOX-
HOCTH UH(pOpMAILH-
OHHBIX TEXHOJIOTHH,
HarpaBJIeHHbIX Ha
KpunTorpaduieckyro
3aIIUTy HHPOPMAIH

Bompocsl Tecta

2. I/IZ['Z OIIK-10

YMeTh: NPUMEHSTh
Kpunrorpaduyueckue
TIPOTOKOJIBI ¥ KPHUIITO-
rpaiIecKue auro-
PHUTMBI [Is TIepeadn
W XpaHEHWs IAaHHBIX B

Y (MA-2 orik-10)

VYMeer: npUMeHsTh
Kpunrorpaguueckue
MIPOTOKOJIBI ¥ KPHUIITO-
rpapu4ecKue auro-
PUTMBI s TIepejadn
W XpaHEHHsI IAaHHBIX B

Kommiaekt
TAIlMOHHBIX 3a]1a4

UMU-




pacrnpenesieHHbIX HH- pacrpeieIeHHbIX
(hOpMaITMOHHBIX CH- MHPOPMAIOHHBIX
cTeMax cHrcTeMax

3. W-3 onx-10 Bramets: cmoco6uo- | B (MO-3 onk.10) | Brmameet: cioco6uo- | Bompocsr TUTS
CTBIO MPOBOUTH CTBIO IIPOBOJIUTH C/1a4u 9K3aMeHa
KOHTPOJIbHBIE  IPO- KOHTPOJIbHBIC TPO-
BEepKH  paboTocrio- BepkH paborocrio-

cobHocTH M 3 dek-
THUBHOCTH TMpPUMEHsIC-
MBIX  MPOTrPAMMHO-
anmapaTHbIX,

TorpaduIeCcKIx u

KpHII-

TEXHHUUYECKHUX CPEICTB
3aIIUTH HHPOPMALIUH

cobHoctH 1 3 pexk-
THBHOCTHU MPUMEHSI-
€MBIX POrPaMMHO-
anmapaTHbIX, KPHII-
Torpaduyeckux u
TEXHUYECKHX
CPEICTB 3alIUThI
nHPOpPMALTNH

4. COAEPKAHME JUCIUIIJIMHBI

4.1. YuyeOHO-TeMaTu4ecKuil miian. Ounas gpopma o0yueHus

KomnnyecTBO 4acOB KOHTAKTHOM

Howmep paboTHI C MperoaBaTeIeM
Py6ex HaumenoBanue temsl
TEMBI Jlabopatop.| IlpakTuu.
Jlexnun
paboThI 3aHSITHS
cemecmp 4
1 Kpunronorus: kpunrorpadusi ¥ KpUITO- 5 4 9
aHaJu3
Pvbes | Knaccugukaius MeTo/10B U alrOPUTMOB
Y 2 KpunTorpaduueckoil 3amuTel UHpopma- 6 2
007078
Pybescnvtit konmpons Nol (mecmuposanue) 1 -
3 Cummerpuunoe mudposanue. CuMMeT- 6 8 5
pUYHBIE KPUIITOCHCTEMBI
PyGex 2 4 AcummerpuyHoe mudpoBaHue. ACUMMET- 8 16 6
pUYHBIE KPUIITOCUCTEMBI M TPOTOKOJIBI
Pybesrcnvtit konmpons 2 (mecmuposanue) - - 2
[TpUHIUIIBI TOCTPOCHUS M METOIbI aHAJIH3a 3 - 3
5 Ha KPUNTOCTOMKOCTb KPUNTOTpapuuecKux
Pybex 3 P p pag
QITOPUTMOB
Pybescnvtit kKonmpons 3 (pewrenue 3adau) - - 1
Kpunrorpaduueckue npotokosnst. LI, 6 4 8
6
PyGex 4 IIIT
Pybescnvtit konmpons 4 (mecmuposanue) 2
Bcero 3a cemecTp: 32 32 32




4.2. Cogep:kaHue JeKUMOHHBIX 3aHATHH
Tema 1. Kpunrosiorusi: Kpunrorpagusi ¥ KpMnTOAHAIN3.

Kpunronorus: kpunrorpadgust 1 kpunroaHanus. Mctopust pa3BUTHSI KpUITOrpa-
bun. Kpunrtorpadus u mpobGiaeMbl 6e30macHOCTH HH(pOpMAIUU: KOH(PHUISHIIUATb-
HOCTb, II€JIOCTHOCTh, ayTEeHTHU(UKAIM, HEBO3MOXHOCTh OTKa3a CTOPOH OT aBTOP-
CTBa.

OcHoOBHBIE TIOHATHUS Kpuntorpaduu: mudp, KoY, KpUITocUcTeMa, MHUppoBa-
Hue, aemmdpoBanne u Ap. OcHOBHOM oOBekT kpunrtorpaduu. Kpumrocucrema.
Crpykrypa kpunrocucteMbl. TpeboBanus k kpunrocucremam. [Ipasuno Kepkxodda.
KpunTocTONKOCTS.

Bunpt yrpo3. Ataka Ha mmgp. CToUkocTs Kimtoda. CI0KHOCTh BCKPBITHS MIH(pa.

Matemaruueckas monaens mudpa. Teopus cekperHoctu [llennona. YacToTHble
XapaKTEPUCTHKHU OTKPBITHIX COOOIIIEHUH.

Tema 2. Kinaccudukanms mMeTo0B Kpunrorpadpuyeckoil 3ammrbl HHGOpMALAH

OcHOBHBIE 3Tamlbl CTAaHOBJEHMsI KpunTorpaguu kak Hayku. Mctopuueckue
mmdpel. Kinaccupukauus mudpos. Lnudper 3amensl, nepecTaHOBKH, TaMMUPOBAHUS.
Komnosumuun mmdpos. [Ipumepbl HCTOPUYECKUX PYYHBIX M MAlIMHHBIX HIMQPPOB:
mndp Lesaps, mudp npocroit 3amensl, mudp I[lneridepa, mudp [Honubus (momudu-
aHckuil kBazpart), mmdp Buxkenepa, mmdp «I[loBopoTHas pemieTka» (MOBOpOTHas
pemetka Kopaano), mudp Xumwia, mmdp Beprnama, Enigma, mmudp Xedirmuna. Cro-
COOBI MX BCKPBITHS.

Knaccudukanusa metonoB kpunrtorpapuyeckod 3ammrtsl uHGopmaimu. [lepe-
ctaHoBouHble mHU@pbI. [logcranoBounble mu@psl. [ToTokoBble mUGpPHL. biiouyHble
mupel. CUMMETpUYHOE W accuMeTpuuHoe mudpoBaHue. CHUMMETPUYHBIE KpHII-
TOAITOPUTMBI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI.

OCHOBHBIE HANPABJICHUS UCIIOIb30BaHUS KPUNITOIPAPUUIECKUX METOJOB.

[TpuHIIMTIBI TOCTPOCHUS, OMHUCAHUS W aHalu3a KpUNTOrpaduyecKux ajaropuT-
MoB. Cetp @elimirensa. Kpunroanroputmel Ha ocHoBe cetu Delicrens. Kpunroanro-
PUTMBI Ha OCHOBE MOJICTAHOBOYHO-IIEPECTAHOBOUHBIX ceTer (SP-cetn). Kpunroanro-
PUTMBI CO CTPYKTYypoii "kBagpat". DnekTpoHHas 1udposas noanuck. Kpunrorpadu-
YECKHE MTPOTOKOJIBI.

Pyoestcnvrit konmpono Nel (mecmupoeanue)
Tema 3. CumMmeTpruHoe mu@poBanne. CHMMeTPUYHbIE KPUNITOCHUCTEMbI.

3.1. Brounsie wughpor. llonstue o 610yHOM mKppe. 3aMEHBI U NTEPECTAHOB-
ku. Meroapl 3aMeHbl: MOHOall(paBUTHAsA, MonMaidaBUTHAA, TOMOPOHUYECKass. MeToapl
nepectaHoBKH. SP-cetb. JlaBunubii apdext. Cers Daiictens (Deiicrens). Kpuroan-
roputMbl cumMeTpuuHoro mmmdpoBanuss DES, T'OCT 28147-89. Iludp I'OCT
28147-89. Pexumbl mmdpoanus. Komnozunus Omounbix mudpos. [udps
SQUARE, AES. Ilogxoasl k kpunToananusy 0104yHbIX mudpoB. Juddepenimans-
HBIM KpunrtoaHaius. JInHeWHpI KpunToananu3. MHOrokpatHoe mudpoBaHue u ata-
Ka «BCTpeYa MOCEPEANHEN.

3.2. Ilceeoocnyuaiinvie nocieoosameibHOCMU U HOMOYHbBIE WUPpPbL. Xa-
PaKTEpUCTUKH F€HEPaTOPOB IceBAocaydannbix nociuenoBarensuocren (IICII, TICT).
TpeboBanust k kpuntorpaduyeckum [ICIIL. TTpumepst [ICT" u xkpunrorpaduyueckux
[1ICT. O6mas cxema noroyHoro mudpa. CHHXpOHHBIE U CAMOCHHXPOHU3UPYIOIUECS



mmm@pel. Peructpol capura ¢ oOpatnoit munerinoit cesa3pio (PCJIOC). IICT Ha ocHOBe
PCJIOC. udp Trivium. HenuHeiHbie peructpol casura. [[pyrue moroynsie mud-
pb1, Hanipumep, RC4.

3.3. Teopua umumocmoiikocmu Cummonca u Kpunmozpaguueckue XIiui-
¢ynkuuu. Vimuranus v noaMeHa cooOiieHus. XapakTepucTUKH UMUTOCTOMKOCTUH. Me-
TOJIbI 00eCrIeUeHUs] UMUTOCTOUKOCTH IHPpoB. CoBepilieHHass UMUTOCTOMKOCTh. CBSI3b
MEX]Ty IMUTOCTOUKOCTBIO 10 CUMMOHCY U cekpeTHocThio 1o [llenHony. [lonsitue koga
ayTeHTHU(HKALIMU U €T0 CBOWCTBA MMUTOCTOMKOCTH U ceKpeTHOCTU. HazHauenue u KoH-
CTPYKLHS KOJOB ayTeHTU(HUKALIUN U 3aIIUTHBIX KOHTPOJIBHBIX CyMM.

TpeboBanust x xom-¢pyHknusM. Kpuntorpadpuueckas CTONKOCTh —X3II-
¢bynkuii. Kommusuu. Tlpumenenue xsm-¢pyHkuuid. [Togxoapl K MpOeKTHPOBAHUIO
X31I-QYyHKIUH. ANTOPUTMBI BBIPAOOTKH XAUI-PYHKIMHA. Xd3I-PYHKIIMH HA OCHOBE
6mounoro mudpa.

Crannaptel Ha xam-pyukuun: ['OCT P 34.11-94, SHA-1. Cxema Mepkia-
Hamrapaa u 'OCT P 34.11-2012. Konnenmuus «ryoka» u SHA-3. Koasl ayreHTHDH-
Kaiuu 1 crnocoObl ux nocrpoenus. HMAC.

Tema 4. AcumMmeTpuuHoe mMPpoBaHNe. ACHMMETPUYHbIE KPUNITOCHCTEMbI H
MPOTOKOJIBI.

4.1. Acummempuunvle (¢ omkKpoimoim Kirouom) wiugpol. Ilpenmyiiectsa u
HE/IOCTATKU aCUMMETPUYHBIX cUCcTeM Iu(poBanus. ['eHepanus kinoueBoil nHpopma-
1Y 1J151 aCUMMETPUYHBIX KPUIITOCUCTEM.

[lonsiTe ogHOCTOPOHHEW (DYHKUIMU M OAHOCTOPOHHEW (pyHKUMU C "mazeilkoil".
[IpoGnembl (pakTopu3alUy UENbIX YHCEN W JOrapu(PMHUpOBAaHUS B KOHEUHBIX IMOJISX.
Kpunrtocucrema Juddu-Xsmimmana. Kpunrocuctemsr RSA, Dnp-I'amans, PaOuna,
['onbnBaccep-Mukanu, bimoma-I'onsaBaccepa. Prok3aunsie mmdpsl. KpunrocucreMsl
C OTKPBITBIM KJIFOYOM, OCHOBAHHbIE Ha JIMHEHHBIX KOJaX. BeposTHOCTHBIE TECThI Ha
npocrory. Jlokazyemo mpoctele uMcia. HaxokieHue NopoKIaromiero 3JIEMEHTa U
AJIEMEHTA 33JaHHOTO MOPSIKA.

4.2. Cxembt yughposoii noonucu. Ilorstue MEKTPOHHON MUGPOBOK MOAMKUCH
u TpeboBaHus K Heil. Ataku U yrpo3sl cxemam OLI1. Anroputmer SLI1: RSA, Dinb-
INamans, @uara-Ilamupa, Onra-lllHoppa-Illamupa, [IHoppa. HeoTpuiaemas moju-
nuck [llayma-Ban-Anteepnena. Crannaptel D11 DSS, TOCT P 34.10-94.

4.3. Dnnunmuueckue Kpuevle Hao KoHeunvim noaem. [ludpor u DI Ha ux
OCHOBE. DJUIMNTHYECKasi KpUBas HaJ KOHEUYHbIM nojeMm. Onepauuyd Ha 3JUIMITHYE-
ckoil kpuBoi. Cymma Touek. KpatHas touka. [IpoGnema nuckperHoro jorapupmu-
poBaHMsA Ha >JMNTHYeCKoM KpuBoi. Ilepexox ot mmdpa (OLII) B Z, x mmdpy
(BUIT) na >munTryeckoit kpusoil. Llndp Dnb-I'amMans Ha IIMOTHYECKON KPUBOM.
Cranpaptel DI Ha sammunrraeckon kpusoi: I'OCT P 34.10-2001, I'OCT P 34.10-
2012, ECDSA.

4.4. Beeoenue ¢ kpunmozpaguueckue npomokxonst. Ilonsarue xpurnrorpadu-
4eCcKoro nporokosia. OcHOBHbIE TpUMEpPBI. CBS3b CTOMKOCTH IMPOTOKOJIA CO CTOMKO-
CThIO 0a30BOI1 kpunrorpaduueckoit cucremsl. Knaccudukanus kpunrorpadudeckux
poTOoK0JI0B. [TaposibHBIE CXEMBI U TPOTOKOJIBI ""pyKomoxaTus'". B3anMocBa3p Mexay
MPOTOKOIaMH ayTeHTHUUKAIMK U 1u(ppoBod moanucu. [IpoTokossl cepTudukanmum
Kirouen. [IpoTokosibl mpeaBapuTenpbHOro pacupeaeneHus kinoue. [IpoTokonsl BbI-



paboTKu ceaHCOBBIX Kitoueil. OTKpbITOE pachpenencHue kimodei Auddu-Xenmmana
u ero Moaudukauu. Bonpockl opranuzanuu cerei 3aceKpeueHHou cBsizu. Jlokasa-
TEJIbCTBA C HYJIEBBIM pa3riiamieHueM. Paznenenue cekpera. [IpoTokosbl moadopachl-
BaHUS MOHETHI. [locTpoeHNE NPOTOKOJIOB C HYJIEBBIM pa3riialieHueM Ha OCHOBE NP-
CJIOKHBIX 33/1a4.

Tema 5. IlpuHUMOBI MOCTPOCHUS U METOAbI AHAJIM3Aa HA KPHUINTOCTOMKOCTH
KPUNTOrpau4ecKux ajiropuTMoB.

[IpyHIMIBI OCTPOCHUSI U KPUINTOAHAIN3 CUMMETPUUYHBIX cHCTeM. Kpumro-
aHanu3 mudpoB nepecTaHoBKU. KpunroaHains OTKPBITHIX TEKCTOB.

[Tpunuunel noctpoenus v kpuntoananus RSA. Ataka merogom ®@epma. Ataka
NOBTOPHBIM IIH(pOBaHHEM. ATaka Ha OCHOBE KHUTANCKON Teopembl 00 OCTaTKax.
beckiroueBoe YTeHHE.

Tema 6. Kpunrorpaguueckue nporoxoiasl. LI, L.

Benenue B npotokosibl. [IpoTOKOIBI ¢ MOCPEAHUKOM. ApOUTPaKHBIE TPOTO-
KoJbl. CaMoI0CTaTOYHBIE MPOTOKOJIBL. [IONBITKM BCKPBITUS IPOTOKOJIOB.

DneKTpOHHO-UM(pPOBasi MOANUCH HA OCHOBE CXEM C OTKPBITBIMHM KIIIOUaMU:
RSA; cxema Pabuna; cxema IllHoppa; cxema Onb-I'amans; cxema @Deiire-duara-
[Mamupa. Anroputm rudposoit noanucu DSA. Poccuiickue crannapts DLI1. Cran-
napt mudposoit noanucu 'OCT P 34.10 — 2001. Crangaptet OLII Ha smmuntuye-
ckoit kpuBoit: 'OCT P 34.10-2001, 'OCT P 34.10-2012, ECDSA.

4.3 JlabopaTopHbIe padoThI

Hopmarus
Howmep Haumenosanue Haumenosanue p
BpPEMEHH,
TEMBI TEMBI 1ab0paToOpHBIX padboT qac
4 cemecmp
JlabopamopHaa paboma Nel. IlporpaMmmHoe obecrie-
YeHUe Ui CUMMETPUYHOTO U aCHMMETPUYHOTO U (-
Kpwurnrrosorus: . y 2
poBanust coobmenuil. ludpyromas ¢aiinosass cu-
1 Kpunrorpadus u . .
crema (Encrypting File System - EFS).
KpUIITOAHAIN3
Jlabopamopunas paboma Neo2. WccnenoBanue (QyHK- 2
[IMOHAJIBHBIX BO3MOXHOCTEHN Kpuntocucremsl PGP
Jlabopamopnas paboma Ne3. Bunbl CUMMETPHUYHBIX
cucteM. MeToJibl 3aMeHbl: MOHOalI(aBUTHAsA, MOJIH-
CumMeTrpHuuHOE
ImdpoBatHe andasuTHast, romodonnyeckass. CUMMETpUUYHbIE CH- 4
3 ) cremsl. Inudgp Buxenepa. ludp I[lnendepa. burto-
CuMMeTpHuuHBbIE bp P bp bep
KPHITTOCHCTEMBI BbI€ MAaHUMYJISALIUU.
Jlabopamopnas paboma Ne4. Anroputm ['OCT 28147- 4
89 u DES
Jlabopamopnas paboma Ne5. ludpocucrema RSA v 4
AcummerpuuHoe | Kpunrocucrema RSA
mudpoBaHue. Jlabopamopnas paboma Ne6. BepostHocTHOE mIHppo- 4
4 Acummerpuunsie | Banue. llndpocucrema Dmb-1"amans
KPUNITOCUCTEMBI U | Jlabopamopuas paboma Ne7. Xem-QpyHKIMHU B KpHII-
IIPOTOKOJIBI torpaduu. IlporpammHass peanusanus anropuTMa 4
Xem-QyHKIUN




Jlabopamopnas paboma Ne§. TIporpamMmHas peau3ariyist

4
OUIT u crangapros DL
Jlabopamopnas paboma Ne9. Kpunrorpaduaeckue 5
6 Kpunrorpaduueckue| MIpoOTOKOIIBIL.
npotokonasl. DI | Jlabopamopnas paboma 10. DnexTpoHHO-1IMDpOBast 2
HOJIIHCh.
Bcezo 3a cemecmp 32
4.4. IlIpakTnyeckue 3aHATUSA
Hopmarus
Howmep Haumenosanue HaumenoBanue BDOMCHI
TEMBI TEMBI MPAKTUYECKHUX 3aHATHN p qac ’
4 cemecmp
Ipakxmuueckas paboma Ne 1. Bunbl yrpo3. Ataka
Ha mudp. CroiikocTh Kito4a. CI0KHOCTH BCKPBI- 1
Kpunronorus:
1 Kkpuntorpadus u T M pa.
Tpaxmuueckas paboma Ne 2. Maremarudeckas Mo-
KPUNTOAHAIIN3
nenb mdpa. Teopus cekperHoctu [llennona. Ya- 1
CTOTHBIE XapPaKTEPUCTUKU OTKPBITHIX COOOIICHHH.
Knaccudpukanus me- | Ilpaxmuueckas paboma Ne 3. ictopudeckue
9 TOAOB  KpumnTorpa- | mudpsl U uX Kpuntoananu3. KommnbroTepHas pea- 2
¢udeckoil  3amUTHl | IM3AIMA U BCKPHITHE MN(POB 3aMEHBI H IIH(POB
nHdopManuu TIepPeCcTaHOBOK.
C Ipaxmuueckas paboma Ne 4. biouHoe cumMMeT- 5
HMMeTquHOZ pUYHOE MM(POBaHKE
mmdposanue. Cum-
3 (bposane Ilpakmuueckas paboma Ne 5. KputoanropuTmsl
METPUYHBIE KPUIITO-
cummetpuyHoro mudposanust DES, TOCT 4
CHCTEMBI
28147-89
Ipakmuueckas paboma Ne 6. Anroputm ooMeHa
AcnMMmeTpruuHOE 2
kimodamu [luddu—Xemmana.
mudpoBanue. Acum-
Ilpakmuyeckasn paboma Ne 7. Anroput™ Ha OCHOBE
4 METPUYHBIE KPUIITO- 2
3aaun 00 yknajke prok3aka (Knapsack Cryptosystem)
CHCTEMBI U IPOTOKO-
HEL Ipaxmuueckas paboma Ne 8. AcummeTpuaHoe 5
mMQpOBaHKE, UCTIOB3YIOIIEE MUTANTHYECKHE KPUBbIS
Pybesxcnviit konmpons 2 (mecmuposanue) 2
5 [Mpunanmne! noctpoe- | Ilpakmuueckasn paboma Ne 9. Kpunrtoananus
HUS U METOJIbI aHAJIM- | CHMMETPHUYHBIX cucTeM. Kpunroananus mmdpon 1
3a Ha KPUITOCTOM- 3aMeHBI ¥ MU(PPOB MEPECTAHOBKH. .
KOCTb Kpunrorpapu- | Ilpakmuueckas paboma Ne 10. Tlodeaurens AES 5
YecKux ajaroputMoB | — mudp Rijndael
Pybesxcnvtit Konmpoan3 (peutenue 3a0ay) 1
6 Ilpaxmuueckas paboma Ne 11 DnekTpoHHO-
Kpunrorpaduueckue | uudponas noanuck. Ludposas nognuce. Cran- 4
npotokosl. DI, JApThHI
LT Ilpakmuueckas paboma Ne 12. Kpunrorpaduue- 4
CKHE MPOTOKOJIBI.
Pyoesxcnviit konmpons3 (mecmuposanue) 2
Bcezo 3a cemecmp 32
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4.5. KypcoBasi padora
Lenpro KypcoBOM pabOTHI ABISETCS pean3als MOJTyYEeHHBIX 3HAHUU MO OC-
HOBaM KpuUITorpaduyecKkon 3amuThl THHOPMALIHH.
KypcoBast paboTa BBINIOJIHAETCS B COOTBETCTBUM C MHAMBUAYaIbHBIM 3aJaHU-
eM. O0beM KypcoBoil paboTsl 20-25 cTpaHull.
Cmpykmypa Kypcoeoii padomul:
1) TUuTyIBHBIN JTUCT.
2) Ornasyenue (CoJiepKaHne) KypcoBOro MPOEKTa.
3) Beenenue.
4) IlocTaHoBKa 3aa4u:
a) UCXOJHBIE JaHHBIC,
0) 11eJ1b KypCOBOM pabOTHI;
B) 3a/1a4H, MOJJIEKAIINE PACCMOTPEHUIO (PEIICHUIO) B KYpCOBOil paboTe.
5) ConepxatenbHas 4acTh (MOXKET OBITH B BHJE JBYX IJaB, pa3JeoB, mapa-
rpadoB, MPUBA3aHHBIX K 3a/1a4aM KypCOBOU pabOThI).
6) 3aKJIFOUeHUE U BBIBO/IBI:
a) MepevyeHb MOJYyUYCHHBIX PE3YJIbTaTOB (COTJIACHO IIENM U 3a7adyaM Kypco-
BOM pabOThI) U MX HOBU3HA,
0) BBIBOJIbI, ITOJTyYEHHBIE T10 UTOTaM KYpPCOBOM pabOTHI.

TEMATUKA KYPCOBBIX PABOT 10O JUCHUIIJIMHE
1. Xom-¢yukuuu. Anroput™m MDS. Ctangapter SHS, TOCT P 34.11-94.
2. bnounsie mudpel. SP-cetu. [Ipunnun urepatupoanus. Koncrpykius deiicre-
5. [Tpumepsr (TOCT 28147-89, AES).
3. OreHka KayecTBa TEHEPATOPOB MICEBIOCTYYaHHBIX TTOCIICIOBATEIPHOCTEH
4. LLL-anroput™m mocTpoeHUs MPUBEACHHOTO 0a3uca pelieTKU: MporpaMMHas pea-
Ju3aiys, IpUMEeHEeHUE B Kpuntorpaduu
5. MHccnenoBanue 3aBUCMMOCTEN MPOU3BOAUTEILHOCTH BBIYMCICHUN TUIIOBBIX OIle-
pauuid HaJ TOYKaMU JJUIMIITHYECKON KPUBOM OT CUCTEM KOOPAMHAT, B KOTOPBIX pac-
CMaTPHUBAETCS AJUIMITUYECKAS] KpUBasl.
6. Anroputmbl (pakTopu3ayn (Pa3IoKEHUS HA MPOCTHIE MHOMKUTEIHN) IIEJIBIX COCTaB-
HbIX uncel: Ainroput™ Jlenctpsl, p-meton omnapaa, [apanoke qHei poxkaeHus u ap.
7. Meronpl pemnieHus 3a7a4 AUCKPETHOTO JorapudmMupoBaHusi: MeTo/1 MOJHOTO Tie-
pebopa, anroputm Cunbpepa-Ilonura-Xemimana u nip.
8. Meronapl ObICTPOI MOAYIBHON apuPMETHUKU W UX MPUMEHEHUE ISl YCKOPEHUS
KpUNITOTpaUueCcKuX alrOpuTMOB.
9. Maremarnyeckue MEeTObl KBAHTOBOM KpUMITOTpaduH.
10. IlpukitagHas Teopusi aBTOMaTOB — aBTOMAaTHbBIE MOJIEIM KPUTITOCUCTEM U yIIpaB-
JISFOLUX CUCTEM.
11. Jlornueckoe NMPOEKTUPOBAHUE JUCKPETHBIX aBTOMATOB — MaTeMaTUYECKUE MOJIe-
JU ¥ METOJbl aHAJIN3a, CUHTE3a, ONTHUMU3AIMU U OIEHKH CIIOKHOCTHU JTHUCKPETHBIX
aBTOMATOB, anmapaTHasi peaau3aius KpUnToaJaropuTMoB.
12. Yopasnenue wimodamu. ['enepanus kimroueir. Pacnpenenenue xmoueit. Uudpa-
CTPYKTypa OTKpBITOTO Kitoua. l{eHTpamn3oBanHoe (IIEHTPHI cepTU(dUKAIIMN) U pac-
IIPEIEIIEHHOE YIIPABJICHUE.
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13. CucteMbl C OTKPBITHIM paclpeeieHueM KITto4eil 17151 aDOHEHTCKUX CETEeH.

14. Pexxumbl pabotel DES. Cuennenne 6mokoB. IlludpoBanHas oOGpaTHasi CBS3b.

JIBoitHoit u TpoitHoi DES. Jlpyrue cummeTpruuHO-0J104HbIEC TTU(PHI.

15. TTorounoe mudposanue. Peructpel capura. [Ipumeps! mudpos (A5, RC4). Mo-

nynsipabie mdpsl. [udpsr Bukubepa.

16. Paznenenue cekpera Ha ocHOBE ypaBHeHuM Jlarpanxka. Paznenenue cekpera Ha

OCHOBE KUTaWCKOW Teopembl 00 ocTaTkax. Pa3meneHue cekpera Ha OCHOBE CBOMCTB

PaBHOBECHBIX KOJIOB.

17. «I1noTHBIE PIOK3auHbIE KPUIITOCUCTEMBD) C 3JIEMEHTAMH U3 KOHEYHBIX MOJIEH.

18. DneKTpOHHBIE TUTATEKH.

19. Hudposas noanuce 1oKymMeHTa (ayTeHTUDUKALINSA).

20. IlporpamMmHas peanu3ausi aCHMMETPUYHBIX KPUTITOTPAPHUECKUX alTOPUTMOB

21. Pa3zpaboTKa mporpaMMbl ayTeHTU(DUKAITIH [T0JIb30BATENEH:

21.1. TlaponbHasi ayTeHTH(UKAIMS C TOTOJHUTEIBHBIMH CPEIACTBAMU A MUHU-
CTpUpOBaHUA (3aJlaHHE MAKCUMAJIbHOTO ¥ MUHUMAJIBLHOTO CPOKOB JCHCTBUS
napoJisi, BEJICHHE CIUCKa YXK€ MCIIONb30BaHHBIX Mapojeil 3a1aBaeMoil Mak-
CUMAJIbHOU JIJTUHBI).

21.2. Ayrtentudukanus moiab30BaTeaci Ha OCHOBE MO «PYKOIIOKATHS.

21.3. AyrteHtudukanus moiab30BaTeaeh Mo UxX «POCIUCH» MBIIIBIO.

21.4. Ayrtentudukanus moiab30BaTesae mo ux KIaBUaTypHOMY MOYEPKY.

21.5. AyteHtudukaiys moip30BaTeNIe HA OCHOBE WX CHOCOOHOCTH K 3allOMHHA-
HUIO 0TOOpakaeMoi Ha KOPOTKOE BpeMs Ha SKpaHe HHGOpPMAIUH.

22. Pa3zpaboTKa mporpaMMHBIX CPEJCTB KOMIBIOTEPHOU cTeranorpaduu:

22.1. CxpsiTHe U u3BjI€UeHUE HHPOpMAIHK B rpaduueckux Qaiinax.
22.2. CxpbITHE U U3BJICUCHUE HHPOPMAIIIH B 3BYKOBBIX (paiinax.
22.3. CxpblTHE U U3BJICUeHUE HHPOpPMAIIHH B BUCO(aiinax.

22.4. CkpbITHE U U3BIIeUeHUE NH(HOPMAIINH B TEKCTOBBIX (haiiax.

23. Pa3paboTKa 3amuieHHON MOYTOBOM KIIMEHTCKOW MPOTPaMMBI:

23.1. C aBromaruueckum mudpoBanueM (pacmmdppoBaHHeM) COOOIEHUA U (UIIH)
MPUCOEIMHEHHBIX K HUM (haiiioB.

23.2. C aBromatuueckuM mnoaydeHueM DIIII mox coobmennem u (WIIM) TPHCOETH-
HEHHBIX K HeMY (paitioB (mpu otnpaBke coobienus) u npoBepkoi LI (mpu
MOJIYYCHUH COOOIICHMUS ).

23.3. C aBTOMAaTHYeCKOi MPOBEPKOI Ha BPEJOHOCHBIE BJIOKEHUS C TIOMOIIBIO OHON
U3 TIPOrpaMM-CKaHEPOB.

24. KombunupoBanHoe mudpoBaHue Ha ocHOBe anropuTMoB Rijndael 1 MARS.

25. Pa3paboTka anroputma BHeIpEHHs [M(PPOBOTO BOJSTHOTO 3HAKA B H300pakeHNUE.

26. 3amuTa MH(POpPMALIUKA B AJIEKTPOHHBIX MJIATEKHBIX CHCTEMaX Ha OCHOBE aJro-

pUTMa onpeereHus MPUHAICKHOCTH YMCIIa MHTEPBATY C HYJIEBBIM pa3TialieHueM.

21. Ilporpammuas peanuzarus anroputMoB xsmupoBanus SHA-1, SHA-256, SHA-

384 u SHA-512.

28. I'eneparyisi 1 MCCIIEIOBaHUE KPUMTOTPAGHUECKA CTOUKUX SJUTUIITUYECKIX KPHBBIX

29. CratucTUYeCKHil aHAIIN3 KPUITOAITOPUTMOB.

30. PazpaboTka mporpamMmmHOro KoMmiuiekca «JlabopatopHbiii MOAYIb « IKCTIEPUMEH-

TaJIbHOE UCCIIEIOBAHNE CTOMKOCTH KPUNITOCUCTEMBI RSAY.
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31. UccnenoBanue 3BPUCTUYECKUX MOIXOAOB K OOHAPYKEHUIO aTak Ha TEICKOMMY-
HUKAlLMOHHbIE CETH Ha 0a3e METO/I0B UHTEIJIEKTYaJIbHOTO aHAJIN3a JAHHBIX

32.

5. METOANYECKHUE YKA3AHUA JJISA OBYUYAIOINUXCA
11O OCBOEHUIO JUCHUITJINHBI

[Ipu mpocnymuBaHUM JEKIUA PEKOMEHIYETCS B KOHCIIEKTE OTMEUYaTh BCE BaX-
HbIE MOMEHTBI, HA KOTOPBIX 3a0CTPsIET BHUMAaHUE MpENojaBaTelib, B YaCTHOCTH Te€,
KOTOpBIE HAIlPaBJICHbI HA KAYECTBEHHOE BHITIOJHEHHE COOTBETCTBYIOMIEH Jaboparop-
HOM WJIM TIPAKTUYECKON paOOThI, UM BBIMTOJTHEHUS KYPCOBOU PabOTHI.

[IpenogaBareneM 3ariaHUPOBAHO HUCHOJIb30BAHUE TEXHOJOTMH YYEOHOU ITUCKYCCHH
npu yreHuu Jekuuil. [Tostomy pekomenmyercs: (GPUKCHpOBaTh IS ceOsi UHTEPECHBIE MO-
MEHTBHI C IIEJIbI0 MX aKTUBHOTO OOCY>KACHHS B KOHIIE JICKIIUHU B ()OpPME TUCKYCCHH.

3aJI0roM Ka4yeCTBEHHOT'O BBIIIOJIHEHHS IPAKTUYECKUX PaOOT M 1a00paTOPHBIX pa-
OOT SBJISIETCS CaMOCTOSITENbHAs MOJArOTOBKA K HUM HAaKaHyHE IyTE€M I[OBTOPEHUS
TEOPETHUYECKNX MAaTEepUaAJIOB JEKIHUNA. PEKOMEHIyeTCs MOATOTOBUTH BONPOCHI 110 He-
SICHBIM MOMEHTaM 1 00CYAUTh UX C MpenojaBaTesieM Iepe/] HauaioM padoThl.

[IpenogaBarenieM 3aryIaHUPOBAHO IPUMEHEHHE HA MPAKTUYECKUX 3aHIATUSAX U Jia-
OOpaTopHbIX pabOTax TEXHOJOIMM pPa3BUBAIOLIEHCS KOONEpaluu, KOJJIEKTHUBHOIO
B3aMMOJEHCTBUSI, pa300pa KOHKPETHBIX CUTYaIUH.

JIJis TEeKyIero KOHTPOJIsl YCIIEBAaEMOCTH 10 OYHOU (popMe 00ydeHUsI IpenoaaBa-
TEJIEM HCIOJIb3yeTCsl OAINIbHO-PEUTUHIOBAsI CUCTEMA KOHTPOJISI U OLIEHKU aKaJeMu-
YyecKoM akTUBHOCTHU. [103TOMY HAcCTOSITEIbHO PEKOMEHJyEeTCsl TIIATEIbHO Mpopada-
THIBAaTh MaTepuajl JUCUUIIMHBI IPH CAMOCTOATENIbHON paboTe, y4acTBOBaTh BO BCEX
dopmax 0OCyKIeHUsI U B3aUMOJCIHCTBUSA, KaK Ha JIEKIUAX, TAK U HA MPAKTHYECKHUX
3aHATHUSAX U Ja0OPATOPHBIX padoTax B LEJAX JIyYIIEro OCBOCHHS MaTrepuaia U moiy-
YEHUs1 BBICOKOM OLIEHKH MO PE3YJIbTaTaM OCBOEHHUS JTUCUUILIIMHBI.

BrinonHeHne caMocTosTeNbHOM paboThI MMOApa3yMeBaeT MOJATOTOBKY K MPaKTH-
YECKUM 3aHSATUSAM U JTaOOpaTOPHBIM paboTaM, K pyOeKHBIM KOHTPOJISIM, HaIllMCaHUE
KypCOBOI pabOThI, MOJATOTOBKY K 9K3aMEHY .

PekomeHnnyemasi Tpy10EMKOCTh CaMOCTOSATEILHON pabOTHI Mpe/icTaBlieHa B Tao-
JULE:
PexoMeH1yeMblIil pexuM CaMOCTOSITEIbHON paOOThI

Pexomennyemas
HanmenoBanue
. TPYAOEMKOCTb,
BH/Ia CAMOCTOSITEIbHOM PadoThI
aKaJ. Jac.
CamocTosTenbHOE U3YIYEeHUE Pa3JIeNioB 2
[ToaroToBKa K MPaKTUIECKUM 3aHATHSAM H JJabopaTopHbIM padotam (1o 0,5 11
qaca K Ka)XJIOMY 3aHSTHIO)
[ToaroroBka K pyOeKHOMY KOHTPOJIIO (IO 24 K K&KJOMY pyOexy) 8
Kypcosast pabota 36
[loaroroBka K 3K3aMeHy 27
Bcero: 84
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6. ®OHJT OLIEHOYHBIX CPEJICTB JJISI ATTECTALMH MO JTUCIUTIIVHE

6.1. IlepeyeHb OLIEHOYHBIX CPEACTB

1. bamnbHO-peUTUHIOBasE CUCTEMa KOHTPOJISI M OLICHKM aKaJeMHYECKOW aKTUBHO-
ctu obyuarommxcs B KI'Y.

2. OtyeTsl 00yYaroIKMXCs M0 Ja00opaTOPHBIM padoTaMm.

3. OTyeThl 00yYaIOIUXCS O MPAKTUYECKUM 3aHSATUSIM.

4. Kypcoas paborTa.

5. TectoBsle 3aanus K pyOekHbIM KOHTPOJIsIM Ne 1, No 2, Ne3, Ne4.

6. Borpocsl k 3K3aMeHy.
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6.2. Cucrema 0a/1JIbHO-PEMTHHIOBO OLIEHKU Pad0ThI 00y4alOIIMXCH 0 JUCIH-

IJIMHE
No | HaumeHoBaHue Coneprxanue

Pacnpenenenue Pacnpeoenenue bannos, 4 cemecmp
0aJIoB 3a cemecTp _ "
0 BUAM y4eOHOH Ban Bemonmere |  BPHOTHEHHE U = 2 = =
paGoTEL, cpoin eOHoM Hocewenne MPAKTHYECKUX Jatiura ; % < % 1 2
craqu y4eOHOM i | nexumii p mabopatoppix |3 & S8 & 2

6 D0600sm- | PAOOTHL: pabot S 5, A
paboTHI (00600m pabot & F BB
cs1 00 ceedeHus = =
obyuarowuxcs Ha 5

aJIbHas

nepeom yueoHom 710,56x16= 85|25 x 12 = 245 35x 10=30 2+2 | 242 | 30
3aHAMUU) OLICHKA:

Kpurepmnii nepecuera 6amioB B | 60 u MeHee 0aioB — HEYIOBIETBOPUTEIHHO; HE 3aYTEHO;
TPaJUIIMOHHYIO OIIEHKY MO UTO- | 61...73 — yIOBIETBOPUTEIILHO; 3aUYTEHO;

2 ram pa0oThl B cemecTpe u 3aue- | 74... 90 — xoporo;
Ta (PK3aMeHa) 91...100 — oTmuyHO
Kputepun normycka K mpoMexy- Jlinst mormycka K MPOMEXYTOYHOM aTTeCTallid 0 HUCIIH-
TOYHOI! aTTeCTALUH, BO3MOX- IUIMHE 324 ceMecTp oOydaromuiicst MOHKeH HabpaTh 10 UTOTaM

HOCTH TI0JTy4eHHs aBTOMATHde- | TEKYIIEro u pyOesxHOro KoHTpojeit He MeHee 51 Oauia. B ciy-
yae eciu oOydaronuiicst HaOpan MeHee 51 Oaiia, TO K aTTecTa-
LUOHHBIM UCIBITAHUSAM OH HE JIOITyCKaeTCsl.

s momydeHus: 3k3aMeHa — 0e3 MPOBEACHUS HPOLEAYPEI
MPOMEXKYTOYHOM aTTecTauuu o0ydJaromeMmycss HeoOXOIuMO
HaOpaTh B XOJI¢ TEKYIIETO W PyOEKHBIX KOHTpoOJleH He MeHee 61
bamma. B aTom ciiydae wTor OayUTBHOHM OIIEHKH, TMOTydaeMon
00yYaroImuMcst, OTNpeneNsIeTcsl M0 KOJINYeCTBY OaluioB, HaOpaH-
HBIX UM B XOJ€¢ TEKYILEro M pyOekHBIX KoHTpoiei. [Ipu sTom,
Ha yCMOTpEHHUE TpernoiaBaTelis, OaJuTbHasT OI[eHKa 00yJaroIIero-
CA MOXET 6I)ITI) IMMOBBIIICHA 3a CUCT MOJJYUYCHHA JOIMOJIHUTCIBbHBIX
0aJUIoOB 3a aKaJIEMUYECKYI0 aKTHUBHOCTb.

OOyyaromuiicsi, MEIIUN MPaBO Ha TOJYYCHHE OICHKH
0e3 mpoBeneHHs NPOoLEAYPhl NPOMEXKYTOUHOM aTTeCTAllUH, MO-
3 JKCT MOBBICUTH €€ IMYTEM CAa4u aTTCCTAIIMOHHOI'O UCIIBITAHUSA. B
Cilydae MOoJydeHHUs! 00ydyaromuMCs Ha aTTeCTallMOHHOM HCIIbITa-
Huu 0 6ayioB WTOT OaJUIBHON OLICHKH [0 HE CHHXKAETCSL.

3a akaJeMHUYEeCKYl0 AaKTHBHOCTH B XOJ€ OCBOCHHS
JUCITUILIMHBL  y4acTUE B yueOHOH, HAyYHO-HCCIICI0BATEIbCKOM,
CHOPTUBHOH,  KyJIbTYPHO-TBOPUECKOW U  OOIIECTBEHHOM
JesITebHOCTH  OOydarolmeMycsi MOTYT ObITh  HAdUCIICHBI
JOITOJIHUTCIIBHBIC 6aJIJILI. MaxkcumanbHOoe KOJINYECTBO
JOTIOJTHUTENBHBIX OaJUIOB 32 AKaJIeMUYECKYI0 aKTUBHOCTD
coctasisetT 30.

OcHoBaHHEM IJId TIOJTYYCHUA JOMOJTHHUTEIBHBIX 6aJ'IJ'IOB
SABIISAKOTCA:
- BBIIOJIHEHHE JIOTOJIHUTENBHBIX 33JaHUil 10 JUCLUILIMHE,
JIOTIOJTHUTENbHBIC OAJIThl HAYHUCIISIFOTCS TIPETIoIaBaTeleM;

- yyacTHe B TeEYEHHE ceMmecTpa B Y4YeOHOW, HaydHO-
WCCIIEIOBATENbCKOM, CIHOPTUBHOW, KYyJBTYPHO-TBOPUYECKOH H
oOmectBenHoi aesrensHocT KI'Y.

CKOT0 3a4eTa (9K3aMeHalnOH-
HOU OIICHKH) 10 JTUCIUILIHHE,
BO3MOKHOCTb IOJTyueHuUs 00-
HYCHBIX 0aJIoB
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®opMbI 1 BUBI YI€OHOH pabOThI
JUIsl HEYCIeBaloImuX (BOCCTaHO-
BHBIIIMXCS Ha Kypce OOy4YCHHUS)
o0yJaromuxcs i MOTy4eHUs
HE/IOCTAIOIINX OAJIOB B KOHIIE
ceMecTpa

B ciyuae ecnu kK mpoOMeXyTOYHOH aTTecTanuy (3K3aMeHy)
HaOpaHa cymma MeHee 51 Oaiia, oOydaroreMycst HEOOXOAMMO
Ha6paTI> HEAOCTAIIICC KOJIMYCCTBO 0aJIJI0B 3a CYET BBINOJIHEHUS
JIOTIOJTHUTENIBHBIX 3aJ[aHWid, 10 KOHIA TOCNeTHEH (3a4eTHOM)
HEJIeN CeMecTpa.

[Tpu sToM HEOOXOAMMO TPOPabOTATh MaTEpUaT BCEX
MPOMYIIEHHBIX MPAKTUYECKUX U JJAOOPATOPHBIX paboT.

@opMBbl  IONOJHUTENBHBIX 33JaHUN  (Ha3HA4YaIOTCA
MIPENO/IaBaTeIIeM):

- BBIIIOJIHEHHE U 3alIUTa MPONYILIEHHON MPAaKTUYECKON
win 1abopaTopHOil paboThl (IPU HEBO3MOXXHOCTH JIOTOJI-
HUTEJIBHOTO TIPOBEICHHS pa0OThI MPETOaBaATENIb YCTaHAB-
auBaeT (opMy IOMOJHUTEIBHOTO 3aJaHHsl MO TEMaTHUKe
MPOIYIIEHHOM PaboThI CAMOCTOSATENBHO) — 10 10 6aios;

- TIPOXOXKJICHHE PYOCIKHOTO KOHTPOJIs (Oayuibl HaYuC-
JSIOTCS B 3aBUCUMOCTH OT PYOEKHOTO KOHTPOJIS) B JIU-
cta"HnuoHHoOu cucteme KI'Y.

JIukBuanysa akageMHYECKUX 3aJI0JDKEHHOCTEH, BO3HHUK-
[IMX W3-32 Pa3HOCTH B y4EOHBIX IUIaHAX IMPU TEPEBOJC WIIU
BOCCTAHOBJICHUH, MPOBOJUTCS ITyTEM BBITOIHEHHS JIOTOJIHU-
TENbHBIX 3a/laHui, GopMa U 00BEM KOTOPBIX OIpPEAeseTCs
IIPETIO/IaBATEIIEM.

Kpurepun oneHku KypcoBoii pa-
00THI (ITpOeKTa)

KypcoBast pabora 1o Hel BBICTaBISAETCS OTACIbHAS
omeHKa. MakcuManbHas CyMMa 1O  KypcOBOM  pabore
ycranaBnuBaeTcs B 100 Oammos.

[Ipu onenke kauecTBa BBHIMOJHEHHS pabOTHI U YPOBHS
3aIUThl PEKOMEHIYETCs CIEAYIOIIee pacipeneneHue 0amuioB:

a) Ka4ecTBO IOSICHUTEIHHON 3amUCKH W TpaduuecKon
gacTh — 70 40 6aios;

0) kauecTBO A0KIaaa — 0 20 6aUIoB;

B) Ka4eCTBO 3alUTHI paboThl — 10 40 Oaos.

IIpu paccMoTpeHNH KauecTBa MOSICHUTENBHOM 3aIIMCKU U
rpapuuecKkod 4acTh pabOThl TMPHUHAMAETCS K CBEICHHIO
PUTMUYHOCTh  BBINIOJHEHUSI paboThl, OTCYTCTBHE OIIMOOK,
JIOTUYHOCTh M TIOCJIEIOBATENILHOCTh IIOCTPOCHUSI MaTepuala,
MPaBUIBHOCTh BBITIONHEHHS M TMOJHOTAa PacdeToB, COOJIOACHHUE
TpeOOBaHUH K OQOPMIICHUI0O M AaKKYpaTHOCTb HCIOJIHEHUS
paboThL.

[Ipu onenke kavecTBa JOKJIAJa YYHTHIBACTCS YPOBEHBb
BJIaJICHHS  MaTepHajoM, CTENeHb apryMEHTHPOBAHHOCTH,
YETKOCTH, MOCJICAOBAaTEIbHOCTH M TNPABHIBHOCTH HW3JI0KEHUS
MaTepuaia, a Takke COOJII0/IEHUE PETrJIaMEeHTOB.

[lpu omeHke ypoBHS KadecTBa OTBETOB HAa BOIPOCHI
NPUHUMAETCSI BO BHUMAaHUE NPABHWIIBHOCTH, ITOJIHOTA U CTEICHb
OpPUEHTUPOBAHHOCTH B MaTepHale.

Kommccnst mo mpreMy 3aiuThl KypCOBOUM paOOTHI (MPOEKTA)

OLICHMBAET BBHIIICYKA3aHHBIE COCTABIISIONINE KOMIIOHEHTHI U
OIpeIeIsieT UTOTOBYIO OLICHKY.

6.3. IIpouenypa oueHUBaHUS Pe3yJIbTATOB OCBOCHUS TUCHMILTHHBI
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PyOexxHbpie KOHTPOJIU MPOBOAATCS B (pOpME MUCHMEHHOIO TECTUPOBAHMS WU
peuieHus 3a1a4.

[lepen mpoBeaeHNEM KaXJI0T0 pyOEKHOTO KOHTPOJIS IPENoAaBaTesb IpopadaThl-
BaeT ¢ O0ydYaroIIMMHCS OCHOBHOM MaTepuan COOTBETCTBYIOIIMX PAa3AesioB IUCIIH-
IUTMHBI B (pOpMe KpaTKOW JIEKUUU-AUCKYCCUU. BapuaHThl TECTOBBIX 33JaHUN COCTOAT
u3 15 Bonpocos. Ha kaxaoe TectupoBaHue npu pyoe:kHOM KOHTPOJIE 00ydaroIemMy-
Cs1 OTBOJUTCSA 2 aKaJEMUYECKUX Yaca.

bamnbl oOydaromieMycsi BBICTaBIAIOTCS B 3aBUCHMOCTH OT 4HCIA MPaBUIBHO
BbIOpaHHBIX OTBETOB. MToromas oOleHKa 1O TeCcTy (QOpMHUpPYETCS MyTeM
CYMMHUPOBaHMsSI HAOpaHHBIX OalJIOB W OTHECEHUS HX K OOIIeMy KOJIUYECTBY
BOIIPOCOB B 3a7aHuu. [loMHOxUB nonydyeHHoe 3HaueHue Ha 100%, MOKHO TTpUBECTH
UTOTOBYIO OIIEHKY K TPaJIULIMOHHOM CJIEIYyIOUIUM 00pa3oM:

«HEYIOBJIETBOPUTEIBHO» — MeHee 50%

«ynosietrBoputTenbHO» — 50% - 70%

«xoporio» — 70% - 90%

«otinano» — 90% - 100% .

[TpenogaBaTenp olleHUBAET B OaijiaX pe3ysibTaThl TECTUPOBAHUS KaXIAOro oOyda-
IOLLErOCs M0 KOJIMYECTBY MPABUIIBHBIX OTBETOB M 3aHOCUT B BEAOMOCTbH y4Ye€Ta TEKY-
1IEW yCIIEBAEMOCTH.

OK3aMeH MpoBOAUTCS B (popMe OTBETa HA BOIPOCHI OmiieTa. DK3aMEeHAIMOHHbIN Ou-
JIET COCTOUT U3 2 TEOPETUYECKMX BONPOCOB M | mpakTthyeckoro 3amanus. [lepsoie aBa
BOIpoca oreHrnBaeTcs B 10 0aioB U MpakTHYECKOE 3ajaHue olleHnBaeTcs B 10 6amioB.
Bonpocsl k 3K3aMeHy T0BOJATCS A0 OOYYArOIIMXCsl Ha MOCTIEIHEN JIEKIIMH B CEMECTPE.
Ha nmoaroroBky oTBeTa 00y4aroniemycsi OTBOJUTCS | acTpOHOMUYECKHIA Yac.

Pe3ynpTaThl TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH, SK3aMEHa 3aHOCATCS IpernojaBa-
TEJEM B SK3aMEHALMOHHYIO BEJIOMOCTH, KOTOPbIE€ CIAIOTCS B OPrOTAE] HHCTUTYTHI B
JIeHb 3K3aM€Ha, a TAKXKE BBICTABIISIOTCS B 3aUETHYIO KHMKKY O0y4aroIerocs.

6.4. IlpyMepbI OLIEHOYHBIX CPEACTB IS PYOeKHBIX KOHTPOJIEe,
IK3aMeHa
1-p1ii pyOe:KHBIH KOHTPOJIb
1. KpunrToaHaju3 —3T0 mpouecc, Npu KOTOPOM
a. 3Has 3amu@poBaHHOE COOOIIEHNE, MBITAIOTCS Y3HATh He3alu(ppoBaHHOE CO-
oO11ieHne
b. 3Has oJHY WJIM HECKOJIbKO Tap (He3anmu(ppoBaHHOE COOOIICHHE, 3aIH(PO-
BaHHOE COOOIIIEHHE), TIBITAIOTCS Y3HATh KITIOY
C. M3MEHSIOT IepeaaBaeMoe 3a@poOBaHHOE COOOIICHUE
2. Y10 U3 nepevncJeHHOr0 OTHOCUTCS K MeXaHu3MaM 0e30macHocT ?
a. XdNI-PYHKITUU
b. IETOCTHOCTH COOOIIEHUS
c. JITOPUTMbI CAMMETPHYHOTO TP POBAHUS
d. HEBO3MOXXHOCTb OTKa3a OT MOJyYCHHOT'O COOOIIECHUS
3. IleJoCTHOCTB — 3TO
a. HEBO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO MPOCMOTpa HH(pOpMaIuu
b. HEBO3MO>KHOCTh HECAaHKIIMOHUPOBAHHOTO M3MEHEHHUS HH(POpMaIIUN

17



c. HEBO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYyMa K HHPOPMAIIH
4. TloouToBbiii XOR 0/10KOB HeJIb3sl CYUTATH KPpUNTOrpadguyecKou X31u-
¢GyHkumeii, noToMy 4TO

a. MPOTHUBHUK MOXKET JIETKO M0J100paTh Apyroe cooOIleHne, UMEIOIEee TOT Ke

X3II-KOJ

b. moburoserit XOR m1oxo 3amuinaeT ot ciry4aitHoro c6os

c. mooutoBsid XOR TpeOyeT CI0KHBIX BEIYUCICHUN
5. Jlns mmdpoBaHusi cood1IeHns caeAyeT HCIO0Ib30BaTh

a. CBOM OTKPBITBIN KIIFOY

b. OTKPBITBIN KIIFOU MMOJTy4aTelIs

c. CBOM 3aKPBITHIN KJIIOY

2-0ii pyOexHbBIH KOHTPOJIb
1. Camoe ObicTpoe mudpoBanue/nemnppoBanue

a. Rijndael
b. MARS
c. Serpent
d. RC6

e. Twofish

2. Aaroputm 'OCT 28147
a. HMMEET MEePEMEHHYIO JUIMHY KITfo4a
b. ocHoBaH Ha cetu Dencres
c. paszOuBaet 00K Ha pUKCUPOBaHHBIE 16-OUTHBIE TTOIOIOKH
3. B aaropurmMax CHMMETPHYHOT0 IM(PPOBAHUS UCTIOIB3YIOTCH TOJbKO CJIeTyI0-
1He Onepanuu:
a. OIEpaIry MePeCTaHOBKY M CIIBUTA
b. S-box m moburoBoe uckovaromee uin (XOR)
c. JOOBIC M3 IEPEUNCICHHBIX BEIIIC ONEpaIiiii, a TAK)KE MHOTHE IPYTHE
4. JnmHa 6aoka B aaroputme Rijndael mo:xker 0bITH

a. 128 our
b. 192 Oura
c. 256 our

3-blii py0eKHbI KOHTPOJIb

1. Eciu B kpunrocucremMe 1 AJsi LIM(PPOBAHMS, U /I AeIU(PPOBAHUS UCIIOJIb-
3yercsi OAUH U TOT Ke KJII04Y, TO OHA HA3bIBaeTCs

1) KpunrocuctemMoil ¢ OTKPBITHIM KIIFOUOM

2) CUMMETPUYHON KPUIITOCUCTEMOM

3) be3onacHo KpUIITOCUCTEMOM

4) OnacHOi KpUNITOCUCTEMOMN
2. XapakrepucTuka mudpa, onpeaesoas ero ycroiunBocTh K Aemudpona-
HMIO 0€e3 3HAHMS KJII0Ya Ha3bIBaeTcs

1) KpuntocToitkocTbio

2) Taiinoit mmdpa

3) BepositHOCTBIO packpbiTus mudpa
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3. /li1s1 cOBpeMeHHbIX KpUNITOrpagu4YecKMX CHCTEM 3alluThl HHPOPMAIMH O/1-
HHUM M3 O0LIENPUHATHIX TPeOOBAHNM SABJISIETCS
1) 3ammdpoBanHoe coOOIIEHNE HU KEM HE JI0JHKHO OBITh MPOYUTAHO
2) 3ammuppoBaHHOE COOOIICHHUE TOKHO MOAaBATHCS YTEHUIO TOIBKO MPH
HaJIMYUU KIII04a
3) 3ammdpoBaHHOE COOOIICHHE HE JOJDKHO MMOJAJABATHCS UYTEHUIO JTaXKe
MIPU HAJIMYUU KIIF04a

4-p1iil pyOesKHbIN KOHTPOJIb
1. Coodmenne (3,1,2), 3aK0AUPOBAHHOE C MOMOIIbIO Kia04a {7} mo mod m = 33
aaropurmoM RSA, umeer Bua:

1) (19,2,21)  2) (3,4,8) 3) 3,1,16)  4) (91,29

2. Coobmenne «70», 3amm¢poBaHHOe ¢ MOMOIIBIO AJTOPUTMA KPIOK3AKA) €
KJIw4omMm {2, 3, 6, 13, 27,52}, nmeer BUA:

1) 110101 2) 101011 3) 110010 4) 010100
3. 3ammdposars coodmeHue MeroaoM Buikenepa (Kirou «EBrennii OHerun»)

MOM_JIJ1s1 CAMBIX YECTHBIX ITPABWII,
KOI'TA HE B IIYTKY 3AHEMOTI,
OH _VYBAXATDH CEbA 3ACTABUII
N JIYUIIE BBIAYMATH HE MOTI'.
4 Xom-(pyHKIUA T0KHA 00J121aTh CJIeIYIONIUMHU CBOHCTBAMM:
a. JJig 1'000r0 TAaHHOTO 3HAYEHMSI XDII-KO0/1a h BEIYMCIUTEILHO HEBO3MOXKHO
Haiitu M takoe, uto H (M) =h
b. xau-pyHkuus H nomkHa npuMeHAThCs K 0JIOKY JaHHBIX (PMKCUPOBAHHOMN
JUTUHBI
c. xom-¢pyHkiusa H co3paeT Bbxo 1 GUKCUPOBAHHOM JITTUHBI
5. Boi0epuTe npaBuIbHOE YTBEPKIACHUE
a. JIOJKHO OBITh BHIUMCIUTEIBHO HEBO3MOKHO MOJIIEIaTh HU(PPOBYIO MOAMUCH
KaK CO3JaHMEM HOBOT'O COOOIIEHHUS SISl CYIIECTBYIOIIEH ITU(POBOIA MOAIUCH,
TaK ¥ CO3JIJaHUEM JIOXKHOH ITU(DPOBOM MOAUCH JIJI1 HEKOTOPOTO COOOIICHHS
b. mudpoBas moanuch 1OHKHA OBITH JOCTATOYHO KOMITAKTHOW M HE 3aHUMATh
MHOTO MMaMsITH
C. TMOAMHUCH 00A3aTENBHO JOJKHA OBITH PAHIOMU3HUPOBAHHOMN

Ilpumepnaa memamuka 60npocos, 6bIHOCUMBIX HA IK3AMEH 6 4-0m cemecmpe

1. Kpuntonorus: kpunrorpadus u KpunroaHanus. MicTopus pa3Butus Kpumrorpa-
¢un. Kpunrtorpapus u mnpobiembl 0€30MaCHOCTH MHPOPMALMK: KOHPUACHIHAIb-
HOCTb, LIEJIOCTHOCTb, ayTEHTHU(]UKAIMS, HEBO3MOXKHOCTh OTKa3a CTOPOH OT aBTOp-
ctBa. OCHOBHBIC TIOHATHS KpunTorpaguu: mudp, Koy, KpUNTOoCUcTeMa, Imu@poBa-
Hue, nemudpoBanue u ap.

2. Kpunrocucrema. CTpykTypa KpunrocucteMbl. TpeOoOBaHUS K KPUITOCUCTEMAM.
[TpaBuno Kepkxodda. KpuntoctoiikocTs.
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3. Bunpl yrpo3. Ataka Ha mmudp. Croiikocts kiroda. CI0XKHOCTb BCKPBITUS U ]-
pa.

4. Maremaruueckass moaens mudpa. Teopus cekperHoct lllennona. YactoTHbie
XapaKTEPUCTUKHU OTKPBITBIX COOOILIEHUH.

5.  MHcropuueckue mudpsl. Knaccudukamus mmdpon. [udper 3amensl, nepecta-
HOBKH, ramMmmupoBanusi. Komnosunuu mugpos. IIpumepsl HCTOPUUYECKUX PYUHBIX U
MamuHHBIX mudpoB: mmdp Ilezaps, mmdbp mpoctoii 3amensl, mudp I[lneidepa,
umdp [Nonubus (momubuanckuii kBaapat), mmdp Buxenepa, mudpp «IloBopotHas
pemeTka» (moBopoTHas pemrerka Kopaano), mudp Xumia, mmpp Beprama, Enigma,
mmdp Xewrnuaa. CnocoObl UX BCKPBITHUS.

6. Kaccudpukanus metonoB kpuntorpaduueckoit 3amutel uHGopMmaimu. Ilepe-
cranoBouHble muU(psl. [logcTtanoBounsie mudpsl. [lorokoBeie mudpsl. brouynbie
mm@pel. CUMMETpUYHOE U accUMETpuuHoe ImudpoBanue. CUMMETPUYHBIE KPHII-
TOAITOPUTMBI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI.

7. IlpuHIMOBI MOCTPOEHHUS, ONUCAHMS M aHAIW3a KPUNTOTpadUUeCKUX aaropuT-
MmoB. Cetp ®eltmrens. Kpunroanroputmsl Ha ocHoBe cetu Deifcrens. Kpunroanro-
PUTMBI Ha OCHOBE I10/ICTAaHOBOYHO-TIEPECTAHOBOUHBIX ceTelt (SP-cetn). Kpunroanro-
PUTMBI CO CTPYKTYypoi "kBaspat". DnekTpoHHas nudposas noanuck. Kpunrorpadu-
YEeCKHE MPOTOKOJIBI.

8. CummerpuuHoe mudpoBanue. CHMMETpUYHBIE KPUIITOCUCTEMBI. bio4HbIE
mudpsl. [Honstue o 610yHOM mKdpe. 3aMeHBI U NEPECTAHOBKU. METO/bI 3aMEHBIL:
MoHoaJ(paBuTHAsI, ToMai(aBuTHast, ToModoHmYecKas. MeTobl mepecTaHOBKU. SP-CeTh.
JlaBunHbI 3 dekT. CeTh DaiicTens (DercTens).

9. Kpuroanropurmsel cummeTtpuyHoro mudposanus DES, TOCT 28147-89. Iudp
['OCT 28147-89. Pexumsl mudpoBaHus.

10. Cummerpuunoe mudppoBanne. CUMMETpHUUHBIE KpUNTOCUCTEMBI. [lceBmociy-
YaifHbIE MOCJIEOBATEILHOCTH U MOTOYHbIE MH(PBL. XapaKTEePUCTUKU T€HEPATOPOB
ncenocyvaitaeix nocneaoBarenbHoctedt (IICI, IICT). TpeboBanus k KpunrTorpa-
¢buueckum TICII. ITpumepst IICT" u kpunrorpadpuueckux [ICI'. Obmas cxema norod-
Horo mugpa. CHHXpOHHbIE U CAMOCUHXPOHU3UpYIoIuecs mudpsl. Peructpsl cipu-
ra ¢ obparnoi nuneitHOM cBsizbio (PCJIOC). IICT na ocnoBe PCJIOC. motouHbie
mndpsl, Hanpumep, RC4.

11. TpeboBanus k x3ui-pyakuusm. Kpunrorpaduueckas cTORKOCTh Xa1I-(yHKIIUN.
Kommuzuu. Ilpumenenne xom-¢pyHkumid. Iloaxombl K MNPOEKTUPOBAHUIO —X3II-
GyHKUMNA. AJITOPUTMBI BBIPAOOTKH X3 -QYyHKUMNA. X31I-(QYyHKIMA HA OCHOBE 0JI0Y-
HoTro mudpa.

12. Crangaptel Ha xam-¢pyHkiuu: [OCT P 34.11-94, SHA-1. Cxema Mepkia-
Hamrapna u 'OCT P 34.11-2012. Konnenmus «ryoka» u SHA-3. Koasl ayrentudu-
Karuu u crnoco6sl ux noctpoenus. HMAC.

13. AcummetpuyHoe mudppoBaHue. ACUMMETPUIHBIC (C OTKPHITHIM KITFOUOM) TIH (-
pbl. [IpenmyniecTBa U HEAOCTATKM aCUMMETPUUYHBIX cUCTeM IH@poBanus. ['enepa-
Usl KJIIOUYEeBOM MH(OpManMu Al aCUMMETPUUYHBIX KpunrocucreM. [lonarue omHo-
CTOPOHHEH (YHKIIMK U OJHOCTOpOHHEH (yHKImu ¢ "mazerkoit". [Ipobnemsr daxTo-
pHU3aUH LEJbIX YUCEe U Jorapu(PMUPOBAHUS B KOHEUHBIX MOJISX.
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14. Acummerpuunoe muppoBanue. Kpunrocuctema Huddu-Xsmamana. Kpunro-
cuctembl RSA, Dnp-T"amains, Pabuna, I'onsasaccep-Mukanu, biiroma-I"onbnBaccepa.
15. Proxzaunsie mmdpsl. KpunrocucteMbl ¢ OTKPBITHIM KJIFOYOM, OCHOBaHHbBIE Ha
JIMHEWHBIX KOJaX.

16. Cxewmsl nudposoit noanucu. [TonsTue 31eKTpOHHON UPPOBOM MOAMUCH U TpE-
OooBanus Kk Hed. Ataku U yrpo3sl cxemam OLIII. Anropurmsr DIII: RSA, Dinb-
[Namans, ®uara-Lllamupa, Onra-lllHoppa-Illamupa, [IHOppa. HeoTpuiaemas momu-
nucsk [llayma-Ban-Antsepnena. Ctanaaptsl LI DSS, TOCT P 34.10-94.

17. Dnnuntudeckue KpuBbie HaJ KoHeUHBIM TosieM. [ludpsr u D111 Ha ux ocHOBe.
OnunTuyeckas KpyuBas HaJ KOHEYHbIM mojeM. Onepaiuu Ha 3JUIMNTAYECKOM KpH-
Boil. Cymma Touek. Kpatnas touka. [Ipobiema quckpeTHOro jorapuMUpoBaHus Ha
smnTudeckon kpusoil. Ilepexon ot mudpa (OLII) B Z, x mmdpy (OLII) Ha smmun-
tudeckoi kpuBoil. llndp Dap-I'amans Ha HIIUNTHYECKON KPUBOU.

18. Cranmaptel DUII Ha smmuntuyeckont kpuBoit: [OCT P 34.10-2001, TOCT P
34.10-2012, ECDSA.

19. Kpunrorpaduueckue npotokoibl. [lonarue xpuntorpaduyeckoro mpoTOKoJa.
OcHoBHbIe TpUMeEpHL. CBSA3b CTOMKOCTH MPOTOKOJA CO CTOMKOCThIO 0a30BOM KpUIITO-
rpaduueckoit cuctembl. Knaccudukanus xpunrtorpadpuyeckux mnpoTokosioB. Ila-
POJIBHBIE CXEMBI U MPOTOKOIBI "pyKomnoxkaTusa'. B3auMocBsA3p MEXIy MPOTOKOIAMU
ayreHTuukanuu u udposoit noanucu. [Iporokonsl ceprudukanuu kimouen. [Ipo-
TOKOJIBI MPEABAPUTEIIBHOIO pacnpeeneHus kitouen. [IpoTokosbl BEIpaOOTKH CceaH-
coBbIX Kitoued. OTkpbITOE pacnpenenenue kiaouen uddu-Xemnnmmana u ero Mmoau-
¢ukau. Bonpockl opraHu3aldyd CETe 3aceKpeyeHHOW cBs3M. JlokazaTenbcTBa ¢
HYyJIEBbIM pasrianieHueM. Pasgenenue cexpera. IIpoTokossl moadpackiBaHus MOHE-
Tbl. [locTpoeHHEe MPOTOKOJIOB € HYJEBBIM pasrialleHHeM Ha OocHOBE NP-ciioXHBIX
3azay.

20. TlpuHIMMBI TOCTPOEHUS U KPUTITOAHAIN3 CUMMETPUYHBIX cucteM. Kpunroana-
nu3 U poB nepecTaHoBKU. KpunrtoaHanus OTKPHITHIX TEKCTOB.

21. Tlpunnunsl noctpoeHus: U kpunroanaian3d RSA. Araka metoqom ®depma. Ataka
MOBTOPHBIM MmH(poBaHHEeM. ATaka Ha OCHOBE KHUTANCKON TeopemMbl 00 OCTaTKax.
beckiroueBoe YTeHue.

22. DneKTpOHHO-IU(pPOBasi MOJAMUCH HAa OCHOBE CXEM C OTKPBITHIMU KIHOYaMHU:
RSA; cxema Pabuna; cxema IllHoppa; cxema Onb-I'amans; cxema @Deiire-duara-
[Mamupa. Anroput™m uudposoit noanucu DSA. Poccuiickue crannaptsl DLII. Cran-
napt uudposoit noanucu 'OCT P 34.10 — 2001. Crangaptel D11 Ha snnuntuye-
ckoit kpusoii: OCT P 34.10-2001, 'OCT P 34.10-2012, ECDSA.

23. Kpunrorpaduueckue npotokosbl. BBenenue B mpoTokoisl. [IpoTokons ¢ mo-
CpPEIHUKOM. ApOUTpakHbIE MPOTOKOJIBI. CaMOI0CTaTOYHBIE TPOTOKOJIBI.

24. TlombITKU BCKPBITHUS TPOTOKOJIOB.

6.5. ®oH/ OLIEHOYHBIX CPEICTB
[onHbIil GaHK 3adaHUM Ui TEKYILEro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHOM
aTTeCTalyy 10 JUCLUIUIMHE, TIOKA3aTeNN, KPUTEPUH, LIKAJIbI OLICHUBAHUS KOMIIETCHIIUH,
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MCTOANYCCKUC MATCPUAJIbI, OIMPCACILIFOINC ITPOHUCAYPbl OIICHUBAHWA 06paBOBaTeJ'H>HLIX
PEIYILTATOB, IIPUBCACHLI B y‘IC6HO-MeTOI[I/I‘I€CKOM KOMIIJICKCE JUCIHITIIMHBI.

7. OCHOBHASA U AOIOJIHUTEJBHAS YUYEBHAS JIMTEPATYPA
7.1. OcHoBHAasl y4eOHas1 JIUTEPATYpPa

1. ®omuue B.M., MensaukoB [[.A. Kpunrtorpadpuueckne MeTOAbl 3aIIUTHI
nHpopmaruu. MaTeMaTHYeCKrUe acTeKThl. [DJIeKTpOHHBIN pecypc]: YueOnuk. B 2
gacTssx. — M. : WzmarensctBo FOpaiit, 2016. - 210 c. URL:
https://elibrary.ru/item.asp?id=25859687

2. IeanoB M.A., Uyrynkor UN.B. Kpunrorpadpudeckre mMeToapl 3aliUThl WH-
dbopmal B KOMIBIOTEPHBIX CUCTEMaX M CETAX. [DNEeKTpOHHBIN pecypc]: YueOHoe
nocobue - MockBa: MU®U, 2012. — 400 c. — Joctyn uz 3bC «znanium.comy.

3. babamr A.B. Kpunrorpaduueckue meTonbl 3amuThl MHPOpManuu [Dek-
TpoHHBIN pecypc]: yueOnuk / A.B. babami, E.K. bapanoa. — M. : KHOPVYC, 2016.
-190 C.
URL:https://www.intuit.ru/studies/courses/16655/1300/lecture/25505?page=2.

4. Ps6ko b. 4., ®uonoB A. H. Kpunrorpaduueckne MeTONbl 3alUTH UH-
dbopmanuu [IaeKTpoHHBIN pecypc]: YueOHoe mocodue A1l By30B. 2-€ U3/laHKe, CTe-
peotun. - M.: T'opsuas nuuus-Tenekom, 2014. — 229 c¢. — Hocryn u3z ObC
«znanium.comy.

5. T'OCT P34.10-94. NUndopmamnmonnass texHosorus. Kpunrorpaduueckas
3amuTa uHpopmanuu. ITpouenypsl BBIpaOOTKH U MPOBEPKH AIEKTPOHHO-LUU(POBOI
MOJMKUCH Ha 6a3¢ aCHMMETPUYHOTO KPUNITOTpadhUyECKOro airopuT™Ma [ DJIeKTPOHHBIH
pecypc]: — Hoctyn u3 ObC «KOHCYIBTaHT CTyI€HTa.

6. TOCT P34.10-01. WMudopmanronnas TtexHosorus. Kpunrorpaduueckas
3amuTa uHbopmarmu. [Iporeccsl hopmMupoBaHus U TPOBEPKH SIECKTPOHHON HUPPO-
BOM noanucu [AnekTpoHHslil pecypc]: — Jdoctyn uz 9bC «KoHCYyabTaHT CTyJAEHTa».

7.2 lonosiHUTEILHAS JIUTEpaTypa:

1. 3aneunuxoB, C. B. Kpunrtorpapuueckue MeTonbl 3allMThl MHPOpMaLUU
[DnexTpoHHBIN pecypc]: yueb. mocodue st akajgeMuueckoro Oakanaspuata / C. B.
3aneynukos, O. B. Ka3zapun, A. A. TapacoB. — M. : U3narensctBo Opaiit, 2015. —
309 c. — Hoctyn u3 9bC «znanium.comy.

2. Beenenue B kpunrorpaduto. [Tog obmeit penakuueii B. B. Smenko. [Dnek-
TpoHHBIN pecypc|: Uzmanme 4-e, nomonnennoe. MIIHMO, M., 2012. — 315 c.
URL.:https://edu-lib.com/matematika-2/dlya-studentov/vvedenie-v-kriptografiyu-pod-
red-v-v-yashhenko-onlayn.

7.3 MeToanuecKue MaTepuabl
1. Hukudoposa T.A. Meromudeckue yka3aHus K MPAKTUYECKUM 3aHSATHSIM TIO
muciuiuivHe «Kpunrorpaguyeckue METoIbl 3aIlIUThl HHPOPMAIUK) IS CTYACHTOB OY-
HoM Gopmbl 00yuenus Hanpasieruid 10.05.03, 10.03.01. — Kypran : KI'Y, 2017. -32 c.
2. Hukudopona T.A. MeTtonnueckne yka3zaHus K BBIITOJHEHHIO KOHTPOJIbHOM
paboTtel no nucuuiuHe «Kpunrorpaduueckre METOAbI 3alIUThl HHPOPMaLUU IS
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CTyZIeHTOB ouHOUM ¢dopmbl oOyuernus Hampasieruit 10.05.03, 10.03.01. — Kypran :
KI'Y, 2017.-29 c.

3. Huxkudoposa T.A. JlabopatopHblii npakTukym «Kpunroanaaus kiaccude-
ckux mudpoB» mis cryaeHToB crenuanbHocTedt 10.05.03, 10.03.01 u 09.03.04 no
muciuiuinie «Kpunrorpadguueckue MeToAbl 3aliuThl HHGOPMAIIMU» JJI CTYIEHTOB
ouHoii opmbl oOyuenus: Hampasienuit 10.05.03, 10.03.01 u 09.03.04. — Kypran :
KTV, 2016. - 57 c.

4. Huxudopora T.A. 3amanus k J1aG0OpaTOpHBIM pabOTaM IO JUCITUTIIMHE
«Kpunrorpapudeckre METObI 3aIIUTHI HHGOPMALIUKY ISl CTYIEHTOB O4HOUN (op-
Mbl 00ydenust Harpasienuid 10.05.03, 10.03.01. — Kypran : K'Y, 2017. — 18 c.

5. Hukudopona T.A. MeToaudeckue ykazaHusi K BBIIIOJIHEHUIO JIAOOPATOPHBIX
pabot no teme «AnroputM RSA» 1i1s cTyieHToB 04HOU (OpMbI 00yUEeHHs HaIpas-
nenuit 10.05.03, 10.03.01. — Kypran : KI'Y, 2016. — 96 c.

8. PECYPCBI CETU «MHTEPHET»,

HEOBXO/INMBIE JIJI151 OCBOEHUA JTUCHUITJIMHBI
1. Caitt nucrannmonHoro ooydenus B HOY (HauumonanbHablii OTKpPBITHIN Y HUBEPCH-
teT) «MHTYUT)» comepxuT GecraTHble KypChl, TPOrpaMMbl OBBIIIEHUS KBAIU(U-
KAl U Tpo(ecCHOHaIbHOM NMepenoAroTOBKY, HHTEPECHBIE TOKIAAbl U APYTYIO MO-
ne3nyro uadopmarmio http://www.intuit.ru.
2. ®enepanbublil mopran «Poccuiickoe oopazoBanue» http://www.edu.ru/
3. MudopManinoHHBINA CalT, COMEpIKalNil CIpaBOYHBIE MaTepHUasbl MO WHOpPMATH-
K€, KOTOpbIE BKJIIOYAIOT B c€0s KypcC JEKLUUW, CXEMbl, PEe3EHTAIMH, pedepaTsl U Ip.
informatikaplus.narod.ru.
4. CaliT 0 BBICOKMX TEXHOJIOTUSX, HOBOCTH HMHAYCTPUH M3 MHpPa KOMIIBIOTEPHOTO
«GKeJIe3a», TECTOBBIC UCTIBITaHUsS U 0030pbl 000pynoBanus | XBT.com.
5. [Mopran «MHPOpMaIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTUU B O0Opa30BAHHI)
http://www.ict.edu.ru.

9 HWHO®OPMAINMOHHBIE TEXHOJIOI'MHA, ITPOI'PAMMHOE
OBECHHEYEHUE N THO®OPMAILIMOHHBIE CITPABOYHBIE CUCTEMBbI
1. OBC «Jlanb».
2. OBC «KOHCYJIBTaHT CTYJICHTaY.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-NIPABOBAsi CUCTEMA.

10 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJINHBbI

MartepuanbHO-TeXHHUECKOEe oOecreueHrne Mo pealu3alii JUCIUTIIUHBL  OCY-

niecTBisieTcs: B cooTBeTcTBUU ¢ TpeboBanuss ®I'OC BO mo ganHOM 00pa3oBaTeIbHON
porpaMMme.

11. 1o cTy1eHTOB, 00y4Ya0IUXCsl ¢ HCI0JIb30BaAHMEM TUCTAHIIMOHHBIX 00pa3o-
BaTeJbHbIX TEXHOJIOTHIA

23


http://www.edu.ru/
http://www.ict.edu.ru/

[Tpu uCTIONBE30BaHUH AIIEKTPOHHOTO OOYUEHUS U JUCTAHITMOHHBIX 00pa30BaTeb-
HbIX TexHoJsorui (nanee D0 u JJOT) 3aHsATHS NOTHOCTHIO WIIM YACTUYHO MPOBOJASITCS B
pEKHUME OHJIANH.

OObeM TUCHUIUIMHBI U PACIIpe/ieieHue Harpy3Ky Mo BUJaM paboT COOTBETCTBYET
m 4.1.

Pacnpenenenue 6aioB COOTBETCTBYET 1. 6.2 1100 MOKET ObITh U3MEHEHO B CO-
OTBETCTBHH C pelrieHneM kadenpsl, B cirydae nepexoga Ha 90 u JIOT B nporiecce o0y-
YEHUSL.

Pemenne xadenpsr 00 UCTIONB3YEMBIX TEXHOJIOTHIX M CUCTEME OIICHUBAHUS JI0-
CTIDKEHHUI O0YYaroIMXCsl TPHHUMAETCS C YYETOM MHEHUS BEIYIETO TperoiaBaTelis u
JIOBOJIUTCS /IO CBEICHUS 00yUarOMINXCS.
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[MPMJIOXXEHME 1

AHHOTaIMs K paboyeil mporpaMme JUCIUILUTHHBI

METO/Abl U CPEJCTBA KPUIITOIPA®UUYECKOM
JAIIUTHI HH®POPMALIUHA

00pa30BaTeNLHOM MPOrPaMMBI BBICIIIETO 00pa30BaHUS —
IPOrPaMMBbI CTICIIUATUTETa
10.05.03 - UudopmarmonHas 6€30MacCHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM
Crnenmanmuzanusi: be3omacHOCTh OTKPBHITHIX HH(OPMAITMOHHBIX CUCTEM

®opma oOydeHus: ouHas

Tpyooemrxocmo oucyunaunsi: 5 3.e. (180 akanemMudyeckux yaca)
Cemecmp: 4 (ouHas popma oOydeHUs)

Dopma npomedrcymouHou ammecmayuu. 3K3aMeH
Cooeporcanue oucyuniunsl. OCHOBHbIE PA30eIibl.

Kpunronorus: kpunrorpapus u xpunroaHaius. Kpunrorpadus u npoOieMsl
0e3omacHoCTH HH(OPMALIUU: KOH(UICHIIMATBHOCTb, EIOCTHOCTD, ayTEHTU(UKALINSA,
HEBO3MO>KHOCTbh OTKa3a CTOpPOH OT aBTOpcTBAa. OCHOBHBIE MOHATUS KpUITOTpaduu:
mudp, K04, KpUnrocucreMa, mudposanue, aemudposanue u ap. [Ipasuno Kepk-
xopdca. Kpuntocucrema. Ctpykrypa kpunrocucremsl. Kpunrocrolikocts. Knaccu-
¢duKkays MeToAoB Kpunrorpaduueckor 3amuTsel HHPopMauuu. llepecranHoBouYHbIE
mndpsl. [loacranoBounsie mumpsel. [loTokoBbie mm@pel. biaounsie mm@per. Cum-
METPUYHOE M accuMeTpuyHoe wmudppoBaHue. CUMMETPUYHBIE KPUITOAITOPUTMBI.
AccUMeTpUYHbIe KPUNTOAITOPUTMBI. [IpUHIMMBI TOCTPOEHUS, ONUCAHUSI U aHAIH3a
kpunrorpadpuueckux anropurmon. Cerb ®elimrens. KpunroaaropuTMel Ha OCHOBE
cetn Dencrens. KpunroanropuTMbel Ha OCHOBE IMOJCTAHOBOYHO-TIEPECTAHOBOYHBIX
cereil (SP-cetn). Kpunroanroputmsel co ctpykrypoil "kBagpar". 110 mis mudposa-
HUS JaHHBbIX. [[pUHIAIBI TOCTPOEHUS W KPUNTOAHAIN3 CUMMETPUYHBIX U ACCHUMET-
PUUHBIX CUCTEM 3alUThl HHPopMaruu. CTaHaagapThl KpUNITOrpadreyecKou 3alnuThl
uHdopmaruu. Xom-QyHKIUU. DJIEKTpoHHAs IMdpoBas MOAMUCH WIM HHUPpPOBas
noanuck. Anroputmsl g poBoit noanucu. Kpuntorpadguueckre npoToKoIbI.
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JIMCT
perucTpanuy U3MeHeHu (10MoJTHeHu) B pad04y0 NporpaMmmy
Y4eOHO# JUCHMILTHHBI
«MeToabl U cpeacTBa KpUnTorpapuyeckoi 3amuTbl HHPOpMaALMN»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENOJABATEIb / Huxudoposa T.A./

W3meHeHust yTBEpKIEHbI HA 3aceTaHuu Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENOJABATEIb / Hukudopona T.A./

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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