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1. OBBEM JJUCIIAIT/IMHBI

Bcero: 3 3auetHbIX equHuibl TpyroeMkocTH (108 akanemudeckux yaca)

3aounas popma o0yueHust

. Ha Bcro Cemectp
Bun yaeOHOM paboThI

JTUACIUIUIUHY 4
AyauTopHbIe 3aHATHS (KOHTaAKTHas padoTa ¢ 5 6
npenojgaBarejieM), BCero 4acoB B TOM YHcJIe:
Jlexuun 2 2
JlaGopaTopHbie pabOThI 4 4
CamocrosiTesibHAast paboTa, BCero 4acoB 102 102
B TOM 4HcCJIe:
[ToaroToBka K 3auery 18 18
KonrponbHas pabora 18 18
Jlpyrue Bupl CaMOCTOSTENBHON pabOThI 66 66
Bua npoMexyTo4HOI aTTecTALMHA 3ayer 3a4yer
OO01mas Tpy10eMKOCTb THCIUIIIUHBI U TPY10€MKOCTb 110 108 108

ceMmecTpam, 4acoB




2. MECTO JUCHOUIIJIMHBI
B CTPYKTYPE OBPA30OBATEJBbHON TPOTPAMMBI

JlucuuniauHa ~ OTHOCUTCS K = 4YacTd, (OpMHpYyeMOM  y4aCTHUKAMU
o0Opa30BaTeNbHbIX OTHOILIEHUH, TMCIUILUIMHA 0 BbIOOPY bioka 1.

W3ydyenne  OUCHMIUIMHBI  Oa3upyeTcss Ha  pe3ynbrarax  oOydeHws,
c(pOPMUPOBAHHBIX NIPU U3YUEHUH TUCHUILTUHBI « MTH(OpMaTHKay.

Pe3ynbrarel 00y4yeHus: IO AUCHUILIMHE HEOOXOIUMBI [T W3yYEHHS JUCLUILTHH
«BprancnuTenbHble  MallMHBL, CHUCTEMbI U ceTw», «MHpopMalmoHHBIE CETH U
TEJIEKOMMYHUKAUUWY, «TeXHUYEeCKHe CpelcTBa aBTOMATU3alUMU W YOPABICHU,
«ABTOMATH3UPOBAaHHBIE WH(GOPMALIMOHHO-YIPABJISIOMIKNE cUCTeMbl», «I[Iporpammuoe
oOecrieueHNe CHCTEM YIPABICHUS», a TaKXKE JUIS BBIIOJIHEHUS PAa3lIeNiOB KYpPCOBBIX
MPOEKTOB MO JUCLUILIMHAM 0a30BOI YaCTH U BBITYCKHOM KBAIM()MKALMOHHON pabOTHI.

3. IVNTAHUPYEMBIE PE3YJbBTATBI ObYUEHUSA

[enbto AuCIUIUIMHBL «3anuTa UH(POPMAIIMU B KOMIIBIOTEPHBIX CETIX»
sBIIsIeTCS (HOPMUPOBAHKE Y CTYJEHTOB 3HAHUN U YMEHUH I10 3alIUTE KOMIbIOTEPHBIX
CETEH C IPUMEHEHHEM COBPEMEHHBIX MPOIPAMMHO — aNapaTHBIX CPEACTB.

3agauu TUCUUIUIMHBI — JaTh 3HAHUS:

0 METOJ[aX U CPeICTBaX 3allUThl HHHOPMAIIMHU B KOMIIBIOTEPHBIX CETAX;

O TEXHOJIOTHH MEXKCETEBOIO SKPAaHUPOBAHNS;

0 METOJaxX U CPEACTBaX IMOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH;

O METOJIaX U CPEICTBAX ayIUT YPOBHS 3aIMIEHHOCTH HH(POPMAIIMOHHBIX CUCTEM.

Komnerenuuu, popmupyemMbie B pe3ysibTaTe OCBOCHUS AUCIUIUIMHBIL:

- CIIOCOOHOCTh MPOU3BOJUTH COOpP M aHaIU3 MCXOAHBIX MH(POPMAILIMOHHBIX
JAHHBIX JIJIS IPOSKTUPOBAHUS CPEJICTB U3MEpEHUsl, KOHTpoJis 1 uctbitanmid ([1K-22).

- CIIOCOOHOCTh MPUHUMATh y4acTue B paboTax Mo pacyeTy ¥ NPOEKTUPOBAHUIO
JeTane u y3Jo0B pa3padaThIBAaEMbIX CPEACTB U3MEPEHUN, UCTIBITAHUM U KOHTPOJIA B
COOTBETCTBHUM C TEXHMYECKMMH 3aaHUSIMA M HCIIOJIb30BAaHUEM CTaHJAPTHBIX
cpeacTB aBToMaTtu3aiuu nmpoektupoBanus (ITK-23).

Nuaukatopsl U NECKPUNTOPHI YaCTH COOTBETCTBYIOIICH KOMIETEHIMHU, (opMu-
pyeMoi B mpoliecce H3y4eHHUs IUCHMIUIMHBI «3anuTa HHPOpMaIuy B KOMIIbIO-
TEPHBIX CUCTEMAX», OLICHUBAIOTCS MPHU MOMOIIM OLEHOYHBIX CPEACTB.



[Inanupyembie pe3yabTaTsl OOyUEHHS M0 TUCIUILTHHE «3aluTa HHGOPMAIMH B KOMITBIOTEPHBIX CHCTEMAaX),

HMHAMKATOPHI HocTkeHus koMmeTerui [TK-22, [TK-23, nepedyeHb OlIEHOYHBIX CPEACTB

Ne | Kop unauka- HaumenoBanue Kon nnanupy- | Ilnanupyemsie pe- | HaumeHoBanue
n/m | Topa A0CTH- MHIHUKATOpPA 10- €MOro pe3yiib- | 3yJIbTaThl 00yYe- OLICHOYHBIX
JKEHHSI KOMIIe- | CTIDKEHHS KOMIle- | TaTa o0ydeHus HUSA CpEICTB
TEHLINHU TEHUIUU
1. WJT-1pxc.20 3HaTh: TEXHOJIOTHH 3 (MJ-1x.20) 3HaeT: TeXHOJIOTHU Bompocs! Tecta
0OHapy>KEHHUS] KOMIIb- OOHapyXEHHU KOM-
IOTEPHBIX aTaK M UX MBIOTEPHBIX aTaK U UX
BO3MOKHOCTH BO3MOKHOCTH
2. WUI-2 102 YMeTh: NpUMEHATH YV (UO-211k-22) YMeeT: npUMeHATh Kommnexkr umu-
MEXaHHU3MBI 3aIUTHI, MEXaHM3MBI 3alUTHI, | TAI[MOHHBIX 33124
peann30BaHHBIC B peann3oBaHHbBIC B
IPOrPaMMHO- IPOrpaMMHO-
armnapaTHbIX KOM- arnmnapaTHbIX KOM-
IUIeKcaX, C LEeJIbIO IIeKCaX, ¢ LEeIIbIO
HOCTPOEHHUS 3alllU- HOCTPOEHHUS 3alllu-
IICHHBIX KOMIIbIO- IICHHBIX KOMIIBIO-
TEPHBIX CEeTel TEpHBIX ceTel
3. W-3 rx-22 Bnaners: cpencteamu | B (M/1-3rk.22) Buageer: cpencraa- Bompocsl JUISL
AAMUHUCTPUPOBAHUA MU aAMUHUCTPUPO- cJ1a4yu 3a4cTa
CETEBBIX IPOTPaAMM- BaHMSA CETEBBIX IIPO-
HO-alNmapaTHbIX KOM- rpaMMHO-
TUIEKCOB 3aIUTHl WH- annapaTHBIX KOM-
dopMann M cucteM TUICKCOB 3aIUTHI
OOHapyXeHUsI  KOM- HHPOPMALIUHU U CH-
MBIOTEPHBIX aTaK cTeM OOHapyKEeHHS
KOMIIBIOTCPHBIX aTaK
4. W-1x.03 3HaTh: BO3MOKHOCTH | 3 (UI-1pk-03) 3HaeT: BO3MOXKHOCTH | Bompocs! Tecta
1 0COOEHHOCTH HUC- U 0COOEHHOCTH HUC-
TIOJIb30BaHMUS CIICIIH- MOJIb30BAHNUS CIICTIH-
ATM3UPOBAHHBIX IIPO- AIN3UPOBAHHBIX
rpaMMHO- MPOTPaMMHO-
anmapaTHBIX CPEICTB annapaTHBIX CPEJCTB
TIPU TIPOBEJICHUN TP NTPOBECHUHT
ayauTa nHdopmanu- ayauta uH(GopMaIm-
OHHOH 0€30I1aCHOCTH OHHOM 0€30MacHOCTH
5. W-2 k.23 YMeTh: BBINOJIHAT Y (U-211k-23) ‘YMeerT: BBINOJIHATD Kommexr  umu-
HaCTPOMKY 3alUTHBIX HACTPOIKY 3aluT- TaIllMOHHBIX 3aJa4
MEXaHHU3MOB CETEBBIX HBIX MEXaHNU3MOB
HIPOrpaMMHO- CEeTEBBIX NPOIPaMM-
anmapaTHBIX CPEICTB HO-aInmapaTHbIX
CpelcTB
6. WJ1-3 1k-23 Bnaners: cpenctsamu | B (MJ1-3pix_23) Bnaneer: cpeactBa- | Bompocsl ISt

aJIMUHUCTPUPOBAHHUS
CETEBBIX IMPOTPaMM-
HO-amnmnapaTHblX KOM-
IUIEKCOB 3allUThl WH-
dbopManuu U cHucTEM
oOHapyKeHUs

NbIOTCPHBIX aTaK

KOM-

MU aJIMUHUACTPHPO-
BaHHsI CETEBBIX IPO-
rpamMMHO-
annapaTHbIX KOM-
IUIEKCOB 3aIUTHI
nHdopmanuu u cu-
CTeM OOHapy >KEeHUS
KOMITBIOTEPHBIX aTaKk

cIauu 3a4eTa




4. COAEP/KAHUE JUCHUIIJINHBI
4.1. YueOHO-TeMaTHn4uecKuii iaH. QuHasi ¥ 3a04Has popma 00y4eHus

Home KonnuectBo yacos
a31[eﬂlz)1 HaumenoBanwe pa3zzena, KOHTaKTHOU pabOThI C TIpero1aBaTeiem
p ’ TEMBI JlaGopatop.
TEMBI Jlexknuu
paboThI

CrpyKTypH3aIpisi METOJIOB, IPUHITUIIOB, 1 0,5 -
Tema 1 | MEXaHM3MOB TEOPHH KOMITHEOTEPHOM

0€301MaCHOCTH

Meroosorust HIOCTPOCHUSI CUCTEM 0,5 2
Tema 2 | 3aumuThl HHGOPMAIIUU B KOMIIBIOTEPHBIX

CHCTEMax

OCHOBHEBIC BUJIBI aTaK HA 0,5 1
Tema 3 e !

ABTOMATH3MPOBAHHBIE CUCTEMbI

TeXHOIOrus MEXKCETEBOTO 0,5 1
Tema 4

SKpaHUPOBAHUS

Uroro 2 4

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Tema 1. Cmpykmypuszauua memooos, HPUHUUNOB, U MEXAHUIMOE Meopuu
KOMNbIOMeEPHOIL 0e30naAcCHOCU.

OcHOBHBIE HampaBlieHUs OOeCleYeHUus KOMIBIOTEPHOM  Oe30MacHOCTH.
OcHOBHBIE ypOBHU 3aIuThl HHPopManuu. [IpuHuunel noctpoenus: 6e3onacHbix AC.
Mertonosorust 006cie1oBaHus U MPOeKTUpOBaHUs 3amuThl AC.

Tema 2. Memooonocua nocmpoenus cucmem 3aujumol uH@opmayuu 8
KOMRNbIOMEPHBIX CUCIEMAX.

[TocTpoeHue cuctem 3amUThl OT Yrpo3bl HAPYIICHUS KOH(PUICHIMAIBHOCTH,
I[EJIOCTHOCTH, JIOCTYITHOCTH WH(MOpPMAIMU € YIPO3bl PACKPHITUSA [apaMeTPOB
uHdopmarmoHHo cucteMbl: CucteMbl HWISHTU(DUKAIMK | ayTeHTU(UKAIIUH,
kiaccudukanuma — Takux — cucreM. Kpunrtorpaduyeckue  CpencTBa  3aIlUTHI
unpopmaruu. CreraHorpapuyeckue MeToNbl 3amuThl. KOHTPOIh 1ETOCTHOCTU
undopmaruu Ha MHU. [udposas noanuce.

Tema 3. OcnosHble uovt amax Ha asmomamusuposartwle cucmemsl (AC).

[Tonsatue n knaccudukaiusi arak Ha KOMIbIOTepHbIe ceTU. OCHOBHBIE THIIbI
ceTeBbIX atak. CpelicTBa peaqu3aivu atak. MexaHu3Mbl TUTIOBBIX aTaK, OCHOBaHHBIX
Ha YSI3BUMOCTSX CETEBBIX IPOTOKOJOB. ATaKd Ha CETEBbIE CIYXObl. ATaKu C
WCIIOJIb30BaHUEM MMPOMEKYTOUHBIX y3JI0B U TEPPUTOPHH.

TexHoJoruu 0OHAPYKEHUST KOMITBIOTEPHBIX aTaK M UX BO3MOXKXHOCTH. MeTobI
oOHapyxkeHust arak. Knaccudukauuss cuctem oOHapy>K€HUS aTaK /BTOpP>KEHUUN
(COA/COB).

Bpenonocnoe mporpammHoe  oOecriedeHue. KommbioTepHBIE  BHPYCHI.
Knaccuduxaius Bupycos.

AHTHBHpYCHOE TporpamMmHoe obecrnedeHue. Knaccudukaius aHTUBUPYCOB.
TpeGoBaHUsI K aHTUBHUPYCHBIM TIporpamMmaM. MeToapl 0OHapyKEHUSI BPEIOHOCHOTO
[1O u ycTpaHeHus IOCJIEICTBUIN 3apasKeHHUSI.

Tema 4. Texnonozusa mexccenmeeozo IKPAHUPOBAHUA.

[Tonatne wmexcereBoro »skpaHa. C(CTparerum H CpPEICTBA MEMKCETEBOIO
skpanupoBaHusi. Co3naHue 3alUIIeHHbIX CETMEHTOB IMpu padbore B cetu MHTepHET ¢



WCIIOJIb30BAHUEM MEKCETEBBIX DJKpPaHOB. THUIIBI MEXCETEBBIX HKpPaHOB. (CXEMbI
MEKCETEBOTO SKPAHUPOBAHUSL.

Ounbrpanus maketoB. Kpurepun u mnpaswia QuibTtpanuu. Peamuzanms
nakeTHbIX (QuibTpoB. OcoOeHHOCTH (UIBTpAIMM PaA3IUYHBIX THUIOB Tpaduka.
[1Iro3b1 ipukitaiHoro ypoBHs. Koatpoas HTTP-tpaduka u 2J1eKTpOHHOM MOYTHI.

[IpoOnembl KOMIbIOTEpHOU Oe3omacHOCTH. [lepcriekTHBHBIE HaIpaBiICHUS
UCCIIEIOBaHUM B 00JacTH KOMIBIOTEpHOU Oe3omacHOCTH. L[eHTpBl KOMITbIOTEpHOU
0€30MacHOCTH.

4.3 JlabopaTopHbie padoThI

HanmenoBanue tem Hopmarus
Howmep HaumenoBanue
71a00paTOPHBIX padoT BpEMEHHU,
TEMBI TEMBI
Jac.
2 Meromonorus noctpoenusy Jlabopamopmas paboma No 1. 2
cucteMm 3amuThl uHGopMmaruy Kpunrorpaduueckne cpeacTBa 3amiuThl
B KOMITBFOTEPHBIX CUCTEMax undopmanuu: GPG u Truecrypt.
3 (OCHOBHBIE BU/IbI aTaK HA Jlabopamopnasa paboma Ne2. KoHTpoiib 1
ABTOMATH3UPOBAHHBIC CACTEMBI | HACTPOSK H  PabOTBl  AaHTUBHPYCHBIX
CPEJICTB.
4 [TexHOIOTHUSI MEXKCETEBOTO Jlabopamopnas paboma Ne3. W3ydeHue 1
DKpaHUPOBAHUS HACTPOEK U pabOThI MEKCETEBBIX IKPAHOB.
Hmozo 4

4.4 KonTposabHas padora

KontponbHas paboTra 10  JWCIMIUIMHE  CIIOCOOCTBYET  OBJIAJICHUIO
OOyYarOIIMMHUCS 3HAHUM W yMEHUW TI0 3allUTe KOMIIBIOTEPHBIX CeTel ¢
NPUMEHEHUEM COBPEMEHHBIX MPOrpaMMHO-aNNapaTHbIX cpeAacTB. OOyuarommecs
BBIOMPAIOT TEMY KOHTPOJIbHOM pabOThl M3 TMEpedHs TeM, MPEIIOKEHHBIX
MPENo/IaBaTeIIEM.

KoHTposibHast paboTa BBINOIHIETCS B COOTBETCTBUU C TeMOM paboThl. O0beM
KOHTpOJIbHOU paboTrel  20-25 crpanmn. K 3amure paGoThl  JOMKHBI  OBITH
IIPE/ICTaBIICHA MOSICHUTEIbHAS 3alucKka. PexkoMeHayemas CTpyKTypa MOsSICHUTEIbHOM
3aMMCKU:

® TUTYJIbHBIN JIUCT

¢ yH(MOpMAIMOHHAS YaCTh

® BBE/ICHHE

® OCHOBHAsl 4acThb

® 3AKJIFOYCHUE

e CIIUCOK UCIOJIb30BAHHBIX NCTOYHUKOB

Ipumeprvie memvl KOHMPOILHLIX PAOOM
1. Yrpo3sl 6e3onacHocTd UHPOPMAITMOHHON CUCTEME.
2. Opranu3anroHHbIC ¥ PU3NYECKHE MEPHI 3aIUThI HH()OPMAITUH.
3. buomerpudeckue cpeacTBa OrpaHUYCHHUS JOCTYTIA.
4. [InacTUKOBBIC KapTHI.
5. KogupoBanwue n nepekoupoBaHue HHPOPMAIIH.
6. [Taposn.



7. 3amura JOKyMEHTOB, MTOJITOTOBJICHHBIX B TEKCTOBOM penakrope Ms Word.
8. 3ammuTa TOKYMEHTOB, MOATOTOBJICHHBIX B TAOJUYHOM Mporeccope Excel.
9. 3ammuTa html-10KyMeHTOB 1 BeO-CalTOB.

10. 3anmTa UCIOTHAEMBIX ITPOTPAMM.

11. 3amura HOCUTEeH nHpOpMaIHH.

12. CereBble aTaky U OpraHU3alMs 3alIUTHI B CETH.

13. DnexTpoHHas NOJIMKCH U 3aINTA AIEKTPOHHBIX CIIEIOK.

14. 3anuTa nepcoHaIbHBIX JAHHBIX.

15. OcHoBHBIE prEeMBbI 0€30MTaCHON PabOTHI HA KOMIIBIOTEPE.

5. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYUYAIOIIIUXCSA
IO OCBOEHUIO JTUCHUITJIMHBI

[Ipu mpocnymmBaHUM JIEKIHA PEKOMEHIYeTCS B KOHCIEKTE OTMeuYaTh BCe
Ba)KHbIE MOMEHTBI, HA KOTOPBIX 3a0CTPSICT BHUMAaHHUE MPENoJiaBaTelib, B YaCTHOCTHU
T€, KOTOpbIE HaIpaBIECHbl HAa KAYECTBEHHOE BBINOJIHEHHE COOTBETCTBYIOIIEH
nabopaTopHO# padoTe.

[IpenomaBareneM  3alUIaHUPOBAHO — KCIIONB30BAHME TPU  YTEHUH  JICKIUA
TEXHOJIOTHH yueOHOM auckyccud. IloatomMy pexomeHayercsi (pUKCHpoBaTh Uit ceOst
MHTEPECHbIE MOMEHTHI C LEJbI0 MX AKTUBHOIO OOCYXKIECHHUSI Ha JUCKYCCHM B KOHIIE
JIEKLIWH.

3aJlorOM Ka4eCTBEHHOTO BBINIOJIHEHHS] J1a00paTOpHBIX padoT  SBISIETCS
CaMOCTOSITeNIbHASL TMOATOTOBKA K HUM HaKaHyHE MyTEeM TMOBTOPEHHUS MaTepHAIOB
Jexiuii. PekoMeHayeTcsi MOATOTOBUTH BOMIPOCKH! IO HESICHBIM MOMEHTaM M 00CYAHTD
WX C IIperno/iaBaTeeM B Haualie 1adopatopHOil pabOTHI.

[IpenonaBarenieM 3amjiaHUPOBAHO NMPUMEHEHHE Ha JA0OpaTOPHBIX padoTax
TEXHOJOTHH pa3BUBAIONICHCA KOOMEpaIluh, KOJUIGKTHBHOTO B3aMMOJCHCTBHUS,
pa300pa KOHKPETHBIX CUTYaIUH.

BoinonHeHne caMOCTOSATENbHONM paboThl MOAPA3yMEBAET CAMOCTOATEIbHOE
U3yYEHUE PA3/eNOB JUCUUIUIMHBI, TOATOTOBKY K J1a0OpaTOpHBIM paboTaM, 3a4eTy U
BBITIOJIHEHUE KOHTPOJILHON PabOTHI.

PekoMenayeMass TpyAOE€MKOCTb CaMOCTOSITEIbHOM paboThl MpeJCTaBiIeHA B
Tabnuue:

PexkoMeH1yeMblil pe:KuM CaMOCTOATEILHON PadoThI

Pexomennyemas
HaumenoBanue TPYAOEMKOCTB,
BH/Ia CAMOCTOSITeIbHOI PadoThI aKal. Jac.
3aounas
CaMoCTOsITeTbHOE H3YUYCHHE TEM: 62
OCHOBHBIE TIOHATHS U ONIPEICICHHS TEOPUU KOMITBIOTEPHON 8
0e30macHOCTH
CrpykTypu3aryst METOJIOB, IPHHIIMIIOB, I MEXaHU3MOB TEOPHH 6
KOMITHFOTEPHOM 0€30MaCHOCTH
Merozonorust HOCTPOSHUS CUCTEM 3alIUThl MHPOpMAIUU B 6
KOMITBIOTEPHBIX CUCTEMAX
OCHOBHBIE BUJIbI aTaK Ha ABTOMATH3UPOBAHHBIC CUCTEMBbI 5
TexHOJIOTHS MEXKCETEBOT0 YKPAaHNUPOBAHUS 5




BupryanbHble yacTHbIE ceTH 8
Ayut nHGOPMAIIMOHHOM 6€301TaCHOCTH B KOMITBIOTEPHBIX CETSIX 8
[Tonutuku 6e30MacHOCTH 8
OcHoBuble kpuTepuu 3amuieHHoctu AC. Knaccst 8
samumesnocta AC

IloaroroBka k yabopaTopHeIM padboTam (MO 2 4. Ha Kaxaylo 4
71a6. pabory)

KontponbHas padora 18
ITonroToBka K 3a4ety 18
Bcero: 102

6. POH/I OHEHOYHbIX CPEJACTB VI ATTECTAIUU IO JMCHUIIVIMHE

6.1. IlepeyeHb OLIEHOYHBIX CPEICTB
1. Otuetsl oOyyaromuxcs Mo JadopaTopHBIM paboTaMm.
2. Borpocsl k 3auery.
3. Kontpoinbnas pabota (1151 3a04HOM HOpMBI OOYUECHHUS).

6.2. Ilpouenypa oneHMBaHUA Pe3yJbTATOB OCBOCHUSI JUCHTUIIIHHBI

3ayer mpoBoaUTCS B (popMe OTBETa Ha BONPOCHl Owiera. buier coctout uz 2
BOMPOCOB. Bompock! K 3aueTy MOBOISATCS 1O OOYYaroIIMXCsl HAa IMOCIEAHEN JIEKIIMU B
cemectpe. Ha moaroroBky orera o0y4aromemMycsi OTBOAUTCS | aCTpOHOMHYECKHIA Yac.

Pe3ynpTaThl TEKyIIETO KOHTPOJIA YCIIEBAGMOCTH M 3adeTa 3aHOCITCS
MperoiaBaTesieM B 3a4eTHYIO BEIOMOCTh, KOTOpas CHACTCS B OpPraHU3allMOHHBIA
OTIIe]T WHCTUTYyTa B JEHb 3ayeTa, a TAKXKE BBICTABIIAIOTCS B 3aYETHYIO KHIDKKY
oOyyJaro1erocs.

6.3. IIppMepbI OLICHOYHBIX CPEACTB K 3a4€eTy

1. Uadopmarus kak oObeKT 3amuThl. KoHpUACHIIMATBHOCTD, IIETOCTHOCTh U
JOCTYITHOCTh MH(GOPMAIIUH.

2. Mogenu nennoctu nHpopmanmu. MHPopMalmoHHBIHN MOTOK.

3. Uepapxuueckre MOAEIM U MOJENb B3aUMOJICHCTBUS OTKPBITBIX CHUCTEM
(OSI/1SO).

4. Yrpossl. Knaccudukanms yrpo3 6€30MmacHOCTH.

5. Mogenu yrpo3 u Moziesib HapyIIUTEIIs.

6. Yreuku undopmanuu. Kananel yreuek nnpopmanuu.

7. Knaccudukaius kaHaioB yreuek HHOOpMaIIUH.

8. OcHOBHbIE HaIpaBJeHUs1 00ecreueHnss KOMIbIOTEPHOU 0€30M1aCHOCTH.

9. OcHOBHbIE YPOBHU 3aIIATHI HHPOPMALIUH.

10. IMpunuuner noctpoenus: 6e3omacHbix AC. Metoaonorus oOcieoBaHUus 1
POEKTUPOBaHUS 3aUThl AC.

11. Cucrempl uaeHTUGUKANNK W ayTeHTU(DHUKAIMU, KIacCU(UKAIUS TaKHX
cucteM. Kpunrorpadudeckue cpeacTsa 3aniuThl HHPOPMAIIUU.

12. Creranorpaduyueckre METOIbI 3aIHUTHI.

13. KonTpons nienoctaoct uapopmarmu Ha MHU.

14. Iludposas noanucs.

15. Tlonsatne u Kiaccuukamuss atak Ha KOMIIbIOTepHbIe ceTh. OCHOBHBIE
THUIIbI CETEBBIX aTaK.



16. CpencrBa peanu3alum aTax.

17. MexaHu3Mbl THUIOBBIX aTaK, OCHOBAHHBIX Ha YSI3BHUMOCTIX CETEBbIX
NPOTOKOJOB. ATakM Ha CeTeBble CIYKObl. ATakM C  HCIOJb30BAaHUEM
MIPOMEKYTOUHBIX Y3JI0B U TEPPUTOPHUH.

18. TexHonoruu oOHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOKHOCTH.

19. Metoasl oOHapyxenusa atak. Knaccudukanus cucteM oOHapyKeHUsSI aTak
/Bropxenuit (COA/COB).

20. BpenoHocHOE IporpaMMHOE 00eCTIeUeHHE.

21. KomnbsrotepHblie BUpychl. Kimaccudukams BUpycoB.

22. AHTHBHUpYCHOE MIPOrpaMMHOE oOecrieueHue. Knaccudukarus
AHTHUBHUPYCOB.

23. TpeboBaHUs K aHTUBHPYCHBIM MporpamMmaM. MeToasl OOHapyKeHUs
BpenoHOoCcHOTO [10 1 ycTpaHeHus NOCIeACTBUMN 3apaKEHUS.

24. Ilonartue wmexcereBoro skpaHa. CTpaTeruu M CpelICTBAa MEXKCETEBOTO
HKpPaHUPOBAHMUSL.

25. Co3aHue 3alIMILEHHBIX CErMEHTOB Ipu pabore B ceTu MHTepHET C
UCIIOJIb30BaHUEM MEKCETEBBIX HKPAHOB.

26. Tumnbl MexceTeBbIX IKpaHOB. CXxeMbl MEKCETEBOI0 AIKPAHUPOBAHMSL.

2. OunbTpanus naketoB. Kpurepuu u npaBuia QuibTpalvu.

28. Peanmuzanus makeTHbIX GuiIbTpoB. OcoOEHHOCTH (DUIBTPALIMU PATHMYHBIX
TUIIOB Tpaduka.

29. Hlmo3er mpuknagHoro ypoBusa. Koutpoins HTTP-tpaduka u snekrporHON
MOYTHI.

30. [TonsaTe BUPTyaTbHONW YAaCTHOW CETH, €€ TMpeaHa3HaueHue. 3aaadyd,
pemaembie VPN. Tynnenuposanue B VPN. YpoBHU 3alIMIIEHHBIX KaHAJIOB. 3aliuTa
JTAaHHBIX Ha KaHAJbHOM ypPOBHE.

31. Opranmzanus VPN cpenctBamu mporokona PPTP. VYcranoBka wu
Hactporika VPN. Ananu3 3amuiieHHOoCTH nepeaaBaeMoi nHhopmaIim.

32. 3amuTa JaHHBIX Ha CETEBOM YpOBHE. 3aIlIUINCHHBIM OOMEH 3JICKTPOHHOMN
ITOYTOM.

33. llenmn wm 3amaun mpoBefeHUs] ayauTa OE30MacHOCTH. DTambl U METOJIbI
IPOBEJCHUS, PE3YJIbTaThl padoT.

34. HopMaTUBHO-TIPaBOBBIC U OPTaHM3AIMOHHBIC OCHOBBI MPOBEACHUS ayaAHUTa
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM.

35. Onpenenenne  CTPYKTYphl  WHGOPMAIIMOHHO-TEICKOMMYHHKAITMOHHBIX
ceTel.

36. [IporpaMmMHBbIe CpeCcTBa aHATIN3a TOTIOJOTUN BBIYMCIUTENLHON CETH.

37. OnpenaeneHre MapIIpyTOB MIPOXOKICHUS CETEBBIX MMAKETOB.

38. ObnapyxeHue o0HeKTOB ceTu. [locTpoeHue CXeMBbI CETH.

39. BrisiBieHNE TEIEKOMMYHUKAIIMOHHOTO 000y 10BaHUSI.

40. BoisiBieHMEe W MOCTPOEHHE CXE€Mbl HWH(OPMALMOHHBIX  MOTOKOB
3amuaeMoi nHGOpMaIIHH.

41. llonsatue monuTuku  Oe3omacHOCTH. (OCHOBHBIE THMBI  MOJHUTUKH
0€30MacHOCTH.

42. Pa3paboTka u peanu3anus MOAUTUKH Oe3omacHocTH. Kiaccudukanus
Mo/ieJiel TOJIUTUK O€30MacHOCTH.
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43. IlonuTtuka U Mojaenu OE30MAaCHOCTH B PacCIpeeICHHBIX KOMITBIOTEPHBIX
CHUCTEMaX.

44, CemeiictBo  JI[I-mMomenmedt  MOMUTHK ~ OC30MAaCHOCTH  JIOTHYECKOTO
yIpaBJeHUsl T0CTYIIOM U HH()POPMAIIMOHHBIMH MTOTOKAMHU.

45. OcHOBHBIC KPUTEPHUH OLICHKH 3antuiieHHocTu AC.

46. Cragmapt oneHku Oe3omacHOCTH KoMmbioTepHbIx cucteM TCSEC
(«OpanxeBast KHUTa»).

47. Konuenmust 3amutel AC u CBT 1o pykoBOIAIIUM JOKyMEHTam
I'ocrexxkomuccuu PO.

48. Enunbie  kpuTepund  0€30MacHOCTH  WMH(DOPMAIMOHHBIX  TEXHOJOTHI
(Common Criteria).

49. TIpob6emMbl KOMIBbIOTEpHOU Oe3omacHOCTU. [lepCcrieKTUBHBIC HANpaBICHUS
UCCIIEIOBAaHUM B 00JIACTU KOMIIBIOTEPHOM 0€30MacHOCTH.

6.4. ®OH/I O1IEHOYHBIX CPEICTB
[onHbIit 6aHK 3a7aHUM JUIST TEKYIIETO KOHTPOJISl M MPOMEKYTOYHOM aTTecTaiuu
[0 JUCLUIUIMHE, I[I0Ka3aTeild, KPUTEPUH, IIKAJIbl OLICHUBAHUS KOMIICTCHIIMH,
METOIMYECKHE MaTEPUaIIbI, ONPEEIISIONTHIE MPOIETypPhl OLIEHUBAHUS 00pa30BATEIILHBIX
pe3ysbTaTOB, IPUBECHBI B y4EOHO-METOIMUECKOM KOMITJIEKCE TUCIUILIMHBL.

7. OCHOBHAS U JONOJIHUTEJIBHAA YYEBHAS JIMTEPATYPA
7.1. OcHoBHasl yueOHas1 JiuTEpPaATypa
1. I'pymo A.A., Ilpumenko D.A., Tumonuna E.E. Teoperuyeckne OCHOBBI
KOMITbIOTEpHOU Oe3onacHoCcTH. — M.: «Akagemus», 2009. - 272 c.
2. Tamarenxko, B.A. OcHoBel wuH(pOpManMoHHOW Oe3omacHOCTH. /

[OnexkTponnbii  pecypc]. - M.: HanuonanbHblii OTKpPBITBI YHHUBEPCUTET
"MHTYUT", 2016 - 208 c. ISBN 5-9556-0052-3. - Joctyn OBC «KoHcynbTaHT
CTYJICHTa.

3. lllanwsrun, B. ®. Uudopmarmonnas 6e30macHOCTh U 3anuTa HHGOpMAIU
[DnexTponHbIi pecype] - Mocksa: JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-
768-0. - Hoctyn OBbC «KoHCyNnbTaHT CTyACHTaY.

4, JlesamH, II. H. Monenun 06€30MacHOCTH KOMITBIOTEPHBIX CHCTEM.
YmpaBiaeHue AOCTYNOM M WHGOPMAIMOHHBIMH TOTOKaMH: y4eOHOE TOCOOHue IS
BY30B 2-€ M3[l., UCIIP. U JOM. [DNEKTpOHHBIN pecypc] - Mocksa: ['opsiuas auHus -
Tenexom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - Hoctyn ObC «KoHcynbTrant
CTYJCHTa.

JlonmosHUTEILHAA JIMTEpaTypAa:

1. Kacnepcku, K. Texnuka cereBbix atak. T. 1 / Kpuc Kacnepcku. — M.: CosoH-
P, 2001. — 400 c.

2. Jlarmonmnaa, O. P. OcHOBBI ceTeBOM 0€30ImacHOCTH: KpHUITOrpaduyecKue
AITOPUTMBI ¥ TIPOTOKOJIBI B3aUMOJICUCTBHSI: KypC JEKIMA: ydeOHoe mocoOue: s
CTYZIEHTOB BY30B, oOy4aromuxcs mo crermaibHocty 510200 "TpukinagHas maremaTuka
u undpopmatuka"/ O.P. Jlamonuna; VHTepHeT-yHHBEpCHUTET WH(POPMAIIMOHHBIX
TexHosoruid. — M.: Uatepuer-YHuBepcurer nHpopmamoHHbix Texnomnorui, 2005. — 605
C.
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3. Onmudep, B.I'. Komnbrotepusie cetu: [IpuHIUTIBI, TEXHOIOTHHU, TIPOTOKOJIBL:
yuebHoe rocobue st cTyaeHToB By30B / B. I'. Omudep, H. A. Onudep. — 3-¢ uzn. —
M.; CI16.; Huwxuuit Horopoa: ITutep, 2007. — 957, c.

8. PECYPCBI CETU «<MHTEPHET»,
HEOBXOJIUMBIE J1JIs1 OCBOEHU S U CHUITJINHBI

1. DnexTpoHHBIN (HOHI MPABOBOKM W HOPMATHBHO-TEXHUYECKON JTOKYMEHTAIHH
- http://docs.cntd.ru;

2. DBC «Jlanb» - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. OBC «KoncynbranT crymenTa» - https://www.studentlibrary.ru;

5. Hantmonanmensiid OTkpeiThiil Y HUBepcuTeT « AHTYUT - https://intuit.ru;

6. ExmHOe  OKHO  gocTyma K 0oOpa3oBaTeNBHBIM  pecypcaM.  —
http://window.edu.ru/;

7. Undopmanmonnslit onnaitd moprai ISO27000.ru - http://www.is027000.ru/;

8. bezonacHocTs - http://groteck.ru/security.

9. OBC htt://www.znanium.com/

10. OBC htt://www.studentlibrary.ru

11. http://nio.kgsu.ru/ Caiit KI'Y. HayuHo-Hccie10BaTeIbCKUIA OTICIT

12. http://window.edu.ru/. EqnHoe okHO q0cTymna K 00pa3oBaTelIbHBIM pecypcaM

13. http://elibrary.ru/. Hayunas snekTpoHHast On0ImoTeka

14. http://dspace.kgsu.ru/xmlui/ Dnextponnas oubnrorexa KI'Y

9. TH®OPMAIIMOHHBIE TEXHOJIOI'UMU,
IMPOI'PAMMHOE OBECIIEYEHHE
N NHO®OPMAILIMOHHBIE CITIPABOYHBIE CUCTEMBbI
1. OBC «JIaaby.
2. ObC «KoHCyIbTaHT CTYJEHTAY.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAs CHUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHUE
JAUCHUTIJIINHBI

MarepuanbHO-TEXHHYECKOEe OOecleuyeHue I10 peaju3alud JIUCIUILUIAHBI
OCYIIECTBIISIETCSI B coOoTBeTcTBUM ¢ TpeboBanuss PI'OC BO mno ma"HOM
o0pa3oBaTeabHOI MporpaMme.

11. JIs cTyJIeHTOB, 00Y4YAIONIUXCS ¢ UCIMOJIb30BAHHEM TUCTAHIIMOHHBIX
o0pa3oBaTeJibHbIX TEXHOJIOT Uil

[Ipy  wWcroNb30BaHWM  DJCKTPOHHOTO  OOyYEeHHMsS] UM JUCTAHIIMOHHBIX
oOpazoBaTenbHbiX TexHoyorud (mamee D0 u JIOT) 3aHATHS TOJHOCTHIO WU
YAaCTUYHO TMPOBOMITCS B pekuMe oHjaitH. OO0beM IUCIUIUIMHBI U PaCIpEeICHUE
Harpy3kd IO BuAaM paboT cooTBercTByeT M. 4.1. Pemenne xadenpsl 00
UCITOJIb3YEMBIX TEXHOJIOTUSX U CHCTEME OIICHMBAHUS TOCTIKCHHM, 00YyJaronIuxcs
MPUHUMAETCS C yY€TOM MHEHUS BEIYIIETO MPEToAaBaTes U TOBOAUTCS 10 CBEICHUS
00yJaroIIIXCsl.
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http://nio.kgsu.ru/

IMTPMJIOKEHHE 1

AHHOTanus K paboyeil mporpaMMme JUCLUIIIUHBI
«3amuTa nHGOpMALMN B KOMIIBIOTEPHBIX CHCTEMAX))

o0pa30BaTeILHON MPOTPAMMEBI BBICIIIETO 00Pa30BaHUS —
porpamMmsbl OakajiaBpHuarta

27.03.01 CrannapTu3aiusi 1 METPOJIOTHS
Hanpasnennocts: CTanmapTu3aiusi, METPOJIOTHS U YIPaBIEHHUE Ka4eCTBOM

Tpyooemxocmo oucyunaunsi: 3 3.e. (108 akageMudeckux yaca)

Cemecmp: 4 (3a0unas popma oOydeHMsI)

Dopma npomescymouHou ammecmayuy. 3a4eT

Cooeporcanue oucyunaunvl. OCHOBHbIE pa3debl.

CrpykTypr3amysi METOJOB, TPHUHITUIIOB, U MEXaHM3MOB TEOPHH KOMITHIOTEPHON
Oe3zomacHoCTH. Merofonorus MOCTPOEHUsT CUCTEM  3alluThl  HMH(QOpManuu B
KOMITBIOTEPHBIX crcTeMaX. OCHOBHBIC BUIbI aTaK HA aBTOMAaTU3MpoBaHHbIe cucteMbl (AC).
TeXHOIOTHS MEKCETEBOTO SKPAHUPOBAHUSI.
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JIMCT
perucTpanuy U3MeHeHu (10NoJTHeHUil) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«3amura nngopManuu B KOMIbIOTEPHBIX CHCTEMAX»

N3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4eOHwblii roa:

OTBETCTBEHHBIN MpENoaaBaTeb / Yenoseukosa A.B. /

W3meHeHust yTBEPKIAEHBI HA 3aCeTaHuH Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenyromuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1onoTHeHHs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPEMNoaaBaTeb / Yenoseukosa A.B. /

N3meHeHust yTBEpKIEHbI HAa 3aceaHUM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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