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1. OFBEM JIUCIIUITJINHBI

Ounas ¢popma

Bcero: 3 3aueTHBIX equHULIBI TPy 10eMKOCTH (108 akameMudecKux Jaca)

N Ha Bcro Cemectp
Bun yaeOHOM paboThI
TUCITUTUINHY 3

AyauTopHbIe 3aHATHS (KOHTAKTHAs padoTa ¢
npenojgaBartejieM), BCero 4acoB 32 32
B TOM 4HCJI€:
Jlexun 16 16
JlaboparopHbie pabOTHI 16 16
CamocrosiTesibHasi padoTa, BCero 4acoB 76 76
B TOM 4HCJI€:
IToaroroBka K 3a4eTy 18 18
Jpyrue Buapl caMOCTOSTENIBHON pabOThI
(u3yyeHue TeM, TIOATOTOBKA K JTa0OPaTOPHBIM paboTam u 58 58
PyOCIKHOMY KOHTPOJTIO)
Bu npoMe:KyTOUHOI aTTecTalnu 3a4er 3a4er
OO01mas Tpy10eMKOCTb THCIUIIIUHBI U TPY10€MKOCTbH 110 108 108

ceMmecTpam, 4acoB

3aounas ¢popma

Bcero: 3 3auetHbix enunuibl Tpygaoemkoctu (108 akamemuueckux gaca)

Bun yuebHoit paboTbl Ha scio Kype
JUCLUTUTMHY 2/ 4 cemectp

AyauTOpHBIE 3aHATHS (KOHTAKTHAasA padoTa ¢
npenojgaBareseM), BCero 4acoB 6 6
B TOM 4MHcJIe:
Jlexuun 2 2
JlabopaTopHbie pabOThI 4 4
CamocrosiTeibHas padoTa, Bcero 4acoB 102 102
B TOM 4MHcJIe:
ITonroroBka Kk 3aueTy 18 18
Jlpyrue BUJbI CAMOCTOSITENIbHONW PabOTHI 66 66
KonrtponbHas pabora 18 18
Buja npoMeKyTOYHOM aTTecTalNu 3a4er 3a4er
OO01ast TPy10eMKOCTh THCHHUIJIMHBI U TPY/10€MKOCTh 10 108 108

ceMmecTpam, 4acoB




2. MECTO JUCHHUIIJIMHBI
B CTPYKTYPE OBPA3OBATEJBHOM MPOT'PAMMBI

JucnuminHa «3amnmTa nHQopMaluu B KOMITBIOTEPHBIX CUCTEMax» OTHOCHUTCS
K 4acTd, GOPMHPYEMOM yJaCTHUKaMH 0OpPa30BaTCIbHBIX OTHOIICHUH AUCITUILITHHAM
1o BeIOOpy bioka 1.

N3yyeHne IUCHUILIMHBI Oa3upyeTcs Ha pe3yjbTaTax OOYy4YeHHUs CpeaHei
o0pa30BaTeILHOM IIKOJIBI 110 JUCIUILTHHE «HDOpMaTHKaY.

PesynbraThl 00yueHWs TI0 JUCHUIUIMHE HEOOXOTUMBI Il  W3YYCHHS
mucrutinH - «IIpoekTupoBaHne aBTOMATHU3MPOBAHHBIX cHCTeM», «lIporpammuoe
VIOPaBJIICHHE TEXHOJOTHYECKUM o0opyaoBaHuem», «lIporpammuoe obecnieueHue
CUCTEM YIPABJICHHS», a TAKXKE JJIS BBIMOJTHEHHUS Pa3/ieIOB KYPCOBBIX MPOEKTOB TIO
JTUCITUTIIMHAM 0a30BOM YaCTH U BBITYCKHOM KBaTM(DUKAITMOHHONW PabOTHI.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYYEHUA

Lenpro mucuumuiuHbl «3amura HHPOPMAIMK B KOMIBIOTEPHBIX CETIX)»
apigercss (GopMUpOBaHHE Yy OOyYaroONIMXCsl 3HAHUM W yYMEHUH 1O 3aluTe
KOMIIBIOTEPHBIX CETEW C MPUMEHEHUEM COBPEMEHHBIX MPOTrPaMMHO — anmnapaTHBIX
CPEACTB.

3agauu TUCUUIUIMHBI — JaTh 3HAHUS:
0 METOJIaX U CPEJICTBAaX 3alIUThl HH(OPMAITUN B KOMITBIOTEPHBIX CETSIX;
0 TEXHOJIOTHH MEXKCETEBOTO YKPAaHUPOBAHHS;
0 METOJIaX U CPEACTBAX MOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH;
O METOJIaX U CPEICTBAX ayIUT YPOBHS 3AIMIEHHOCTH UH(POPMAIIMOHHBIX CUCTEM.
Komnerenuuu, popmupyemMblie B pe3yJibTaTe OCBOEHUS AUCIUIUIHHBIL:
- 1'0TOB MpOM3BOANTh MHCTAULILNIO U HACTPOMKY CHCTEMHOTO, IMPUKIIATHOTO U

WHCTPYMEHTAILHOTO  IPOrPAaMMHOTO  OOCCIICUCHMSI CHCTEM  aBTOMATH3allMd U
ympasienus (ITK-15).
WHaukatopel W JECKPUITOPHI YaCTH COOTBETCTBYIOMICH KOMIIETCHIIHH,

dbopMupyeMoii B TIpollecCe H3YUYEHUS IUCIUIUIMHBI «3amura uHGOpMaIlud B

KOMHI)IOTepHI)IX CETAX», OLICHUBAKOTCA HpI/I IIOMOIIN OLCHOYHBIX Cpe,Z[CTB.
[Tnanupyembie pe3yabTaThl 00YUCHHUS 10 TUCIMILIMHE «3aliuTa HHPOPMAIMKi B KOMIIBIOTEPHBIX CHCTEMaX),
WHAUKATOPHI HocTmkeHus komrereHwmid [1K-15, mepedens olleHOUHBIX CPEICTB.

Kox Kon
HaunmenoBanue HaumenoBanue

Ne | wmHmHKaTopa IJIAHUPYEMOTO ILnanupyembie

WHJUKATOPA JOCTHKECHHUS OILICHOYHBIX
/1 | JOCTHXKEHUS pe3ynbTara pe3ynbTaThl 00yUYeHHUS

KOMIIETEHITUH CPEJICTB
KOMIIETEHIIUHA o0OydeHus
— 3HaTh: ocuoBusie | 3 (MJ-1 IIK-15) — 3HaeT: ocHOBHBIE | Bonpocs! Tecta

YA3BUMOCTHU u
aTakKu Ha

THITIOBBIC YA3BUMOCTH W THUIIOBBIC

1. | WO-1TK-15

COBPEMCHHBIC

aTakl Ha COBPEMCHHLIC

KOMIBIOTEPHBIE KOMIBIOTEPHEIE
CUCTEMBI CUCTEMBI
— YMeTs: BeimotaaATh | Y (MJ]-2 TIK-15) YmMmeer: BBINONHATE | Komruiekc
HACTPOUKY 3alUTHBIX HacCTPOHKY MMHTAINOHHBIX
2. NA-2 TIK-15 | mexaHM3MOB CEeTEBBIX KpHUIITOTpauuecKux 3a1a4
IIPOrPaMMHO-AINapaTHBIX CpEnCTB GPG u
CpEICTB Truecrypt
— Buagets: HaBsikamu | B (M]1-3 T1K-15) Buageer: Hagbikamu | Kommiekc
3. NA-3 TIK-15 | agMUHUCTPUPOBAHUS KOHTpPOJISI HACTPOEK M | UMUTALlMOHHBIX

CETEBBIX IPOrpaMMHO-

paboThl aHTUBHUPYCHBIX

3ama4d




anmapaTHeIX — KOMILJIEKCOB CPEACTB M MEXCETEBBIX
3aIUTel  MHQOpPMAIMU | JKpaHOB.

cUCTEM oOHapyXeHUs
KOMIBIOTEPHBIX aTak

4. COAEP) KAHUE JUCIHUIIJINHBI
4.1. YueOHO-TEeMAaTHYECKHUH IJIAH.

KoaunuectBo yacoB
5 | Homep H KOHTaKTHOM pabOoThI C NPENo IaBarTeiemM
8 aMMEHOBAHHE pasjera,
S. | pa3nena, o 3
& TEMBI YHas aovHas
TEMBI
Jlexkuu | Jlabop. | Jlexkumum | JlaGop.
Tema 1 OcHOBHbBIE TOHATHS M OIpPEAEICHUS 1 - - -
TEOPHH KOMIIBIOTEPHOIN 0€30MacHOCTH
CrpyKTypu3aiyisi METOJIOB, IPUHLINIIOB, U 1 - 0,4 -
Tema 2 | MEXaHU3MOB TEOPUU KOMITLFOTEPHOI
— 0e30MmacHOCTH
5 MeTonosorusi TOCTPOSHHUS CHCTEM 2 4 0,4 1
lo)
2| Tema3 | sammrel HHQOPMALHH B KOMIIBIOTCPHBIX
cucreMax
OCHOBHBIE BUJIBI aTaK Ha 2 5 0,4 1
Tema 4
ABTOMATH3MPOBAHHBIC CUCTEMBI
TexHOoI0rus MEXCeTEBOr0 2 2 0,4 1
Tema 5
IKpPaHUPOBAHUS
Tema 6 | BupTyanbHble 4acTHBIE CETH 2 5 0,4 1
Ayt nadopMaIoHHON 0€3011aCHOCTH 2 - - -
™| Tema 7 yA (opmar
S B KOMIIBIOTEPHBIX CETSIX
© | Tema8 | [lomutuku O6e30macHOCTH 2 - - -
- OCHOBHBIE KPUTEPHH 3alMIICHHOCTH 2 - - -
Tema 9
AC. Kinaccrel 3amumenaocta AC
Bceero: 16 16 2 4

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Tema 1. OcHnosnbie nonamus u onpeoeeHUs Mmeopuu KOMNbIOMEPHOUl
0e3zonacnocmu.

Ucropust pa3BuTHS TEOPUM € TPAKTUKA KOMIIBIOTEPHOM O€30MacHOCTH.
Nudopmaruss kak o00bekT 3amuThl. KoH(PUACHIIMATBLHOCTb, IIEJIOCTHOCTh M
JOCTYITHOCTh MHGpopMarmu. Mojenu 1ieHHocTH uHpopManuu. MHpopMalnoHHBIH
noTok. Mepapxuueckue MoJend M MOJEIb B3aUMOJACHCTBUS OTKPBITHIX CHCTEM
(OSI/1SO).

VYrpo3el. Knaccudukanuss yrpo3 Oe3omacHOCTH. Mojenu yrpo3 U MOEIb
HapywmuTens. Yreuku unpopmaruu. Kanansl yreuek nnpopmanuu. Knaccudukanms
KAaHAJIOB yTeUeK UH(POPMALIUH.

Tema 2. Cmpykmypuzauyus memooo8, NPUHUUNOG, U MEXAHUZMOE8 Mmeopuu
KOMNbIOMepHOoIl 0e30nacHOCmU.

OcHOBHBIC HampaplieHWs OOECIEUCHUS KOMIIBIOTEPHOW  Oe30MacHOCTH.
OcHoBHBIE ypOoBHU 3anuThl HHGopMaruu. [Ipuniuner noctpoeHus: 6e3omnacHbix AC.
MeTtononorust oocnenoBanus U mpoektupoBanus 3amuthl AC.




Tema 3. Memoodonocusa nocmpoeHus cucmem 3auyumuvl UHGOpMayuu 6
KOMNbIOMEPHBIX CUCHIEMAX.

[TocTpoeHue cucteM 3alUThl OT YIpo3bl HapyLIEHUs KOH(PUIACHIMAIBHOCTH,
IEJIOCTHOCTH, JIOCTYIIHOCTH HWHGOpPMAIMU U YIPO3bl PACKPHITUSA [apaMeTpOB
uHpopMarmoHHOW cucteMbl: CucteMbl HUISHTUDUKAUMKU U ayTeHTU(UKAIUH,
kinaccudukanusa — Takux — cucreM. Kpunrtorpaduyeckue — CpeacTBa  3allUThI
uHpopmaruu. CreraHorpaguyeckue MeTolbl 3amuThl. KOHTPOIb 11EIOCTHOCTH
unpopmarmu Ha MHU. Ludposas noanuce.

Tema 4. Ocnosnvie 6uovt amak Ha asmomamuzuposarnwie cucmemwl (AC).

[TonsiTne m knaccuukams aTak Ha KOMITBIOTEpHBIE ceTH. OCHOBHBIC THITHI
ceTeBbIX atak. CpelicTBa peanu3aiuu atak. MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX
Ha YSI3BUMOCTSIX CETEBBIX IPOTOKOJOB. ATAaKM Ha CETEBbIE CIIYXKObl. ATaku C
WCIIOJIb30BaHUEM MPOMEKYTOUHBIX y3JI0B U TEPPUTOPHUH.

TexHonoruu o6HapyKeHUSI KOMITBIOTEPHBIX aTaK U UX BO3ZMOXKHOCTH. METO b
oOHapyxkeHust arak. Kiaccudukamuss cuctem oOOHapy>KEHUS aTakK /BTOpP>KEHUMN
(COA/COB).

Bpenonocnoe mnporpammuHoe oOecriedeHue. KommbioTepHble  BUPYCHI.
Knaccuduxkanus Bupycos.

AHTUBHpYCHOE TporpamMmHoe obecnedeHue. Knaccudukaius aHTUBUPYCOB.
TpeOoBaHUsI K aHTUBUPYCHBIM TporpammaM. MeToabl 0OHapyKEHUsI BPETOHOCHOTO
ITO u ycTpaHeHus MOCIEICTBUN 3apa’KCHUSL.

Tema 5. Texnono2un merccemeso2o IKPAHUPOBCAHUSL.

[Tonsatue wmexcereBoro »kKpaHa. CTparerum U CpPEJCTBA MEXKCETEBOTO
skpanrpoBanus. Co3aHNe 3alUIICHHBIX CETMEHTOB MpHU padoTe B ceTu HTEepHET ¢
WCIIOJIb30BAHUEM MEXKCETEBBIX JKpPaHOB. THUIBI MEXCETEBBIX HKpPaHOB. CXEMBI
MEKCETEBOTO SKPAHUPOBAHUSI.

Ounbrpanus maketoB. Kputepun u mnpaswia QuibTpanuu. Peammzanms
nakeTHIX (QuibTpoB. OcoOeHHOCTH (UIBTpAIIMM PA3IUYHBIX THUIOB TpaduKa.
03wt npukiiagHoro ypoBHs. Koutponas HTTP-Tpaduka u 2neKTpoHHOMN TOYTHI.

Tema 6. Bupmyanvnoie wacmuuvle cemu.

[TonaTre BUpTyanbHON YaCTHOM CETH, €€ MpeIHa3HAYEHUE. 3a/1auu, pelIaeMble
VPN. TynnenupoBanue B VPN. YpoBHU 3alUIIIEHHBIX KaHAJIOB. 3alUTa JaHHBIX Ha
kaHaibHOM ypoBHe. Opranuzarusi VPN cpenctBamu npotokosnia PPTP. Ycranoska u
HacTporika VPN. AHanu3 3aiuineHHOCTH nepeaaBaeMoi nHpopmaruu.

3ammTa JaHHBIX HA CETEBOM YpOBHE. 3alMIICHHBI OOMEH 3JIEKTPOHHOM
MOYTOM.

Tema 1. Ayoum unghopmayuonnoii 6e30nacHocmu 6 KOMRbIOMEPHBIX CEMAX.

[enmu w 3amauud TIpoBeNEHUS] ayauTa OE30MAaCHOCTH. ODTalbl U METOJIbI
MIPOBEJICHUSI, PE3YyJIbTaThl Pa0OT.

HopMmatuBHO-IpaBOBbIE W OpPraHU3alMOHHBIE OCHOBBI MPOBEACHUSA ayauTa
0e30macHOCTH KOMIBIOTEPHBIX cucTeM. OmnpeneneHue CTpyKTypbl HHPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTed. [lporpammHbie cpeacTBa aHaiu3a TOMOJIOTHH
BBIYUCIUTENBHON ceTh. OnpeaeneHne MapipyToB MPOXOKIAECHUS CETEBBIX MAKETOB.
O6napyxenue o0bekTOoB cetn. llocTpoeHwe cxembl ceTd. BrisiBieHue



TEJIEKOMMYHUKAIIMOHHOTO 000pynoBaHus. BbIsiBIEHHE U MOCTPOEHUE CXEMBI
MH(OPMAIMOHHBIX TOTOKOB 3alllUIaeMON HH(GOpMALIIH.

Tema 8. Illonumuxu 6e3onacnocmu

[lonsitue monutuku  Oe3omacHocTu. DopmanbHbie MOAEIU  MOJUTHUK
6e3onacHocTi. OCHOBHBIE TUIIBI MOJUTUKU Oe30macHoCTH. Pa3paboTka u peanuzanus
noJUTUKM 6e3omacHocTu. Knaccudukanus Mmozenei moiuTuk 6€30MacHOCTH.

[Tomutrka U Mojenu O€30MacHOCTH B PACHpPECICHHBIX KOMITbIOTEPHBIX
CUCTEMAX.

CewmeiictBo [II-Mozaeneld MONMUTHK O€30MaCHOCTH JIOTHYECKOIO YIPaBICHUS
JOCTYTIOM ¥ MH(GOPMAIIMOHHBIMU TTOTOKAMH.

Tema 9. Ocnosnuvie Kpumepuu 3amuuiennocmu AC.  Knaccol
sawgumiennocmu AC.

OcHoBHble KpuTepu oOleHKU 3amuiieHHocth AC. CraHaapT OIEHKH
6e3onacHoctu kKoMmIibloTepHbIX cucteM TCSEC («OpamxeBast kuuray). Konuemnius
3ammThl AC u CBT no pykoBoasmmuMm nokyMmeHTaMm ['octexxkomuccuu P®. Envnbie
KpuTepuu 6e3omacHocTy nHpopmamoHHbIx TexHonoruit (Common Criteria).

Onpenenenve  ypoBHS — 3alMIIEHHOCTH MW TpeOOBaHUS 1O  3alUTe
MepCOHAIBHBIX JTaHHBIX. TpeboBanus o 3amure KU,

4.3 JlabopaTopHbie padoThI

HanmenoBanue tem Hopmatus
Howmep HaunmenoBanue 1abopaTopHBIX paboT BPEMCHH,
TEMBI TEMBI Jac.
OyHas | 3a04yHas
3 Merononorust  moctpoenus |Jlabopamopnas — paboma  Ne 1.
CUCTEM 3amuThl | Kpunrorpaduyeckue CpeacTBa 4 1
uH(popMalun B |3amuTel  umHpopmarmu: GPG  wm
KOMITHFOTEPHBIX CHCTEMAaX Truecrypt.
4 OcHOBHBIE BUJIbI aTaK Ha Jlabopamopnas paboma No2.
aBTOMaTH3UpOBaHHbIE cucTeMbl |KoHTponb  HacTpoek u  paboThI 4 1
AQHTHBHPYCHBIX CPEJICTB.
1-wtit pybesicnwiii konmponw | Tecmuposanue 1 -
5 TexHOIOTHS MEKCETEBOTO Jlabopamopnas paboma Ne3.
SKpaHUPOBAHUS W3yuenne HacTpoek U paboOTHI 2 1
MEKCETEBBIX HIKPAHOB.
6 Buprtyansubie yacthbie cetu  |Jlabopamopuas paboma Nod.
N3zyuenue M30JIMPOBAHHBIX 4 1
NPOTPaMMHBIX ~ Cpell Ha TpuUMepe
paboThI C BUPTYaTbHBIMU MAITUHAMH.
2-o11 pyoexcnotit Koumpoas | Tecmuposanue 1 -
Hmozo 16 4

4.4 KonTposabHas padoTa (1,15 32049H0ii (hopmMbI).
KontponpHnass pabora 1O  JIUCHMIUIMHE  CIIOCOOCTBYET  OBJIAJCHUIO
OOy4yarolMMHUCS 3HAHUW W YMEHUH MO 3allUTe KOMIIBIOTEPHBIX CETed ¢
IPUMEHEHHEM COBPEMEHHBIX MPOTrpaMMHO-aINapaTHeIX cpencts. OOydarommecs




BEIOMPAIOT TEMY KOHTPOJIBHOW paboThl W3 TEpedyHs TeM, MPEeI0KEHHBIX
MPENo/IaBaTeIeM.

KoHnTtposnbHast paboTa BBINOIHIETCS B COOTBETCTBUU C TeMOM paboThl. O0BEM
KOHTpOJBHOM paborel 20-25 ctpanun. K 3ammre paboThl J0KHA OBITH
Mpe/ICTaBlICHA MOsICHUTENbHAS 3amucka. PekomenayeMasi CTpykTypa MOsICHUTEIbHOM
3aMKUCKU:

® TUTYJIbHBIN JIUCT;

¢ HGOpPMAIIMOHHAS YaCTh;

® BBEJ/ICHHE;

® OCHOBHAs 4acTb;

® 3aKJII0YECHHUE;

e CIIMCOK MCIOJIb30BAaHHBIX HCTOYHHUKOB.

IIpuMepHBbIe TEMBI KOHTPOJBLHBIX Pa00T
. ¥YTpo3bl 6€30macHOCTH HHDOPMAITMOHHON CHCTEME.
. OpranuzainuonHbie U GU3NYECKre MEphI 3aIUThl THHOPMAIIIH.
. Buomerpudeckue cpeacTsa OrpaHUYEHU TOCTYTA.
. [ImacTUKOBBIE KAPTHI.
. KomupoBanue u nepexkogupoBanre HHPOPMAIIUU.
. [Taposu.
. 3amura JOKyMEHTOB, MTOJITOTOBJICHHBIX B TEKCTOBOM penaktope Ms Word.
. 3amuTa IOKyMEHTOB, TIOJITOTOBJICHHBIX B TAOJIUYHOM mporieccope Excel.
9. 3ammuTa html-10xyMeHTOB 1 BeO-CaliTOB.
10. 3ammTa UCIIOTHAEMBIX ITPOTPAMM.
11. 3amura HOCUTENEH HHPOPMALIUN.
12. CereBble aTaku U OpraHu3alys 3a0IUThl B CETH.
13. DnexkTpoHHasd NOAMKUCH U 3aIUATA JIEKTPOHHBIX CJIEIIOK.
14. 3amuTa nepCcoHAIbHBIX TaHHBIX.
15. OcHoBHBIE TpUEMBI O€30TacHON PabOTHI HA KOMITBIOTEPE.

O N kW

5. METOAUYECKHUE YKA3AHUA JJIS1 OBYUAIOIIUXCA
IO OCBOEHHUIO JNCHUITIJIMHBI

[Ipu mpociymmBaHUU JIEKIIMH PEKOMEHIYeTCS B KOHCIEKTE OTMEuYaTh BCE
Ba)KHbIE MOMEHTBI, HA KOTOPBIX 3a0CTPsICT BHUMaHHUE MPENoJiaBaTeiib, B YaCTHOCTH
Te, KOTOpHIC HANpaBJIICHBl Ha KAYECTBEHHOE BBITIOJHEHWE COOTBETCTBYIOIICH
nabopatopHoil pabdore.

[IpemomaBareneM  3alUIAaHUPOBAHO  WCIIOJNB30BAHWE TIPU  YTCHWH  JICKIAA
TEXHOJIOTUM y4eOHOM auckyccuu. [loaTomy pekomMeHIyeTcss (UKCHpOBaTh IS ceOs
WHTEPECHBIE MOMEHTBI C IIENIbI0 MX AKTUBHOTO OOCYXKICHHS HA JUCKYCCHHM B KOHIIC
JICKITAH.

3a0rOM Ka4eCTBEHHOTO BBITIOJIHCHUSI JTA0OPATOPHBIX PadOT  SIBISETCS
CaMOCTOATENIbHAS TIOJITOTOBKA K HUM HAaKaHyHE MYTEeM NOBTOPEHHUS MaTepHUaJIOB
JeKiuid. PekoMeHyeTcst MOArOTOBUTH BOMPOCHI 1O HESICHBIM MOMEHTAaM U 0OCYJIUTh
UX C MpErnoaBaTesieM B Hauaje JIabopaTopHOU paboThI.



[IpenogaBaTeneM 3arIaHUPOBAHO NPHUMEHEHHWE Ha JTAOOPATOPHBIX padboTax
TEXHOJOTMM pa3BUBAIOILEHCS KOONEpaluM, KOJUIEKTUBHOIO B3aUMOJACHCTBHS,
pa30opa KOHKPETHBIX CUTYaLUH.

HacTtostenpHO peKOMEHJyeTcs TIIATENbHO MpopadaThiBaTh  MaTepuall
JUCHMIUIMHBL TIPU CaMOCTOSITENIbHOM paloTe, ywyacTBOBaTb BO BceX (opmax
0OCYKIEHMs U B3aUMOJICHCTBUS, KaK Ha JIEKLHUAX, TaK U Ha Ja0OPAaTOpHBIX paboTax B
LEeJSIX JIY4IIero OCBOEHUS MaTepuaja U IOJIyYE€HHS BBICOKOM OLIEHKH 110

pe3yiibTaTaM OCBOCHUA AVUCHUIIIINHBI.

BrimonHenne caMoCTOATENBHONW paboThl MOAPA3yMEBAET CAMOCTOATEIHHOE
W3yYEHHE Pa3[eNOB JHUCIUIUIMHBI, TOATOTOBKY K Ja0OpaTOpHBIM paboTawm,
BBITIOJITHEHUE KOHTPOJIBHOW PabOThI (7151 3209HOM (hOPMBI), TOATOTOBKY K PYOSKHBIM

KOHTPOJISIM (IJ11 O4YHOM (OPMBI) U MOATOTOBKY K 3aUeTy.

PekoMenayemasi TpyJAOE€MKOCTh CaMOCTOSTEIbHONW paboOThl MpEICTaBiICHA B

TabuIe:

PexoMeHayeMblil pesKMM CaMOCTOATEIbHON Pa0d0ThI
Ounas ¢popma

Pexomennyemas
HaunmeHoBaHnue
. TPYIOEMKOCTb,
BH/Ia CAMOCTOSITEIbHOI PadoThI AKAL YaC.
CamoCTOATENbHOE U3YYCHUE TEM: 46
OCHOBHBIE TIOHSITHSI U ONIPEICIICHIS] TEOPUH KOMIIBIOTEPHON 0€30MaCHOCTH 4
CrpykTypu3alysi METO/I0B, IPUHIIUIIOB, U MEXaHU3MOB TEOPUH KOMITBFOTEPHON 3
0e301acHOCTH
MeTtoz10510T 1Sl TOCTPOSHUS CUCTEM 3aILUThl MHPOPMAIIMU B KOMITBIOTEPHBIX CHCTEMAX 6
OCHOBHBIE BHJIBI aTaK HA aBTOMATHU3UPOBAHHBIE CHCTEMBI 6
TexHoI0rHs MEXCETEBOI0 IKPAaHUPOBAHMSI 6
BuptyansHbIe 9acTHBIE CETH 5
Aynut nH}opMaImoHHON 6€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX 6
[TomuTHKK 6€3011aCHOCTH 4
Ocnosuble kputepuu 3amuneHHoctu AC. Knacces! 3amumenHoctu AC 6
ITonroToBka K 1a00paTOpHbIM paboTaM (110 2 yaca Ha KaxJ10€ 3aHsATHE) 8
ITonroroBka K pyOeXHBIM KOHTPOJISIM (110 2 Yaca Ha KaXKJIbIi pyOeKHbIH KOHTPOJIb) 4
Ilonroroska K 3adery 18
Bceero: 76
3aounas ¢gopma
Pexomennyemas
HaunmeHoBaHue
N TPYIAOEMKOCTD,
BH/Ia CAMOCTOSITEIbHOM PadoThI
aKaJ. Jac.

CaMOCTOSITENIbHOE U3YUEHUE TEM: 62
OCHOBHBIE TIOHSITHSI U OTIPEJICIICHIS] TEOPUH KOMITBIOTEPHOW O€301TaCHOCTH 6
CrpyKTypH3aIys METOIOB, IPUHITAIIOB, H MEXAHIM3MOB TEOPHUH KOMITHEOTEPHON 6
0e30MacHOCTH
MeTtoz10710THsI TOCTPOSHHSI CHCTEM 3aIIUTHI HHPOPMAIINU B KOMITBIOTEPHBIX CHCTEMAX 6
OCHOBHBIE BH/IbI aTaK HA ABTOMATU3UPOBAHHBIE CHCTEMBI 8
TexXHOJIOTHSI MEKCETEBOTO YKPAHUPOBAHUS 8
BuptyanbHble 4acTHBIE CETH 6




Aynut nHOOPMAITMOHHOM O€30MTACHOCTH B KOMITBIOTEPHBIX CETSIX 8
[Tonutuku 6€30MacHOCTH 6
OcHoBnble kpuTepun 3anuiieHHoct AC. Kinaccel 3amumensocta AC 8
ITonroroBka k 1abopatopHbIM pabotaM (o 1 yacy Ha Kaxa0e 3aHsATHUE) 4
KontposnbHas padora 18
IToaroToBka K 3a4ery 18
Bcero: 102

6. ®OH/1 OHEHOYHbBIX CPEACTB JVISA ATTECTALUUA IO JUCIUITJIMHE

6.1. IlepevyeHb OLIEHOYHBIX CPEACTB

1. bamnbHO-peHTHMHIOBas CUCTEMa KOHTPOJS M OLEHKM aKaJeMHYECKOH

aktuBHOCTH oOyuaromuxcs B KI'Y (ounas ¢popma).

2. OtyeTsl 00yJarOIMUXCs 0 JIA00PaTOPHBIM paboTaM.

3. baHk TecToBBIX 3aHaHMil K pyOexHBIM KOHTpossiM Ne 1, No 2 (ounas ¢opma).

4. KontposbHasi padbota (3aounast opma).

5. Bompocs! k 3auery.

6.2. Cucrema 02JVIbHO-PEHTHHIOBOM OLICHKH Pa00Thl 00y4YaI0IIMXCS 10 TUCHUILVIMHE

Ne HaumenoBanue CopepxaHue
1 | Pacnpenenenue Pacmipenenenne 6ammoB
0aJIoB 3a cemMecTp 1o — Q
6 o = ol = %
BHJIaM Y4COHOHU o o
AaM y Bun Brinonnenune g a2 5
paboThI, CPOKH CIAYH . Iocemenue 9 X 2 X = 5
2, y4aeOHOH o nmabopaTopHOM () o &, )
y4eOHOMI paboThI . JIEKITHi © & | ¢ B )
paboThL: paboThI > = > T
(00600smcst 00 e o
ceedenus
obyuarowuxcsa Ha
bannphas
nepeom yueoHom ] 25 X 8= 164 Tox 4 =28; 13 13 30
OLICHKA!
3aHamMuU)
2 | Kpurepwuii nepecuera 6ayioB B 60 1 MeHee 6aJlJIOB — HEYJOBJIETBOPUTENBHO; HE 3aYTEHO;
TPaJULHMOHHYIO OLIEHKY 10 uToram | 61...73 — yJIOBIETBOPUTEIBHO; 3aYTECHO;
paboTHI B CEMECTpE U 3a4eTa 74... 90 — xoporo;
91...100 — oTnmnyHO
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3 | Kpurepuu nomycka k
MPOMEXKYTOUYHOU aTTECTAINH,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOH OIICHKH) 10
JTUCITUTLTAHE, BOZMOKHOCTD
noJTydeHus: OOHYCHBIX 0aJlIoB

Jlns  jgomycka K TMPOMEKYTOUHOW —aTTeCTallMd 10
JUCIUIUIMHE 32 ceMecTp oOydaroluiics HoKeH HabpaTh IO
UTOTaM TEKYLIEr0 M PYOEKHOro KOHTpoJisi He MeHee 51
OamioB. B ciywae ecnu oOydaromuiics HaOpan menee 51
0amia, TO K AaTTECTAIIOHHBIM HCIBITAHUSAM OH HE
JIOTTYCKAaeTCH.

Jns nomyuyeHus: 3adeta 0Oe3 MpPOBEICHHS TPOLEAYPHI
MPOMEKYTOYHOH arTecTauu 0OydaromeMycsi HeoOXOIuMO
HaOpaTh B XO/I€ TEKYIIEro M pyOeKHBIX KOHTPOJIEH He MEHee
61 Oamma. B oatom ciiydae wuTor OaUIBHON — OLICHKH,
noJTy4aeMoil O0yYalolIMMCsl, OMpenesseTcsl MO KOJIHMYECTBY
0amIoB, HaOpPaHHBIX MM B XOJIe¢ TEKYIIETO U PYyOeKHOTO
KoHTposed. Ilpm 53TOM, Ha YCMOTpEeHHE MpenojaBaTeis,
OanbHAsE OLlEHKAa O0YYarolerocs MOKET OBITh MOBBILICHA 32
CYUET MOJYYCHHUsI IOTIOIHUTEIHHBIX 0AJIOB 32 aKaJIeMUYCCKYIO
AKTHBHOCTb.

OOyyaronuiicsi, UMEIOIINH MPaBO Ha TOJNyYeHUE OLCHKU
0e3 mMpoBedeHUS TPOLEAYPHl HPOMEKYTOUHOW aTTECTallHH,
MOXET TIOBBICHTh €€ TyTeM CJa4d  aTTeCTAIlMOHHOTO
uchbiTanus. B choydae modydeHuss  oOydaromMcs  Ha
aTTeCcTallMOHHOM HcIbITaHuy 0 GayuioB UTOr OaIbHOM OLIEHKHU
O JTUCIUTUTHHE HE CHUKACTCSI.

3a aKkaJeMHUYECKYI0 aKTHBHOCTh B XOJAE OCBOCHHS
JMCUMIUIMHEL, y4acTHe B yueOHOH, HayqYHO-HUCCIIeI0BATEIbCKON,
CHOPTUBHOHM,  KYJNBTYpHO-TBOPYECKOH ©  OOIIECTBEHHON
JCITEIIBHOCTH ~ O0yYarolmeMycsi MOTYT OBbITh  HAYHCIICHBI
JOIIOJIHUTCIIbHBIC 6aJ'IJ'IbI. MakcuManbHOe KOJIMYECTBO
JOTIOJIHUTENFHBIX OaJUIOB 32 aKaJeMUYECKYI0 aKTHBHOCTD
cocrasysier 30.

OcHoBaHHMEM JUIS TIOJIyYEHHS JIOTIOJIHUTEIbHBIX OaJljIoB
SABJIAIOTCA:

- BBINOJIHCHWE  JIOTIONIHUTENBHBIX  33JaHuil  TI0
JVMCIWMIUIMHE,  JIOTIOJIHUTEIbHBIE  Oajuibl  HAYUCISFOTCS
Mperno/iaBareliem;

- y4yacTHe B TEYEHHE ceMecTpa B Y4eOHOH, HaydHO-
HCCTIeIOBATEILCKON, CIOPTUBHOM, KYJIbTYPHO-TBOPUECKOH U
obmecTBeHHOH NesitennsHocTr KI'Y.

4 | ®opMbl U BUIIBI YIEOHOH paboThI
JUISL HEYCTIEBAIOIINX
(BOCCTaHOBMBIIIMXCS HA Kypce
00yueHus1) 00YJArOIIUXCS JIsT
MOJTYYEHUS HEJOCTAIONINX 0aJIOB
B KOHIIE ceMecTpa

B cnydae ecnu K MpoMeXyTOYHOW aTrTecTaluu (3adeTy)
HaOpana cymma MeHee 51 ©OamioB, oOydaromemycs
HE00X0IMMO HaOpaTh HeJOCTarollee KOJMYECTBO OaJIOB 3a
CYET BBINOJHEHHS JOTONHUTENBHBIX 33/IaHdi, /0 KOHIA
MoCJIeTHEH (3a4eTHOM) HEeTu CEMECTPA.

JIukBUAAIMS aKaAEMUYECKUX 33/I0JDKEHHOCTEH, BO3HUKILIMX
W3-32 PasHOCTH B YYeOHBIX IUIAHAX TMPH TEPEBOJIC WU
BOCCTAHOBJICHUH, TIPOBOJIUTCS myTeM BBITIOJTHEHUSI
JOTIONHUTENBHBIX ~ 337aHui, ¢opMa U  00BEM  KOTOPBIX
OnpeeIsieTcsl IPeroiaBaTeieM.

6.3. Ilpouenypa oneHMBaHUA Pe3yJbTATOB OCBOCHUS AUCIUILTUHBI
PyGexxHble KOHTPOJIM TPOBOAATCS B (POPME MTUCEMEHHOTO TECTUPOBAHMUS.

Ilepen mnpoBeneHuem

KaXXJg01ro py6e>I<H0ro KOHTPOJII  HIpCrioaaBaTCib

npopadaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprasl COOTBETCTBYIOLIUX Pa3esioB
JTUCHMIUIMHBL B OpMe KpaTKOW JEKIMU-AUCKYCCUHM. BapuaHThl TECTOBBIX 3aJaHUN
cocTosT st 1 u 2 pybesxkHoro koHTpoJig u3 13 BompocoB. Ha kaxxmoe TecTupoBaHue
pu pyOeKHOM KOHTpOJIe 00ydaromemMycsi OTBOAUTCS 1 akageMUUecKuid yac.
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banner oOyuatomeMycsi BRICTABIISIFOTCS B 3aBUCHMOCTH OT YHCJIA MPABHIBHO
BbIOpaHHBIX OTBeTOB. MToroBas omeHka 1o Tecty (opmupyerca mnyTem
CYMMHpPOBaHMsSI HaOpaHHBIX OaUIOB M OTHECEHHUS HUX K OOIIeMy KOJIMYECTBY
BOIPOCOB B 3aanuu. [loMHOKUB nosrydeHHoe 3HadeHue Ha 100%, MOKHO mpuBeCTU
UTOTOBYIO OIIEHKY K TPAJAUIIMOHHOM CJIETYIOIIUM 00pa3oM:

«HEYJOBJIETBOPUTEIBLHO» — MeHee 50%

«ynosnerBoputesibHO» — 50% - 70%

«xopomo» — 70% - 90%

«otmmaao» — 90% - 100% .

[IpenonaBatens oOreHWBAaEeT B Oaiiax pe3yibTaThl TECTUPOBAHUS KaXKIOTO
0Oy4JaroIIerocst o KOJUYECTBY MPaBUIILHBIX OTBETOB U 3aHOCUT B BEAOMOCThH ydyeTa
TEKYIIEW YCIIEBAEMOCTH.

3auer mpoBoauTCS B (hOopMe OTBETOB Ha BOMPOCH! OwmieTa. buier cocrout m3 2
BOMPOCOB. Bompock! K 3aueTy MOBOISATCS 1O OOYYarOIIMXCS Ha IMOCIEAHEN JIEKIIUU B
cemectpe. Ha morotoBky oTBeTa 00y4aromeMycs OTBOJIUTCS 1 acTpOHOMUYECKHI Yac.
Kaxxp1it Bonpoc orieHrBaeTcs 10 15 6amios.

Pe3ynbTaThl ycrieBaeMOCTH U 3adeTa 3aHOCSITCS MPENoJiaBaTesieM B 3a4€THYIO
BEJIOMOCTb, KOTOpasi CJAETCSl B OPTaHU3AIMOHHBINA OT/Ie)I MHCTUTYTA B JICHb 3a4eTa, a
TaK)Ke BBICTABIIIOTCS B 3a4ETHYIO KHIKKY 00Yy4aroIerocs.

6.4. [IpuMepbl OLIEHOYHBIX CPEACTB /ISl Py0e;KHOT0 KOHTPOJIS U 3a4eTa
1-p1ii pyOe:XHbIH KOHTPOJIb

Bonpoc 1. /locmyn Kk ungopmayuu, He Hapymuaowuil npasuia pa3zpaHuieHus
oocmyna, HA3bl6AeMCA. ..

a) JeTaIbHBIM;

0) HeJleTalbHbIM;

B) CAaHKI[MOHUPOBAHHBIM;

I') BPEIOHOCHBIM;

1) HECAaHKITMOHUPOBAHHBIM.
Bonpoc 2. Cybovekmueno onpeoensemas Xapaxmepucmuka uH@opmayuu,
YKazvleawuwias HA Heo0X00UMOCHMb 66€0€HUs O02PAHUYEHUN HA MHONCECHEO
cyOveKkmos, umeruux 0ocCmyn K OaHHOU uHpopmauuu

a) 1IEJIOCTHOCT;

0) IOCTYITHOCT®;
B) KOH(QUIECHIIMAITHHOCTD,
I') CBOEBPEMEHHOCTb.
Bonpoc 3. Yazeumocmo ungpopmayuu — smo:

a) coOblTHE WIM JCHCTBHE, KOTOPOE€ MOXKET BBI3BaTh H3MEHEHHE
¢bynkuuonupoBanuss ~ KC,  cBg3aHHOe ¢  HapyuleHUEM  3allUIIEHHOCTU
oOpabatpiBaeMol B Hel nH(OpMaIuu.

0) BO3MOXHOCTh BO3HUKHOBEHHS Ha KaKOM-JTMOO 3Tare >KM3HEHHOTO ITMKJIa
KC Takoro ee cocTosiHuSsI, TP KOTOPOM CO3/IAIOTCS YCJIOBUS JUISl PEaIn3aliu yrpo3
6e3omacHoCTH HH(POPMAITUH.

B) JEWCTBUE, NPEANPUHUMAEMOE HAPYIIUTEIEM, KOTOPOE 3aKII0YaeTcs B
IIOMCKE U MCIIOJIb30BaHUU TOM WUJIM MHOU YSA3BUMOCTH.
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2-01 pyOe:KHbIH KOHTPOIb
Bonpoc 1. K ne npeonamepennvim y2po3am OomHoCcaAmca:

a) oMok B pa3zpaboTke nporpaMMHbIx cpeactB KC;

0) HECaHKIMOHUPOBAHHBIA JocTynm Kk pecypcaMm KC co cTopoHsl
nosib3oBatesie KC W mocTopoHHUX JHIl, ymepd OT KOTOPOTO OmIpenesnsercs
MOJIy4YeHHBIMU HAPYIIUTEIEM MTOJTHOMOYHSIMHU;

B) yrpo3a HapylleHUs KOH(PHICHIIMAIBLHOCTH, T.€. YTEYKH HHGOpMAIIH
OrpaHUYEHHOr0 JocTyma, xpaHsueicas B KC win nepegaBaemoit ot ogHoit KC k
JIPYTOH.

Bonpoc 2. Ilpu naponvnoit 3awjume 6 Kauecmee aymeHmMUPUKAUUOHHO20
¢axmopa cyovexkma evicmynaem

a) TO, 4YTO OH 3HAET,

0) TO, YeM OH BIIAJICET;

B) TO, YTO €CTh YaCTh €T0 CaMOTO.

Bonpoc 3. Ocnoenvie nanpasenenusn ooecneuenuna Kb ¢ 3a6ucumocmu om npupoowt
cpeocme u Memooos:

a) KOMIIBIOTEPHOE, KpUNTorpaguueckoe, OyMakHOe

0) HopMaTUBHOE, (POpMaTIBLHOE, MPAKTUUYECKOE (IKCIIEPUMEHTATHHOE)

B) HOPMATHMBHO-TIPABOBOE, HWHXKEHEPHO-TEXHUYECKOE, OpPraHu3aIllMOHHOE,
anmapaTHO-TIPOrpaMMHOE

NPUMEPHBIN IEPEYEHDb BOITPOCOB K 3AUETY

1. Uudopmanusa kak o0beKT 3amuThl. KoH(UIEHINaTbHOCTh, HENOCTHOCTh U
JOCTYITHOCTh HH(POPMAITHH.

2. Monenu nennoctu nadopmanuu. MHPOpMaAIMOHHBIN MOTOK.

3. Uepapxudeckrie MOAETM W MOJENIb B3aUMOJCHCTBUS OTKPBITBHIX CHCTEM
(OSI/1S0O).

4. Yrpossl. Knaccudukanms yrpo3 6€30MacHOCTH.

5. Moaenu yrpo3 u MOJeNb HapyUIUTes.

6. Yreuku undopmanuu. Kananel yreuexk nndopmanuu.

7. Knmaccudukaius kaHaioB yTedeK nHpopmaiuu.

8. OcHoBHBIE HaIpaBJIeHUsI 00eCIIeueHNsT KOMITBIOTEPHON O€30MaCHOCTH.

9. OcHOBHBIE YPOBHU 3aIIUTHI HHGOPMAITUH.

10. ITpuntunsr moctpoenus 6e3omnacHeix AC. MeTtononorus o0CieJOBaHUS
POEKTUPOBaHUS 3auThl AC.

11. Cucrembl uaeHTUGUKALMM U ayTEHTU(DHUKAUHU, KiIacCU(UKAIUS TaKHX
cucteM. Kpunrorpaguueckue cpeacTna 3aiuThl HHOOpMALUK.

12. Creranorpaduueckre METObI 3aIIHUTHI.

13. KonTpons nenoctaocty uHpopmannu Ha MHU.

14. IudpoBast MOAMKCH.

15. Tlonsitne u wimaccudukaus aTtak Ha KOMIbIOTepHBIE ceTu. OCHOBHBIC
THUIIBI CETEBBIX aTak.

16. CpencTBa peanuzaiyu aTak.
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17. MexaHu3Mbl THIOBBIX aTaK, OCHOBAHHBIX Ha YA3BUMOCTSX CETEBBIX
IPOTOKOJOB. ATakd Ha CeTeBble CIYKObl. ATakM C  HCIOJb30BAaHUEM
MIPOMEKYTOUHBIX Y3JI0B U TEPPUTOPHUH.

18. TexHonoruu oOHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOKHOCTH.

19. Metoasl oOHapyxkenusa atak. Knaccudukainus cucteM oOHapyKeHHUsSI aTak
/Bropxkenuit (COA/COB).

20. BpenoHocHoe nporpaMMHoe o0ecTieUeHHE.

21. KomnbsrotepHbie BUpychl. Kinaccudukaims BUpycoB.

22. AHTHBHUpYCHOE MIPOrpaMMHOE oOecrieueHue. Knaccudukarus
aHTUBUPYCOB.

23. TpeboBaHUs K aHTUBHPYCHBIM MporpamMmaM. MeToasl OOHapyKeHUs
BpenoHocHoro 10 u ycTpaneHus mociaencTBuil 3apakxeHuUs.

24. Tlonatue wmexcereBoro skpaHa. CTpaTeruu W CpEICTBa MEXKCETEBOTO
HKpPaHUPOBAHMUSI.

25. Co3ianue 3aluIIeHHBIX CETMEHTOB Ipu pabotre B cetu HHTepHer ¢
HCITOJIb30BAHUEM MEXKCETEBBIX KPAHOB.

26. Tunbl MeKCETEeBBIX IKPaHOB. CXEMBbI MEKCETEBOTO IKPAHUPOBAHMUSI.

2. OunbTpanus naketoB. Kpurepuu u npaBuia QuibTpalyu.

28. Peanuzanus nakeTHbIX (GUIbTPOB. OCOOEHHOCTH (UIBTpAIIUN PA3IUUIHBIX
TUIIOB Tpaduka.

29. lmo3er mpuknagHoro ypoBusa. Kontpoias HTTP-tpaduka u snexkrporHOM
TIOYTEI.

30. INonATHEe BUPTYaJIBbHON YAaCTHOM CETH, €€ TpeHA3HAUCHUE. 3aauH, PeIIacMble
VPN. TynnenupoBanue B VPN. YpoBHU 3alllMIIIEHHBIX KAaHAJIOB. 3alUTa JaHHBIX HA
KaHaJbHOM ypOBHE.

31. Opranmzanius VPN cpenctBamu mporokona PPTP. VYcranoBka wu
Hactporika VPN. Ananu3 3amuiieHHOoCTH nepeaaBaeMoi nHhopMaIim.

32. 3amura JaHHBIX HAa CETEBOM YpPOBHE. 3allMIICHHBIM OOMEH 3JIEKTPOHHOU
ITOYTOM.

33. llenmn m 3amaum TpoBEACHUS ayauTa Oe30MacHOCTH. JTallbl U METOIbI
MPOBENICHUSI, PE3YIIHTATHI PAbOT.

34. HopmaTuBHO-TIpaBOBbIE W OPTaHU3AIMOHHBIE OCHOBBI TIPOBEICHUS ayauTa
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM.

35. OmpeneneHne  CTPYKTYpPhl  MH(POPMAIMOHHO-TEIICKOMMYHUKAITMOHHBIX
CETEN.

36. [IporpaMMHBIe cpeCcTBa aHAIHM3a TOMOJOTHU BEIYUCIUTEILHON CETH.

37. OnpeneneHne MapIIpyTOB MPOXOKICHUS CETEBBIX IMAKETOB.

38. ObHapyxeHune o0BbeKTOB ceTH. [locTpoeHNE CXEMBI CETH.

39. BrIsiBlIeHHE TEIEKOMMYHUKAIIMOHHOTO 000PY0BaAHUS.

40. BeisiBIeHME © = TIOCTPOEHUE  CXEeMbl  HH(GOPMAIMOHHBIX  MOTOKOB
3amuaeMoi nHGOpMaIIHH.

41. Tlonarue momuTuku  Oe3omacHOCTU. OCHOBHBIE  THIBI  TOJIUTHUKH
0€30IaCHOCTH.

42. PazpaboTka W peanuzarsi MOJMUTUKU Oe3zonmacHocTH. Kiaccudukarms
MoIeJIel TTOJIUTUK O€30MacHOCTH.
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43. Tlonmutka U Mojenu OE30MaCHOCTH B PACIPECICHHBIX KOMITHIOTEPHBIX
CHCTEMaXx.

44, CemeiictBo  JI[I-mMomenmedt  MOMUTHK ~ OC30MAaCHOCTH  JIOTHYECKOTO
yIpaBJeHUsl TOCTYIIOM U HH()POPMAIIMOHHBIMH MTOTOKAMHU.

45. OcHOBHBIC KPUTEPHUH OLICHKH 3antuiieHHocTu AC.

46. Cragmapt oneHku Oe3omacHOCTH KoMmbloTepHbIx cucteM TCSEC
(«OpanxeBas KHUTa»).

47. Konnermus 3ammuthl AC 1 CBT 1o pykoBoasImM 10KyMeHTam [ ocrexkoMuccuu
P®.

48. Enunbie  kpuTepund  0€30MacHOCTH  WMH(DOPMAIMOHHBIX  TEXHOJOTHI
(Common Criteria).

49. OnpeneneHre ypOBHA 3alUIIEHHOCTH ©  TpeOOBaHUA TIO  3allUTe
MEPCOHATIBHBIX IAHHBIX.

50. TpeboBanus no 3amure K1N.

6.5. ®oH OLIEHOYHBIX CPEICTB
[onHbIit GaHK 3a7aHUi YISt TEKYIIETO KOHTPOJS M MPOMEKYTOYHOM aTTecTaiuu
[0 JUCLUIUIMHE, I[I0Ka3aTeild, KPUTEPUH, [IKAJIbl OLICHUBAHUS KOMIICTCHIIMH,
METOIMYECKHE MaTEpUaIIbI, ONPEIEIISIONTHIE MPOIETypPhl OLIEHUBAHUSI 00Pa30BATEIILHBIX
pe3ysbTaTOB, IPUBECHBI B y4EOHO-METOIMUECKOM KOMITIIEKCE TUCITUILIMHBL.

7. OCHOBHAS U JONOJIHUTEJIBHAA YYEBHAS JIMTEPATYPA
7.1. OcHOBHasl yueOHasl JiUTepaTypa
1. I'pymo A.A., IIpumenko D.A., Tumonuna E.E. Teoperuyeckne OCHOBBI
KOMITbIOTEpHOU Oe3onacHoCTH. — M.: «Akagemus», 2009. - 272 c.
2. Tanmaremxo, B.A. OcHOBB wHHPOPMAMOHHOW  Oe3omacHOCTH. /

[OnexkTpoHHbIi  pecypc]. - M.: HanuonanbHbli OTKpPBITBIM YHHUBEPCUTET
"MHTYUT", 2016 - 208 c. ISBN 5-9556-0052-3. - Joctyn OBC «KoHcynbTaHT
CTYJICHTa.

3. lllansrun, B. ®. Uuadopmarmonnas 6€30mMacHOCTh U 3alIuTa HHPOPMAIUH
[DnexTponHbIi pecypc] - Mocksa: JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-
768-0. - Hoctyn OBC «KoHCyNnbTaHT CTyACHTaY.

4., Jlepsuun, II. H. Moxaemun 06€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
YrpasiaeHue AOCTyNOM W WH(POPMAIMOHHBIMH TOTOKAMH: ydeOHOE TOCOoOue s
BY30B 2-€ U3[., HCHp. U JOI. [DIEeKTpOHHBIA pecypc| - Mocksa: ['opsyas nuHus -
Tenexom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - loctyn ObC «KoHCynbTaHT
CTYACHTAY.

7.2. JlonoJHUTEJIbHAS JIUTEPATYpa:

1. Kacnepcku, K. Texnmka cereBwix atak. T. 1 / Kpuc Kacmepcku. — M.:
Comnon-P, 2001. — 400 c.

2. Jlarmonmnaa, O. P. OcHOBBI ceTeBoM 0€30MaCHOCTH: KpUIITOrpaduIecKue
aNITOPUTMBI U TPOTOKOJIBI B3aMMOJICMCTBUSA: KypC JIEKLIMi: ydeOHoe mnocobue: s
CTYZIEHTOB BY30B, oOy4aromuxcs o crermaibHoctd 510200 "TpukinagHas maremaTuka
u wuHpopmatuka"/ O.P. Jlanmonwna; WHTepHeT-yHUBEpCUTET WHGOPMAIMOHHBIX
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TexHosoruid. — M.: Uatepuer-YHuBepcurer nHpopmMamoHHbIx Texnomnorui, 2005. — 605
C.

3. Omudep, B.I'. Komnbrorepusie cetu: [TpuHIMIIBI, TEXHOJIOTUHU, MPOTOKOJIBI:
ydeOHoe rnocodue ajst cryaeHToB By30B / B. I'. Onudep, H. A. Onudep. — 3-e uzn. —
M.; CI16.; Huwxuuit Horopoa: ITutep, 2007. — 957, c.

8. PECYPCBI CETU <MHTEPHET»,
HEOBXOJAMMBIE J1JIs1 OCBOEHUA INCIHUITJIMHBI

1. DnexTpoHHBIH QOHJ IPABOBON U HOPMATUBHO-TEXHUUECKON JOKYMEHTAIUH -
http://docs.cntd.ru;

2. DBC «Jlanb» - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. OBC «KoncynbranT crymenTa» - https://www.studentlibrary.ru;

5. Harmonanensiii OTkpbiThiil Y HuBepcuteT « MHTYUT» - https://intuit.ru;

6. EnmHoe  OokHO  gocTyma K 0o0pa3oBaTeNbHBIM  pecypcaM.  —
http://window.edu.ru/;

7. Hayunas snextpoHHas 6ubaroteka - http://elibrary.ru/;

8. DnexTponnas oubnmmoteka KI'Y - http://dspace.kgsu.ru/xmlui/;

9. Mudopmanmonnslit onnaitd moprai ISO27000.ru - http://www.is027000.ru/;

10. bezomacHocTs - http://groteck.ru/security.

9. AIH®OPMAILIMOHHBIE TEXHOJIOT'UHA,
INPOI'PAMMHOE OBECIIEYEHHUE
N HHO®OPMAINIMOHHBIE CITPABOYHBIE CUCTEMbI
1. 5BC «Jlanby.
2. ObC «KOoHCYIBTaHT CTYJICHTA.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAs CHUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHUE
JAUCHUIIJIINHBI
MartepuanbHO-TEXHUYECKOE OOEeCHeuYeHue MO0 peaju3alud AUCLUIIUHBI
ocymiecTBisieTcsi B cooTBeTcTBUU ¢ TpeboBanuss DI'OC BO mno panHOU
o0pa3oBaTeabHOI MpOrpaMMme.

11. lsist cTyieHTOB, 00y4aloIIUXCs ¢ UCIMOJIb30BAHUEM JUCTAHIMOHHBIX
o0pa3oBaTeJibHbIX TEXHOJIOT Uil

[Ipy  uCHONB30BAaHMU  BJIEKTPOHHOTO  OOyYEeHHMS] W JUCTAHIMOHHBIX
oOpazoBaTenbHbIX TexHosoruk (mamee D0 u JIOT) 3aHATUS TONMHOCTBIO WM
YaCTHUYHO MPOBOJATCSA B pexume oHylaitH. OObeM TUCIHUIUIMHBI U pacIpe/ieiieHue
Harpy3ku mo BuzaM pabot coorBercTByer 1. 4.1. Pacnpenenenue OamioB
COOTBETCTBYET M. 6.2 n1MO0 MOXXET OBITh M3MEHEHO B COOTBETCTBUH C PEIICHUEM
kadenpel, B ciaydae mnepexoma Ha D0 m JIOT B mporecce oOyuenus. Pemenue
Kadenpsl 00 HUCHOJB3YEMBIX TEXHOJIOTMAX U CHCTEME OLECHUBAHUS JOCTHKEHHH,
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OOy4JarommMxcsi MPUHUMAETCS C Y4YETOM MHEHUS BEIyIIero NpernojaBareis u
JIOBOJUTCS 10 CBEJICHUS O0yJarOIUXC .

17



[MPMJIOXXEHME 1

AHHOTanus K padbodeil mporpaMMe JUCLUILIUHBI
«3amuTa nHGOpMALMN B KOMIIBIOTEPHBIX CHCTEMAX))

o0pa30BaTeILHON MPOTPAMMBI BBICIIIETO 00Pa30BaHUS —
porpamMmsbl OakajiaBpHuara
15.03.04 — ABTOMaTH3aNUsI TEXHOJOTHYECKUX MPOIECCOB M MPOU3BOACTB
HanpaieHHOCTB:
ABTOMATH3AIMS TEXHOJOTHYECKUX MPOIECCOB M NMPOU3BOICTB
(B MAIIMHOCTPOCHUM)

Tpyooemxocmov oucyunauner: 3 3.e. (108 akamemMudyeckux 4vaca — O4YHas U
3a04Hast GOPMBI OOyUCHHSN)

Cemecmp: 3 (ouHas popma oOydeHUs)

Kypc: 2/4 cemectp (3a04Has opma 00yUeHNUs)

Dopma npomescymouHou ammecmayuu. 3a4eT

Cooeporcanue oucyuniunsl. OcHoBHbIE paA30elbi.

Nudopmanus kak o0bexT 3ammuthl. HMHbopmarmonHas 6e€30MacHOCTb.
ATmapaTHO-IPOTPaMMHBIE  CPEJICTBA 3aIUTHl HWHpopManuu. KpuTepuu OIeHKH
0e30macHOCTH KOMIBIOTEPHBIX cucTeM. Kpumnrorpaduueckue cpemctBa 3aluThl
uHopmaruu. 3ammTa OT HECAHKIMOHUPOBAHHOTO JOCTyHa. THIOBBIE YTPO3BI
nHpopmarimonHoit Oe3onmacHocTU. TexHonoruu obecrieueHus O€30MacHOCTH B
KOMITBIOTEPHBIX CETSIX.
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JIMCT
perucTpanuy U3MeHeHu i (10MoJTHeHuil) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«3amura nngopManuu B KOMIbIOTEPHBIX CHCTEMAX»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENIOJABATEID / Mocksuu B.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENOAABATEID / Mocksuu B.B. /

W3meHeHust yTBepKIEHBI HA 3acelaHuu Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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