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1. OBPBEM JUCIHUIIJIMHBbI

Bcero: 8 3aueTHBIX equHUIl TPYA0eMKOCTH (288 akajeMudyecKkux yaca)
Ounas ¢popma 00yueHust

Bun yaeOHOM paboThI Ha scio Cemectp
JACIUIUIUHY 5 6

AyauTopHbIe 3aHATHS (KOHTAKTHas padoTa ¢
npenojgaBartejieM), BCero 4acoB 128 64 64
B TOM 4HCJI€:
Jlexknun 64 32 32
JlaboparopHbie pabOTHI 64 32 32
CamocrosiTesibHAasi paboTa, BCero 4acoB 160 80 80
B TOM 4HcJIe:
[ToaroroBka K 3K3aMeHy o4 27 27
KypcoBas pabora 36 - 36
Jpyrue Bubpl CaMOCTOSTENBHOM pabOThI (MTOATOTOBKA K 70 53 17
71a00PATOPHBIM 3aHATUSM U pyOEKHOMY KOHTPOITIO)
Bua npoMexkyTo4yHoi aTTecTannu JK3aMeH, JK3aMeH | JK3aMeH
OO01mas Tpy10eMKOCTb TUCIUIIIUHBI U TPY10€MKOCTb 110 288 144 144
ceMecTpaM, 4acoB




2. MECTO JAUCHUIIJIMHBI
B CTPYKTYPE OBPA3OBATEJIbHOM TPOTPAMMOBI

Jucnummaa  «be3omacHocTs  ceTer  DBM»  OTHOCHTCA K 00s3aTelIbHBIM
JTUCIUTUIMHAM MOyl HHGOpMaImoHHas 6e30macHocTh bioka 1.

N3ydyenune nucuuiuinHbl 0azupyercs Ha pe3ylibTaTax 00ydeHHs, c(pOPMUPOBAHHBIX
MIPY U3YUYECHUU CICTYIOMMNX TUCIUTLIINH:

- OCHOBBI TEOPUH 3AITUTHI HHGOPMAITTH

- OcHOBBI HH(OPMAIIMOHHON 0€30MTACHOCTHU

- Opranuzanust 9BM U BEIYHCIUTENBHBIX CUCTEM.

Pesynbratel 00y4deHHs CIOy)KaT OCHOBOM ISl JUCHMIUIMH «CETH M CHCTEMBI
nepenavn uHopMamm, «Pa3paboTka H AKCIUTyaTaIus 3aIUIICHHBIX
aBTOMATHU3UPOBAHHBIX CHCTEM), «MeTopl MPOCKTUPOBAHUS 3aIIUIIECHHBIX
pacripefieiecHHbIX HHGOPMAIMOHHBIX CHCTEM», «TexHudeckas 3amura WHOOpMAIUNy,
«YupapneHue WHOOPMAIMOHHON OE30MAaCHOCTHIO» M MPUMEHSIOTCS JJIS  BBIMOJHEHUS
KypCOB pabOT M MPOEKTOB U BBITYCKHON KBaTN(DUKAIITMOHHON paOOTHI.

3. INTAHUPYEMBIE PE3YJIBTATHI ObYUEHUS

Llenvio NMCHMIUIMHBI SBJISETCS OOYYCHHE CTYJCHTOB OCHOBaM IIOCTPOCHHS U
OKCIUTyaTalldd BBIYUCIUTCIIBHBIX CeTel, NMPHUHIIMIIAM W METOJIaM 3allliThl MH(pOpMaluu B
KOMIIBIOTEPHBIX ~ CETSAX, HaBBIKAM KOMIUIEKCHOTO TIPOSKTHPOBAHUS, TOCTPOCHUS,
00CTy)KUBaHUS U aHATM3a 3alTUIIICHHBIX BRIYUCIIUTEIBHBIX CETCH.

3aoauu oucyuniumol:

- MOJYYCHHUE MPEACTABICHHUS O IMPOrPaMMHO-AINAPAaTHBIX U TEXHHYECKHX CPEJICTB
CO3JIaHUS CETEH;

- IPUHIUIIBI IOCTPOCHUS CETCH M YIIPABIICHUS UMU;

- MpaBUJIa TEXHUYCCKOM 3aIUTHI CETEH;

- HCTIOJTb30BaHUE TIPOTPAMMHBIX W allapaTHBIX TEXHOJIOTUH 3alTUThI CETEH;

- METO/Ibl IPOCKTUPOBAHUS, PA3BEPTHIBAHUS U COMPOBOKICHUS OC30MMACHBIX CETEH;

- METOJIbI OOCTICIOBAaHUS U aHAJIM3a 3alTUIIICHHBIX BRIYUCIUTEIBHBIX CETCH.

Komnerenuuu, popMupyemblie B pe3yabTaTe OCBOCHUS JUCITUTUIMHBIL:

- CTOCOOHOCTH MPUMEHSITh 3HAHUS B 00J1aCTH 0€30MaCHOCTU BHIYMCIUTEIBHBIX CETEH,
OTIEpAIMOHHBIX CHUCTEM M 0a3 JaHHBIX TpPH pa3paboTke aBTOMATH3UPOBAHHBIX CHUCTEM
(OIIK-12);

- CIOCOOHOCTh OPTaHU30BHIBATH U MPOBOJUTH AUATHOCTUKY U TECTHPOBAHUE CHCTEM
3alUThl MHOOPMAIIMM aBTOMATHU3UPOBAHHBIX CHCTEM, MPOBOJIUTH aHAIU3 YSI3BHUMOCTEH
CUCTEM 3aluThl HH(pOpManuu aBToMaTu3upoBanHbix cucteM (OITK-13);

- CIOCOOHOCTh OCYIIECTBIISITh aIMUHUCTPUPOBAHUE U KOHTPOIb (DYHKIIMOHUPOBAHUS
CpPeICTB W CHUCTeM  3aluThl  MHPOPMAllMd  AaBTOMATH3UPOBAHHBIX  CHCTEM,
UHCTPYMEHTAIBHBI MOHUTOPHHT 3alHINEHHOCTH aBTOMaTu3upoBaHHBIX cuctem (OIIK-

15).

NuaukaTtopsl M JECKPUNTOPBI YacTH COOTBETCTBYIOLIEHM KOMIIETCHIUU,
dbopmupyemMoii B Tpoliecce UW3y4YeHHS aUcCHMIUIMHBI - «be3zomacHocTh cerei
OBM», oneHUBaIOTCS MPU MOMOIIY OLIEHOYHBIX CPEACTB.



[TnanupyemMble pe3ynbTaThl 00ydeHus Mo aucuuruinae «besonacHocTh ceTeit DBM», HHIUKATOPHI
noctmwkerus komnereniuid OIMK-12, OTIK-13, OIIK-15, nepeueHb OIIEHOYHBIX CPEICTB

Ne | Kon unnuka- Haumenosanue Koa mimanupy- | Ilnanupyemsie pe- | HaumeHnoBanue
/1 TOpa J0CTU- HHAUKATopa n0- €MOTI'0 pC3YyJib- 3YyJIbTAaThI OGY‘-IG- OLICHOYHBIX
KCHUS KOM- CTHUXKCHUSA KOMIIC- Tara O6y‘leHI/I${ HHA CpEaACTB
NETCHI N TCHIIUU
1. NI-1omnk-12 3HaTh: OCHOBHBIE NPO- | 3 (M/I-1omk-12) 3HaeT: ocHOBHBIE Tpo- | Bompocs! Tecta
TOKOJIBI  KOMIBIOTEP- TOKOJIBI  KOMITBIOTEP-
HBIX CeTeH, mocieno- HBIX CeTel, Iocieno-
BaTEJIbHOCTh M COJEp- BaTEIbHOCTh M COJEp-
KaHHE OTamoB  IO- JKaHUE ITAIIOB ITOCTPO-
CTpOEHHS  KOMIIBIO- €HHS KOMIIBIOTEPHBIX
TEPHBIX ceTel ceTen
2. UJ-2 onk-12 VYmeTs: NPOBOIHTE | V (U]I-2011K-12) Vwmeer: npoBoauTh | Kommnexkr  umu-
MOHUTOPHHT yrpo3 MOHUTOPHHT yIpo3 | TaIMOHHBIX 3a/1a4
0€30TIaCHOCTH  KOMIIb- 6€3011acCHOCTH KOMIIBIO-
IOTEPHBIX CeTei TEPHBIX CETEH
3. UJ-3 onk-12 Bnamers:  HaBeikamu | B (M/1-30mk-12) Bnaneer: HaBblkamMH | Bompockl IS
pa3paboTKu, JOKyMEH- pa3paboTKu, JOKyMEH- | coadd 9K3ameHa
TUPOBAaHMS  KOMIIbIO- THPOBaHHSI  KOMIIBIO-
TEPHBIX CETEH € y4ETOM TEPHBIX CETEU C YUETOM
TpeboBanuii 1O o0bec- TpeOoBaHuii mo obec-
TIEYECHHIO OE30IaCHOCTH MeYeHNIO OE30IaCHOCTH
4, NI-1omnk-13 3HaTh: OCHOBHBIC NPO- | 3 (M/I-1oMKk-13) 3HaeT: ocHOBHBIE IIpo- | Bompocs! Tecta
TOKOJIBI ~ KOMIBIOTEP- TOKOJIBI ~ KOMITBIOTEP-
HBIX CETeH, Iocieno- HBIX CeTeH, Iocieno-
BaTEIbHOCTh M COJEP- BaTEIbHOCTh M COZEp-
KaHUE OTarmoB  IO- JKaHUE 3TAIOB ITOCTPO-
CTpOEHHS  KOMIIBbIO- €HHS KOMIIBIOTEPHBIX
TEPHBIX CETEH cerei
5. N-2 ork-13 Ymers:  kouburypu- | V (M-20mk.13) | YMeeT: Koupurypupo- | Komriekr — umu-
poBaTh aKTHBHOE Ce- BaTh aKTHMBHOE CETEBOE | TAllMOHHBIX 3a/1a4
TeBoe 000pyJOBaHUE, obopynoBanue, a-
9Q(dEeKTUBHO  UCHOJb- (EeKTUBHO  HCTIOJB30-
30BaTh pa3UyHbIE Me- BaTh Pa3IMYHBIE METO-
TOZIBI U CPEJ/ICTBA 3alllH- JIbl U CPEJICTBA 3aLIUTHI
TBI WHOpPMAIMH  UTSA uHpOpMaImH T KOM-
KOMIIBIOTEPHBIX CETeH IBIOTEPHBIX ceTei
6. UJ1-3 onk-13 Brnagers:  HaBblkamu | B (M]I-30mk.13) | BUlaseer:  HaBbikamu | Bompocst JUISt
SKCIUTyaTallil U aaMH- SKCIUTyaTallud M aJMHU- | CAAa4M 3K3aMeHa
HUCTPUPOBAHUS 6a3 HUCTPHPOBAHUS 0a3
JaHHBIX,  JIOKAJIHHBIX JIAHHBIX,  JIOKAIBHBIX
KOMIIBIOTEPHBIX CETEH, KOMIIBIOTEPHBIX CETEH,
MPOrPaMMHBIX ~ CUCTEM MPOrPAMMHBIX CUCTEM C
C yd4eToM TpeOOBaHHI y4eToM TpeOOBaHHUH 1O
Mo OOECIICUCHUIO WH- obecnieyeHuo  uHMOp-
(dbopmarmonsoit  6e3- MAaIMOHHOW 0e30macHO-
OIIACHOCTH cTH
7. U-10mK-15 3HaTh: OCHOBHBIC NPO- | 3 (M-10MK-15) 3HaeT. OCHOBHBIE TPo- | Bompock! Tecta
TOKOJIBI  KOMIBIOTEP- TOKOJIBI  KOMITBIOTEp-
HBIX CeTeH, mocieno- HBIX CeTeH, Iocieno-
BaTEIbHOCTh M COJIEp- BaTEJIbHOCTh M CONEp-
KaHWe OTarnoB  IO- JKaHUE ITAIOB IOCTPO-
CTpOEHHS  KOMIIBIO- €HHS KOMIIBIOTEPHBIX
TEPHBIX ceTeil cerei
8. UJ-2 orK-15 Ymers:  koHGUrypH- | V (M[]-20mk.15) | YMeeT: Koupurypupo- | Komruiekr — umu-

poBaTh AaKTHBHOE Ce-

BaTbh aKTHBHOC CETEBOC

TAallMOHHBIX 3a1a4




30BaTh pa3JIM4YHbIC Me-
TOZBI M CPEJICTBA 3aIl-
TBI WHGOPMAIMH  UTA

KOMITBIOTEPHBIE  CETH,
peanu30BBIBaTh MOJH-
TUKYy  ©Oe30macHOCTH

TeBOE 000pyIOBaHME, o0opynoBanue,
3G GEKTUBHO  UCTIONb- (heKTHBHO

KOMIIBIOTEPHBIX CETEH, IIIOTEPHBIX ceTel,
MIPOEKTHPOBATh M aj- MPOEKTHPOBATh W a-
MUHHUCTPUPOBATH MUHUCTPUPOBATH KOM-

MBIOTEPHBIE CETH, pea-
JIM30BBIBATh MOJUTUKY
0€30I1aCHOCTH  KOMIIb-

a-
HCIIONB30-
BaTh PasjM4HbIE METO-
Il M CPEJICTBA 3aIHThI

nHpOopMaIMK I KOM-

KOMIIBIOTEPHOU CETH IOTEPHOU CETU
9. U-3 orK-15 Braners:  HaBbikamu | B (MJI-30r1K-15) Brnageer:  HaBbikamu | Bompochl JUTSt
SKCIUTyaTallul U aMU- IKCIUTyaTallil U aJMU- | CIA4M dK3aMeHa
HUCTPUPOBAHUS 6a3 HUCTPHPOBAHUS 6a3
JAHHBIX, JIOKAJIbHBIX JAHHBIX, JIOKAJIbHBIX
KOMIIBIOTEPHBIX CETEH, KOMIIBIOTEPHBIX CETEH,
MIPOTPaMMHBIX CHUCTEM [IPOTrPaMMHBIX CUCTEM C
¢ yderoM TpeOoBaHMI ydeToM TpeOOBaHUIA 110
Mo OOECIICYCHUIO WH- obecnieueHmo  WHPOP-
¢dopmarnoHHoN  6e3- MallMOHHON 6e30MacHo-
OIIAaCHOCTH CTH
4. COJJEPY)KAHME JUCLUTIAHBI
4.1. YyeOHO-TeMaTu4ecKuil mi1an. Ounas gpopma o0yueHus
KonnuecTBo yacos
Howmep KOHTaKTHOM paboThI ¢
Haumenosanue paszzena,
paznena, TeML IpernoaaBaTeaemM
TEMBI JlabopatopHsie
Jlexun
paboThl
5 cemecmp
Beenenue. ®ynkuuu cereit. Monens OSI 2 -
1 JlokaneHpie cetd. IIpuHIMIBI TTOCTpOEHUS 2 -
— JIOKAJIbHBIX CeTel
2 2 Cetu Ethernet 2 4
2 3 Crek nporokosoB TCP/IP. Jloruueckas 4 4
- anpecarus B cetsix TCP/IP.
4 CuyxeOHble TpoTokosbl B ceTsix TCP/IP 2 -
5 Tpancusinus cereBbix agpecoB (NAT) 4 6
Pybescnvtit konmponw 1. Tecmuposanue - 2
6 Cetu IPV6 2 -
‘%' 7 Mapmpyrusanus B cetsix TCP/IP 8 14
32 8 Cny»x0a TOMEHHBIX UMEH 4 -
& 9 NetBIOS u WINS 2 -
Pyoesxcnoviit konmpons 2. Tecmuposanue - 2
Hmozo: 32 32
6 cemecmp
10 TumnoBbie yrpo3bl CETEBON O€30MACHOCTH 4 -
; 11 ATaku Ha pacmupeelieHHbIE BBIYUCIUTEIbHBIC 4 8
& CHCTEMBI
& 12 ATaky Ha y3JIbl BBIYUCIIUTENbHBIX CETEN 4 12
Pyoesxcnoiit konmponw 3. Tecmuposanue - 2




13 ammra oT HECaHKITMOHUPOBAHHOTO 4 4
MIPOHUKHOBEHUS
‘; 14 3ammra cerei Ha ypoBHe |P 4 4
& 15 3ammra World Wide Web 4 -
o 16 AyTeHTHU(UKAIIUU B CETAX 4 -
17 3amuTa Ha IPUKJIAJHOM YPOBHE 4
Pyoesxcnovtit konmponw 4. Tecmuposanue - 2
Hmozo: 32 32
Bcero 64 64

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

Beeoenue. @ynxyuu cemeit. Mooenwv OSI

Lenu, npeamet u 3amauu Kypca. O01IMe CBeIEeHUs O BHIYUCIUTEIBHBIX CETAX.
Knaccudukanums  BBIYMCIUTENBHBIX  ceTel. ba3oBas  3TajoHHas  MOJEINb
B3aMMOJICUCTBHS OTKPHBITHIX ceTelt (Monmens OSI). dyakuun ypoBaew moaenn OSI.

[IpeoOpazoBanrie maHHBIX Mpu Tmepenade 1o ceTtd. CrnocoObl KOHTPOJIS
MPaBUIILHOCTH Tepeaaur HHPOPMAIIUH.

Tomonoruu BEIYUCIUTEIBHBIX CETEH.

Tema 1. Jlokanvusie cemu. Illpunyunst nocmpoenus 10KaabHbIX cemell.

JlokanpHBIC BBIYMCIUTEIBHBIC CETH. METOBI YIIPaBIEHUS TOCTYIIOM K Cpeie
nepeaaun (KOJUIEKTUBHBIN JOCTYH K Cpejie Tepe/iadu ¢ MPOCTyIIuBaHUEM HECYIel U
oOHapy>keHHeM KOH(IMKTOB, YIPABISIOMIUNA MapKep, pa3MEUEHHOE KOJIbIIO).

Tema 2. Cemu Ethernet

[Mpuniune! noctpoeHus ceteit Ethernet. MeTos! gocTyma K cpefe nepeiadyu B
cersx Ethernet. Anpecamus B cersx Ethernet. ®opmar Ethernet dpeiima.
KoHuieHTpaTophl, KOMMYTAaTOPHI U IPUHIIUIIBI UX PAOOTHI.

Tomonornn  coemWHEHHWS ~ KOMMYTAaTOpoOB.  ATpEerMpoBaHHE  IOPTOB
KOMMYTaTOpOB. Anroputm padotst STP.

Bupryanbnsie nokanbHbie cetd (VLAN) ¥ npUHLMIBI UX TTOCTPOCHHUS.

Tema 3. Cmex npomoxonos TCP/IP. Jlozuueckasn adpecauus 6 cemsx TCP/IP.

O030p creka mpotokosioB TCP/IP. Anpecanus B cetsix TCP/IP. ®opmar
aapeca |IPv4. Knaccel IP anpecoB. 3ape3epBupoBaHHBIE KJIAcChl ceTel. Apecarus
noAceTer. 3ape3epBUPOBAHHBIE aApeca B IMOACETH. MAaCKMpPOBAaHHE TOJCETEM.
[ImanupoBaHue moaceTen.

®opmar IPv4 neiitarpamMmel.

[Iporokos UDP

Tema 4. Cnyaceonvie npomoxoivt 6 cemsnx TCP/IP

[Iporokon ARP: ARP-3anpocki, ARP-otBets, ARP-tabmuubl. [IpoTtokon
RARP. Mapmpytusaropsr u ARP-Tabmuer. 11103 mo ymonganuro.

[Tporokosn ICMP. I'pynnoBoe Bemanue. [Iporokon IGMP.

[Iporokon DHCP.

Tema 5. Tpancnayusa cemesvix aopecos (NAT)

Ha3HaveHnre u BUIBI TPAHCIISAIUN CETEBBIX apecoB. CtaTnueckasl TpaHCISIITUS
CETeBBIX ajpecoB. JlMHaMHUuecKas TpPAHCISAIUS CETEeBBIX aApPecoB. TpaHCALUS
CETEBBIX aJ[PECOB Ha YPOBHE MOPTOB. THUIIBI TPAHCISALUM aAPECOB HA YPOBHE MOPTOB:
symmetric NAT, full cone NAT, address restricted cone NAT, port restricted cone




NAT, hairpin NAT. Craruueckas TpaHCISAIHS CETEBBIX aJPECOB HA YPOBHE MTOPTOB.
banancupoBka Harpy3ku ¢ momoiibio NAT.

Omnpenenenue criocoda Tpa"cisaiuu aapecoB. [Tpotokon STUN.

[IpoOneMbl, cBsI3aHHBIE C TPAHCISALUEH aJPECOB.

Tema 6. Cemu |PV6

Ormume cereii [Pv6 ot ceteit IPv4. Anpecarust B cetsix [Pv6. [pedmkcent anpecos IPV6.

®dopwmar 3arosioBka IPv6. JlonomauTenbHbie 3aroioBku |PV6.

ABTokoHpuUrypupoBanue aapecoB. Ilpotokon [ICMPv6. Wccnenosanue
coceneli B [Pv6.

Tema 7. Mapwpymuszauusn ¢ cemsax TCP/IP

Mapuipytusanuss ¢  HCHOJIb30BAaHHEM CETEBBIX  aapecoB. [IpoTokoss
MapHipyTH3allud W MapHIpyTH3UPyeMble TPOTOKOIbL. Omepamuu, BBITOIHSIEMBIC
IIPOTOKOJIOM CETEBOTO YPOBHS. MHOTONPOTOKONIbHAS MapuipyTusanus. CTaTuueckue
U JUHAMUYECKHE MapUIpyThl. AjanTanuss K U3MEHEHHsM Tomnojioru. Omnepanuu
JTUHAMUYECKON MapuipyTuzanuu. [Ipencrapienue pacCTOSIHUS C TOMOIIBI0O METPUKH.

Anroputmbl Mapuipytuzanuu. LleHTpann3oBaHHbIE U JEHEHTPAIU30BaHHbBIC.
BHyTpeHHUE 1 BHENTHUE MPOTOKOJIBI MapIIPYTU3AIUH.

[IpoTokoabl MapuIpyTHU3alUU. AJTOPUTMBI MapHIPYTH3ALUKA [0 BEKTOPY
paccTosiHusl. AJNTOPUTM MapUIPYTU3AIMK [0 BEKTOPY PACCTOSIHUS M UCCIEOBaHHUE
CETH. AJITOPUTM MapHIPYTU3AIMH [0 BEKTOPY PACCTOSIHUS U MU3MEHEHUS TOMOJIOTHH.
MapipyTtu3zaius no 3aMKHyTOMY Kpyry. Caer 10 6€CKOHEYHOCTH.

[Iporokon mapupytusanuu RIP.

ANTOPUTMBI MapHIPYTHU3AIMA C yYE€TOM COCTOSHHUS KaHajla CBS3U. Pexum
UCCIICIOBAaHMUSI CETH B aJrOpUTMax C Yy4eTOM CoOcTOsHHS KaHaia. OOpaboTka
W3MCHEHHUH TOIOJIOTHH B MPOTOKOJIAX MApPUIPYTHU3AIMH C YIETOM COCTOSHHS KaHaa
CBSI3H.

[Iporokon mapuipytuzauu OSPF.

ABtoHOMHBIE cucTeMbl. [Iporokomnsl MapmpyTtuzanuu EBGP u IBGP.

Tema 8. Cnyscoa 0omennvix umen

Uepapxus y31m0B 1 nomeHoB. JlenerupoBanue. Jlomensl U 30HbI. [IpoxoxaeHue
3ampoca KJIMeHTa.

Tunel cepBepoB HWMEH: OCHOBHBIE, [OTIOJHUTEIbHBIC, TOJBKO  JIs
KOILITMPOBAHMS, Y3JIbI TIEPECHIIIKU U TIOTYMHEHHBIE CepBepa.

CuHTaKcHC 3anucen pecypcos.

Jlunamuaeckas DNS.

Tema 9. NetBIOS u WINS

CereBast 0a3oBas cumcrema BBoAa-BeiBoma NetBIOS. MHcropus wu
xapakrepuctuku. Mmena NetBIOS. Pazpemenne unmen NetBIOS. Tunsr y3m10B
NetBIOS. Cnyx0a oonapyxenus: NetBlOS.

Cayx6a umen Internet g Windows (WINS).

6 cemectp. TexHosioruu odecrnedyeHusi 6€30MACHOCTH B CETAX
Tema 10. Tunoswie yzpo3vt cemegoii 6e30nacHocmu
[IpobGnembl Oe30MMacHOCTH COBpeMEHHBIX ceTeil. Kimaccudukamms yaaneHHBIX
aTaKk Ha paclpeeiICHHbIE BBIYUCIUTEIIbHBIE CUCTEMBI (IO XapaKTepy BO3JACHCTBUS,



MO IEeJW BO3ACHCTBHS, MO YCIOBUIO Hayajga OCYHIECTBICHUS BO3JIEUCTBHUA, IO
HAJIMYMIO OOpaTHOM CBSI3U C aTaKyeMbIM OOBEKTOM, MO PACIOJIOKEHUI0 CyOBheKTa
aTakd OTHOCUTEILHO aTaKyeMOro 00bEKTa, IO YPOBHIO ATAJIOHHON MOJIEIH).

XapakTepucTUKa U MEXaHU3MbI peaIM3allii TUIIOBBIX y/IaJICHHBIX aTakK.

Tema 11. Amaku na pacnpeoenenHbvie 6bl1UUCIUMETbHBLE CUCHIEMbL

VYnaneHHble aTakd Ha pacHpelelieHHbIE BBIYMCIHUTENbHBIE CUCTEMbl: aHAJINU3
ceteBoro Tpaduka, noxHbeii ARP cepBep, noxusii DNS cepBep, HaBsi3bIBaHUE
JI0O)KHOTO MapliipyTa ¢ Hucnojib3oBaHueMm mnpotokona ICMP, nmoamena ojaHoro us
cyonsektoB TCP-coenmuuenus (hijacking), araku Tuma oTkas B 00CITy>KHBaHUMU.

Tema 12. Amaku na y3/16l 8bI4UCTUMETLHBIX CEMeEll

VY aaneHHble aTaku Ha y3Jbl BRIUUCTUTENbHBIX ceTeil. [lepenonnenue Oydepa.
[lepenonmuenue creka. Ilepenomuenne kyunm. OmUOKA WHACKCAIIMA MAaCCHBOB.
Ommbku B cTpokax popmatupoBanms. HecoBmanenue pazmepon Oydepa.

SQL wnbeknmu. Mubeknmm koma. CMelIaHHBICE WHBEKIUU. MekcalTOBBIM
ckpuntunr. CSRF artaxu.

Bpenonocnoe mnporpammuoe obecneuenue. Kiaccudukanus BpeaoHOCHOTO
porpaMMHOro odecredeHusi. BUpycol, 4epBU U TPOSIHBI.

Tema 13. 3auwguma om HecaHKyUOHUPOBAHHO20 NPOHUKHOGECHUS

bpannMayspbl:  XapakTepHCTHKA, THUIBI, KOHUTYpaluu. YIpaBJieHHUE
JIOCTYTIOM K JaHHBIM: TOHSTHE TOJUTUKU OE€30MaCHOCTH, THUIOBBIC SJIEMEHTHI
MOJUTUKKU 0€30MacCHOCTH, PEKOMEHIAIMK O MOCTPOEHUIO MOJUTUKU O€30MacHOCTH.
Cucrembl 0OHAPYKEHUSI U NIPENOTBPAIICHHS BTOPKEHUN. 3alllUTa OT BPEAOHOCHOTO
MPOTPaMMHOT0 00eCTICUeHUSI.

Tema 14. 3awguma cemeii na yposne |P

bezomnacHocTh pecypcoB ceTu: cpeacTBa UACHTU(GUKAIMK U ayTeHTU(UKAIUH,
METOJbl  pa3JejeHUs PEeCypcoB U TEXHOJOTUM pa3rpaHUYEHUs JIOCTyMa.
Bupryanbhabie yacTHble ceTd. KOHIENIUs MOCTPOCHUS 3alMIIEHHBIX BUPTYaJTbHbIX
gacTHbIX cerei VPN. ®ynknuun u xommoHeHThl cetd VPN. TyHHenupopaHue.
Knaccudukanusa supryanbHbix dacTHbIX ceTedt VPN. Apxutextypa 3amuThl Ha
ypoBae IP. [Iporokon IPSec. 3amumennsie cBsa3u U ux napamerpsl. [Iporoxonst AH
u ESP. TpancnopTHBIM U TYHHETBHBIA PEXKUMBI.

Tema 15. 3awguma World Wide Web

Yrpo3sr Hapyiienus 3amutbl Web. ITporokonsr SSL u TLS.

Tema 16. Aymenmugpuxayuu é cemsx

Cucremsr Kerberos Bepcuii 4 u 5: nenu, nuanor ayreHTuduKanum, o0IacT u
ux B3aumojeincteue. Ciyx0a ayreHTuhukanuu X.509: cepruduxatsl U Npoueaypbl
ayTeHTU(PUKALINH.

Tema 17. 3auwguma na npuKkIaOHOM ypoeHe

[Ipotokon SET. Ilporokon cereBoro ympasieHus SNMP Bepcuit 1 un 2.

[IpoTtokon cereBoro ymnpasieHus SNMP Bepcuu 3. Cucrema 3allUThl 3JIEKTPOHHOU
noutbl PGP. Cucrema 3amutet snexktponnoit moutel S/MIME. Apxutektypa cucrem
ayreHTH(UKanuu, aBropm3anud u ydeta (AAA — Authentication, Authorization,
Accounting). [Tporokon RADIUS.



4.3. JlabopaTopHbie paboThl

HaunmenoBanue Tem J1abopaTopHBIX Hopmarus
Howmep HanmenoBanue paszena, .
TeMLI TeMLL 3aHATHH BPEMCHH,
yac.
5 cemecmp
3 Crex ipotokosioB TCP/IP. OCHOBBI HACTPOWKH MapIIPyTH3aTOPOB 2
Jlornueckas agpecanys B Cisco
cersix TCP/IP OunpTpanus IerTarpaMmm 2
2 Cetu Ethernet Hacrpolika kommyTtaTopa 4
5 TpaHcasuus ceTeBbIX aapecoB | TpaHCHsAUUs CETEBBIX aApPECOB 6
(NAT)
1-o0u1 pybesrcnvtii Konmponw Tecmuposanue 2
7 MapipyTtu3zanus B ceTsix Craruyeckas MapuIpyTH3anus 6
TCP/IP HacTtpoiika npoTokosia MapuipyTHU3auuu 4
RIP
2-011 pybexcHblil KOHMPOIlb Tecmuposanue 2
MapipyTu3zanus B CeTsx HacTtpoiika npoTokoia MapuipyTH3anuu 4
TCP/IP OSPF
Hmozo 32
6 cemecmp
11 ATaku Ha pacnpeeeHHbIC Hacrpoiika cepsepa DNS 4
BBIUMCIIUTENIbHBIE CUCTEMBI Hacrpoiika cepepa DHCP 4
12 ATaku Ha y3JIbl SQL nHbpeKINU 6
BBIUHCIIUTENbHBIX CETeH MesxcaiitoBslii ckpuntuHr u CSRF ataku 6
3-o0it pybescHblii KOHMPOTb Tecmuposanue 2
3amuTa oT HccnenoBanue BpeJOHOCHOTO 4
13 HECaHKI[MOHUPOBAHHOTO MPOrPaMMHOT0 oOecTeueHust
MIPOHUKHOBEHUS
14 3amura cereit Ha yposHe IP HaCTpoﬁKal CUCTEMBI TIPEIOTBPAIIICHHS 4
BTOP)KEHU I
4-o11 pybesrcHblil KOHMPOTIb Tecmuposanue 2
Hmozo 32
Bcezo 64
4.4 KYPCOBAS PABOTA
Tema xypcosoti pabomor. «IIpoeKTHPOBAHKUE JIOKAIBHOM BBIUMCIUTEIHLHON CETH
OpraHu3anm,.

Llenvio KypcoBOM pabOTHl SIBIISIETCSl peau3alvs TMOJyYSHHBIX 3HAHWUW 10
mucrmiuinie "be3onacHocTs cerert OBM'.

3aoanue:

1. CropoexkTupoBaTh JIOKAIbHYIO BBIYUCIHMTEIBHYIO CETh OpraHU3allud B
COOTBETCTBHH C MHIUBHIYATbHBIM 32 1aHHCM.

2. IlonoGpaTh 1151 CETH aKTUBHOE CETEBOE 000pPYAOBaHUE.

3. CocTaBUTH CMETY.

4. [TocTpouTh MOJIEIH YTPO3 IS CIPOCKTUPOBAHHOMN CETH.

KypcoBast paboTa BBITTOJHIETCS B COOTBETCTBUU C MHIVBHIYaJIbHBIM 3a7aHUCM.
O06BeM KypcoBoi padoTel 20-25 cTpaHHuil.

CtpykTypa KypcoBOU pabOTHI:

1) TuTyJIbHBIN JTUCT.
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2) OrnaBiieHue (CoJiepxKaHue) KypcoOBOro MPOEKTa.

3) Beenenue.

4) IloctaHoBKa 3a7a4H:

a) UCXO/IHbIC JaHHbIE;

0) 11eJ1b KypCOBOM pabOTHI;

B) 3aJ1auH, MOJyISKAIIHE PACCMOTPEHHIO (PEIICHUI0) B KypCOBOM pabdoTe.

5) ConepxarenpHasi 4acTh (MOKET OBITh B BHJE IJ1aB, pa3/iesioB, naparpados,
MPUBSI3aHHBIX K 3a7ja4aM KypCOBOM pabOThI).

6) 3aKII0UYEeHUE U BBIBOIBI:

a) MepevyeHb MOJTYYCHHBIX Pe3yIbTaTOB (COTIACHO ENH U 33jJadaM KypCcOBOM
paboThl) U UX HOBU3HA;

0) BBIBOJIBI, TTOJIYYCHHBIC 110 UTOTAM KYPCOBOH PabOTHI.

5. METOANYECKUE YKA3ZAHUA JIAA OBYUAIOIIINXCA
IO OCBOEHHIO JTUCHUITJIMHBI

[Ipy mpociymuBaHuM JIEKUUHA PEKOMEHIYETCS B KOHCIIEKTE OTMEYaTh BCE
BAKHBIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSIET BHUMAHHE MPENOAABATEIb, B YACTHOCTH
T€, KOTOpPBbIE HAIPaBJIECHbl HAa KAYECTBEHHOE BBINOJIHEHUE COOTBETCTBYIONIECH
1abopaTopHOI pabOTHI.

3a0roM Ka4eCTBEHHOTO BBIMOJIHEHUS J1A0OPATOpPHBIX pPaboOT  SIBISETCS
CaMOCTOSITENIbHASI MOJrOTOBKA K HUM HaKaHyHE NyTeM MOBTOPEHHS MaTepHUasioB
nexkmui.  [lpemogaBareneM  3aljlaHUPOBAHO  HA  JIAOOPATOPHBIX  3AHSATHUAX
KOJUIEKTUBHOE B3aMMOJICUCTBUE W Pa3d0p KOHKPETHBIX CHUTyallMi, a TakxKe
00CyXJIeHE HESICHBIX MOMEHTOB U CUTYaIlUi 1O JEKIITHOHHOMY KYypCY.

JIns TeKyIIero KOHTPOJS YCIIEBAEMOCTH MPENOJaBaTeieM HCIOIb3YeTCs
OaJUIbHO-PEUTHUHIOBasE CUCTEMa KOHTPOJS M OILICHKA aKaJeMHYE€CKOW aKTHMBHOCTH.
[ToaToOMy HacTOATENILHO PEKOMEHIYETCSl TINATEeILHO MpOpadaThiBaTh MaTepHall
JTUCIUTUIMHBL TIPH  CAMOCTOSITEIbHOM paboTe, y4yacTBOBaThb BO Bcex (opmax
00CYXXJICHHsI ¥ B3aUMOJICHCTBUS, KaK Ha JICKIUSAX, TAaK M Ha JIAOOPATOPHBIX 3aHITHUIX
B LEMAX JY4YUIEro OCBOCHHMS MaTepuajga M TOJYYEHUS BBICOKOM OLEHKU IO
pe3yabTaTaM OCBOEHUS JUCHUILINHBI.

BrimonHeHne caMocTosATeIbHON padoThI MOPa3yMeBaeT CaMOCTOSITENTHHOE H3YUEHHUE
Pa3IesioB JMCIMILUIMHBI, BBITIOJHEHHE KypCOBOM palOThI, TOATOTOBKY K J1abOpaTOpHBIM
3aHSTUSIM, K PYOEKHBIM KOHTPOJISIM, TTOJITOTOBKY K SK3aMEHY.

PexoMeHtyeMasi TpyJO€MKOCTh CaMOCTOSTEIBHOM pabOThl MpeJCcTaBieHa B
Tabnuie:

PexkoMeH1yeMblil pe:KuM CaMOCTOATEILHOM Pa0d0ThI

Pexomennyemas
HanmeHnoBanue
. TPYAOEMKOCTb,
BH/Ia CAMOCTOATEIbHOM pPadoThI
aKaJ. Jac.

CamocTtosiTe/IbHOE H3yYeHHe TeM TMCIUIIUHBI: 34
JlokanbHble ceTH. [IpUHIMIBI TOCTPOEHUS JIOKAIBHBIX CeTel 4
Ceru Ethernet 2
Crek npotokonoB TCP/IP. Jloruyeckas anpecanus B cetsix TCP/IP. 2
CnyxeOHbIe npoTokouisl B cetsix TCP/IP 2
Tpancnsus cereBbix agpecoB (NAT) 2
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Ceru IPV6

Mapmpytu3zanus B cetsix TCP/IP

Cny»x06a TOMEHHBIX UMEH

NetBIOS u WINS

TunoBsle yrpo3sl ceTeBoii 0e30MmacHOCTH

ATaky Ha pacupe/ielIeHHbIE BBIYUCIUTEIbHBIE CUCTEMbI
ATaky Ha y3JIbl BBIYUCIUTEIIbHBIX CETEN

3amuTa OT HECAaHKIIMOHUPOBAHHOT'O MPOHUKHOBEHUS
3amuTa ceteld Ha ypoBHe IP

3armmra World Wide Web

AyTeHTH(]HKAIINU B CETAX

3amuTa Ha MPUKIAJAHOM YPOBHE

IMoaroroBka Kk Ja6opaTopHbIM padoTaMm (1o 1 4. Ha KaXK0€ 3aHATHE)
IloaroroBka Kk py0e:KHbIM KOHTPOJISAM (110 2 Yaca)
IloaroroBKa K 3K3aMeHy

Kypcosas padora

Bcero:

RN R RRIRRINdN NN

N
(ee]

oo

(6]
N

w
(o]

160

6. ®OH/I OHEHOYHBLIX CPE/ICTB
JJIA ATTECTAIUU IO JUCHUIIVIMHE
6.1. IlepeyeHb OLIEHOYHBIX CPEACTB

1. baniapHO-peHTHHTOBAas CHCTEMa KOHTPOJS U OICHKH aKaJIeMHYeCKOU
akTuBHOCTU oOyyatomuxcs B KI'Y (nist ouno#t hopmbl 00ydeHUs)

2. OTYETHI CTYICHTOB 10 JIA0OPATOPHBIM pabOTaM.

3. bank TecToBBIX 3a/1aHU K pyOeKHBIM KOHTPOJIsIM Ne 1, Ne 2. Ne3 u Ne4.

4. KypcoBas paborTa.

5. Ilepedenn BOPOCOB K IK3aMEHY.

6.2. Cucrema 0a//IbHO-PEHTHHIOBOI OLIEHKHU PA00THI 00YYAKOIIMXCSI 0 JUCIUILTHHE

Ne | HammeHoBaHUE CopepxaHue
1 | Pacnpenenenue Pacripenenenne 6amioB
0aJuIoB 3a 5 cemecmp
CCMECTPBI IO . Brimonnenue . o o
BUIaM Y4eOHOI Bun PyGexnsbiii | PyOesxHbIi o
0 eOHOM Hocemerne 1 satiTa KOHTPOJIb KOHTPOJITb 2
PaboTeL, C%OKP{ y?16OTLI’ JICKIUAN J1a00PaTOPHOM Nol No2 2
caauu y4yeOHo#t | P : paGoThi y 0 o)
paboThI 5
aIbHAs
(00800smcs 0o 71 15x 16= 165 65x 7 = 42; 6 6 30
ceedenust OLCHKa.
ooyuarowuxcs 6 cemecmp
Ha nepeom Brinosnnenue N o
4 Bun PyGexnsiii | PyGesxHblit 5
yuebrom eOHoM Tocemenue H 3alliiTa KOHTPOJb KOHTPOJIb =
3ansamuu) i JIEKIAN nabopatopHoi P p ¥
padoThI: Nel No2 A
paboTsI
bannbHas
16 x 16 =166 56 Xx6= 306 12 12 30
OLICHKA!
Kypcosas paboma
KauecTBO nosicHuTenbHOM KauectBo KauecTtBo Beero
3aMMUCKY U TpaduvIecKol YacTu JIOKJIaa 3aIUTHl Pa0OTHI
1o 40 1o 20 1o 40 100
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Kputepuii nepecuera 6a1ioB B
TPaJULMOHHYIO OLIEHKY 110 HTOraM
paboThI B cEMECTpe, SK3aMeHa U
3agera

60 u MeHee 0aJTOB — HEYJOBICTBOPUTEILHO; HE3aUET;
61...73 — yIOBICTBOPUTEIHHO; 3a4ET;

74... 90 — xoporo;

91...100 — oTnuuHO

Kpurepuu nomycka
MIPOMEKYTOYHOM aTTecTauuy,
BO3MOXKHOCTH TIOJTyYCHUS
aBTOMATHYECKOI0 3a4eTa
(PK3aMEHAITMOHHOH OIICHKH) 10
JTUCITUTLTHHE, BOZMOKHOCTD
noJTydeHus] OOHYCHBIX 0aJlIoB

Jnst jmomycka K HPOMEKYTOYHOW aTTECTallMH 10
TUCIUIUIMHE 32 CceMecTp OOy4arouuiicss JI0JDKEH
HaOpaTh M0 UTOraM TEKYILEro M PYOEKHOIO KOHTPOJIS
He MeHee 51 GamioB. B cinywae ecnu oOywaromuiics
HaOpan wmeHee 51 Oamma, TO K aTTECTAIlMIOHHBIM
UCIBITAHUSM OH HE J0IyCKaeTCs.

Jns  monmydeHHMs 9K3aMeHa 0e3  MpOBEACHUs
pOLEAYpPHI IPOMEKYTOUHOM aTTecTaluu
oOyuyaromemMycst He00X0AUMO HaOpaTh B XOJI€ TEKYILETo
U pyOeXHBIX KOHTpoOJIeH He MeHee 61 Oamia. B atom
ciydyae  UTOr  OasIbHOW  OICHKH,  IOJy4aeMOi
o0y4aromuMcs, onpeaensieTcs mo KOJIMYecTBY Oalios,
HaOpaHHBIX MM B XOJIe¢ TEKyIIEro u pyOexHOro
KoHTposiei. [Ipu 3ToM, Ha ycMOTpeHue mpernoaaBarens,
OampHAsi OIEGHKA  OOYyYaroIIerocs MOXET  OBITh
MOBBIIIEHA 32 CYET TOJIyYEeHHUS JOMOJIHUTEIbHBIX
0aJIOB 32 aKaJIEMUYECKYI0 AKTUBHOCTb.

OOyuaromuiics, UMEIOIIUNA MPaBO HA MOIy4eHHE
OLIEHKH 0€3 TPOBEACHUS TMPOLEIYpPHl HMPOMEKYTOUHOU
aTTecTallid, MOXET TIOBBICUTh €€ IyTeM CAadu
aTTECTAI[IOHHOTO WCIBITaHUsA. B ciiydae momydeHus
oOyyarommMcsi Ha AaTTECTallMOHHOM ucrhbiTaHuu 0
0a/u1oB  UTOr OaJbHOM OIEHKU 1O JAUCHUIUIUHE HE
CHIDKAETCH.

3a aKaJeMHUYecKyl0 aKTHBHOCTb B XOJI€ OCBOCHHS
TUCHMIUIMHBI,  ydyacTMe B y4eOHOH,  Hay4yHO-

HCCIIEI0BATENBLCKOM, CIIOPTHUBHOM, KYJIbTYpHO-
TBOPYECKON u 00I11eCTBEHHOM JESITEIbHOCTH
oOyyaromemycs MOTYT OBITDH HAYKCIIEHBI

JIONIOJIHUTEIIbHBIE Oaibl. MaKCUMaJIbHOE KOJUYCSCTBO
JIOTIOJTHUTEIBHBIX 0aJuloB 32 aKaJEeMUYECKYIO
aKTHBHOCTL cocTasisgeT 30.

OcHoBaHWeM ISl TIOJMY4YEHUS JOTOJIHUTEIBHBIX
0aIIJIOB SIBJISIIOTCSL:

- BBINOJIHEHUE JONOJHUTCILHBIX 3aJaHHi 10
JUCLUHIUINHE, IOIMOJHUTEIIbHBIC Oa/ulbl HAYUCIAIOTCS

IpEernoAaBaTeIeM;
- yyacTue B T€4E€HHE CeMecTpa B y4eOHOI, Hay4yHO-
UCCIIEeJ0BaTENbCKOM, CIIOPTHUBHOM, KYJIBTYPHO-

TBOpUECKOM U obmecTBeHHOH nesrensHocT KI'Y.
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4 | ®opmsbl 1 BUIBI y4eOHOH paboThI B ciywae ecnm kK IpOMEXKYTOUYHOM arTecTaluu
AJISL HEYCTICBAFOIIINX (ok3ameny) HaOpana cymma MeHee S1 Oamos,
(BOCCTaHOBHBIINXCS Ha KypCe oOyyJaromeMycsi HEoOX0IUMO HaOpaTh HEAOCTAIOIIEEe
06yHeHNs) CTY/ICHTOB A KOJMYECTBO  OAluIOB 32  CYET  BHINOJHEHUS
MOJyHCHHA HE/IOCTAIONINX 0AIIOB B JIOTIOJTHUTEIBHBIX ~ 3aJ]aHul, 10 KOHIA TIOCICAHEH
KoHte cemectpa (3a4eTHOI) HEJIEN CEMECTpA.

JIukBuaMss — aKaJeMHYECKHX  33JI0JDKEHHOCTEH,
BO3HUKIIIMX W3-32 PA3HOCTH B YYEOHBIX IUIAHAX MPU
NIepPEeBOIC WM BOCCTAHOBIICHUM, TIPOBOJAUTCS ITyTEM
BBITIOJTHEHUS JOTIOJTHUTENBHBIX 3aaHui, Gopma u 00beM
KOTOPBIX OIPEJIEISETCS PETOIaBaTeIIeM.

5 | Kpurepuu orieHKH Kypco- KypcoBas pabora 1o Hel BBICTABISIETCS OTICIIbHAS
BOii pabOTHI (IIPOCKTa) olleHKa. MakcuMainpHasi CyMMa IO KypcoBoi paboTe ycTaHaB-
nuBaercs B 100 Gayios.

[Ipu oneHke KadecTBa BBINOJHEHUS pabOThl U YPOBHS
3aIUTHl PEKOMEHIYEeTCS CIeNYIOIIee pacpeiesieHne 0alioB:

a) KayecTBO MOSICHUTEIIbHON 3aluCKu M TpaduyecKoit
yactu — 10 40 6annoB;

0) kadecTBO JOKIaaa — A0 20 6amios;

B) KaueCTBO 3alIUTHI paboThl — 10 40 Gaios.

[Ipu paccMoTpeHHH KauecTBa MOSICHUTEIbHOMN 3alIUCKH U
rpadgu4eckoil yacTu paboThl MPUHUMAETCS K CBEJICHUIO PUTMUY-
HOCTb BBINOJHEHUS Pa0dOThI, OTCYTCTBUE OMIMOOK, JOTHYHOCTD U
MOCJIeIOBATEILHOCTh TIOCTPOCHUSI MaTepuaia, MpPaBUIHLHOCTD
BBITIOJTHEHUSI U TIOJTHOTA PacyeToB, cOOI0/IeHuEe TpeOOBaHUN K
0 OPMIICHHIO U aKKYPaTHOCTh UCTIOTHEHUS paOOTHI.

[Ipu omeHke kadecTBa JOKJIaJa YUYUTHIBAETCS YPOBEHb
BJIQJICHUSI MAaTE€PUAIOM, CTEIIEHb apr'yMEHTUPOBAHHOCTH, YE€TKO-
CTH, MOCJEI0BATEILHOCTU U MTPABUILHOCTH U3JI0KEHUSI MaTepH-
aja, a Takke COOJII0JICHUE PErIaMEHTOB.

IIpu oneHKe ypoOBHS KauecTBa OTBETOB HAa BOIPOCHI MPHU-
HUMAETCsl BO BHUMaHUE TPABUILHOCTb, MIOJTHOTA U CTENEHb OPH-
€HTUPOBAaHHOCTH B MaTepHale.

Komuccust mo npuemy 3amuThl KypcoBoi paboThl (TIpo-
€KTa) OLEHUBAET BBIIICYKA3aHHBIE COCTABISIONINE KOMIOHEHTHI
Y OIpeIesieT UTOTOBYIO OIIEHKY.

6.3. [Ipouenypa oueHnBaHus pe3yJIbTATOB OCBOEHUS! AN CUMIJIMHBI

PyOexxHble KOHTpOJIM MPOBOAATCA B (OpME MUCBMEHHOTO TECTHPOBAHMS.
DK3aMeH NMPOBOIUTCS B TPAAULIMOHHON (hopMme.

[lepen mpoBeneHUEM KaXAOro pyOekKHOro KOHTPOJIs IMpernojaBaTellb
npopalaThIBaeT CO CTYAEHTaMHU OCHOBHOM MaTepHall COOTBETCTBYIOIIMX pa3JeioB
JUCUUIUIMHBI B POpME KpaTKON JIEKIUU-TUCKYCCUU.

Ha kaxnoe TecTtupoBaHue mnpu pyOeKHOM KOHTPOJE CTYIEHTY OTBOAUTCS 2
yaca. BapuaHTel TecTOBBIX 3afaHuil s pyOexHoro koHTpoas Nel,2 cocrout u3 6
BOIIPOCOB, a I pyOekHbIX KOHTpoJieh No3 u Ne4 — 3 12 BonpocoB B Kax0M.

[IpenonaBarens oneHUMBAET B Oaimiax pe3ynbTaTbl TECTUPOBAHUS KaXKIOTO
CTYJ€HTa 1O KOJMYECTBY MPABWIbHBIX OTBETOB M 3aHOCUT B BEJAOMOCTH YyueTa
TEKyIIeW YCIEeBaeMOCTH. OK3aMEHAIIMOHHBIM OWJIET COCTOMT U3 2-X BOIPOCOB,
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KQKJIBI UX KOTOPBIX olleHuBaeTcs B 15 6amioB. Bpems, oTBoauMoe oOydaroniemycs
Ha MOATrOTOBKY K OTBETY Ha BOIPOCHI COCTABISAET | aCTpOHOMHUYECKUN Yac.
Pe3ynbTaThl TeKyIIero KOHTPOJI YCIIEBAEMOCTH, dK3aMeHa, KypCOBOM pabOThI
3aHOCATCA NPENOJABATEIEM B 3aUETHYIO WM HK3aMEHAIIMOHHYIO BEJOMOCTH,
KOTOpasi CIAETCS B OPraHU3alMOHHBIA OTJIENl MHCTUTYTAa B J€Hb 3K3aMEHA, 3aIlUThI
KypCOBOI pabOThI, a TAK)KE BHICTABIIAIOTCS B 3a4E€THYIO KHIXKKY 00y4aroIerocs.

6.4. [Ipumepbl OLIEHOYHBIX CPEACTB ISl PyOeKHBIX KOHTPOJIEH,

3K3aMeHa
5 CEMECTP

1-wvi1 pyobestcrolit Konmpoio

1. Ymo ucnonv3yem KaHaaIbHbLIL YPOBEHb 01 HOUCKA XOCMA 8 JIOKATbHOU
cemu?

1. Jlornyeckyto ceTeBYyIO aJpecaiuio

2. Homepa nopToB

3. AnmapatHble aapeca

4. 1111103 110 yMOJTYaHUIO

2. B kakom pestcume Kommymamop J10Ka1bHOIl cemu nepeo
nepenanpagieHuem Kaopa npogepaem mojbKo annapammuslii aopec?

1. CkBo3HOM

2. CoxpaHUTh U TepeaaThb

3. IlpoBepku pparmMmeHTOB

4. be3 gpparMeHTOB

3. Kakoit npomokon obecneuusaem cayyicoy ¢ ycCmaHoe6/1eHUEM COeOUHEHUA
014 63aUMOO0€iiCMEUs X0Cmog?

1. 1P

2. ARP

3. TCP

4, UDP

2-011 pyoexcHblil KOHMPOJlb

1. Ha kaxom ypoene OSI oumut npeoodpazyromcsn 6 yugposwie cuznaivt?

1. ®uznyeckom

2. TpaHCTIOPTHOM

3. KanaapHOM

4. CereBoM

2. Umo onpedensem é cemu KOpHEBOU KOMMYMAmMop npu UCnoab306aHUU
STP?

1. Ilpuopurer

2. CTOMMOCTD MOAKITIOYEHHBIX K MEPEKITIOUATEIO CBA3EH

3. MAC-anpec

4. IP-angpec

3. Eciu xocm nocwvlinaem 6 WiupoKo8euyamenbHoll paccvlike Kaop,
cooepricaniuil annapamHlii aopec UCMOYHUKA U HAZHAYEHUS, NPUYUEM Ue/IbI0
aenaemcesa npuceaugarnue ceve IP-aopeca, mo Kaxkoii ucnoib3yemcsa npomoKo.
cemeeozo ypoena?

15



1. RARP
2. ARP
3. ICMP
4. TCP

5. IPX
6 CEMECTP

1-wv1i1 pybesrcrvlit Konmpoib

1. Kakaa mempuka mapwpymuzayuu ucnov3yemcsa ¢ npomokoe RIP?
1. Cyer 10 OECKOHEYHOCTH

2. CYEeTUHK y4acTKOB

3. Bpemst sxuzau TTL

4. Tlosmoca nmponyckaHus, 3aJIepKKa

2. Kakou anzopumm mapuipymu3zayuu ucnoiv3yemcsa 6 npomokone RIP?
1. MapuipytuszupyeMoi nHpopMaIuu

2. CBs3pIBaHUS

3. CocTosIHHSI CBSI3H

4. JIucTaHIIMOHHO-BEKTOPHBII

3. Amaxka eneopenus n10x#crno20 ARP cepsepa asnaemca?

1. ITaccuBHOM.

2. AKTHBHOM.

3. MexxcerMeHTHOM.

4. BHyTpUCETMEHTHOM.

2-011 pyOex;CcHbLIL KOHMPOIb

1. Kakoe u3 ymeepotcoenuii 6epHo 0151 MeHcCeneso020 IKPaH NPUKIAOHO20

ypoeua?

1. O6bruHO TpeOyeT MoaudUKAIMK KIMEHTA JJi padOThl Yepe3 MEKCETEBOM

2. Ins obecreueHuss pabOTHI JIFOOOH HOBOW CIYKOBI TpeOyeTcsl TOJIBKO

U3MEHEHUE KOH(PUTYpaALlMU MEXCETEBOT0 IKpaHa

2. IIpomokon SSL npeonaznauen onn

1. 3amuThl nepeaaun TaHHBIX C UCIIOJIL30BaHUEM MPOTOKOIa [P

2. 3amuThI TIepeIaun JaHHBIX C UCTOJIb30BaHUeM IpoTokoma TCP
3. 3anuThI epeaun JaHHBIX ¢ UCIIOJIb30BaHUEM ITpoTokoiaa UDP
4. 3a1muThl COOOIIEHUH AIEKTPOHHOMN MOYTHI

3. Kakoe u3 onucanuii kongpaukma ¢ cemu Ethernet aensemcs

Haunyymum?

1. Pe3ynbrar nepenayu JaHHBIX B CETh ABYMsI Y3JIaMU HE3aBUCHUMO JIPYT OT

apyra.

2. Pe3ynbTar 0THOBpEMEHHOM TIepeIaun JaHHBIX B CETh ABYMS Y3JIaMH.
3. Pe3ynbrat moBTOpHOI Mepeaadn JaHHBIX B CETh JBYMS y3J1aMHu
4. Pe3ynbTaT HEBBITIOJTHEHUS Mepe/laud JAHHBIX B CETh JBYMS Y3JIaMHU.

IIpuMepHBIi epeYeHb BONPOCOB K IK3aMeHY S5 cemecTp
1 Cets Ethernet. [Tpunuunst padoTel. KoHIIEHTpaTOPBI 1 KOMMYTATOPHI.
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2 Tomosornu coequHEHUsT KOMMYTaTOPOB: OCTOBHOE AepeBo (Spanning Tree),
nyonupyromue sguHuM (Resilient Link, LinkSafe), o0wenunenne mnopto (Port
Trunking)

3 Bupryanshbie gokaiabHbie ceTd (VLAN)

4 |P-anpecanusa IPv4 (kmaccoBas m OeckiaccoBasi ajpecaius, MOJCETH, Macka
CCTH)

5 IP-agpecarmus [Pv6

6 ABTrokoH¢urypupoBanue [P-anpecos u obHapysxenue coceneit B [IPv6o

[ I'pynnoBoe Bemanue (npotokos IGMP)

8 Cny»x6a nomeHHbIX iMeH DNS

9 IIpotoxonr DHCP

10 ITporoxon ICMP

11 ITporokonst ARP u RARP

12 TIporokon UDP

13 IIporokon TCP. Pykomnoxkatue. [loarBepkaeHue mnepenayd U MOBTOpHAs
nepeaaya. YIpaBJIeHHE MIOTOKOM U KOHTPOJIb MEPErpy3Ku

14 Tpaucnsauus agpecoB (NAT)

15 Ha3nauenue u nmpuHIMIBL padoThl mpoTokosia STUN

16 Anroputmsl MapHIpyTH3aLUH. [{enTpanu3oBaHHbIC u
JelEeHTpaIn30BaHHbIe. BHYTpeHHUE U BHEITHUE MPOTOKOJIBI MapIIPyTU3AIIUU

17 Anroputm mapupytuszanuu RIP.

18 Anroputm mapmpytuszanuu OSPF.

19 Anroputm mapmpytuszamnuu BGP.

IIpuMepHBIN IepeYeHb BOMPOCOB K IK3aMeHy 6 cemectp

1 Cets Ethernet. [Tpunuunst padoTel. KoHIIEHTpaTOPhl 1 KOMMYTAaTOPHI.

2 Tomonoruu coenMHEHUs KOMMYTAaTOPOB: OCTOBHOE JiepeBo (Spanning Tree).

3 Tomonoruu coenvHEHUsT KOMMYTATOpOB: AyOnupytomme auHuU (Resilient
Link, LinkSafe).

4 Tonosoruu  COEAMHEHMsSI KOMMYTAaToOpoB: oObeauHeHue moptoB (Port
Trunking).

5 Buptyanbshusbie nokanshbie ceti (VLAN).

6 IP-agpecanus IPv4 (kmaccoBast 1 OecKaccoBas afpecarus).

7 IP-anpecanus IPv4 (moxceru, Macka ceTu).

8 IP-anpecarus [Pv6

9 ABtokoH(urypupoBanue [P-anpecos u obHapysxenue coceneit B [Pv6o

10 I'pynmoBoe Bemanue (mpotokon IGMP)

11 Cnyx0a nomeHHbIx uMeH DNS

12 ITporoxon DHCP

13 IIporokon ICMP

14 TIpotokonst ARP u RARP

15 TIpotoxon UDP

16 Ilpotokon TCP. Pykonosxarue.

17 TlonTBepskaeHue nepeiadyn U MOBTOPHAs Mepeaaya.

18 YmpasneHue mOTOKOM U KOHTPOJIb IEPETPY3KHU.
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19 Tpancnsamus agpecoB (NAT)

20 Haznauenue u npuHIUIIBI paboThl mpoTokoia STUN

21 ANropuTMBI MapIIpyTU3AIUH.

22 lleHTpanu30BaHHBIC U JICLIEHTPATU30BAHHBIE.

23 BHyTpeHHUE U BHEUTHUE POTOKOJIBI MapIIPyTHU3ALUN

24 Anroputm Mapmipyrtu3aiuu RIP.

25 Anroputm mapuipytuzanuu OSPF.

26 Anroputm mapuipyTtuzanuu BGP.

27 Knaccudukanus ynaaeHHBIX aTaK Ha paclpeelICHHBIC BBIYHCIUTEILHBIC
CHCTEMBI (IT0 XapaKTepy BO3JICUCTBHUS, 1O IIEJTH BO3ICHCTBU)

28 Knaccudukanus ynaaeHHBIX aTaKk Ha PacHpeeiICHHBIC BBIYMCIUTCILHBIC
crcTeMbl (110 YCIIOBUIO Hadaa OCYIIECTBICHUS BO3/ICHCTBHS).

29 Knaccudukanus ynaaeHHBIX aTaK Ha paclpeelICHHBIC BBIYHCIUTEILHBIC
crcteMbl (10 HATMYMIO O0OPATHOW CBSA3U C ATAKyEMbBIM OOBEKTOM).

30 Knaccudukanust yaaneHHbIX aTak Ha pPAacIpeeiCHHbIC BBIYMCIUTEIHHBIE
CHCTEMBI (I10 PaCIIONIOKEHUIO CyObEKTa aTaki OTHOCUTEIBHO aTaKyeMoro 00bheKTa)

31 Knaccudukanusi ynaneHHbIX aTak Ha paclpe/ielIeHHbIE BBIYHCIUTEIbHBIC
crcteMbl (10 YPOBHIO 3TAJIOHHOW MOJIEIN).

32 Y aneHHbIe aTaku Ha paclpeieIeHHbIE BEIUUCIUTEIbHBIC CUCTEMbI: aHAJN3
CETEBOTO Tpaduka.

33 YaneHHble aTakd Ha PpaCIpEACIICHHBIE BBIYMCIUTEIbHBIE CHCTEMBI:
(moxwubrit ARP cepgep).

34 YnaneHHble aTakd Ha paCIpeCIICHHBIE BBIYMCIUTEIbHBIE CHCTEMBI:
(moxwubrit DNS cepsep)

35 YpaneHHsle arakd Ha paclpeiesieHHbIC BBIYUCIUTEIbHBIE CHCTEMBI:
(HaBsI3BIBAHKE JIOXKHOTO MapIIPyTa ¢ UCHOIb30BaHHEM poTokosia [CMP).

36 YaneHHble aTakd Ha paCIpeCNICHHbIE BBIYMCIUTEIbHBIE CHUCTEMBI:
(moxmena oanoro U3 cyonrekToB TCP-coequnenus (hijacking)).

37 YnaneHHble aTakyd Ha pacnpeielICHHbIE BHIYMCIUTEIbHBIE CUCTEMBI: (aTaku
THUIIa OTKa3 B OOCTYKUBAHHH.

38 MeTonpl aTaku y3/10B BEIYUCIUTEILHON CHCTEMBI.

39 MexkcereBble dKpaHbl (OpaHIMayd3pbl) U UX BUIBI.

40 CucreMmbl oOHapyx)eHus 1 peaoTBparieHus Bropxkenuit (IDS u IPS).

41 3amwmra undopmanuu Ha [P yposHe. [IpoTokon IPSec

42 3amwmra WEB undopmanuu. [Ipotokon SSL (TLS).

43 Ceprudukarsr X.509

44 TIpotokon SET

45 TIpotoxoi cereBoro ynpasinenuss SNMP Bepcuii 1 u 2

46 ITpotokou cereBoro ynpasiaeHus SNMP Bepcuu 3

47 Cucrema 3aluThl 31EKTpOHHOM ouTsl PGP

48 Cucrema 3amuThl 37eKTpoHHON o4t S/MIME

49 ApxuTekTypa cHCTeM ayTeHTu(uKanuu, aBropu3anuu u ydera (AAA —
Authentication).

50 Ynanennsie aTtakd Ha pacCIpeCICHHbIE BBIYUCIUTEIBHBIE CHCTEMBI:
(Authorization)
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51 YaaneHHsie aTtakd Ha paCHpEACIICHHBIE BBIYUCIUTEIbHBIE CHUCTEMBI:
(Accounting).
52 IIpotokon RADIUS.

6.5. @OH/1 O1IEHOYHBIX CPEICTB
[Tonneiit  OaHk 3agaHMil IS TEKYIIEro, pPYyOEXKHBIX KOHTPOJICH W
MIPOMEXKYTOUYHOM aTTECTAllMd IO JUCLMIUIMHE, IOKA3aTeNd, KPUTEPUH, IIKAJIbI
OLICHUBAHMSI KOMIIETCHIIUM, METOAUYECKAE MATEPUAIIBI, OMPEICIIAIOIINAE TPOLEAYPbI
OIICHUBAHUS 0OpPa30BATEIBHBIX PE3YJbTATOB, MPUBEICHBI B YY€OHO-METOAMYCCKOM
KOMILJIEKCE JUCLUIIINHBL.

7. OCHOBHASA U AONNOJIHUTEJBHAS YYEBHAS JINTEPATYPA
7.1. OcHoBHAas y4eOHasl IUTEPATYpPA

1 Onudep, B. I'. KomnbioTepHble CETH: MPUHIUIIBI, TEXHOJIOTHUHU, MTPOTOKOJIBI
[Texct] : yuebHOe mocobue s By30B / B. I'. Omudep, H. A. Onudep. — 2-¢ u3a. —
CIIG: ITurep, 2003. — 864 c.

2 Jlamonuna, O. P. OcHoBbI ceTeBoil Oe3omacHOCTU: KpuUNTOrpaduyecKue
QJITOPUTMBI U TIPOTOKOJIBI B3aUMOJIEUCTBUS: Kypc Jiekiuil [ Tekct]: yuebHoe mocodue:
JUIsL CTYJIEHTOB BY30B, oOydarommxcs mo crnenuaibHoct 510200 "Ilpuxnamanas
mateMatuka ©  uHpopmaruka"'/ O.P. Jlanmonwna; UWHTepHET-yHUBEPCHUTET
MH()OPMAMOHHBIX TeXHOJOrui. — M.: UHTepHeT-YHuBepcuTeT MHPOPMALIMOHHBIX
texHoJiorui, 2005. — 605 c.

3 lanbrun, B.®. NuHpopManmonHas 6€301MacHOCTh KOMITBIOTEPHBIX CUCTEM U
ceTe [DaekTpoHHBIN pecypc]: yuebd. mocobue / B.®. Ilamsrun. — M.: HUJ]
«OOPYM»: UHDOPA-M, 2018. — 416 c. — Hoctyn u3z ObC «znanium.comy.

7.2. lonosiHUTEILHAS yUYeOHasl JJUTEeparypa

1 Jlamonuna, O. P. MexceTeBoe SKpaHHpOBaHUE [DNEKTPOHHBIN pecypcl]:
yueoHoe mnocobue / O.P. Jlanmonuna; MHTepHeT-yHUBEPCUTET WHGOPMAIMOHHBIX
TEXHOJIOTUH. — DJEKTpoH. naH. — M.: NuTepHeT-YHHUBepcUTeT MHGOPMAIIMOHHBIX
TEXHOJIOTHUH, 2006. — Pexum JOCTyMaA: CBOOO/THBIN:
https://www.intuit.ru/studies/courses/20/20/info, ceoGoHBIi. — 3ari. ¢ SKpaHa.

2 EpmakoB, A.E. OcHOBBl KOHPUTYpUpOBaHUs KOprmopaTuBHBIX cereit Cisco
[DnexkTponHbIi pecypc]: yueb. mocodbue / A.E. Epmakos. — M.: YMI] X/T, 2013. —
247 c. — HJoctryn n3 ObC «KoHCyNnbTaHT CTyIeHTaY.

3 Hazapos, C. B. AnvmunuctpupoBaHue JOKaJdbHBIX ceTeir Windows
NT/2000/.NET [Dnektponnsiii pecypc]: Yuebd. mocobue / C. B. Hazapos. — 2-¢ u3n.,
nepepad. u pon. — M.: @unancsl u cratuctuka, 2003. — 480 c. — Hoctyn uz 9bC
«znanium.comy.

4 Jlanonuna, O. P. IIpotokosibl 0€30MacHOTO CETEBOr0 B3aUMOICHCTBUS
[OnekTponHBIl  pecypc]: ydeOHoe mocodue / O.P. Jlamonwna; WHTepHeT-
YHUBEPCUTET MHGOPMAITMOHHBIX TEXHOJOTHH. — DNeKTpoH. AaH. — M.: UHTepHeT-
YHuBepcuteT nHPOPMaUMOHHBIX TexHoorui, 2005. — Pexxum noctyma: cBOOOHBIIH:
https://www.intuit.ru/studies/courses/59/59/info, ceoGoaHbBIi. — 3ari. ¢ sKpaHa.

5 MitBonn, D. be3onmacHocTh cerelt [DNEeKTpOHHBIN pecypc]: ydeOHoe
nocobue / D. MpiiBona; VHTepHET-yHUBEPCUTET WH(DOPMAITMOHHBIX TEXHOJIOTHMA. —
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OnexTpoH. AaH. — M.: VHTepHeT-YHUBEPCUTET HH(POPMAIIMOHHBIX TEXHOJOTHIA,
2005. — Pexum goctyma: https://www.intuit.ru/studies/courses/102/102/info,
CBOOOJHBIN. — 3ari. ¢ 3KpaHa

8. YYEBHO-METOJIUYECKOE OBECIIEYEHHUE
CAMOCTOSTEJBHOM PABOTHI OBYYAIOIIUXCSI

1. Jux J.M. SQL-unbekiusa. JlabopaTopHBIM MPaKTUKYM 110 AUCIHHUTLIIAHE
«be3zonacHocTth cereit OBM» no muctumiuHe «be3zomacHocts ceteit DBM» s
cTyaeHToB mnporpammbl crnenuanutera 10.05.03 «Mudopmanmonnas 0e30macHOCTh
aBTOMaTU3UPOBAaHHBIX  CHUCTEM» M  mOporpamMmbl  OakanaBpuata  10.03.01
«Muadpopmanmonnas 6e3onacuoctsy / JI.WU. Tuk. — Dnekrpon. paH. — Kypran: KI'Y,
2016. -9 c.

2. Hux J.M. HccnemoBaHue BpEIOHOCHOTO MPOTrPaMMHOTO OOECIECUCHHS.
MeTtonuueckue yka3aHUsi K BBINOJTHEHHUIO JJAOOPATOpPHOW pabOThl MO JUCIUIUIMHE
«besonacHocTh cereii OBM» mis ctynentoB mporpammbl crneruanurera 10.05.03
«MHpopmanioHHas 0€30MaCHOCTh ABTOMATU3UPOBAHHBIX CHCTEM» U TPOrPaMMBbI
6akanaBpuata 10.03.01 «Mudopmarnmonnas 6ezonacHocts» / JI.W. Jluk. — DaeKTpoH.
nad. — Kypran: KI'Y, 2016. — 25 c.

3. Hux JI.M. Hacrtpoiika npotokona mapuipytusanuu RIP. JlaGopatopnbrit
NpakTUKyM 1o aucuuruimHe «be3omacHocts cereir OBM»  anisg  cTyneHTOB
nporpammbl  crnenpanurera  10.05.03  «MuHdopmanmonHas ~— ©6e30macHOCTb
aBTOMaTU3UPOBAaHHBIX  CHUCTEM» M  mOporpamMmbl  OakanaBpuata  10.03.01
«Mndopmannonnas 6e3omacHocts» / JI.M. Jluk. — DnekrpoH. nan. — Kypran: KI'V,
2016. - 28 c.

4, Jlux JI.U. MexcanitoBerii ckpuntuar u CSRF artaku. JlaGopatopHnbrit
IIPAaKTUKyM M0 JucuuiuinHe «be3omacHocTe cerer OBM»  mig  CTylIeHTOB
nporpammbl  crnenmanurera  10.05.03 «Mudopmanmonnas ~ 6e30macHOCTb
aBTOMATU3UPOBAHHBIX  CHCTEM» M  mporpamMmbl  OakanmaBpuata  10.03.01
«Mudopmanmonnas 6e3omacHocts» / JI.M. Jluk. — Dnekrpon. naH. — Kypran: KI'VY,
2017. -2l c.

5. Mux .M. OcHoBBl HacTpoiku MmapiipytuzaropoB Cisco. JlabopaTopHbIit
MpakTUKyM 10 JucuuiuinHe «be3omacHocTs cerer OBM»  miis  CTyIEHTOB
nporpammbl  crnemmanurera  10.05.03  «MudopmanmonHas ~ 6€30MacHOCTD
aBTOMAaTU3WPOBAHHBIX  CHCTEeM» HW  mporpammbl  OakamaBpuata  10.03.01
«ndopmannonnas 6e3omacHocts» / JI.W. Jluk. — DnekrpoH. nan. — Kypran: KI'V,
2016. - 25 c.

6. Hux J[.W. Hactpoiika cepBepa DHCP. Merogudeckue ykazaHus K
BBITIOJIHEHUIO J1abopaTopHOi paboThl Mo aucuuiuinHe «be3omacHocTh ceteit OBM»
I cTyAeHTOB  mporpammbl  crenuanurera  10.05.03  «MuHpopmarmonHas
0€30macHOCTh aBTOMATU3UPOBAHHBIX CUCTEM» U MporpamMmbl OakanaBpuarta 10.03.01
«Muadpopmanmonnas 6e3omacHocthy / JI.U. Jluk. — Dnexrpon. man. — Kypraun: KI'Y,
2016. - 14 c.

7. Hux J.M. Hacrpoiika cepBepa DNS. Mertoanueckue yka3zaHusi K
BBITIOJIHEHUIO J1abopaTopHOil paboThl Mo nucnuiuinHe «be3omacHocTh ceteit OBM»
Ui CTyaeHTOoB  mporpammbl — crenmanuteta  10.05.03  «Mudopmarmonnas
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0€e30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM» M Iporpammel O6akanaspuara 10.03.01
«udopmanmronnas 6e3omacHocthy» / JI.W. Jluk. — DnexkrpoH. nan. — Kypran: KI'V,
2016. -22 c.

8. Jux .M. OcnoBbl MapmipyTtuzauuud. CraTudeckas MapiipyTu3alus.
JlabGopaTopHblii mpakTHKyM 0o auciuiuinHe «be3omacHocts cereit OBM» s
cTyneHToB nporpammsbl creruaiutera 10.05.03 «MudpopmamonHas 0€30MacHOCTh
aBTOMATH3UPOBAHHBIX  CHCTeM» HW  mporpamMmbl  OakamaBpuara  10.03.01
«Muadopmanmonnas 6e3omacHocthy / JI.WU. Jluk. — Dnexrpon. man. — Kypran: KI'Y,
2017.-19c.

9. Hux [.UW. Dumprpamus naedtarpamm B Mapmpytuzatopax CISCO.
JlaGopaTopHblii mpakTHKyM 1o auciuiuimae «be3omacHocTh cereir DBM» s
CTyIeHTOB O4HOH (opmbl 00yueHus HampaieHus 10.05.03 «UuadpopmanmnonHas
Oe3omacHOCTh aBTOMaTHU3MpoBaHHBIX cuctem» / JI.W. Juk. — Kypran: PUL[ KI'V,
2016.-12c.

10. Jux JI.W. TpaHcasuus CETeBBIX aapecoB. MeToauuecKue yKazaHus K
BBITIOJIHEHUIO J1abopaTopHOil paboThl mo nucuuiuinHe «be3omacHocTh ceteit OBM»
Uit CTyaeHToB  mporpammbl  crienmanuteta  10.05.03  «Mudbopmarnmonnas
0€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM» U MporpamMmbl OakanaBpuara 10.03.01
«Mudopmanmnonnas 6e3omacHocts» / JI.M. Jluk. — Dnekrpon. naH. — Kypran: KI'Y,
2017.—-19c.

11. Jux .M. IlpoexkTupoBaHWE BBIYUCIUTEIBHON CETH NPEANPUSATHUS.
Metoauyeckue YyKa3aHUsi K BBINOJHEHUIO KypcOBOM pabOThl MO JUCHMIUIMHE
«besomacHocTh cereii OBM» mis crynmeHtoB mporpammbl crneruanurera 10.05.03
«MHpopmManoHHass 0€30MaCHOCTh ABTOMATH3UPOBAHHBIX CHCTEM» W IPOrPAMMBI
0akanapuarta 10.03.01 «udopmanmonnas 6e3omnacHocts» / JI.W. Jluk. — DnexTpoH.
nad. — Kypran: KI'Y, 2017. — 11 c.

9. PECYPCBI CETU «MHTEPHET», HEOBXO/JINUMBIE U151 OCBOEHUSA
AN CIUITJINHBI

1. Caitt guctanmmonHoro o6ydenuss B HOY (Hamumonanbabli OTKPBITHIN
VYuuepcurer) «MHTYUT» conepxkut 6ecriiaTHbie KypChl, TPOTrpaMMbl MTOBBIIICHUS
KBATM(PUKAIUA U TPOoheCcCHOHATBHOM TEPEenoArOTOBKH, WHTEPECHBIC MOKJIANbl U
JpYyTyIo nosie3nyro uadopmarmio http://www.intuit.ru.

2. ®enepanbHblil mopran «Poccuiickoe odpazoBanue» http://www.edu.ru/

3. UndopmanonHplii  caliT, coaepXkamuidi CHOpaBOYHBIE MaTepuaibl IO
nH(pOpMATHKE, KOTOPBIE BKIIOYAIOT B CE€OSl KypC JIEKLMM, CXEMBbl, MPE3EHTALNH,
pedepatsl u ap. informatikaplus.narod.ru

4. CaliT 0 BBICOKMX TEXHOJOTHUAX, HOBOCTM HWHIYCTPUM W3 MHUpPaA
KOMITBIOTEPHOTO  <GKEJIE3a», TECTOBbIE HCIBITaHUSI W 0030pbl  000pYJI0BaHUs
IXBT.com.

5. Ilopran «MHbOpMaITMOHHO-KOMMYHHUKAIITMOHHBIC TEXHOJIOTUU B
obpazoBanum» http://www.ict.edu.ru.

10. ”TH®OPMALUNOHHBIE TEXHOJIOT'UH, TIPOTPAMMHOE
OBECIIEYEHME U THO®OOPMAIIMOHHBIE CITPABOYHBIE CUCTEMBbI
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1. OBC «Jlanby.

2. OBC «KOHCYbTaHT CTYJICHTAY.

3. OBC «Znanium.comy.

4. «"apaHT» - CIpaBOYHO-TIPABOBAs CHCTEMA.

11. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

MatepraabHO-TEXHUYECKOE OOECIEeUYEeHUuEe MO0 peaju3alud AUCLUILIUHBI
ocymecTBisiercss B coorBerctBuM ¢ TpeboBanus @PI'OC BO mno mganHOU
00pa30BaTeNbHOM MPOrpaMMe.

12. JIsist CTyIeHTOB, 00Y4YAIONIUXCS € UCIOJIb30BAHUEM JUCTAHIMOHHBIX
00pa3oBaTeJbHBIX TEXHOJIOTUI

[Ipy  ucnonb30BaHUM  BJIEKTPOHHOTO  OOYYEHHMS] U JAUCTAHIMOHHBIX
oOpazoBarenbHbIX TexHoyoruit (mamee D0 u JIOT) 3aHATHS TOJHOCTHIO WU
YaCTUYHO MPOBOJATCS B pexuMe oHiaiiH. O0beM AUCIUIUIMHBI U paclpeesieHue
Harpy3ku 1o Bugam pabor coorBerctByeT 1. 4.1. Pacmpenenenue 0amioB
COOTBETCTBYET M. 6.2 1100 MOXET OBITh U3MEHEHO B COOTBETCTBUHU C PEUICHUEM
kadenpel, B ciaydae mnepexona Ha D0 um JIOT B mpouecce oOyuenus. Pemienue
Kadeapbl 00 HCMOJB3YyEeMbIX TEXHOJIOTHSIX W CHUCTEME OIICHUBAHUS JOCTHKECHUN
OoOy4JarommMxcss TMPUHUMAETCS C YYETOM MHEHHUS BEIYIIEero NpernojaBareis u
JIOBOJIUTCA IO CBEACHUS O0yUYarOIIMXCA.
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[MPMJIOXXEHME 1

AHHOTaIMs K pabodeit mporpaMme JTUCIUIUIMHBI
«be3onmacHocTh ceTeit DBM»

00pa30BaTeNLHOM MTPOrPaMMBI BBICIIIETO 00pa30BaHUS —
MIPOTPaMMBI CTICTIHATTUTETA
10.05.03 — UndopmanuonHasi 6€30MaCHOCTbL ABTOMATU3UPOBAHHBIX CHCTEM

Cneunaﬂnsaunﬂ Ne 5 «be3onacHOCTb OTKPBITBIX I/IHq)OpMaIII/IOHHLIX CHUCTEM»

TpymoeMKoCTh AUCIUTIIMHEL: 8 3.¢. (288 akajgemMuyeckux yaca)
Cemectp: 51 6
dopma MPOMEKYTOUHOM aTTeCTAIlUU: SK3aMEH, IK3aMeEH.

Coaepxanue QM CHUITHHBI

Crex mnpotokonoB TCP/IP. IP-ampecamusi. bazoBbie mnpotokonsr TCP/IP.
Metoasl U TPOTOKOJIBI MapuipyTuzanuu. Opranu3annsi BEIYUCIUTENbHBIX CETEH Ha
0a3e omeparmoHHBIX cucteM Windows. TumoBbie yrpo3bl ceTeBOM OE30MaCHOCTH.
BHyTpeHHUE 3I0yMBIITUICHHUKN B KOPIIOPATUBHBIX CEeTsAX. TexHonoruu odecrneyeHus
0e30MacHOCTH B KOMIBIOTEPHBIX ceTsX. 3amuTa ceteit Ha yposHe IP. 3ammura World
Wide Web. Ayrentuduxanum B ceTsax. 3amura OT HECAHKIIMOHWPOBAHHOTO
MPOHUKHOBEHUS.
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JIMCT
perucTpanuv u3MeHeHuH (0MOJTHeHU )
B pado4yio nporpamMmMy y4e0OHOW IMCIUIIIAHBI
«be3onmacHocTb cereir IBM»
o0pa3oBaTeIbHON MPOTpaMMBbI BBICIIIETO 0Opa30BaHUS —
IPOrpaMMBbl CIIEIUATTUTETA
10.05.03 — UndopmanuonHasi 6€301aCHOCTh ABTOMATHU3UPOBAHHBIX CHCTEM
Cneunanuzanus Ne 5 «be30nacHOCTb OTKPBITHIX HH(POPMAIUOHHBIX CHCTEM))
@opMbI 0O0yUEHHS: OYHASA

HN3meHnenus / n1onoJiHeHUs: B pa00o4ylo NporpaMmmy
Ha 20 /20 y4eOHblii rox:

OTBETCTBEHHBIN NpPenogaBaTeib / AN Quk /

N3menenus yrBepxaeHsl Ha 3acenanuu kadenpst BUAC «  » 20 1.,
ITporokoi Ne

3aBeayrommii kadeapoin /0. Oux /
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