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1. OFBEM JIUCIIUITJINHBI

Bcero: 4 3aueTHBIX eUHULIBI TPYI0eMKOCTH (144 akageMHYecKUX Jaca)
Ounas ¢popma 00yueHust

N Ha Bcro CemecTtp
Bun yaeOHO# paboThI
JUCLUIUTUHY 4
AyauTopHbIe 3aHATHS (KOHTaAKTHas padoTa ¢ 48 48
npenoaBareyieM), BCEro 4acoB B TOM YHCJIe:
Jlexuun 32 32
JlaGopaTopHbie pabOThI 16 16
AyIUTOpPHBIC 3aHATHS B HHTEPAKTUBHOU opme, yacoB - -
CamocrosiTesbHasi padoTa, BCero 4acoB 96 96
B TOM 4HCJI€:
[TonroroBka K 3aueTy 18 18
Jlpyrue BUIBI CAMOCTOSITEIILHOU PAOOTHI
(moaroroBKa K J1a00paTOPHBIM 3aHITUSAM U PyOSIKHOMY 60 60
KOHTPOJIIO)
KonrtponbHas pabora 18 18
Bu npoMe:KyTOYHO# aTTeCTAIINH 3a4er 3a4er
OO0mas Tpy10eMKOCTh THCIUIIIHHBI H TPY10€MKOCTh 144 144

mo ceMmecTpam, 4acoB




2. MECTO JUCIHAIIJINHBbI
B CTPYKTYPE OBPA3OBATEJBbHOM ITPOI'PAMMBI

Huciumuinaa  «OcHOBBI  MH(OpPMAIMOHHONW  0€30MacHOCTU»  OTHOCHUTCS
o0s13aTenbHON yacT Osoka 1, nucuurninuna moayis «IIporpamMmmupoBanuey.

N3yuenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  00ydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUECHUH CIICTYIONINX JTUCIUTIINH:

- Uadopmaruka.

- OO0BEKTHO-OPUEHTUPOBAHHOE MMPOTPAMMHUPOBAHHE.

- BBenenne B crieuaIbHOCTD.

N3yyenne MUCIMIUIMHBI JOJDKHO CIIOCOOCTBOBATh OOECIICUCHUIO OYIyIIEeTro
CHEIUAINCTa KOMIIEKCOM 3HAaHWW, HABBIKOB W YMEHHM, KOTOPHIC MO3BOJIST
y4acTBOBaTh €My B PAa3BUTUHU WM TOMJCPIKKE CTPATETHH PA3BUTHS TPEANPHUATHN U
OpraHW3aliid, a TMPaKTHYCCKUEe HaBBIKM, TMOJy4YeHHbIe #3 Kypca «OCHOBBI
UHOOPMAITMOHHONW 0€30MacHOCTHY, OYIyT MCIOIB30BAHbl OOYYAIOIIUMUCS TIPH
U3YYCHUU JIPYTUX TUCHUIUIMH MPOPECCHOHAIBHOIO UK, a TaKXKe MPH pa3paboTke
KYPCOBBIX U IUILUIOMHBIX PaboT.

3. IJIAHUPYEMBIE PE3YJIBTATbBI OBYYEHUS

OCHOBHOM LEIBbI0 Kypca SBISIETCS O3HAKOMJIEHHE OOYYaroIIHUXcs ¢
COBPEMEHHBIM COCTOSIHUEM NpOOJIeMbl XpaHEHUs, oOpaOOTKH, MOHUCKa, Iepeayd,
peoOpa3oBaHusl, 3aKPHITUS U BOCCTAHOBIICHUS KOH(PHUACHINATBHON WHGOPMAIIUU B
OpraHM3alMsIX M Ha MTPENNPHUATHIX pPA3IWYHBIX HANPaBICHUNA ACSITEIBHOCTH U
pa3nuuHbIX (OPM COOCTBEHHOCTH, CIIOCOOOB 3alIUTHI OT HECAHKIMOHHUPOBAHHOTO
J0CTyTa K HeHl, paCCMOTPETh Ha COBPEMEHHOM YPOBHE BOIIPOCHI pa3pabOTKU CPENICTB
Y CUCTEM cOOpa U 3alIuThl HHPOPMALIUU.

3amayaMu  TUCHUIUIMHBI  SIBJISIFOTCSI:  O3HAKOMJIGHHE C  TEPMHUHOJIOTHEH
nH(OPMAITMOHHONW 0€30MacCHOCTH; JaTh OCHOBBI oOOecredeHus WH()OPMaInOHHOMN
0€30MacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTBa; METOAOJOTMH CO3JaHMs CUCTEM
3alUThl MHPOpPMAIMU; METOJOB U CPEICTB BEACHUS HH(OPMALMOHHBIX BOWH;
OIICHKM 3alMIIEHHOCTH u obecreueHrus WHGOPMAIIMOHHONW  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

Komnerenuuu, opMupyemble B pe3ybTaTe OCBOCHUS AUCIUILINHBL:

- CIOCOOHOCTh  pemiaTh  CTaHJApPTHBIE  3aJadud  NpodhecCUOHATHLHOM
NeATEeIbHOCTH Ha OCHOBE MH(GOPMALMOHHON M OuOnMorpaduueckoil KyJIbTypbl C
NpUMEHEHHEM HWH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH M C Yy4eTOM
OCHOBHBIX TpeOoBanuit nHdopMaronHoi 6e3onacuoctu (OITK-3).

NuaukaTopbl U JECKPUNITOPHI YaCTA COOTBETCTBYIOLIECH KOMIIETEHIINH,
dbopMupyeMoii B mpolecce H3ydeHUs IUCHUIUITMHBI «OCHOBBI MH()OPMALIMOHHON
0€30MacHOCTHY, OIEHUBAIOTCS TMPU MOMOIIY OLIEHOYHBIX CPECTB.



[Inanupyemsie pe3ynbTaTsl 00yueHus 1o AucuuminHe «OCHOBBI HH()OPMAIIMOHHONW O€30acHOCTHY,

HUHAMKATOPHI HocTiKeHus koMmeTeHui OITK-3, nepeyeHp OLIEHOYHBIX CPECTB

No Kon HaumenoBanue Kon [Inanupyemblie HaumenoBanue
/T | WHAMKATOpa WHAUKATOpA IUIAHUPYEMOT'O pe3ynbTaThl OLICHOYHBIX
JIOCTUKEHUS JIOCTUKEHHUS pesynbTara o0yueHus CpENCTB
KOMIIETEHLINA KOMIIETCHIINU oOydeHus
1. NA-lonxk-3 3Hate: MecTo M ponb | 3 (UJ]-lonk-3) | 3Haer: mecTo M posik | Bonpockl Tecta
WHPOPMATNOHHOM HHPOPMAINOHHON
0€3011acHOCTH B 6e3omacHoOCTH B
cucTeMe cucTeMe
HaIlMOHAJILHOM HaIlMOHAJILHOM
6e3omacuoct PD, 6e3omacHoCTH PD,
OCHOBbBI OCHOBbBI
roCy/apCTBEHHOMN rOCy/apCTBEHHON
nHpopManoOHHOH nHpopmMannoHHo
TIOJIMTHUKH, IIOJIMTHKH,
CTPATETHIO Pa3BUTHS CTPATETHIO Pa3BUTHS
HH(OPMALMOHHOTO MH(POPMALMOHHOTO
obmectBa B Poccun obmecTBa B Poccun
2. N-2 onk-3 YMeTh: Y (MO-20mk-3) | VYmeer: Komrnekr
KJIacCU(HUIUPOBATH U KJITaCCU(HUIMPOBATh U | IMHTALMOHHBIX
OLICHUBATH YTPO3BI OLICHUBATH yIPO3BI 3amaq
HHPOPMAMOHHOM HHPOPMAIMOHHOM
0e30MacHOCTH IS 0e30MacHOCTH 1St
o0ObekTa o0ObekTa
nHdopmaruzauuu nHGOPMAaTH3AIIH
3. NJ-3 onk-3 Bramers: waBeikamu | B (MJ1-30nk-3) | Braneer: HaBsikamu | Bompocst Ui
6e301acHoro 6e3omacHoro c/lauu 3a4yera
HUCIIOJIb30BAHUA HUCIIOJIb30BAaHUA
TEXHUYCCKUX CPCICTB TEXHUYCCKUX
B mpodeccHoHaIbHON CPEICTB B
JeATEINEHOCTH npodecCHOHATBLHON
JeATEeIbHOCTH




4. COAEP) KAHUE JUCHUIIJINHBI
4.1. YueOHO-TEMAaTHYECKNH IJIAH.
Ounas ¢popma o0yueHust

KonnuectBo yacos
% Homep KOHTAKTHOHU PaboTHI ¢
3 HaumenoBaHue pa3aeJa,
=3 pasjeia, TeMLI nperno/iaBareyeM
Ru TeMbI JIaGopaTopHbie
Jlexkuuu
3aHSTUS
OcHogvl be3onacnocmu 16 4
Pybex 1 1 A8MOMAMU3UPOBAHHBIX CUCHIEM
Py6exxnbIii KOHTpOJIh Nol - 2
Obecneuenue be3onacnocmu 10 4
PyGex 2 2 A8MOMAMU3UPOBAHHBIX CUCHIEM
PyGexHbIil KOHTpOsTH No2 - 2
Py6esk 3 3 Cpeocmea 3augumeal ungpopmayuu om 5 4
Y HEeCAHKYUOHUDPOBAHHO20 oCcmyna
Bcero 32 16

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH
1. Ocnogwl be3onacnocmu agmomMamu3upoOBaAHHBIX CUCHIEM.

AKTyaJIbHOCTB IpoOJieMbl oOecreueHus: 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX
cucreM (AC). Mecto u posib aBTOMAaTU3UPOBAHHBIX CHCTEM B YIpaBJICHUU OU3HEC-
IPOLIECCaMH. ObocTpeHue poOJIeMBI obecrnieueHus 0€30MacHOCTH
aBromMaTuzupoBaHHbix cucteM (AC) Ha coBpemeHHoM HdTame. 3ammrta AC Kak
IpOLECC YNpaBieHUs pUCKaMHU. MeETOoNbl OLEHKH LEJIeCOOOpa3HOCTH 3aTpaT Ha
oOecrieuenue Oe3omacHocTH. OcobeHHocTH coBpeMeHHbIX AC Kkak OOBEKTOB
3aIUTHI.

OcHOBHBIE TIOHSTUSI B 00JIACTH aBTOMATH3WPOBAaHHBIX cucTeM. OmpeneneHne
oezonacHoctu AC. HuHpopmauuss u uHPopMauuoHHble pecypchl. CyObeKThI
UH(POPMAIIMOHHBIX CHUCTEM, UX 0€30MacHOCTh. Llenb 3amuThl aBTOMAaTU3UPOBAHHON
CUCTEMBI U LUPKYJIUPYIOLIEH B HEW HH(pOpMaIUu.

VYrpo3bl 6€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM. Y SI3BUMOCTh OCHOBHBIX
CTPYKTYpHO-(DyHKLIMOHAJIBHBIX ~ 3yieMeHTOB  pacnpezeneHHblx  AC.  Yrpossl
6e3onacHoctu nHpopmaruu, AC u cyobekTOB HHPOPMAIIMOHHBIX OTHOIIICHHUH.

Knaccuduxkanus yrpo3 6€30macHOCTH.

Knaccudukanus kananoB npoHukHoBeHus B AC u yreuku uHOpmaiuu.
HedopmanbHas Momens HapyITUTENSL.

Mepbl U OCHOBHbBIE NpUHLUIBI oOecnieueHus: 6e3zomacHoct AC. Bunel mep
NPOTUBOJCUCTBUSA yrpo3aM Oe3omacHOCTH. [IpUHIMIBI MOCTPOSHUS CHUCTEMBI
oOecrnieuenus 6ezonacHocty uHpopmanuu B AC.

[IpaBoBbie  ocHOBBI ~ oOecrieueHusi Oe3omacHoct AC. 3ammumiaemas
uHpopMmarus. JlunensupoBanue. CepTudukanuss CpeAcTB 3alIUThl WHOOPMALUU U
arrectanisi  o0ObekTOB  mHpopMmatuzanuu. CrnenuainbHble  TPEeOOBaHUS U
PEKOMEHJIallMi 10 TEXHUYECKOM 3aluTe KOH(UIEHUMAIbHOU uHdOpMauu.
IOpuanueckas 3HaUUMOCTH 3JIEKTPOHHBIX JOKYMEHTOB C AJIEKTPOHHOW MOJIMKUCKHIO.
OTBETCTBEHHOCTH 32 HapyllIeHUs B chepe 3aiuThl UHHOpPMALIHH.




locynapctBenHast cucrtema 3amuThl WHGOpMaruu. [J1aBHBIE HampaBJICHHS
pabot no 3amure uHPopManuu. CTpyKTypa TOCYAapCTBEHHOW CHCTEMbl 3alllUThI
uHpopmaruu. OpraHuzanus 3amUThl UHPOPMALlUM B CHCTEMax M CPEACTBax
uHpopmaTuzanud W CBI3U. KOHTPOJb COCTOSHMS  3alUThl  MHGOPMAIUH.
duHaHCUPOBAHHE MEPONPUATHI MO 3aIUTe UHPOPMAIUU.

2. Obecneuenue 6e3onacHocmu agmMoOMamu3uPOCAHHBIX CUCHIEM.

OpranuzanuoHHasi CTPYKTypa cucTeMbl obOecrnedenust Oe3zonacHoctd AC.
TexHonorus ympasiaeHus: 6e30macHOCThI0 nHpopMaluu u pecypcoB B AC. MHCTUTYT
OTBETCTBEHHBIX 3a obecrnedeHne nH(poOpMaIrmoHHOW Oe3omacHOCTH. PermamenTarus
JNeWCTBUN Tonb3oBarened u  oOciayxkuBaromiero nepconana AC. Ilonutuka
0e30macHOCTH OpraHu3anud. MeponpuaTus 10 CO3MaHUI0 H  O0ECIECUEHUIO
(GYHKIIMOHUPOBAHUS KOMIUIEKCHOW CHUCTEMBI 3amuThl. Pacnpenenenne GyHKIMA 10
obecrnieuenuto 6ezonacHoctd AC. OpraHn3aliMOHHO-PacOPAIUTEIbHbIE JOKYMEHTBI
o obecneyenuto 6ezonacHoctu AC.

OO0si3aHHOCTH  TOJb30BaTENe W OTBETCTBEHHBIX 3a  o0ecredeHue
uH(popMaIMOHHOW Oe3omacHOCTU B mojapazfeneHusx. [Ipobnema dyenoBeueckoro
dakTopa. OOmme mnpaBuiaa  obecmeueHus  Oe3zomacHocTH.  OOSI3aHHOCTH
OTBETCTBEHHOTO 3a oOecreueHre 0e30macHOCTH WHGOpPMAIMU B IMOApa3/IelICHUN.
OTBETCTBEHHOCTD 3a HapyllleHUus TpeOoBaHUM obecnieueHus: 6ezonacHocTu. [lopsimok
paboThI C HOCUTEISIMHU KIIIOUEBOU MH(pOpMaIuu.

PernamenTarust paboT nmo o0ecreueHno 0e30MacHOCTH aBTOMAaTU3UPOBAHHBIX
cucteM. PermamenTtanuss nOpaBui  NAPOJBHOM W AHTUBUPYCHOW  3allUTHI.
PermamenTamuss mopsinka Jomycka K paboTeé W M3MEHCHHSI TIOJTHOMOYMH
nonb3oBaTene AC. PernaMmeHrauus mnopsAka U3MEHEHMs — KOH(UTrypauuu
anmnapartHo-TiporpaMMHbIX cpenctB AC. PermameHTanus mnpoieccoB pa3padoTKw,
WCIIBITAHMS, ONTBITHOM SKCIUTyaTaIliy, BHSAPECHHS M COMTPOBOKICHUS 3a]1a4.

KareropupoBanne W  JOKYMEHTHPOBAHHWE  3alIMIIEHHBIX  PECYpPCOB.
Onpenenenue rpaaanuii BaXHOCTHU M COOTBETCTBYIOIIMX YPOBHEHW oOecreueHus
3amuThl  pecypcoB. KareropupoBanue 3amminaeMbix pecypcoB. I[IpoBenenue
UH(OPMAITMOHHBIX 00CIIEI0BAHUIA U JOKYMEHTUPOBAHKE 3aIIHUIIAEMbIX PECYPCOB.

Konnenmus nadopmanronHoi 6e3onacHocty. [madsl 3amuThl 1 o0ecreueHus
HEMpephIBHONM  paboThl W BoccraHoBieHus: moacuctemM AC. Konnenmus
nHpopmarmonHon 6e3omacHocTr opranm3anuu. [Inan 3ammtel nHGopManuu. [lnan
oOecrieueHusT HEMPEPBIBHOK pabOThI M BOcCTaHOBICHHS TojcucteM AC.

3. Cpeocmea 3auwumot unghopmayuu om HeCaHKYUOHUPOBAHHO20 0OCHIYNA.

Ha3HaueHnme ©  BO3MOXKHOCTH  CpPEICTB  3allUTHl  MHGOPMAIHMH  OT
HECAHKLIMOHUPOBAHHOTO AocTyma. OcCHOBHble MeXaHu3Mbl 3amuThl AC. 3ammra
NMepuMeTpa KOMIIBIOTEPHBIX CETEH W yOpaBJICHHE MEXaHW3MaMH  3alllUThI.
CrpaxoBaHre HHPOPMAIIMOHHBIX PUCKOB.

AmnmapaTHO-TIPOTPaMMHBIE cpelncTBa 3aIUTHI uHbOpMaITuu oT
HECaHKIIMOHUPOBAHHOTO JIOCTyma. PekoMeHmamuu 1O BBIOOPY CPEICTB 3aIUTHI
uH(OpMAIIMU OT HECAHKIIMOHUPOBAHHOTO joctymna. OO030p CyImEeCcTBYIOIMHUX Ha
pPBIHKE CpPEACTB 3alUThl WHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
CpenctBa anmapatHoi noaaepxku. CrocoObl ayTeHTHU(PUKALIUH.



[IpuMeHeHre MTATHBIX W JAOMOJHUTEIBHBIX CPEACTB 3aIUTHl HH(OOPMAIUU OT
HECaHKIIMOHUpPOBaHHOTO jaoctyna. Ctparerusi 6e3onacHoct Microsoft. 3ammura ot
BMeEIIIATEILCTBA B Mpoliecce HopManbHOro (pyHnkiuonupoBanus AC. Pazrpanuuenue
JIOCTyTa 3aperuCTPUPOBAHHBIX TMoOJb30Bareneit k pecypcam AC. OmnepaTuBHOE
OTIOBEILIEHUE O 3apETUCTPUPOBAHHBIX TOMBITKAX HECAHKIIMOHUPOBAHHOIO JIOCTYIIA.
3amura JaHHBIX OT HECAHKIMOHUPOBAHHOW MOJU(MUKAIMU, KOINUPOBAHUS U
nepexsaTa cpe/CTBaMu UG POBaHUS.

4.3. JlabopaTopHble 3aHATHSA

Hopmarus
HaumenoBanue
Howmep . BPEMEHH,
paszena, HaumeHnoBanue Tem J1a00paTOPHBIX 3aHATUI
paszznena Jac.
TEMBI
Jlabopamopnoe 3anamue Nel. OCHOBHbIE 2
MOHSATHS B 0051acTH 06€30MacHOCTH
0 ABTOMATH3UPOBAHHBIX CUCTEM. YTPO3BI
CHOBBI
0€30MMacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.
0e3omacHOCTH
1 Jlabopamopnoe 3ausmue Ne2. Mepsl 1 2
ABTOMATU3UPOBAHHBIX
OCHOBHBIC IPUHITUITBI 00ECTICUCHUS
cHCTEM
6e3omacHoctu. [IpaBoBbIE OCHOBBI
o0ecreYeHNns] aBTOMATH3UPOBAHHBIX CUCTEM.
Py6esicnviil konmpons Nel. Tecmuposanue. 2
Jlabopamopnoe 3anamue Ne3. 2
OpranuzaioHHas CTPYKTYpa CUCTEMBI
obecnieuenus 6ezonacHoctu AC.
PernamenTarus pabot mo obecrneyeHuno
Obecneuenue 0€30MacHOCTH aBTOMAaTHU3UPOBAHHBIX CUCTEM.
2 6e30macHOCTH Jlabopamopnoe s3ansamue Ned. 2
aBTOMATH3UPOBAaHHBIX | KaTeropupoBaHue u JOKYMEHTUPOBAHUE
CUCTEM 3alUIICHHBIX pecypcoB. KoHnenmus
nHpopmanroHHoi 6e3omacHocTu. [1nans
3aIUTHl U 00ECTIeUeHUsI HEMPEPHIBHON pabOThHI
1 BoccTaHoBjeHus nojacuctem AC.
Pybexcnviii konmpons Ne2. Tecmuposanue. 2
Jlabopamopnoe 3auamue Ne5. Haznauenue u 2
BO3MOXKHOCTH CPEJICTB 3aIIUTHI HH()OpMALIUU
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.
CpencTBa 3amThl | ANIapaTHO-IPOrPAMMHBIE CPEJICTBA 3aIUTHI
3 uH(GOpPMAIIUN OT HH(OPMAIIUN OT HECAHKITMOHHUPOBAHHOTO
HECaHKIIMOHHPOBAHHO | AOCTYIA.
ro JIOCTyTIa Jlabopamopnoe 3anamue Ne6. [Ipumenenne 2
MITATHBIX U JOMOJHUTENBHBIX CPEJICTB 3alUTHI
HH(OPMAIIUY OT HECAaHKITMOHHUPOBAHHOTO
JIOCTyTIA.
Hmozo 16

4.4, KonTpoabHas padora
B mpomecce BBIMOTHEHHWS KOHTPOJIBHOH paboThl y  oOywaromiuxcs
GbopMUPYIOTCS HABBIKM BEJCHHSI CAaMOCTOSTENbHON paboThl. KOHTponbHBIE 3amaHus
CHIOCOOCTBYIOT O0Jiee yriryOJIeHHOMY U3YYE€HUIO OCHOB JAMCIUILIMHBI M MOBBIIICHUIO



TEOPETUUECKOW W TPO(PECCHOHATLHON TOATOTOBKM oOydvaroruxcs. Hammcanue
KOHTPOJILHOM pabOTy CITOCOOCTBYET JIyUIlIEMY YCBOCHHUIO MaTepHuaa.

OOyuaromuiicsi BbIOUpaeT OJHY W3 NPEIJIOKEHHBIX MpEernojaBaTeiIeM TeM,
CaMOCTOATENIbHO TOTOBUT IMPE3EHTALUI0 PA0OThl M BHIHOCUT €€ Ha OOCYXXJIEHHE Ha
3aHSATHUU.

Pe3ynbTaT BBINOJIHEHUS KOHTPOJIBHOM paboThl odopmiisieTcss B BUJC
MOSICHUTENBHOM 3anucKu, 00beMoM 15-20 cTpaHull, KOTOpast COIEPKUT:

- TUTYJIbHBIU JIUCT;

- COJIepKaHUE;

- BBEJICHUC;

- OCHOBHYIO YaCTh OTUYETA,

- 3aKJIFOUCHUE;

- CIIMCOK UCIOJIb30BAHHBIX HICTOYHUKOB;

- IPUJIOKEHUS.

TutyneHblil UCT paboThl nipeactasieH B [Ipunoxenun 1. Ilpu opopmienun
KOHTPOJILHOM paboThl 0OYyYarONIUIiCs JOHKEH PYKOBOJICTBOBATHCS METOIUYECKUMHU
yKa3aHUsIMU K O(OPMIICHUIO TEKCTOBOM TOKyMEHTanuu g oOydaromuxcs. [lo
pe3yibTaTaM MPOBEPKU TMPEACTABICHHOW OOyYaronuMcs KOHTPOJBHOM paboThI
[IPEIOIaBaTellb NMPUHUMAET PELIEHUE O JOIYCKE €€ K 3alllUTe WIM BO3BpallacT
oOy4aroniemMycst Ha I0pabOTKy B COOTBETCTBUH C OTMEUEHHBIMH 3aMEUYaHUSIMHU.

5. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYUYAIOLIIUXCSA
1O OCBOEHUIO JTUCHUIIJIMHBI

[Ipu mpociymmBaHUM JIEKIHA PEKOMEHIYeTCS B KOHCIEKTE OTMeuYaTh BCe
Ba)XHbIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSET BHUMaHUE MpernojaBaTellb, B YaCTHOCTU
T€, KOTOpbIE HaIpaBJICHBl HAa KAueCTBEHHOE BBHIMIOJHEHHE COOTBETCTBYIOIICH
1abopaTopHOIl paboOTHI.

[IpenonaBareneM  3alylaHUPOBAHO  HCIOJBb30BAaHWE MPH  YTEHUM  JIEKIHUH
TEXHOJIOrUM yuebHoi auckyccuu. [loaTomy pekomeHmayeTcss (UKCHpOBaTh AJisi ceOs
MHTEPECHbIE MOMEHTHI C LEJbI0 MX AKTUBHOIO OOCYXKIEHHUSI Ha JUCKYCCHM B KOHIIE
JEKLHH.

3am0roM KayeCTBEHHOT'O BBIMOJIHEHUS JIaOOpAaTOPHBIX paboOT  sIBiIsETCA
CaMOCTOsITeNIbHAsL MOATOTOBKAa K HUM HaKaHyHE IyTEeM IMOBTOPEHHUS MaTepHalIOB
Jexiuii. PekoMeHayeTcsi MOATOTOBUTE BOMIPOCKHI IO HESICHBIM MOMEHTaM M 00CYAHUTH
UX C TIperoaBaTesieM B Hauajae paboThl.

[IpenogaBaTeneM 3alIaHUPOBAHO MPHUMEHEHHE Ha JIA0OPATOPHBIX 3aHATHIX
TEXHOJOTHA pa3BUBAIOIIEHCS KOOMEpaIy, KOJUIEKTUBHOTO B3aWMOICHCTBHS,
pa3dopa KOHKPETHBIX CUTYaIIUH.

JIis  TeKymiero KOHTPOJS YCIIEBAEMOCTH TMPENOJaBaTeIeM HCIOIb3YyeTCs
OaJUIbHO-PEUTUHIOBAsI CUCTEMa KOHTPOJIS M OLEHKU aKaJeMHYeCKONW aKTHUBHOCTH.
[ToaToMy HacTOATENbHO PEKOMEHAYETCS TIIATENbHO MpopadbaTbiBaTh MaTepHuall
JUCHMIUIMHBL TPU  CaMOCTOSITENIbHOM paldoTe, ywyacTBOBaTh BO Bcex (opmax
OOCY>KICHHS 1 B3aUMOJICHCTBUS, KaK Ha JICKIUAX, TaK U HAa TaOOpaTOpHBIX paboTax B
HEeNSIX JIy4IIero OCBOEHHUS MaTepuaja U TOJyYEHHsS BBICOKOM OLIEHKH 0
pe3yapTaTaM OCBOCHHSI TUCIUTUINHBI.



BrimonHeHne caMocTOsSTENhHOM pPaboThl MOApPa3yMEBAET CaMOCTOSTEILHOE
U3y4YeHUE pa3JeioB AUCIUIUIMHBI, MOATOTOBKY K Ja0OpaTOpHbIM paboTaM M K
pyOEKHBIM KOHTPOJISIM, BBITIOJIHEHUE KOHTPOJbHON paOOThI M MOATOTOBKY K 3aUeTy.

PexomenmyemMass TpyJOEMKOCTh CaMOCTOSTEIbHON paboThl MpejcTaBieHA B

TabnuIe:
PexoMeHayeMblil pesKMM CaAMOCTOATEIbHOM pa0doThl
Pexomennyemas
HaumeHoBaHue BHIa CaMOCTOSATEILHOM PadoThI TPYJOEMKOCTb,
aKaJ. Jac.
IToaroroBka K J1abopatopHbIM padoTam (1o 2 yaca Ha KaKJ0€ 3aHsATHE) 16
[TonroToBka K pyOoeKHBIM KOHTPOJISIM (110 2 Yaca Ha KaXKAbIi pyOeKHBIN 4
KOHTPOJIb)
[TonroroBka K 3a4ery 18
BrirotHeHHE KOHTPOJIBLHON pabOThI 18
Jlpyrue Buipl CaMOCTOSITENIbHON paboThI (ITOATOTOBKA K 3aHSITHSIM) 40
1. OCHOBBI 6€30ITACHOCTH ABTOMATH3UPOBAHHBIX CUCTEM 10
2. O6ecnieuenue 06€30MaCHOCTH ABTOMATU3UPOBAHHBIX CHCTEM 15
3. Cpexacta 3amuThl MHOOPMAIIUK OT HECAHKIIMOHHUPOBAHHOTO JTOCTYIIA 15
Bcero: 96

6. POHJT OLIEHOYHBIX CPEJCTB JUISI ATTECTAIAM IO IUCHUATLIAHE

6.1. IlepevyeHb OLICHOYHBIX CPEICTB

1. BaHHBHO-pGﬁTHHFOBaH CUCTCMAa KOHTPOJII M OLCHKH aKaﬂeMquCKOﬁ

akTuBHOCTU 0Oyyatomuxcs B KI'Y.
2.0T14eTsl O 1a60PATOPHBIM padoTaMm.

3. bank TecToBBIX 3a/1aHU K pyOeKHBIM KOHTpOJIsiM Ne 1, Ne 2.

4. KontposbHas padora.
5. Bompocs! k 3auery.
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6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4aIOIIMXCSl 10 JUCHMILIMHE

No | HaumenoBanue Conepkanue
Pacnipenenenue Pacnpenenenne 6amion
0aJuIoB 3a CEMECTPEI . _ «
0 BUIaM y4eOHO s BEE | RS
paGoTHI, CPOKH CHAUM Bux . | Tlocemenue BI’IHOHHCHH? = g z = = 2| 5
yaeGHOMH paGoTEI y4eOHON exumii 1aGOPaTOPHOM § ¥ é é é é C;)
1 | (00s0dsmes do paboTEL paboTHI z = -
cedeHust ~ * *
ooyuarowuxca Ha = .
nepeom yuebHom = %
sansmuu) =8 1,x 16 =166 56x 6 =305 10 7 7 30
g ©
Kpurepuii nepecdera 6amioB B 60 1 MmeHee 0aIOB — HEYJOBIETBOPUTEIHHO; HE 3a4TEHO;
o | TPAIMIHMOHHYIO OLEHKY MO HTOTaM 61...73 — yIOBIETBOPUTENHHO; 3a4TEHO;
paboTHI B CEMECTpE U 3a4eTa 74... 90 — xoporio;
91...100 — oTnmuyHO
Kpurepun nomycka K Jns pomycka K MPOMEXKYTOYHOH aTTECTallH M0 TUCIUIUINHE
MPOMEXYTOYHOH aTTecTalunHy, 3a ceMecTp o0yJaromuiics ToJbkeH HabpaTh 1Mo UTOTaM TEKYIIEro U
BO3MOHOCTH MOITYYEHUS pyOexxHOrO KOHTpons He MeHee 51 OammoB. B cmydae ecnm
aBTOMAaTHYECKOTO 3a4eTa oOyuaroruiicss Habpanm menee 51 Oamna, TO K aTTeCTAlMOHHBIM
(3K3aMEeHAIIMOHHOW OLIEHKH) 110 HUCIIBITAHUSIM OH HE JOIyCKaeTCsl.
JUCLUIUINHE, BO3MOXXHOCTD Hdns  momyyenust 3adeta ©Oe3 MPOBEACHUS  MPOLETYPHI
MoTy4eHus] OOHYCHBIX 0aJToB MIPOMEXXYTOYHOW aTTECTalK 00yJarmeMycs HeoOxomumMo HabpaTh
B XOJI¢ TEKYIIEro M pyOeKHBIX KOHTposieH He MeHee 61 Oamna. B
9TOM Clly4ae MTOT OajUTbHOH OLEHKH, MOTydaeMol 00y4YaroImuMcs,
ompezieNseTcs MO KOJMMYECTBY OaioB, HaOpaHHBIX UM B XOHe
TEKyIlero W pyOekHOro KoHtponei. [Ipm 3ToM, Ha ycMoTpeHue
mpernojiaBarens, OallbHas OlEHKa OOYYarolerocss MOKET OBITh
MOBBIIIIEHA 32 CYET NOJYy4YCHHUS JIONOJHUTEIBHBIX OaJuloB 3a
aKaJIeMUYECKYI0 aKTUBHOCTb.
OOyyaronuiics, IMEIOIINIH TPaBO Ha TOJNyYeHUE OLEHKH 0e3
3 MPOBEJEHUSI TMPOLEIYpPhl IPOMEKYTOUHOM aTTECTAlMH, MOXKET

MOBBICUTD €€ IyTE€M Cllaud aTTecTallMOHHOTO MCHbITaHUs. B ciydae
MOJTy4eHHs1 00Yy4aIOIIMMCs Ha aTTECTAIIMOHHOM HcTbiTanuu () 6arios
HTOr OAJILHOM OLIEHKH I10 JUCHHILUIMHE HE CHIKAETCS.

3a akaJIeMUYECKYI0 aKTUBHOCTh B X0J1€ OCBOEHHS JUCLUILIMHEI,
ydacTie B Y4eOHOW, Hay4HO-HCCIIEA0BATENBCKOM, CIIOPTHBHOM,
KYJbTYPHO-TBOPUYECKOMI 51 00IIIECTBEHHON JEATEIbHOCTH
00ydaromemMycst MOTyT OBITb HAa4YHCIICHBI JOMOJHHUTENbHbBIE OallIbl.
MakcumanbHOe  KOJIMYECTBO  JONOJNHHUTENBHBIX — OajuloB  3a
aKaJIeMUYECKYIO aKTUBHOCTE cocTaBisieT 30.

OcHoBannem JUIISL TIOJTY4YCHUA JOIIOJTHUTECIIbHBIX OayIoB
SIBIISTFOTCSL:

- BBINOJIHEHNE JIOTIOJHUTENBHBIX 33JaHUi 10 JAHCLUIUIMHE;
JIOTIOJTHUTENTbHBIE OalIbl HAYMCIISIFOTCS TIPETIOAaBaTeNEM;

- ydyacTue B TeYeHHWE ceMecTpa B Yy4eOHOH, Hay4HO-
WCCIIEIOBATENbCKOM,  CIIOPTMBHOW,  KYJBTYpHO-TBOPYECKOM M
obmectBenHoM aestensHOCTH KI'Y.
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4 | ®opMbl U BUIBI y4eOHOH pabOThI
JUTSL HEYCTIeBAIOIIHX
(BOCCTaHOBHBILIMXCS Ha Kypce
00y4deHus1) 00YJaArOIIUXCS IS
MOJTYYEHUS HEAOCTAIOINX
0aJTOB B KOHIIE CEMeCTpa

B cinyuae ecnm K TPOMEXKYTOUHOM aTTecTanud (3adeTy)
HaOpana cymma MmeHee 51 OammoB, oOydaromemMycs HEOOXOIUMO
HaOpaTh HEJOCTAIONICe KOJWYECTBO OAJJIOB 3a CUET BBINOJHCHHS
JIOTIOJTHUTENBHBIX ~3aJlaHWH, N0 KOHIA TIOCHETHEeH (3a4eTHOM)
HEJIeIN ceMecTpa.

JIMKBUIAIMS aKaIeMUICeCKUX 3a0/DKCHHOCTEH, BO3HHUKIINX H3-32
pa3HOCTH B Y4YeOHBIX IUIAHAX IPU TIEPEBOJC WM BOCCTAHOBJICHHU,
MIPOBOJIUTCS ITyTEM BBINIOJIHEHUS JIOTIOJHUTEINBHBIX 3a[aHui, (opMa U

00BEM KOTOPBIX OIPEIENSETCS MPETOIaBaTeNIeM.

6.3. Ilpouenypa oueHuBaHHUS Pe3yJIbTATOB OCBOCHUSI TUCHMILIHHBI
PyGexxHble KOHTPOJIM TPOBOISATCS B (POPME MTUCEMEHHOTO TECTUPOBAHMS.
[lepen mnpoBeaeHUEM KaXIOro pPyOEKHOrO0 KOHTPOJIS MPErnojiaBaTeib

npopabaThIBaeT ¢ 00YUYAIOIIUMUCS OCHOBHOM MaTepHal COOTBETCTBYIOIIUX Pa3/ciioB
JTUCHUIUIMHBL B popMe KpaTKOM JEKIMHU-AUCKyCCUM. BapuaHThl TECTOBBIX 3aJaHUM
cocTosT 15t 1 1 2 pybesxkHOro KOHTpoJia u3 24 BorpocoB. Ha kaxmoe TecTupoBaHue
npu pyOeKHOM KOHTPOJie 00y4aromemMycsi OTBOAUTCS 2 aKaJeMUUECKUX Jaca.

bannel oOyuaromeMycsi BHICTABIISIIOTCS B 3aBUCMMOCTH OT YHCJA MPaBUIIbHO
BBIOpaHHBIX OTBeTOB. MToroBas orneHka 10 TecTy (GOpPMHUpPYETCS MyTeM
CYMMHpPOBaHMsI HaOpaHHBIX OauIOB M OTHECEHHUS HUX K OOIIEeMy KOJIMYECTBY
BOIIPOCOB B 3aiaHuu. [loMmHOkHB nonydyenHoe 3HaueHue Ha 100%, MOxkHO mpuUBECTH
UTOTOBYIO OIICHKY K TPAJAUIIMOHHOM CJIETYIONTUM 00pa3oM:

«HEYJIOBIIETBOPUTEIILHO» — MeHee 50%

«ynosnerBoputenbHO» — 50% - 70%

«xopormio» — 70% - 90%

«otmmaao» — 90% - 100%.

[IpenonaBarenp OllEHUMBAET B Oauiax pe3yJbTaThl TECTHUPOBAHUS KaXkKIOTO
00yy4aromerocs Mo KOJIMYECTBY MPABUIBHBIX OTBETOB U 3aHOCUT B BEJIOMOCThH yueTa
TEKYIIEW yCIIEBAEMOCTH.

3auer npoBoautTcs B (hopMe OTBETa Ha BOMPOCHI Owsera. buier coctout uz 2
BOMPOCOB. Bompock! K 3aueTy MOBOMSATCS O OOYYArOIIMXCS HA IMOCIEAHEN JIEKIIMU B
cemectpe. Kaxnprii Bompoc oreHuBaercss B 15 OammoB. Ha moarotoBky oTBeTa
oOyyarorieMycsi OTBOJUTCS | aCTpOHOMUYECKUI Yac.

Pe3ynbTaThl  TEKylIEro KOHTPOJS  YCIEBAEMOCTHM  3adeTa  3aHOCSTCS
npenojaBaresieM B 3a4ETHYIO BEIOMOCTb, KOTOpasl CHAETCS B OpraHU3allMOHHBIN
OT/IeJl MHCTUTYTa B JI€Hb 3au€Ta, a TAaKXKE BBICTABIIOTCS B 3aUYETHYIO KHIXKKY
o0OyyJaroIerocs.

6.4. IIpuMepbl OLIEHOYHBIX CPEACTB I PYOeKHBIX KOHTPOJIei, KOHTPOJIbHbIX
padoT, 3a4eTa U IK3aMeHa

1-wv1i1 pyoestcrvlit Konmposo

1. Akmuenbslii nepexeéam ungpopmayuu Mo — nepexeant, KOMOPwvLil:

1. 3akmroyaeTcsi B yCTAaHOBKE MOJCIYIIMBAIOUIETO YCTPONCTBA B almapaTypy
cpeacTB 00paboTKu HHPOpPMAIIHH;

2. OCHOBaH Ha (PUKCAIMH 3JEKTPOMArHUTHBIX U3TyYEHHUI, BOSHUKAIOIIUX MPU
(GYHKIIMOHUPOBAHUU CPEJICTB KOMIIBIOTEPHON TEXHUKUA U KOMMYHUKAIIHIA;
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3. HEMPaBOMEPHO HUCHOJB3YET TEXHOJOTHYECKHE OTXOAbl MH(POPMAIMOHHOTO
nporecca;

4. ocy1iecTBIIIETCS IIyTEM UCIIOJIB30BAHUS ONTUYECKON TEXHUKH;

5. OCyWIECTBIAECTCA C MOMOLIBIO MOJKIIOYEHUS K TEIEKOMMYHUKALIMOHHOMY
000py1I0BaHUIO KOMIIBIOTEPA.

2. Kax Ha3vieaemca cnocod HeCAHKUYUOHUPOBAHHO20 Oocmyna K
uHgopmayuu, KOmopwvlil 3aK1I04Aemca 6 HECAHKUUOHUPOGAHHOM Oocmyne 6
KOMnblomep uiu KOMnovlomepHy cemb 6e3 npasa Ha mo?

1. «3a mypakom»; 2. «bpemby; 3. «KoMmbroTepHBIi a00paaxy;

4. «3a xBOCT»; 5. «Hecnennslii BEIOOPY.

3. 3awguma ungopmayuu — 3mMo:

1. mpouecc cOopa, HakoIUIEHHs, OOpaOOTKM, XpaHEHUs, pACHPECICHUS U
noucka uHpopmanuu;

2. mpeoOpa3oBaHue HH(MOpPMALMK, B PE3yJIbTaTe€ KOTOPOrO COJEp)KaHUE
UH(POpPMaIlMU CTAHOBUTCS HEMOHSATHBIM JUIsl CyObEKTa, HE UMEIOILEro JJOCTYIA;

3. monyuyeHue CyObEKTOM BO3MOKHOCTH O3HAKOMJIEHHUs C HMH(popmauuen, B
TOM YHCJIE IIPU IIOMOIIM TEXHUYECKUX CPEJICTB;

4. COBOKYIHOCTH IpaBUJI, PErVIAMEHTHPYIOLIUX MOPSANOK M YCIOBHUS JOCTyNa
cyObekTa K HH(POpPMAIMH U €€ HOCUTEISIM;

5. JedATeNbHOCTb 1O  NOPENOTBPALICHUI0  yT€YKU  HMHG(OpMALMH,
HECAaHKIIMOHUPOBAHHBIX U HENPETHAMEPEHHBIX BO3/ICHCTBUI Ha HEe.

2-011 py0esxcHblil KOHMPOJlb

1. 3awmyuma ungopmayuu om paszerauwieHus — 3IMO OeAMENbHOCHb NO
npeoomepauenuio:

1. momydeHms 3amunaeMoil WHGOpMaIM 3aWHTEPECOBAaHHBIM CYyOBEKTOM C
HApYIIEHUEM YCTAHOBIICHHBIX IMIPAaBOBBIMU JIOKYMEHTAMH WU COOCTBEHHHMKOM,
BJIaJI€JIbIIEM MH(POPMAIIMK MPAB WIIH MPABHII JOCTYTIA K 3alUIaeMoi nHMOpMAaIny;

2. BO3JIEUCTBHSI C HaApyIICHHWEM YCTAHOBJICHHBIX MpaB W/WIU TPaBWI Ha
U3MEeHeHHue UH(OpMaIuu, MNPUBOASIIETO K  HUCKOXEHUIO, YHUYTOXKEHUIO,
KOIMPOBAHUIO, OJIOKUPOBAHUIO JOCTyNMma K HHQPOpMAlMM, a TaKXKEe K YTpare,
YHUYTOXEHUIO WU COOI0 (PYHKITMOHUPOBAHUS HOCUTENS MHPOPMAIIHH;

3. BO3ACWUCTBUS Ha 3alUIIAeMyl0 HH(POPMAIMIO OIIMOOK TOJIb30BATEINS
uHpopmaiue, c60d TEXHUYECKUX U TMPOTPAMMHBIX CPEJICTB HHPOPMALUOHHBIX
CHCTEM, a TaK)Ke MPUPOJIHBIX SIBJICHHIA;,

4. HEKOHTPOJIUPYEMOTO PACIPOCTPAHCHUS 3allHUIIaeMOil WH(OpPMAIUU OT e
pasriamieHus, HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA;

5. HECaHKIIMOHMPOBAHHOTO JOBEACHHUS 3allUIIaeMoil uWHGOpPMAIUu 0
HEKOHTPOJUPYEMOT'0 KOJIMYECTBA ToJTydaTesieli nHpopMaIim.

2. Hocumens ungopmayuu — 3mo:

1. ¢usnueckoe U0, WM MATEPHAIBHBIA OOBEKT, B TOM 4YHCIE (PU3MUECKOE
moJjie, B KOTOPBHIX HHGpOpPMAIMS HAXOIUT CBOE OTOOpa)K€HHE B BHJIE CHUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHHUI U MPOIIECCOB;

13



2. cyOBEKT, OCYIIECTBISIOMINN MOIb30BaHHE MH(POPMaILMEHd U peaTu3yroIui
MOJTHOMOYHSI PACHOPSDKCHHSI B TpejenaX IpaB, YCTAHOBICHHBIX 3aKOHOM W/WIIH
COOCTBEHHUKOM HH(OpMaINy;

3. cyOBEeKT, ONB3YIONIHICS HHPOpMAIIEeH, MOTyYeHHOW OT ee COOCTBEHHUKA,
BJaJIeTbIla WM TOCPETHUKA, B COOTBETCTBUM C YCTAaHOBICHHBIMUA TIpaBaMH |
IpaBWJIaMH JIOCTYIa K HH(OpMauu 00 ¢ UX HapylICHUEM;

4. cyOBeKT, B TIOJHOM O0O0BEME pEATM3YIONIUi TOJTHOMOYHS BIIAICHHMSI,
MOJIb30BaHUs, PacHopsiKeHUsT HHPOpMaIel B COOTBETCTBHH C 3aKOHOAATEIbHBIMU
aKTaMU;

5. y4aCTHHMK MPaBOOTHOIICHUH B MH(GOPMAIIMOHHBIX MPOIECccax.

3. Tpoanckue npozpammeol, CKpbIMHO OCYULECMBIAIOWUE AHOHUMHDLIL
oocmyn K paziuunvim  Humepuem-pecypcam, 00b14HO UCROTB3YIOMCA 014
pacceliku cnama:

1. Trojan-PSW; 2. Trojan-Spy; 3. Trojan-Proxy;

4. Trojan-Downloader; 5. Trojan-Dropper.

Ilpumepnvle memovt KOHMPOILHBIX padom

OCHOBBI M 1€ TIOJUTUKU O€30MacHOCTH B KOMIIBIOTEPHBIX CETSX.
MHuoroypoBHeBasi 3alUThl KOPIIOPATUBHBIX CETEH.

MeToabl opraHu3alud aHTUBUPYCHOM 3aIUTHl KOMITBIOTEPHBIX CUCTEM

AHanu3 METOJIOB M CPEJICTB 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO KOMUPOBAHUS
¥ MCTIOJIB30BAHUS IPOTPAMM.

AHanu3  METOJOB TapaHTHPOBAHHOTO  yAaleHUS  KOH(UACHIIMATHLHOU
uH(OpPMAITUHU Ha SJIEKTPOHHBIX HOCUTEIISX.

Komnrerotepnas creranorpadusi.

AHanu3 COBPEMEHHOT0 3aKOHOJATENhCTBA B 00JACTH 3aIIUTHI TEPCOHATBHBIX
JTAHHBIX.

WHupopmaninoHHOE IpOTUBOOOPCTBO.

CoBpeMeHHbIE METOJIbI M CPEJICTBA ayTCHTU(UKAIIIH.

Kubepb6ezonacHOCTh U KHOSPIIPECTYITHUKH.

NudopmarimonHbie BOWHBI U CpeICTBA HH(DOPMAITMOHHOTO MPOTHBOOOPCTRA.

MPUMEPHBIN TEPEYEHB BOITPOCOB K 3AUYETY

1. AKTyanbHOCTb po0OIeMBI oOecrnieveHus 0€301MacHOCTH
aBToMaTH3upoBaHHBIX crucTeM (AC). MecTo U posib aBTOMaTH3UPOBAHHBIX CHCTEM B
yIpaBJICHUH OU3HEC-TIPOIIECCAMMU.

2.3amutra AC Kak mpouecc ympaBieHuss puckamu. (OcoOeHHOCTH
coBpeMeHHbIX AC Kak 00bEKTOB 3aIIUTHI.

3. Yrpo3sl 0€3011acHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

4. Y 13BUMOCTb OCHOBHBIX CTPYKTYPHO-(DyHKITHOHATBHBIX AIIEMEHTOB
pactipeneneHabix AC.

5. Yrposbr Ge3onacHoctr uH(popmanmu, AC u CyOBEKTOB HHGOPMAIMOHHBIX
OTHOLLICHUU.

6. Kimaccudukamnms yrpo3 6€301macHOCTH.

7. Knaccudukanus kanaaoB npoHUkHOBeHUs B AC 1 yTeuku nH(pOopMaIuu.

8. Heopmanbhast Mmosienb HapyIIUTES.
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9. Mepbl 1 OCHOBHBIE PUHLUITBI 0OecniedeHus OezonacHoctu AC.

10. Buspl Mmep NpoTUBOICHCTBHS yTpo3aM 0€3011acCHOCTH.

11. IlpyHIMOIBI  TIOCTPOEHUSI  CHCTeMbl  oOecrieyeHusi  0e30MacHOCTH
unpopmaiuu B AC.

12. ITpaBoBsie OcHOBBI 0OecnieueHus 6e3omacHoctu AC.

13. 3amumniaemas uHdopManus. Jlunensupopanue. CepTudukamus CpeiacTB
3alUThl THPOPMAIIMK U aTTeCTalus 00beKTOB HH(GOPMATU3AIUY.

14. Cnenunanbhbie TpeOOBaHUS U PEKOMEHAAIMUA MO TEXHUYECKOW 3aluTe
KOH(DHIeHIINATEHON MHGOPMAITHIH.

15. FOpuauueckass 3HAYMMOCTHb 3JIEKTPOHHBIX JTOKYMEHTOB C 3JEKTPOHHOU
noanuchio. OTBETCTBEHHOCTH 332 HApPYIICHUS B cepe 3ammThl HHGOPMAIIHH.

16. T'ocymgapcTBeHHas cucTeMa 3alUThl HH(OPMAIIUH.

17. Opranusamust  3amMThl  HMHPOPMAaUMU B CHCTEMAaX M  CpPEACTBax
WH(OpPMATU3AIMU U CBSI3U.

18. OpranuzaimonHas CTpyKTypa cuctembl odecreuenus 6ezonacHoctu AC.

19. Texnonorus ynpaieHust 0€301MacHOCThI0 nH(popmaruu u pecypcos B AC.

20. PernmamenTarius 1elCTBHUI MOJIb30BATENCH U OOCTY)KUBAIOIIETO MEpCOHAA
AC.

21. ITonuTrka 6€301aCHOCTH OpPTaHU3AIIH.

22. MeporipusaTisi 10 CO3JAaHUI0 W oOecrmedyeHuio (YyHKIIMOHUPOBAHUS
KOMITJIEKCHOW CHCTEMBI 3aIIUTHI.

23. Pacnipenenenue ¢pyHkiuii mo odecnedenuto 6ezonacaoctu AC.

24. Opra"u3aiiOHHO-PaCIOPSINTEIbHBIE  JOKYMEHTBI 110  00ECIICUCHHUIO
oe3onacHoctu AC.

25. O0s13aHHOCTH ~ TIOJB30BaTeNled H  OTBETCTBEHHBIX 3a OOecCredeHune
MH(OPMAITMOHHOW 0€30MaCHOCTH B MOJIPa3ACICHUIX.

26. O0si3aHHOCTH ~ OTBETCTBEHHOro  3a  obecrneueHue  0€30MacHOCTU
uH(dOpMaIUH B TIOIpa3/IeTICHUN.

27. OTBETCTBEHHOCTD 3a HapyIICHUs TpeOoBaHUM oOecrieueHns 6€e30MacHOCTH.

28. [lopsimok paboOThI C HOCUTEISIMHU KITFOUEBON MH(MOpMAITUH.

29. PernamenTarus pabor o o0ecreueHunto 0e3omacHOCTH
aBTOMATU3UPOBAHHBIX CHCTEM.

30. PernamenTarus mpaBuil MapoIbHONW U aHTUBUPYCHOMW 3aIIUTHI.

31. PersiamenTanusi mopsiika J0Mycka K paOoTe W MU3MEHEHHUS IMOJTHOMOYUMA
nonb3oBateneit AC.

32. PernmamenTanusi  mopsaka  M3MEHEHUs ~ KOHQUTypalMu  amnmnapaTHO-
nporpaMMHbIX cpeacts AC.

33. [1nan 3amuThl HHPOPMALIUH.

34. Haznauenne # BO3MOXXHOCTH CPEACTB 3alIUThl HMHPOpPMALUU  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

35. OcHoBHbIEe MexaHU3MBbI 3anuThl AC.

36. 3ammTa TepuMeTpa KOMIBIOTEPHBIX CETeH W yIpaBJieHHE MEXaHU3MaMHU
3amuThl. CTpaxoBaHrue WH(POPMAITMOHHBIX PUCKOB.

37. AnnapaTtHO-IpOrpaMMHBIE  CpPEACTBa  3alIUThl  MHpOpManuu  OT
HECaHKIIMOHUPOBAHHOTO JOCTYyTA.
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38. CpencTBa anmapaTHOW MOIACPIKKH.

39. Cnioco0Ob1 ayTeHTUhUKALIIH.

40. IlpruMeHeHre MITaTHBIX U IOMOJIHUTEIBHBIX CPEACTB 3alUThl HHGOpMAIIH
OT HECAaHKIIMOHUPOBAHHOTO J0cTyna. PazrpannueHre n0CTymna 3aperucTpupOBaHHBIX
nosb3oBarteneit kK pecypcam AC.

41. OnepaTvBHOE  OMOBEIIEHWE O  3aPErMCTPUPOBAHHBIX  MOIMBITKAX
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

42. 3amuTa JaHHBIX OT HECAHKITMOHUPOBAHHON MOAM(PUKAIINH, KOTTUPOBAHHUS
U TIepexBaTa CpeACTBaMU MHU(PPOBAHHSL.

6.5. ®oH/ O1LIEHOYHBIX CPECTB
[onHbIil OaHK 3adaHUM I TEKYILEro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHON
aTTeCTallM 0 AUCHUIUIMHE, OKA3ATENN, KPUTEPUH, KAl OLCHUBAHNS KOMITETCHIINN,
METOMUYECKHUE MaTepHaibl, OMPEACISIONE POLEIypbl OLIEHUBAHUS 00pa30BaTEIbHbIX
PE3YJILTATOB, IIPUBEIEHBI B Y4EOHO-METOIMUECKOM KOMILIEKCE JUCHUILIUHBL

7. OCHOBHASA U AOIIOJIHUTEJBHASA YUYEBHAS JIMTEPATYPA
7.1. OcHOBHas1 yueOHas1 JIUTEPATypAa

1. MenbaukoB B.I1. UudopmarmonHas 6e30macHOCTh U 3aluTa HHGOpMAaIUu.
N3narenbckuil HeHTp «Akanemus», 2008. — 336 c.

2. Slpouxkun B.U. Wndopmarmonnas 6e30macHOCTh. - M.: AkageMHU4yecKui
npoekT, 2008. — 544 c.

3. I'anarenko B.A. OcHoBbl nH(OpManmoHHoi 6e3onacHoctu: Kypc nekiuii. -
M.: Untepnet- YHusepcurer Undopmanmonnsix Texnonoruu, 2006. — 208 c.

4. PactopryeB C.I1. OcHoBbl uH(popMarmonHoit 6e3omacHocTu. U3gaTenpckuit
ueHTp «Axaaemus» 2009.

5. KynpusuaoB A.W. OcHoBbl 3amuThl uHboOpmaruu. M3nareabckuil 1EHTP
«Axagemus», 2009. — 256 c.

6. HoBoctpyeB, A.B., ComonoBuukoB, B.M., TepentbeBa, A.A. Tezaypyc B
chepe wuHpopmarmonHot ©Oe3zomacHoctu [Tekct]/ A.B. Hooctpyes, B.M.
ConomoBuukoB, A.A. TepentheBa: VYueOHoe mocobue. — Kypran: W3a-Bo
Kypranckoro roc. Yu-ta, 2014. - 471 c.

7.2 lonosiHUTEILHAS Y4eOHAas1 JJUTEpaTypa:
1. benos E.b., Jlocs B.Il., Memepskos P.B., lllenynanoB A.A. OcCHOBBI
uHpopmanmonHon 6ezonacHoct. M.: ['opsiuas nmunus-Tenekom, 2006.

7.3 Meroauueckasi JJuTepaTrypa

1. MockBun B.B., [lonskoBa E.H. Metonnueckne yka3zaHHsI K BBITOJTHEHUIO
JabopaTtopHbIX padoT mo guctuiinae «OCHOBBI HHGOPMAIMOHHOK 0€30IacHOCTIY
st cryaeHToB  cnenmanbHoctd  10.05.03  «MuHpOpManmonHas 06e€30macHOCTh
aBTOMaTU3UpoBaHHbIX cucteM». Yacts 1. PUL[ Kypranckoro rocynapcTBEHHOIO
yHuBepcuteta. 2017.- 52 c.

2. MocksuH B.B., IlomskoBa E.H. MeTonnueckue yka3aHusl K BBIIOJIHEHUIO
nabopaTopHbIX paboT mo aucruummHe «OCHOBBI MH(OOPMAITMOHHONW 0€301MacHOCTIY
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st cryaeHToB  crnenmanbHOCcTH  10.05.03  «MHpOpManmonHas 6€30macHOCTb
aBTOMATHU3MPOBaHHBIX cucTteM». Yacte 2. PUILl Kypranckoro rocymapcTBEHHOTO
yHuBepcureta. 2017.- 41 c.

7.4 HopMmaTuBHO-TIPAaBOBOE O0ecnevYeHne U CIUIIUHbI:

1. oxtpuHa undopmamnmonHoit 6e3omacHocTH Poccuiickoit deneparuu. (YTB.
VYkazom IIpesunenta PO 5 nexadps 2016 r. No646).

2. 3akoH P® «O rocynapctBenHo# TaitHe» oT 21 utons 1993 r. Ne 5485-1.

3. 3akoH PO «O xoMMmepueckoil TaitHe» oT 29 utonst 2004 1. No 98-D3.

4. ®enepanbubiil 3ak0H «O06 nHbOpMaIK, HHHOPMALMOHHBIX TEXHOJIOTHUAX U
o 3ammte nHpopmarum» ot 27 utonsg 2006 r. Ne 149-D3.

5. @enepanbHblil 3aK0H «O MEpCOHANBHBIX JaHHBIX» OT 27 ntoist 2006 1. Ne 152-
3.

6. ®enepanbhblii 3aK0H «O0 271eKTpoHHON moanucky oT 6 ampens 2011 r. Ne 63-
3.

7. IlonoxkeHue Mo aTTecTaluu OOBEKTOB MH(OpMATU3aLMU MO TPeOOBAHUSAM
6e3omnacHocTy uHpopManuu (yTB. ['oCy1apCcTBEHHON TEXHUYECKONW KOMHMCCHUEN MpHU
[Ipesunente PO 27.10.1994).

8. TlonmoxeHwe o cepTUPUKALMU CPEACTB 3alIUThl HHGOpPMALKUU IO
TpeOoBaHUsAM Oe3omnacHocTy uH(popmauuu (yTB. ['OCcynapcTBEHHONW TEXHHUYECKOM
xomuccuei nipu Ipesunente PO 25.11.1995, mpukas Nel199).

9. CneumanbHbie TpeOOBaHUS W PEKOMEHIAIMM 10 TEXHUYECKOW 3alluTe
koHpuaeHuuanbHo uHpopmaruu (CTP-K) (yrB. I'ocygapcTBEHHONW TEXHUUYECKOM
komuccuei nipu Ipesuaente PO 30.08.2002, npukazom Ne282).

10. ISO/IEC 27001 - 2005 (2013). MudopmarmonHas TexHOIOTHS. MeTOoIbl
oOecrieuenusi  Oe3omacHoctd.  CucCTeMBbl  ympaBiieHUs — MHGOPMAIMOHHOU
6e3omnacHocThiO. TpeboBaHusl.

8. PECYPCBI CETU <MHTEPHET», HEOBXO/IUMBIE JJIs1 OCBOEHUA
JTUCLUIIJINHBI
1. [Dnextponnsiii pecypc] Internet Security Glossary, Version 2 (http:/
Iwww.ietf.org/rfc/rfc4949.txt)
2. [Dnextponnsiit pecypc] Behavior of and Requirements for Internet Firewalls
(http:/ ;www.ietf.org/rfc/rfc2979.txt)

9. AH®OPMAIIMOHHBIE TEXHOJIOI'MHU, TIPOT'PAMMHOE
OBECIHEYEHUE U UTHO®OPMAILIMOHHBIE CITPABOYHBIE CUCTEMbI
1. 5BC «JIlauby.
2. OBC «KOHCYbTaHT CTYJICHTAY.
3. OBC «Znanium.comy.
4. «"apaHT» - ClIpaBOYHO-TIPABOBAs CHCTEMA.
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10. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIHHUIIJIMHBI

MarepuanbHO- TEXHMUYECKOE OOCCIeueHrne MO0 peau3allid JUCIUTIIAHbI
OCYIIECTBIISIETCSI B cooTBeTcTBUM ¢ TpeboBanuss DPI'OC BO mno ma"HOM
oOpa3zoBaTeILHON ITpOTrpaMMe.

11. {nst cTy1eHTOB, 00Y4YAIOIIMXCSH C HCIOJIb30BAHMEM AUCTAHIIMOHHBIX
o0pa3oBaTe/IbHbIX TEXHOJIOT Ui

[Ipu  wucmonb30BaHMM  BJCKTPOHHOTO  OOy4YeHHS] ¥ JHUCTAaHIIMOHHBIX
oOpazoBarenbHbIX TexHoNOTHH (mamee D0 wm JIOT) 3aHATHS TOJHOCTHIO WA
YaCTMYHO TPOBOJATCA B pexume onHyaitH. OObeM TUCIHUIUIMHBI U pacIpe/ieiicHue
Harpy3ku 1o BumaMm pabot cootBercTByer 1. 4.1. Pacmpenenenue 0OamioB
COOTBETCTBYET M. 6.2 1MO0 MOXET OBITh U3MEHEHO B COOTBETCTBUHU C PEIICHUEM
kadenpel, B ciydae nepexoaa Ha D0 u JJOT B mpouecce oOyueHus. Peienue
Kadeapsl 00 HCHOJB3YEMBIX TEXHOJIOTHSAX U CHCTEME OLEHUBAHHUS JOCTHIKEHMH,
oOyyarolmuxcss MPUHUMAETCS C YYE€TOM MHEHHs BEIyILIero IMpenojaBaTesisi u
JOBOJUTCSI 1O CBEJICHUSI O0yUaIOLIUXCA.
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Ilpunoswcenuel
MuHHCTEPCTBO HAYKU U BhICIIEro oOpazoBanus Poccuiickoit denepanyu
benepaibHOE TOCYIAPCTBEHHOE OI0HKETHOE 00pa30BaTENbHOE YUPEKICHNE
BBICIIETO 0Opa3oBaHuUs
«KypraHckuii rocy1apCTBEHHbBI YHUBEPCUTET)
(KT'Y)
Kadenpa «be3omnacHocTbh HHPOPMAITMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM)

KontposabHasi padora no iucuMiinHe
«OcHOBBI HHPOPMALMOHHOMN 0€30ITACHOCTID)

TEMA:

09.03.03 — INpuxmnaguas nHPOpMATHKA
«UHTeIeKTyabHbIe HPOPMAIIMOHHBIE CUCTEMBI H TEXHOJIOTHUI

BpInonHWI CTYAEHT rpynIbl

(moanucs) (pamunus, UMs, OTUYECTBO)

[IpoBepun npenogaBaTenb

(IOJKHOCTB, TTOJITHCH) (pammuyst, nMs1, OTIECTBO)

OueHka

Kypran 20
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AHHOTaIUs K paboueit mporpaMMme TACIUTITAHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTH

00pa30BaTeILHON MTPOrPaMMBI BBICIIIETO 00pa30BaHUS —
IporpaMMBbl OakajgaBpHuara
09.03.03 — IIpukaagnasi uHpOpMATHKA

I/IHTeJIJIeKTyaJILHbIe l/IHq)OpMa]_lI/IOHHl)Ie CHUCTEMBI U TEXHOJIOI'NH

Tpyooemrxocmo oucyunaunsl: 4 3.e. (144 akanemMudyeckux yaca)

Cemecmp: 4 (ounast hopma oOyueHus).

Dopma npomedrcymouHou ammecmayuu. 3a4eT.

Cooeporcanue oucyuniunvl. OcHo8HbIE pazdenbl

[TonsTue HAllMOHAJIbHOU 0€30MacHOCTH. Bunpr 0€30I1aCHOCTH.
Nudopmarmonnass 0e30MacHOCT B CUCTEME HAIMOHAIBHOW  0e30macHOCTU
Poccuiickoit @eneparuu. OcHOBHBIE TTOHATHS. OOIEMETOA0JOTHIYECKHUE MPUHITUIIBI
Teopun UHGOOpPMAIMOHHONW Oe3omacHOCTU. AHaMW3 Yrpo3 HH()OpMaIMOHHON
oe3onacHoctu.  [IpobGnemsl  uHOpmanmoHHOW  BoMHBL.  ['ocymapcTBeHHas
uHdopmarmonHas mnoiutuka. [IpoGiembl  peruoHanbHOM  WMH(OPMAIMOHHOMN
oe3zonacHoctu. Buabsl uHbopmammu. MeTtoasl U cpeAcTBa  obOecrieueHus
uH(popManmoHHOU Oe3onacHocTH. HapymieHnuss KoH(HUIeHINaTbHOCTH, LIEIOCTHOCTH
U JocTynHOCTH uHpopmanuu. [IpuunHBl, BUIBI, KaHAJIBl YTEYKU U HCKAXKEHUS
uH(popManuu.
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JIMCT
perucTpanuy Uu3MeHeHu (10MoJTHeHu) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTH

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MTPENOIaBATEIb / YenoBeukoBa A.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MTPENoIaBaTelb / YenoBeukoBa A.B. /

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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