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1. OB BEM JUCIHMITJIMHbI
Bcero: 4 3aUeTHBIX €JMHULBI TPYJ0eMKOCTH (144 akaneMHU4ecKux Jaca)
Ounas popma 00yueHHHA

= Ha Bcro Cemectp

By yueOnol paboTbl T 5
AyIUTOpHBIE 3aHATHS (KOHTAaKTHas pabora ¢
NpenoJaBaTe/ieM), BCero 4acos 64 64
B TOM 4HCJI€:
Jlexmuun 32 32
JlabGopaTopHble paboThbl - -
[IpakTHuecKkue 3aHATHS 32 32
CamocrosiTesibHas padoTa, BCEro 4acos 80 30
B TOM 4YHcJIe:
IToaroroBka K SK3aMeHy 27 27
Jlpyrue BH/IBI CAMOCTOSATENIbHOM PaboThI
(MOArOTOBKA K MPAKTHIECKHM 3aHATHSM, JJabOpaTOPHBIM 53 33
paboraM H pyOeKHOMY KOHTPOJIIO)
Bua npoMeXyTo4HO#i aTTeCTAlMH IK3aMeH IK3aMeH
O0mas TPy 10eMKOCTh JHCIHILUIMHBI H TPYA0EMKOCTH 10 144 144

ceMecTpaMm, 4acoB




2. MECTO JUCHHMIIVIMHbI
B CTPYKTYPE OBPA30BATEJBHOM IMPOT'PAMMBI

NucuumiuHa «TeopeTHvecKkre OCHOBBI KOMIIBIOTEPHOH —0€30IacHOCTH»
OTHOCHTCS K 00S3aTeNbHBIM  JUCUMIUIMHAM  (opMupyemas  y4aCTHHKaMH
00pa3oBaTeNbHEIX OTHOLLIEHHI BapMaTHBHOM 9acTH. biok 1.

Usyuenne JWCLMILIMHBL  Oasupyercs Ha  pesyibratax  oOydeHHs,
cOpMHUPOBAHHBIX NPU H3YYEHUH CIIETYIOLIMX TUCLUTLINH:

- H”HhOPMATHKA;

- KpunTorpadguyeckue MeTo bl 3alUThl MHOOPMAIIHH;

- IMCKpeTHass MaTeMaTHKa.

3HaHHA M NpaKTHYeCKHe HABBIKW, MONydeHHble W3 Kypca «TeopeTmieckue
OCHOBBI KOMIIBIOTEPHO# 0e30aCHOCTH», HCNOJB3YIOTCS CTYACHTaMU MPH H3y4eHHH
APYrMX JMCUMIUIMH: IPOrPaMMHO-alapaTHele CPeiCTBa 3allMTHl MH(OpMALWH,
OpraHHM3allMOHHOE W IpaBoBoe obecredeHue HHMOPMALMOHHON Oe30I1acHOCTH,
CHCTEMBI M CeTH nepejnadn uHdopmaiwmy, besonacHocts ceredt 9BM, a takxke mpu
pa3paboTKe KypcoBbIX paGoT i IIPOEKTOB M BBIYCKHOH KBaM(QHKALHOHHOH pabOTHI.

3. INIAHUPYEMBIE PE3YJIbTATHI ObYUYEHUSA

JTucumruiiHa  «TeopeTHuecKre OCHOBbI  KOMIIBIOTEPHOH — O€30MacHOCTHY
PAcKpBIBaeT OCHOBHBIE MOHATHS H opMasbHbIe MOJIENH 00eCTeYeH s KOMITBIOTEPHOH
Ge3zomacHOCTH, Ha  0ase  KOTOpbIX  BBIpaOaThIBalOTCA  APXHUTEKTYPHBIC,
CXEMOTEXHHYECKHE, IMPOrPAMMHO-AJITOPUTMHYECKHE pEIIeHHs IPH  CO3JaHHH
3aIIMIIEHHBIX KOMITBIOTEPHBIX CHCTEM, OCYIIECTBIAETCS aHalu3  COCTOSHHA
6e30macHOCTH U (PPEKTUBHOCTH (YHKIIMOHUPOBAHHS CHCTEM 3alMTHl MHPOPMALHH
KOMITBIOTEPHBIX CHCTEM.

Llenplo M3y4YeHUs NUCIMTUIMHBI SBISETCA: OCBOCHHME NPHHIMIIOB U METOOB
3amUThl MHGOPMALMK, KOMIUIEKCHOTO NPOEKTHPOBaHMS M aHaIn3a 3allMIIEeHHBIX
aBroMaTH3upoBaHHbIX chucTeM (AC).

3amayaMi JUCLMIIIMHEL SBJISIOTCS: M3y4eHHe OCHOB yCTPOMCTBA U NPUHIIUIIOB
¢ynkuuonupoBanusi AC, METONONOTMH  MPOSKTHPOBaHHA W MOCTPOCHHMS
sammmenHbix AC, KpHTEpHEB M METOJO0B OleHKH 3amuuieHHocTH AC, CpencTs H
MEeTOJIOB 3alllTHI OT HecaHKIoHuposanHoro goctyna (HCI) k undopmanuu.

KomneteHnuuu, GopMHpyeMble B pe3yJIbTaTe OCBOEHHS JUCLUILIHHBIL:

— crmocobHocTh 00pabaThiBaTh M aHAIM3HUPOBATh  HAYYHO-TEXHHYECKYIO
uHbopMany ¥ pe3ysibrarsl ueenenopanui (IK-1);

— crocoGHOCTE (hOPMHPOBATH KOMILIEKC Mep (TIpaBHIIa, MPOLIETYPbI, METO/bI)
JUTSL 3aIUThl HHpopMaluu orpannueHHoro jocyra (IK-13);

— cnocobGHOCTH pa3pabaTeiBaTh MPEUIOKEHHS 10 COBEPIICHCTBOBAHMIO CHCTEMBI
yrpasiieHust 6e30MacHOCTBI0 MHPOPMALIMH B aBTOMATH3HPOBAHHBIX CHCTEMAX (TIK-14);

B pesynbTare H3y4eHHs JUCHMIIAHBI 00Yy4alOIMACS 10/IKEH:

3Hamo:

- yrpo3sl ¥ MeTobl HapyeHus GesonacHoctu AC; (ms ITK-13, I1K-14);

- METOIBI ¥ CpejicTBa peamusammy saumieHnsix AC; (s ITK-13, TIK-14, TTK-1);

- CTAHJAPTHI 110 OLEHKe 3amuueHHOCTH AC U MX TeOPETHIECKKE OCHOBBI (ans
[K-1, TIK-14);



ymemnw:

- npoBoauth aHamu3 AC ¢ TOYKHM 3peHHsi ObecreveHHs: KOMITBIOTEPHOH
6e3onacHocTy; (uis ITK-13, TIK-1, [1K-14);

- pealu30BBIBATH CHCTEMbl 3aluThl MH(opMaimu B AC B COOTBETCTBHH CO
craziapTamu 110 oterke 3aummensoctd AC (T1K-1, TIK-14);

UMemv HABLIKU.

- HaBBIKAMH MOCTPOEHHS (POPMAIBHBIX MOZENeH CHCTeM 3allUThl HH(OpMALKMH
AC (s ITK-1, T1K-14);

- HAaBBIKAMHM HCIIONBE30BaHMs KputepreB oueHku sammienHoctd AC; (i T1K-1,
I1K-614, TTK-13).

4. COAEP)KAHUE JUCIHUILIJIMHbI
4.1. Yueono-rematuueckuii njian. Ounas ¢popma odyuenuns

KonuiecTBo 4acoB KOHTAKTHOM
E Homep HaumeHoBaHue pasjeia, paboThI ¢ NpenojaBaTeseM
£:| pasnena TeMBI Thexmtas [Ipaktuy. | Jlabopartop.
3aHATHA paboThI
I CTPYKTYPA TEOPUM KOMIIBIOTEPHOU BE3OITACHOCTH.
TEMA 1. OcHOBHBIE TIOHATHS H 1 -
ONpeIe/IeHNs TEOPHH KOMIIbIOTEPHOH
0e30I1aCHOCTH.
TEMA 2. I{eHHOCTh HHPOPMALIHH. 1 - -
TEMA 3. Ananus yrpos 1 - -
HH(OPMAIIHOHHOM 0€30MacHOCTH.
TEMA 4. CrpykrypH3alius METOJIOB, 1 - -
PHHITATIOB, H MEXAHH3MOB TEOPHH
KOMIIBIOTEPHO# 0€30I1aCHOCTH.
TEMA 5. OcHoBHble Bijib! atak Ha AC. i
g II METOJ0JIOTI'US NIOCTPOEHUSA CUCTEM 3AIHH[[[EHHLIX AC
X TEMA 6. [locTpocHHE CHCTEM 3alUTHI ps 4 -
e OT yrpo3bl HApyLLIECHHS
b KOHMHIESHIHATEHOCTH HHPOPMALTHH.
TEMA 7. [locTpoeHue CHCTEMBI 1 - -
3ALIMTHI OT YTPO3bI HAPYLIEHHS
LEJIOCTHOCTH MH(POPMAIIHH.
TEMA 8. [TocTpoeHHE CHCTEMBI 1 - -
3aIIATHI OT YIPO3bl JOCTYIHOCTH K
uH(hOPMALHH.
TEMA 9. IlocTpoeHHe CHCTEMBI 3aIIHTEI 1 - -
OT yIpO3bl PACKPHITHS I1aPAMETPOB
HH(OPMAIIMOHHOH CHCTEMBI.
TEMA 10. MeTtozororusi 00cyeIoBaHus 1 2 6 -
npoekTipoBanus 3aMTel AC.
111 MOJIMTHKA BE3OITACHOCTH
c; TEMA 11. Ilonarue noIuTHKA 2 - -
R 0e30MacHOCTH.
s TEMA 12. Mopenu 6e30nacHOCTH Ha 2 4 .
OCHOBE JINCKPEIHOHHOH MOJIMTHKH.




TEMA 13. Moaenu 0e30macHOCTH Ha 2 - -
OCHOBE MaHJIaTHOH (ITOTHOMOYHOH)
TIOJIHTHKH.
TEMA 14. Mojenu 0e30I1acCHOCTH Ha 2 4 -
OCHOBE TEMAaTHYECKOM MOJIUTHKH.
TEMA 15. Mozienmi 6e301acHOCTH Ha 2 - -
OCHOBE POJIEBOM MOJIATHKH.
TEMA 16. ABTOMaTHBIE U TEOPETHKO- 2 - -
BEPOSITHOCTHBIE MOJIE/IH HEBIMAHHS H
HEBBIBOJIMMOCTH.
TEMA 17. Mojielld ¥ TeXHOJIOTHH 1 - -
obecrneyeHus MEIOCTHOCTH B
JIOCTYITHOCTH JaHHBIX.
TEMA 18. [ToimaTuka 1 MOJIEIIH 1 6 -
0e30IaCHOCTH B pacipeaeIeHHbIX
KOMITBIOTEPHBIX CHCTEMAX.
v OCHOBHBIE KPUTEPUM 3AIITUINEHHOCTHU AC. KJIACCBI
SAIMAIIEHHOCTH AC.
TEMA 19. OCHOBHBIE KpUTEPHH 1 - -
onenku 3anmmennocta AC.
TEMA 20. CtangapT OLlEHKH 1 - -
0e30I1aCHOCTH KOMIBIOTEPHBIX CHCTEM
TCSEC («OpanxeBasi KHAIa»).

TEMA 21. Konnermust 3aumtel AC 1 1 - -
CBT mo pyKOBOSIIAM JOKYMEHTaM

I'octexxomuccuu PO.

TEMA 22. Eninble KpHTEpHH 1 - -

6e30MacHOCTH HH(POPMALHOHHBIX
texnonorui (Common Criteria).

TEMA 23. [lepcrieKTHBEI pa3BHTHS 1 - -
KOMITBIOTEPHO#H O€3011acHOCTH.

Beero: 32 32 -

4.2. Conep:xanue JIEKIIHOHHBIX 3aAHATHH

PA3AEJ L  CTPYKTYPA  TEOPUH  KOMIIbIOTEPHOM
BE3OITACHOCTH.

Tema 1. OcHoéHble NOHAMUA U Onpede/leHUs Mmeopuu KOMRbIOMEPHOU
bezonacnocmu. S13pik. O6nextel. CyonexTsl. Jocryn. Mepapxu4eckne MOJEIH H
MoOjIeNb B3anMoelicTBHs oTKphIThix cucteM (OSI/ISO).

Tema 2. Ilennocms ungpopmayuu. Monens OSI/ISO. MubopmaroHHbIH
notok. AmauTrBHAs Mojens. [lopsiikoBas 1ikana. Pemerka NeHHOCTH.

Tema 3. Ananuz yzpo3 unopmayuonnoi 6esonacHocmu. YTPO3HI
KOH(UIEHIMATEHOCTH, LENOCTHOCTH, JIOCTYMHOCTH HH(MOpMALMHK, PaCKphITH
napameTpoB HHPOPMALIMOHHOW CHCTEMBI.

Tema 4. Cmpykmypuzayuna memooo6, RPUHUUNOS, U MEXAHUIMOS meopuu
Komnblomepnoii 6e3onachocmu. OCHOBHBIC YPOBHHU 3alllMTHI HHbOpMaIMK. 3anmra
MaIIHHHBIX Hocuteneii mHpopmamuu (MHHU). 3ammTa cpeicTB B3auMOACHCTBHA C
MHM. 3amura npeacTaBieHns HHGopMalKi. 3aliTa CoepKaHusI HH(pOpMaLUK.




Tema 5. Ocnoenvie guovt amak na AC. Knaccudukanus OCHOBHEIX aTak Ha
AC ¥ BpeIOHOCHBIX [IPOTrPamMM.

PAZJAEJ 1. METOJ0JIOTHSA HNOCTPOEHHsI CHUCTEM
SAHIUIIEHHBIX AC.

Tema 6. Ilocmpoenue cucmem 3auiUmovl Om  y2po3bl HAPYULEHUA
Konguoenyuansnocmu unpopmayuu. Opranu3auOHHO-PEKUMHBIE MEPBI 3AIIUTHL.
Bamura or HCJI. Tloctpoenue naponbHbIX cucteM. Kpuntorpaduveckue MeTOIbI
3QIIATHL. 3alldTa OT Yrpo3bl HapylleHus KOHQUICHUIMAIBHOCTH Ha YPOBHE
colepkaHust HHQOPMALIMH.

Tema 7. Ilocmpoenue cucmemst 3auiumol Om yzpo3bl HAPYUIEHUA
uenocmuocmu unopmayuu. Opranu3aliOHHO-TEXHOIOIMHYECKHE MEphbl 3allUThL.
3amuTa [eJ0CTHOCTH MPOrpaMMHO-ammapaTHol cpesl. OCHOBHBIE METOAb! 3alUTHI
namati. [ludpoBas moamuck. 3amuTa OT Yrpo3bl IEIOCTHOCTH Ha YpPOBHE
coJiepkaHusi UHHOPMALHH.

Tema 8. Ilocmpoenue cucmemvl 3au{umvl Om yzpo3bl OOCHIYRHOCMU K
ungopmayuu. DKCIUTYaTallHOHHO-TEXHOJOTMYECKHE MEpbl 3alldThl. 3aluTa OT
c60eB IMPOrpaMMHO-ANNapaTHOM cpejpl. 3allldTa CEMaHTHYECKOro aHalu3a M|
aKTyalbHOCTH UH(MOPMAaLHH.

Tema 9. Ilocmpoenue cucmemsl 3aufumsl Om y2po3sl PACKpbIMUA
napamempos ungopmauuonnoi cucmemsl. COKpbITHE XaPAKTEPUCTHK HOCHTEIICH.
MOHHMTOPHHI' HCIIOJIB30BAaHUS CHCTEM 3alllUThl. 3alllMTa NapaMeTpoB Mpe/ICTaBICHUA
U cojiepyKaHusl HH(pOpMaLUH.

Tema 10. Memoodonozua obcnedosanus u npoekmuposanun 3auwgumor AC.
[IpuMeHEeHHEe HepapXMYecKoro MeToja s TNocTpoeHus 3amuueHHod AC.
WccnenoBanue KOppPeKTHOCTH peanm3anud u Meronsl Bepudukamuu AC. Teopus
6e3onacHbix cucteM (TCB).

PA3JIEJ 3. ITOJIMTUKA BE3OITACHOCTM.

Tema 11. IMonamue noaumuxu 6e3onachocmu. Ilonutrka (cTparerus)
GesomacHocTd. PopMaibHbIE MOIENU MONUTHK Oe3onacHOCTH. OCHOBHBIE THIIBI
NoMUTHKE Ge3omacHocTH. Pa3paboTka 1 peaiu3alys NOTUTHKH O€30I1aCHOCTH.

Tema 12. Modenu 6e30nacHocmu Ha OCHOGE OUCKPEUUOHHOU ROJIUMUKU.
OmnucaHre CHCTEM 3alUTHl C MOMOLIBID MAaTpHUIBl AocTyna. Moxens XappucoHa-
Pysso-Ynpmana (HRU). Paspemmmocts mnpoGremsr GesomacHoctd. Mogens
pacnpoctpadeHusi mpaB jgoctyna Take-Grant. Pacmmmpennas Mmozenb Take-Grant,
aHanu3 “HQOPMALMOHHBIX KaHAJIOB.

Tema 13. Modeau 6ezonacnocmu Ha O0cHo6e MAHOAMHOU (ROJHOMOYHO)
noaumuku. Onucanme wmopaenu bemna-Jlamagynelr (BL). OcHoBHas Teopema
Ge3onacHocTH MozenH bejuia-Jlanmamynbl. DKBUBaJI€HTHBIE MOAXOAB! K ONPENCTICHHIO
6e3omacHocTy mozenu bemna-Jlanagyisl.

Tema 14. Moodenu GesonacnHocmu HA OCHOGE MEMAMUHECKOU RONUMUKU.
O6was XapaKTepUCTHKa [OJMTHKHM TeMarudeckoro joctymna. TemaTuueckoe
KJ1acCH(HUKALMOHHOE MHOXECTBO U €€ Pa3HOBHIHOCTH.

TemarHuecKkWe peLIETKM HA OCHOBE KIACCH()MKAL[MOHHBIX MHOXKECTB.
TemaThuecKie MyJIGTHPYOPHKM IpH MyJTBTHPYOPHIIMPOBAHHOH HepapXHIeCKOH
KJIaCCH(HKAIMY CyOBEKTOB H 00OBEKTOB JIOCTYyTIA.



Tema 15. Mooeau Gezonacnocmu Ha ochoee poneeoii nonumuku. O6mas
XapaKTEePUCTHKA MOJIUTHKH POJIEBOT0 (TUIH30BaHHOTO) OCTYTA.

CHCTEMBI ¢ MepapXM4ecKod opraHu3anueil poseid. Mozaens WHAMBUIYalbHO-
rpynmnosoro goctyna. MMS-mozens Jlennsepa-MaxkJliHa kak TMpuMep COYCTaHHA
JMCKPELIMOHHOMN, MAHIATHOM H POJIEBOH IOJMTHKA OE30MaCHOCTH.

Tema 16. Aeémomammubie u MeOPEeMUKO-6ePOAMHOCHHbIE  MOOENU
HeeuaAHuA U Heevlgodumocmu. IlonsiTue W 00mas XapakTepPHCTHKa CKpPbITBIX
KaHAJIOB yT€YKHU HHMOPMALHH.

TeopeTHKo-BEpOATHOCTHASE ~ TPAaKTOBKa  ABTOMATHOH — MOJENH I'orena-
Meccurepa. Texsonoruum npejcraBienuii (views) B pensumonHsix CVYBJl xak
IpUMep  pealW3allid  MOAXOA0B ~ MH(OPMALMOHHOM  HEBBIBOIMMOCTH U
HH(OPMAIITMOHHOI'O HEBITUSHUS.

Tema 17. Mooderwu u mexHoaozuu obecneyenus UHeJl0CMHOCMU U
docmynnocmu dannbix. TIOHSTHE LETOCTHOCTH JAHHBIX W O0LIas XapaKTepucTHKa
METOZIOB M MEXaHW3MOB O0OeCIeueHHsl IENIOCTHOCTH JaHHbIX. JIHCKpelHOHHast
MoJIeNb obecriederHus enocTHOCTH AaHHbix Kiapka-Bunecona. ManjaTHast Mozelb
K. BubGa. YpoBHM LENOCTHOCTH JaHHBIX. YPOBHHM JOBEpUs IOJB30BATENSAM.
TpaH3aKIUHOHHAS TIapaMrMa KOJUIeKTHBHOH (OTHOBPEMEHHOM) 00pabOTKH aHHBIX B
KIHEHT-CepBEPHBIX CUCTEMaX.

Tema 18. Ioaumuxka u modenu Oe3onacnocmu 6 PpAacHPeOeeHHbIX
KomnsiomepHbix cucmemax. IToHsTre "pacnpe/Ie/leHHOCTD" KOMIBIOTEPHBIX CHCTEM
B acrekTe 6e30MacHOCTH.

JIOTIONTHUTENbHBIE AaCIEKThl IOJMTHKKA O€30MacHOCTH B paclpeleNeHHbIX
KOMITBIOTEpHEIX chicTeMaX. CTpyKTypa pachpe/ie/leHHbIX KOMIIBIOTEPHBIX CHCTEM B
acIIeKTe MOJIUTHKHU 0€30MacHOCTH.

Monens 6e3omnacHocT Bapaxapamkana. @a3sl focTyna. 30HajlbHask TOJTUTHKA
6e30MaCHOCTH | ee TEOPETHKO-MHOKECTBeHHast hopManu3anus (MOAENb).

PA3JEJI 4. OCHOBHBIE KPUTEPUH 3AHIMINIEHHOCTH AC.
KJACCHI 3AHIUIIEHHOCTH AC.

Tema 19. Ocnognsie Kpumepuu ouenxu 3auiuwiennocmu AC. Kpurepuu u
KJTacChl 3aIUIIEHHOCTH CPEACTB BBIUMCIUTEIbHON TEXHHKH M aBTOMAaTH3HPOBaHHBIX
cucreM. CTaHmapThl 10 oleHKe 3amuienHocTd AC.

Tema 20. Cmandapm oueHKu 0e30nACHOCHU KOMRbIOMEPHLIX CUCHEM
TCSEC («Opancesana knuza»). OCHOBHbIE TpeOOBaHHS K CHCTeMaM 3alIUTHI B
TCSEC. Knaccsi 3amutsl TCSEC.

Tema 21. Konuenuua saugumot AC u CBT no pykosooauum 0OKymenmam
Tocmexkomuccuu P®. Knaccudukauus CBT no moxymeHntam I['OCTEXKOMHCCHH.
Knaccudukamps AC o 10KymMeHTaMm [ ocTeXKoMHCCHH, TpeOOBaHUs KJIaCCOB 3aLIUTHI.

Tema 22. Edunvie Kpumepuu 6e30nacHocmu uHPOPMaAYUOHHBIX MEXHON02Ui
(Common Criteria). OcHoBHble nONOXeHUs «EIMHBIX KPHTEPHEB). TpeboBanus
6e3zonacHocT. [TIpodunu 3alMThL

Tema 23. Ilepcnekmugbl pazéumua KOMRblOmMepHOU be3onacHocmu.
[Ipo6membl  koMmbioTepHOi  GesomacHocTd.  IlepcrneKTHBHBIE — HANpaBICHHMS
HCCNeI0OBaHMil B 00NAcTH KOMIBIOTepHOH Oe3zomacHOCTH. LIeHTpEI KOMITBIOTEPHOM
0e30MacHOCTH.



4.3 [IpakTHYeCKHE 3aHATHSA

Homep HaumeHoBaHWE TeM MPAaKTHYECKHX Hopmarus
HaumeHoBaHMe pasjena 3aHATHH BpEMEHH,
pasnena
qac.
CmpyKkmypa meopuu KOMnblomepHoi be3onacHocmu
Tema 3. Anayiu3z yrpos IIpaxmuueckas paboma Nel. Kontpons 2
1 AH(POpPMaHOHHON HACTpPOeK U paboThl AHTHBHPYCHBIX
©e30MmacHOCTH. CpEICTB.
IIpakmuueckan paboma Ne2. zyuenune 2
HacTpoeK ¥ paboTh! (aiipBoIIOB.
Memodonozua nocmpoenus cucmem 3aujuuiernovix AC
Tema 6. [loctpoenne cucrem | [lpakmuyeckas paboma Ne3. N3yuenue -
3aIUTEI OT YIPO3bl HAPYLIEHHS | H30JHPOBAHHBIX IPOrPAMMHBIX CpEJl Ha
KOH(HAEHIIHAILHOCTH npuMepe paboThl ¢ BUPTYaJIbHBIMH
HHpOpMAalKH. MalllHHaAMH.
Tema 8. IToctpoenue cucreMmsl | IIpakmuyeckas paboma Ned. -
3aIIUTHI OT YTPO3bI PaspaboTka nporpaMmel
2 JIOCTYITHOCTH K HH(OPMAIIMH. | pa3sTpaHHYEHHs MOTHOMOYHI
10J1b30BaTeNeif Ha OCHOBE MApOJIbHOM
ayTeHTH(HKaLUH
Tema 10. Merozonorus IIpakmuyeckas paboma Ne3. 4
obcneiopaHus U npoekTrpoBanus | PazpaboTka u mporpaMMHas
sanmTel AC. peanu3anus KpHITorpahuIecKux
AJITOPUTMOB.
1-b1il pybesicrblii KOHMPOIb Tecmuposanue 2
Hoaumuxka 6ezonacnocmu
Tema 12. Mogenu Ipakmuyeckan paboma Ne6. 3ammta -
0e30MacHOCTH Ha OCHOBE nporpaMM OT HECaHKIIHOHHPOBaHHOH
JUCKPELIHOHHOM MOJTHTHKH. SKCIUIyaTallid 3a CYeT MpPUBA3KH K
HOCHTEJIO HH(opMauu
Tema 14. Mozaenu IIpakmuueckas paboma Ne7. 4
p 0e30macHOCTH Ha OCHOBE Hcmonp3oBanue hyHKIHH
TEMaTHYECKOHN IOJIMTHKH. KpHITOrpaduuecKoro uHTEpPeica
Windows Juist 3a1uTsl HHGOpMAaHH.
Tema 18. [Tonmutuka u monenu | Ilpakmuyeckas paboma No§. 4
0e30macHOCTH B Peanu3anus aTakd THNA «TPOSHCKHH
pacmpeneeHHbIX KOHbB» B JIMCKPEIIHOHHOH MOJeH
KOMITBIOTEPHBIX CHCTEMAX. JOCTYTIA.
2-0ii pyfedcHblil KOHMPOJb Tecmuposanue 2
Hmozo: 32

5. METOIUYECKHUE YKA3ZAHUS AJI51 OBYHAIOIIUXCS
MO OCBOEHUIO JUCHUIIJIMHBI

[Ipy mpociylIMBaHWK JIEKIHH PEKOMEHAYeTCs B KOHCMEKTE OTMEHaTh BCe
Ba)KHBIE MOMEHTBI, HA KOTOPBIX 3a0CTpsAeT BHHMaHWE MpenojaBareiib, B YaCTHOCTH
Te, KOTOpPHIE HAmpaBieHbl Ha Ka4yeCTBEHHOE BBLINOJHEHHE COOTBETCTBYIOLLEH
NpaKTHYECKOH pabOTEL.

IpenonasareneM 3alUIAHUPOBAHO — HCIIOJIB30BAHWE [PU  HTEHUH JNIeKLWi
TeXHONOruM Y4eOHOH aucKyccuH. [loaToMy peKOMEHIyeTcs ¢uxcupoBaTh s ceds



MHTEPECHbIE MOMEHTBI C IIeJIbI0 MX AKTHBHOIO OOCYXJCHHs Ha JHUCKYCCHH B KOHLE
TeKLUH.

3amoroM KauecTBEHHOTO BBINOJHEHHMS [PAaKTH4eCKUX paboT sBJIAETCH
CaMOCTOSITENIbHAs IIOArOTOBKA K HHUM HaKaHyHe ITyTeM IOBTOpPEHHS MaTepHalloB
nekuuii. PeKoMeHIyeTcsl MOArOTOBUTh BOMPOCHI IO HESICHBIM MOMEHTaM M 00CyIUTh
HX ¢ TIpenoaBaTesieM B Haualle PaKTHYeCKOH paboThl.

IIpernofaBateneM 3alUIaHUPOBAHO NPUMEHEHHE Ha NPAKTHYECKMX 3aHATHIX
TEXHOJIOTHH pa3BUBAIOLIEHCS KOOMEpalWH, KOJJIEKTMBHOTO B3aWMOJEHCTBHS,
pa3bopa KOHKPETHBIX CHTYyallHH.

JUisi TeKyllero KOHTpOJS YCIeBaeMOCTH 10 O4HOH ¢opme 0OyueHus
TpernoaBaTeNeM UCIOb3yeTcs OalbHO-PEUTHHIOBas CHCTeMa KOHTPOJIS U OLCHKH
aKaJgeMUIecKoi akTUBHOCTH. [103TOMY HAacTOSTEIBHO PEKOMEHIYeTCs TIIAaTelIbHO
popabaThiBaTh MaTepHall IUCLMILIAHBI IIPH CaMOCTOATENBHON padoTe, y4acTBOBATh
BO Bcex (opmax OOCYXIeHHS M B3aMMOJEHMCTBUA, KaK Ha JICKLIHWAX, TaK W Ha
IPaKTHYECKHX B NEJSAX JIy4lIero OCBOGHHsS MaTepuala W TMONyYeHHS BBICOKOH
OLIEHKH TIO pe3yJIbTaTaM OCBOEHUS JTUCIUILUIAHBL.

BrimonHeHHe CaMOCTOSITEIBHOH paboThl IMOApasymMeBaeT CaMOCTOSTENBHOE
W3yYeHHE pa3eJioB MCUMIUIMHBIL, MOATOTOBKY K MPaKTHYECKUM 3aHATHSM, K
py6eKHBIM KOHTPOJISIM M ITOJITOTOBKY K 9K3aMeHy.

PexoMeHlyemasi TPYAOEMKOCTh CaMOCTOSTENIbHOW padoThl MpeJcTaBleHa B
tabnuue:

PekomMeHnayeMblii pesKHM CaMOCTOSITE/ILHOH PaGoThbl

PexoMenmyemas
HaumeHoBaHHE
o TPYAOEMKOCTE,
BH/I2 CAMOCTONTEIHLHOH paboThI
aKas. 4Jac.
CaMOCTOATETbHOE H3Y4YEHHE TEM: 33
- AHanu3 yrpo3 uHGOpMAIHOHHOM 6€30MaCHOCTH 2

- CTpyKTypH3alysi METO/I0B, IPUHIIUIIOB, H MEXaHU3MOB TEOPHH
KOMIIBIOTEPHOH 6€3011acHOCTH 2
- OcHoBHble BHB aTak Ha AC 2
- MeToznosorus o0clieoBaHUs ¥ IPOEKTUPoBaHUs 3auThl AC 3
- [TocTpoeHHe CHCTEMBI 3aIIUThI OT YIPO3bI IOCTYITHOCTH K

nHpopmanuu 4
- ABTOMaTHBIE A TeOpCTHKO-BCpOﬂTHOCTHbIe MOJEJIM HEBIIUAHHUA H
HEBBIBOJAUMOCTH 4
- Mo/ie/id ¥ TEXHOJIOTHH obecredeH s [eTOCTHOCTH H IOCTYITHOCTH

JaHHBIX 4

- [lomuTHKA B MOJEITH 0€e30macHOCTH B pacnpeaciCHHbIX

KOMITBIOTEPHBIX CHCTEMAaX =
- OCHOBHbIE KPHTEPHH OLEHKH 3amumenrocta AC 4
- ExuHble KpuTepHH 6e30macHoCcTH HHOPMAIMOHHBIX TEXHOJIOTHii

(Common Criteria) 4
ToAroTOBKA K IPAKTHYECKHM 3aHATHAM (10 24aca Ha KaX/0€ 3aHATHE) 16
T[ToarotoBKa K pyOeXKHBIM KOHTPOIISIM (TIO 2 Haca Ha Kax/(bli pyOeKHBIH ¥
KOHTPOJTb)

IToaroroBka K 3K3aMEHY 27
Bcero: 80
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6. ®OH/] OLIEHOYHBIX CPEJICTB JJIS1 ATTECTALIMHA MO JUCHUILTAHE
6.1. IlepeyeHb OLIEeHOYHBIX CPEACTB
1. BamwibHO-peHTHHroBas CHCTEMa KOHTPONS M OLEHKH aKaJeMH4eCKOH
aKTUBHOCTH cTy1eHTOoB B KI'Y.
2. OTY4eTHl CTYACHTOB 110 NPAKTUYECKUM 3aHATHIM.
3. BaHk TecTOBBIX 3aJaHui K pyOexHbIM KOHTpossM Ne 1, Ne 2.

4. Bonpocsl K 3K3aMeHY

6.2. Cucrema 6a/L1bHO-PEHTHHIOBO#H OLEHKH PaboThI CTY/ICHTOB 10 JHCUHILIHHE

Ne HaumeHoBaHue CopepskaHue

1 | Pacnpenenenue Pacnpenenenxe 6ai1oB
GaJLIoB 32 CeMECTpbI — ~
1o BHIAM yueOHO#H B BBInoHeHHE K = %' =2 z
paGoTeI, CPoKH claun | o o Tlocemenue SHIE SE| 5 z
yueOHO#H paboThI Y el JIeKLHMH MPaKTHYECKOH 8 & & & 2
(0osooamcs 0o P paGoTh AeE | e M
ceedeHust CMOeHmos il s
wa nepom yuebnom |BAWIEHAT| 66, S5x 8 =40 7 7 30
3auAmuu) OLICHKA:

2 | Kputepuii nepecyera 6alios B
TPaOULIMOHHYH OLEHKY IO
uToram paboTsl B ceMecTpe
3ayera

60 1 MeHee DaIIOB — HEY/IOBNETBOPHTE/ILHO; HE 3aUTEHO;
61...73 — yIOBIETBOPHTENBHO; 3a4TEHO;

74... 90 — xopowo;

91...100 — oTiIMYHO

3 | Kpurepuu nonycka K
MPOMEXKYTOUYHOH aTTeCTall|H,
BO3MOYKHOCTH TOTyYEHHSI
ABTOMATHYECKOro 3a4eTa
(9K3aMEHALMOHHO# OLIEHKH) 110
JMCLIMILTHHE, BO3MOXKHOCTD
nosy4eHus GoHyCHbIX Oannos

Jins I0Mycka K MPOMEKYTOYHOH aTTecTalMH M0 JAMCLMIUIMHE 33
cemecTp oOyuarowmiics Jo/DKeH HaOparh MO WMTOraM TeKyIIero H
pybeskHoro koutpons He Menee 51 OamoB. B cayuae eciu
obyuarommiics Habpan menee 51 OGawia, TO K aTTeCTALMOHHLIM
HCTIBITAHHAM OH HE J0ITyCKaeTCs.

Jlns nonydeHus SK3ameHa 0e3 NpoBeAeHHs  MPOLEAYphI
IPOMEXyTOuHOl aTTecTalyy obyuaroueMycs HeobxoauMo Habpath B
XOJle TeKyllero U pyGeHbIX KoHTponeii He meHee 61 Gamia. B arom
cilydae  MTOr OaiibHOH  OLEHKH, NOTy4aeMod —o0ydarommumes,
onpenenseTcss MO KonuuecTBy Oanno, HaOpaHHBIX MM B XOJie
Tekymero W pybexsoro kontponei. Ilpu srom, Ha ycCMOTpeHHe
npenojapatens, OanbHas oOuUeHKa oOyuaiomierocs MoxerT ObiTh
MOBLILIEHA 3a CYET TIONYYEHHs JIOTIOJHUTENbHBIX OanioB  3a
aKasIeMMUYECKYIO aKTHBHOCTb.

OGyuarommiics, MMEIOWMIi paBo Ha MNoJy4YeHHe oueHkd Oes
NPOBEIEHHs POLEAYPbI TIPOMEKYTOUHOH aTTECTALMH, MOMKET MOBBICHTD
ee MyTeM C/lauyd aTTECTALHOHHOrO McnbiTaHus. B ciydyae nomydeHHs
06y4aloMMUMCs Ha aTTECTALIHOHHOM HenbiTaHuy  Gauios uror DanbHOM
OLIEHKH MO JUCLIMIUTHHE HE CHHXKAETCA.

3a aKkaJeMHYECKYI0 aKTUBHOCTb B XOJ€ OCBOCHHS IMCLMIUIMHbI,
yyactHe B  y4eOHOH, HAYYHO-MCCIIEI0BATENIbCKOH,  CIIOPTHBHOH,
KyJIbTYPHO-TBOPYECKO# M OBILECTBEHHOM IEATENbHOCTH 00y HatolIeMycs
MOryT ObITh HAUMCIIEHBI JOMONHHTENbHbE OGawibl. MakcHMatbHOE
KOJTMYECTBO JIOTIONHUTE/BHBIX OA/IOB 33 aKaJeMHYECKYIO aKTHBHOCTb
cocrasnsiet 30.

OCHOBaHHEM JUTA TIOMY4Y€HHS JOMOIHUTENBHBIX Oa//IOB ABJIAIOTCH:

- BBHIMOJHEHHE JONOJHMTENBHBIX 3aJaHHH M0 JUCLMIUIMHE;
JOTIOJTHHTEIbHBIE OaTBl HAYUCIAIOTCA MPEToaBaTeeM;

- yuacTHe B TeyeHWe cemecTpa B y4ueOHOMH, HayuHO-
HCCIIE0BATE/ILCKOM, CIIOPTHBHOM, KYJIbTYPHO-TBOPYECKOH H ob1e-
creenHol aestensHocTH KI'Y.
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4 | ®opmbl ¥ BHABI y4eOHOM
paboThI 1U1s HeyCNeBaLIMX
(BOCCTAHOBMBLIMXCS HA Kypce
oOyueHHus) CTYAEHTOB JJIs
TMOTYYEeHHUs] HEAOCTAOIIHX
6a/yIoB B KOHIIE ceMecTpa

B cioyuae ecid K MPOMEXYTOYHOM aTTecTallH (3k3ameHy)
nabpasa cymma menee 51 Gawioe, ofyuarouemycs He06X0AMMO
HabpaTh HEIOCTAollee KOMMYECTBO OaijioB 3a CHET BBITOJHEHHA
JIOTIOJIHMTENBHBIX 3aaHui, 10 KOHLA Mocie/Hel (3a4eTHOH) Heaenu
ceMecTpa.

JIMKBUIALMS AKAJEMHYECKHX 33/I0JDKEHHOCTEH, BO3ZHHKLIMX M3-32
pasHOCTH B y4eOHBIX IUIaHAX [MpPH MEPeBOJe WIM BOCCTAHOB/ICHHH,
MPOBOAMTCSA TyTeM BHITIONHEHMs JONONHHTENbHBIX 3ataHuid, popma M

00beM KOTOPBIX OTpe/iensieTcs NPernoaaBare/ieM.

6.3. [Ipouenypa oueHHBaHHS Pe3y/IbTATOB OCBOCHHS AHCUHIIHHbI
PyGesxHble KOHTPOJIH IPOBOAATCSA B (JOpME NHCEMEHHOTO TECTHPOBAHMSL.
[lepen mnpoBeleHHEM KaXJ0Oro pyOeKHOTo KOHTPOJS TpPEnoiaBaTeib

npopabaThiBaeT CO CTYJICHTAMH OCHOBHOW MarepHall COOTBETCTBYIOLIMX pa3ziesioB
JMCIMIUTHHBI B (OpMe KDATKOM JIeKUHH-IUCKYCCHH. BapuaHThl TECTOBBIX 3a/laHHH
coctosaT 11 1 u 2 pybexuoro kontponus u3 20 Bonpocos. Ha kaxioe TeCTUpOBaHHE
TIpU pyGEXKHOM KOHTPOJIE CTYJICHTY OTBOJMTCS 2 akaJeMUYECcKHX Jaca.

Bannel CTYAEHTY BBICTABISIOTCS B 3aBMCHMMOCTH OT WYHCIIAa MPaBHIIBHO
BHIOPaHHBIX OTBeTOB. MTOroBas OlEHKa 10 TeCTy (OpMHUpPYeTCs MyTeM
CYMMHpOBaHHSI HAOpaHHBIX OAlIOB M OTHECEHHS HX K OOMEMy KOIHYeCTBY
BOMPOCOB B 3a/aHuK. [JoMHOXUB nojydenHoe 3Hauenue Ha 100%, MOXHO NpHBECTH
MTOTOBYIO OIIEHKY K TPAJUIIMOHHOMN CIIElYIOIIMM 00pa3om:

«HEY/I0BJIETBOPHTENBHO» — MeHee 50%

«ynosnerBopureabHo» — 50% - 70%

«xoporo» — 70% - 90%

«otimaaro» — 90% - 100% .

[IpenonaBarenb OLEHHBAaeT B Oaliax pe3ylbTaThl TECTHPOBAHHMA KaXIOTO
CTy/IeHTa MO KOJUYECTBY MNPAaBHJIBHBIX OTBETOB M 3aHOCHT B BEIOMOCTH y4eTa
TEKYILIEH yCIeBaeMOCTH.

DK3aMeH POBOMTCA B JOpMe OTBETOB Ha BONPOCHI OuiieTa. briieT COCTOMT 13 2
BOIPOCOB. BOMpOCk! K JK3aMeHy NOBOMATCA 1O CTYJEHTOB HA MOCIEIHEH JEKIMH B
cemectpe. Kaxpiii Borpoc ouennBaercs B 15 6ajuios. Ha moArotoBKy oTBeTa CTyACHTY
OTBOAMTCH | aCTPOHOMUYECKHH Jac.

Pe3ynbTaThl TEKYIIEro KOHTPONS YCIEBAEMOCTH M OK3aMeHa 3aHOCATCH
mperojaBaTesieM B OK3aMEHAIIMOHHYK — BEJOMOCTh, KOTOpas  CHaercs B
OpraHM3allMOHHbIA OTHEeN HHCTUTYTa B JI€Hb 3K3aMEHa, a TaKikKe BBICTABIISIOTCHA B
3a4E€THYIO KHID)KKY CTYJIEHTA.

6.4. IIpuvepbI OLEHOYHBIX CPEICTB AJIst PyOeKHBIX KOHTPOJIeH H 3K3aMeHa
1-pb1ii pyOesxHbIH KOHTPOJIb

1. IMo Kakum npUYUHGM 603HUKNA HEOOX00UMOCmb 6 paspabomke
UOCONOZUYECKOl  KOHUENWUU  YHUBEPCAIbHbIX — NPAGUT  83AUMO0CUCMEBUs
KOMRbI0mMepoe mexcdy coboii (modenv OSI):

a) obecnieyeHye B3aUMOJIEHCTBUS Pa3sHOPOAHBIX KOMIIBIOTEPOB, yNpPaB/IAeMbIX
Pa3THYHBIMH OIEPALMOHHBIME CHcTeMaMu (obecreueHue COBMECTHMOCTH TaKHMX
KOMITBIOTEPOB NpH paboTe B €IMHOM CETH);

6) HepaboTOCTIOCOGHOCTh NPEXKHEH peanu3aliy r1odalbHOH CeTH Internet;
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B) obecrieyeHne KOHTAKTa MEXIY KOMIBIOTEPaMH U MONb30BAaTEJIAMH 4epes
peabHYIO H IPOTHKEHHYIO CpeJly C e 3aePKKaMi H HCKaKEHUSIMH.

2. Ha Kakom ypogHe 0Cyuecmeiaemca aKmusauls, no00epyHcKa u deakmueauun
nepedarowieii cpeovt?

a) Ha KaHaJIbHOM yYpPOBHE;

0) Ha (pU3HIECKOM YPOBHE;

B) Ha MPUKJIAJHOM YPOBHE;

') Ha CEaHCOBOM YPOBHE.

3. Cpopmynupyiime axkcuomy be3onacHocmu UHHOPMAUUU, NOIOHCERHYIO 6
ocnogy «Opandiceeoit Knuzuy.

a) B sammmenHod KC Bceraa NpHCYTCTBYET aKTHBHBIH KOMIIOHEHT,
BBIMOJTHAIONIMH KOHTPOJIb) Orepalyii cy0beKToB Hall 00beKTaMH;

6) Bce Bompockl 0e30MacHOCTH HMH(OPMAIMK ONUCHIBAIOTCA JOCTyNaMH
CyOBEKTOB K 00BEKTaM;

B) BCe BOMNPOCH 6e30macHOCTH HMH(OPMALMK OIMUCHIBAIOTCA OCTyNaMH
00BEKTOB K CyOBEKTaM.

4. B KaKux COCMOAHUAX MOXMCem HAX00Umbca hpeobpasosanue
unpopmayuu?

a) CyILIecTBOBAaTh,

0) mpeoOpa30BHIBATh;

B) JICICTBOBATh;

') XpaHUTHCH.

2-0ii pyOe:kHBIH KOHTPOJIb

1. B (pynkuuu mpancnopmmnozo ypoeHa 6xooum:

a) mojyepiKKa HHTepdeiica Moab30BaATENS,

©0) anpecarys COOOILEHUIA;

B) BOCCTAHOBJIEHHE COOOLICHUIA,

I') OpraHu3alus CeaHCOB CBS3H.

2. B uem 3axniouaemcs npeobpazosanue undpopmauuu?

a) nepenaya uHGOPMALIMU OT OHOIO OOBEKTA K IPYTOMY;

6) oTOOpaskeHHe CI0Ba, OMHMCHIBAIOIIEE HCXOHBIC IaHHBIE B IPYrOe CJI0BO;

B) yaajeHue HHPOpMaLuu.

3. Amaxoii na KC nasvigarom:

a) cobbiTe WK JeHCTBHE, KOTOPOE MOXET BbI3BaTh H3MEHCHHE
dynkuuonnposanust KC,  cBssaHHoe € HapylICHWEM  3alllMIICHHOCTH
06pabaTeiBaeMOii B Heli HHYOPMALIUH;

6) BO3MOXHOCTh BO3HMKHOBEHHMS Ha KaKOM-JIKOO oTare >KH3HEHHOro LuKia
KC Takoro ee cOCTOSHHUsI, [P KOTOPOM CO3/1alOTCs YCIIOBHUS JUIS peain3alii yrpos
6e30macHOCTH HHGOPMALUH;

B) geifcTBue, NpeIIPUHAMAEMOE HApyLIMTE]EeM, KOTOpOe 3akirouaercs B
IIOMCKE ¥ MCIOJIb30BAHUH TOM UM WHOH ySI3BUMOCTH.

4. Tpoanckue npozpammsl ImMo:

a) TporpaMMbl, CojepKamme B ceOe  aIrOPHTMbI ¢ poBaHus,
o0ecreunBatOIINE Pa3inune Pa3HbIX KOMUH BHPYCa;
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6) mporpaMMsl, KOTOpble COJAEPXkAaT CKPBIThIE MOCIEN0BATEIbHOCTH KOMAaH]
(MOJIy/H), BBITIONHAIONME AeHCTBHS, HAHOCSAIHE BPe/l [10JIb30BATENSM;

B) INpOrpamMMbl, KOTOpble IIOCNE AKTHBH3ALWHM IOCTOSHHO HaXOJATCS B
OIepaTHBHOMN MaMATH KOMITBIOTEPA M KOHTPOIUPYIOT AOCTYI K €r0 pecypeaM.

NMPUMEPHBIN IEPEYEHBb BOITPOCOB K DK3AMEHY
UtoroBass NpoBepka 3HAHWH W HABBIKOB MO Y4eOHOH JMCIHMIUTHHE
«TeopeTHueckie OCHOBbI KOMIIBIOTEPHOH 0e30macHOCTH» NPOXOAUT B 5-OM
cemectpe - B popme dK3aMeHa.

IIpumepnas memamuka 60npocos, 6bIHOCUMbLX HA IK3AMEH

1. McTopHsi TEOpHH U TIPAKTHKH KOMIILIOTEPHOMN 0€3011aCHOCTH.

2. CIpyKTypa TOHSTHs KOMIIbIOTepHas 0e30macHOCTh M OCHOBHBIE
HanpaByieHus ee obecriedeHus. KoHpuIeHIMATBHOCTD, LEIOCTHOCTh U NOCTYIIHOCTR
uHbOpMaLUH.

3. Ilpunuumsl obecriedeHnss KoMmmbloTepHOH GesomacHoctd. CucreMaTHKa
METOJIOB ¥ MEXaHH3MOB 00€CIIeUeH s KOMIIBIOTEPHOH 6€30IacHOCTH.

4. TlousTre 3aIUIIEeHHOCTH (6€30MacHOCTH) KOMIIBIOTEPHOH HHPOPMAIHH.

5. Moenu LieHHOCTH HH(pOpMAaLHH.

6. Ilomsitwe yrpo3 06€30MacHOCTH KOMIBIOTEPHOH HHQOpPMAIMH W HX
KimaccuUKarys.

7. TakcoHOMeTpHs Yrpo3 6e30MacHOCTH U H3bSHOB (Opellieii) CHCTeM 3allUThL.
TOCTPS51275-99.

8. UenoBeueckuii (paKToOp W MOJIelTb HAPYIIUTENs 6e30MacHOCTH WHPOPMALIHH.

9. Cy6beKTHO-00beKTHas MOJIE/Ib KOMITBIOTEPHON CHCTEMBI.

10. TlonsiTHE NOTOKA, IOCTYTA W MPAaBUJI pPasTpaHUYeHUs 10CTyTIa.

11. OcHOBHBIE THIIBI MOJUTHK pa3rpaHHYEHHs JOCTYMa.

12. Monwutop 6e3onacHocty KC u rapaHTHpOBaHHE BBITIONHEHHWE MOIUTHKY
6e3onacHocTy. M30mupoBaHHas nporpaMMHasi cpejia.

13. JluckpelmoHHble MoOJeNM 6e30MacHOCTH  KOMIBIOTEPHBIX — CHCTEM.
[TaTHMepHOE MPOCTPAaHCTBO XapTCOHA.

14. Moneny 6e30macHOCTY Ha OCHOBE MATPHIIBI 1OCTYIA.

15. Criocobsl OpraHd3allMii MaTpUlbl JOCTyNa W YyNpaBleHHS JOCTYIIOM B
KOMITBIOTEPHBIX CHCTEMAX.

16. JIucKpellMOHHBIE MOZETH PAacIpoOCTpaHeH!s NpaB I0CTya.

17. Mogens # TeopeMmbl OesomacHocTH Xappucona-Py3so-YibMmana.
AJropATMHYECKas HEPa3pelUMOCTh MpobieMbl 6e30N1aCHOCTH B MOZIEIH HRU.

18. Mopeib THTU30BaHHOM MaTPHIIBI JOCTYIIA.

19. Monens TAKE-GRANT.

20. Pacumpennas Mmozmens TAKE-GRANT u ananmus myTeidl BO3HHKHOBEHHA
UH(OPMAITMOHHBIX KAHAJIOB.

21. OcHOBBI TIOJMUTHKY MAHAATHOTO JOCTyma. PemeTka Ge30nacHOCTH.

22. Mognens Benna-Jlallagynsl 1 ocHOBHas Teopema 0e301acHOCTH.

23. OcHoBHBIe paciuupenus Mojend bemna-Jlallanyist.
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24. OOwas XapakTepuUCTUKA TOJWTHKM TEMaTHYECKOro pasrpaHuveHUs
IOCTYyTaA.

25. PemieTkd B MOIENSIX TEMAaTHUECKOTO pa3rpaHMyeHHs HocTymna. Pemmerka
MyJIbTHPYOpPHK Ha HepapXuiecKux pybpukaropax.

26. Mozens TeMaTHKO-HepapXuuecKoro pasrpaHui4eHus 10CTyna

27. CKpBITble KaHaJIbl yTe4KH MHQOPMALMH U TEOPETHKO-HHPOPMAIHOHHBIE
monenu Gesonacuoctd. TexHonoruu "mpecrasieHnii" 1 "pa3peeHHbIX Npouexyp".

28. Mogenu ponesoro goctyna. Mepapxuueckue cucteMsl posneit. TTpunimmb
Ha/ieJIeHUs poJiel MOJIHOMOYHUSIMH.

29. [TonuTHKa ¥ 30HATBHAs MOZieh 6e3zonacHoctH B pactpeneneHHbx KC.

30. Monenu obecredeHus lenocTHocTd. JuckpennonHas mopens Knapka-
Bunbcona.

31. Mogenu obecriederus nenocTHocTd. ManzatHas Moziens Kena buba.

32. O6bequHeHHe MaHIATHBIX Mozieneii Bemuna-Jla ITagynsl u Kena buba.

33. Obecreyenne LETOCTHOCTH NaHHBIX MOHHTOPAaMH TPaH3aKUWM B KIMEHT-
CepBEPHbIX CUCTEMAX.

34. MeTtonsl W TEXHOJOTMH obecredeHHs IOCTYIHOCTH (COXPaHHOCTH)
JIaHHBIX. ApXMBHPOBaHHUE, )KyPHATH3ALMs ¥ PETUIHKalUA JaHHBIX

35. MeTozIbl, KPUTEPUH M HIKAJbl OLEHKH SMIUPHIECKUX 00beKTOB. CHCTEMbI
MHOTOMEPHOI'0O LIKATAPOBAHMS 3aLIMIIEHHOCTH KOMITBIOTEPHBIX CHCTEM.

36. TeopeTHKo-rpadoBble MOJIENIH KOMILIEKCHO# oneHku 3amumenHoctd KC.
TeXHHUKO-3KOHOMHYECKOe 0OOCHOBAHKE CHCTEM oOecredeHns 6e30MacHOCTH.

37. Teopetuxo-rpad)oBble MOJENH KOMIUIEKCHOH OLEHKH 3alIMIIEHHOCTH KC.
TakTHKO-TeXHHYeCKoe 000CHOBaHKE CHCTEM oOecreueHns 6e30MacHOCTH.

38. Teoperuko-rpadoBas MOJeNb CHCTEM HHAUBHIYaJIbHO-TPYIIIOBOTO
JOCTYTIA K HepapXH4ecKH OpraHi30BaHHBIM HHQOPMALMOHHEIM pecypcam. HiTorosbie
npaBa A0CTyIIa.

39. Teoperuko-rpadoBas MOJeNb CHCTEM HWHIMBUAYaIbHO-TPYIIIOBOTO
JOCTyIa K HMepapXudyeckd OpPraHM30BaHHBIM ~HH(OPMALMOHHBIM  pECypcaMm.
KonudecTBeHHBIE TAPAMETPBI CUCTEM WHMBHUYaIBHO-IPYNIIIOBOTO AOCTYIA.

40. Tloaxoap! K KiacCH(UKAIMH 3alMIIEHHOCTH ONEePalAOHHBIX CHCTEM Unix,
Microsoft Windows NT/2000/XP/7 ¢ wucnons3oBanueM crangaproB TCSEC,
pykoBoaAmux K0KyMeHTOB I'ocTexkomuccru PO u «ENHHBIX KPUTEPUER).

41. CpaBHHTEJIBHBIM aHAIM3 CTAH/APTOB OLIEHKHM 0e30MacHOCTH KOMIIBIOTEPHBIX
cuctem TCSEC, pykoBomsmmx [JokymeHTOB Ioctexxkomuccuun P u  «EIMHBIX
KpPUTEPHUEBY.

6.5. ®oHJ OLIeHOYHBIX CPEICTB
TToHbIA GaHK 3aaHui [UIs TeKyIIero, pyOexkHBIX KOHTpOJIeH W MPOMEKYTOUHOH
ATTeCTAIH N0 MUCIMIUIMHE, [I0KA3aTeNH, KPUTEPHUH, IIKATbl OLICHHBAHKS KOMIIETEHIIMH,
METOIMYECKHE MaTepHalibl, ONpPEACIIAiOLHe NPOLEeAYPbl ONCHUBAHUSA 00pa3oBaTeIbHBIX
pe3yJBTaTOB, IPHBE/ICHb] B Y4eOHO-METOAMYECKOM KOMILIEKCE AMCIUILTHHBL.
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7. OCHOBHAS U IONTOJIHUTEJIBbHAS YUYEBHAS JIMTEPATYPA
7.1 OcHoBHas y4eOHas JJUTEpaTypa:

1. I'pymo A.A., Tlpumerko D.A., Tumonuna E.E. Teopernyeckue OCHOBBHI
KOMIIBIOTEpHO#M Ge3onacHocTH. — M.: «Akanemus», 2009. - 272 c.

2. AJO. lllep6akos. CoBpemeHHas KOMIbIOTEpHas 0e30IaCHOCTBIO.
Teoperndeckue ocHOBbL. [IpakTHYecKHe acreKThl. [DNeKTPOHHBIA pecypc]: Yuebnoe
nocobue. - M.: Kuwknbiii mup, 2009. - 352 c. - Jloctyn u3 IbC «KoHcymbTaHT
CTYZIEHTa».

3. Jlepsnun, II. H. Mogaenu 06e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
YnpasiieHre JOCTYNOM M WHGOPMAMOHHBIME TOTOKaMu: y4eGHOe mocobue s
By30B 2-€ W31., MCIp. M Jomn. [DNeKTpoHHbIA pecypc] - Mocksa: ['opsiyass nuHuA -
Tenexkom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. — Jloctyn u3 3bC
«KOoHCYNBTaHT CTYJEHTaY.

7.2 lonoJiHHTEILHAS Y4yeOHas auTepaTypa:

1. Illausrug, B. ®. 3ammra KoMmbloTepHOH HHMOpMaruu. DPdeKTUBHBIE
MeTOZB! 1 cpejicTBa. [DnexTponHblii pecype] - Mocksa: JIMK Ilpecce, 2010. - 544 c. -
ISBN 978-5-94074-518-1. - - loctyn u3 ObC «KoHCYIBTaHT CTYAEHTa».

2. KmumentbeB, K. E. KowmmnbloTepHble BUPYCBI M a@HTHBHUPYCBI: B3IJIAN
nporpammucra [DnextponHbii pecype] - Mocksa: JIMK Ilpecc, 2013. - 656 c. -
ISBN 978-5-94074-885-4. - Toctyn u3 DbC «KoHCYIbTaHT CTyI€HTa».

3. Ilerpenko, C. A. Ilonutuku Oe30mMacHOCTH KOMIIAHMH IIPH paGote B
Wnteprer [AnextponHbiii pecype]. - Mocksa: JIMK Ilpecc, 2018. - 397 c. - ISBN
978-5-93700-057-6- Noctym u3 ObC «KOHCYIBTAaHT CTYACHTa».

7.3 Meroan4eckas JHTEpaTypa:

1. Mocksun B.B. Meronudeckue yKa3aHus K BBINOTHEHHIO 1aDOPAaTOPHOH
paboTs! «Pa3paboTka MpOrpaMMbl pasrpaHHYeHHUs MIOJIHOMOYHIA 10Ib30BaTENEH Ha
OCHOBe MapoJbHOi ayrenTrduKarmm». KI'V, 20135.

2. Mocksus B.B. Ucnone3oBanue QyHKIHI KpunTorpaguyeckoro
unTepdeiica windows st 3ammTel nHGopmamuu. KI'Y. 2016.

3. Xopes I1.B. JlaGopatopHbie paboThl 10 Kypcy «MeTo/ibl ¥ CPE/ICTBA 3AIIUTHI
KOMITBIOTepHOM HH(popMaim». YuebHoe nocobue. — M.: M3natenscTso MI'TY
«CTAHKHWH», 2007.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/UMBIE JIJIs1 OCBOEHHUSI JUCIUILJIMHBI

1. DneKTpoHHbI# GOH/ IPaBOBOM ¥ HOPMATHBHO-TEXHHYECKOH JIOKyMEHTAIHH -
http://docs.cntd.ru;

2. 9BC «Jlanb» - https://e.lanbook.com/;

3. DBC «Znanium» - https://znanium.com/;

4. DBC «KoHcynbTaHT cTyaenTay - https://www.studentlibrary.ru;

5. Hanmonansubii OtkpbiTsiit Yausepeutet « THTYUT» - https://intuit.ru.

6. Exunoe  okHO  joctynma K obpasoBaTenbHBIM  pecypcaM.  —
http://window.edu.ru/;

7. UndopmanronHblii onnaiin nopran 1SO27000.ru - http://www.is027000.ru/;

8. BezomacHOCTS - http://groteck.ru/security.
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9. TH®OPMAIIMOHHBIE TEXHOJIOI'MH,
NMPOIr'PAMMHOE OBECIIEYEHHE
U UHO®OPMAIIUOHHBIE CIIPABOYHBIE CUCTEMBI
1. OBC «Jlaub».
2. 9BC «KoHCYNnbTaHT CTyAEHTAY.
3. OBC «Znanium.comy».
4. «"'apaHT» - CIIPaBOYHO-TIPABOBas CUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUILIAHBI

MarepuaibHO-TEXHHYECKOe —OOecreyeHne M0 peald3ald IUCLMILUIHHEL
ocymecTBusercs B coorBercTBuM ¢ Tpebosanms PIOC BO mo TaHHOM
o0pa3oBaTeNbHOM ITporpamMmme.

11. Inst CTYA€HTOB, 00Y4aIOLIHXCS ¢ HCMOJIb30BAHHEM THCTAHIHOHHBIX
o0pa3oBaTeJibHbIX TeXHOJIOTHH

IIpy MCHONB30BaHMM  DJEKTPOHHOro  OOydeHMss ¥ JMCTaHLUMOHHBIX
o6pasoBatenbHbix TexHosornit (manee D0 u JIOT) 3anATHS TONHOCTBHIO HIH
YacTHYHO IPOBOJATCS B pexxuMme oHnaiH. OObeM NMCLUMILIMHBI W PpacTpe/e/IeHHe
HAarpy3kM 10 Bujam paGorT cooTBercTByeT I. 4.1. Pacmpenenenue HamioB
COOTBETCTBYET I. 6.2 nubOO MOXET ObITh W3MEHEHO B COOTBETCTBHM C pPELICHHEM
kabenpsl, B cmydae nepexoga Ha D0 m JIOT B npouecce obyuenus. Pemenne
kadeapsl 006 HCIONB3YEMbIX TEXHOJOTMSX W CHCTEME OLEHWBAHHUS JDOCTHXKEHUH
obyuarompxcsi NPUHUMAETCS C Y4YeTOM MHEHHs BeJyIIero rnpenojasarensd u
TIOBOJIUTCS JIO CBEJIEHHS 00y4aroIuXcs.
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[TPUJIOXXEHME 1

Annoranus K pabodeii nporpaMme AACIUILTHHBI
«TeopeTnuecKne OCHOBbI KOMNbIOTEPHOH (e30MacHOCTH))

06pa30BaTeNbHOM MPOrpaMMBI BBICIIET0 00pa3oBaHus —
[IPOrpaMMBl ClIeIHaIuTeTa
10.05.03 — UndopmannoHHasi 6€30NACHOCTH ABTOMATH3HPOBAHHBIX CHCTEM
Cnerpanu3zarms Ne5
Be30nacHoCTh OTKPLITHIX HH(POPMAIIHOHHBIX CHCTEM

Tpydoemkocme Oucyuniunol. 4 3.e. (144 akaneMuU4eckux yaca)

Cemecmp: 5 (ounast hopma 0OydeHuHs)

Dopma NPOMEIICYMOYHOU ammecmayuu. 3K3aMeH

OcHosgHble pazoenvi OUCYUNTUHDL.

CTpyKTypa TeOpHH KOMIIBIOTEPHO#H Ge3omacHocTd. MeTo/1oNnorks MoCTpOeHUs
cuctem 3zanmimenHsix AC. Tlomuruka GesomacHocTH. (OCHOBHbBIE KpHTEPHH
sammmerHoctd AC. Knaccsi 3aummensoctd AC.
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