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1. OFBEM U CIIUTIIAHBI

Bcero: 3 3auetHbIX equHuIbl TpyroeMkocTH (108 akanemudeckux yaca)
Ounas ¢gopma o0yueHus

N Ha Bcro Cemectp
Bun yaeOHO# paboThI
JTUCHUTLITUHY 2

AyauTopHbIe 3aHATHS (KOHTaAKTHas padoTa ¢
npenojgaBartejieM), BCero 4acoB 64 64
B TOM 4HCJI€:
Jlexun 32 32
JlaboparopHbie pabOTHI - -
[TpakTrueckue 3aHATHS 32 32
AyIUTOpHEIC 3aHATHS B HHTEPAKTUBHOUN opme, 4acoB - -
CamocrosiTesbHasi padoTa, BCero 4acoB 44 44
B TOM 4HCJI€:
[ToaroToBka K 3auery 18 18
Jpyrue BUabpl CaMOCTOSTENBHON pabOThI
(moaroToBKa K MPaKTHUECKUM 3aHITUSM U PyOSIKHOMY 26 26

KOHTPOJIIO)

KonrtponbHas padora

Bu npoMe:KyTOUHOIi aTTecTalNu

3a4eT ¢ OLIeHKOH

3a4eT ¢ OLIeHKOM

Oﬁlllaﬂ TPYAOEMKOCTb JUCHHUIIJIMHBI U TPYAOEMKOCTD
mo ceMmecTpam, 4acoB

108

108




2. MECTO JUCIHAIIJINHBbI
B CTPYKTYPE OBPA3OBATEJBbHOM MPOI'PAMMBI

Huctuminaa  «OCHOBBI  MH(POPMALIMOHHOW 0€30MaCHOCTHY» OTHOCHUTCS K
00s3aTENbHBIM JUCHUIIIIMHAM MOYJIsl HHGOpMaIMOHHAas Oe30onacHocTh biioka 1.

N3yuenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  00ydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUEHUH CIICTYIONTUX TUCIUTIINH:

- Uadopmaruka.

- TexHOMOTMH ¥ METOABI TPOTPAMMHUPOBAHHUS.

- BBenenue B criequalIbHOCTD.

N3yyenne MUCIMIUIMHBI JOJDKHO CIIOCOOCTBOBATh OOECIICUCHUIO OYIyIIEeTro
CHEIUAINCTa KOMIIEKCOM 3HAaHWW, HABBIKOB W YMEHHM, KOTOPHIC MO3BOJIST
y4acTBOBaTh €My B PA3BUTHH M TOICPKKE CTPATETHH PA3BUTHS MPEANPHUATANA H
OpraHW3aluii, a TMPAKTHUYECKUE HABBIKMA, TMOJy4eHHbIe u3 Kypca «OCHOBBI
UHOOPMAITMOHHONW 0€30MacHOCTH», OYIyT HCIOIb30BaHbl OOYYAIOIIUMUCS TIPH
U3YYCHUU JIPYTUX TUCHUIUIMH MPOPECCHOHAIBHOIO UK, a TaKXKe MPH pa3paboTke
KYPCOBBIX U JIUIUIOMHBIX PadoT.

3. IJIAHUPYEMBIE PE3YJIBTATbI ObYUEHUS

OCHOBHOM LEIbI0 Kypca SBISIETCS O3HAKOMJIEHHME OOYyYarolIUXcs ¢
COBPEMEHHBIM COCTOSIHUEM NpOOJIeMbl XpaHEHUs, oOpaOOTKH, MOHUCKa, Iepeayd,
npeoOpa3oBaHusl, 3aKPHITUS U BOCCTAHOBIICHUS KOHPHUACHIMATBHON HH(OpPMALIUU B
OpraHW3alMsIX W Ha TPEINPHUATHAX PA3IMYHBIX HAIMPABICHUN JCATEIBPHOCTH U
pa3nuuHbIX (OpM COOCTBEHHOCTH, CIIOCOOOB 3aIIUTHI OT HECAHKIMOHHPOBAHHOTO
JI0CTyTa K HeHl, paCCMOTPETh Ha COBPEMEHHOM YPOBHE BOIIPOCHI pa3pabOTKU CPENICTB
Y CUCTEM cOOpa U 3alIUThl HH(POPMaLIUU.

3amayaMu  TUCHUIUIMHBI  SIBJISIFOTCSI:  O3HAKOMJIGHHE C  TEPMHUHOJIOTHEH
nH(OPMAITMOHHONW 0€30MaCHOCTH; JaTh OCHOBBI OOecredeHus WHOOPMAIMOHHON
0€30MacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTBa; METOAOJOTMH CO3JaHMs CUCTEM
3alUThl UH(POPMAIIMKM, METOJOB M CPEJCTB BEACHUS HH(POPMAIIMOHHBIX BOWH;
OIICHKM 3alMIIEHHOCTH u obecreueHrus WHGOPMAIIMOHHONW  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CHCTEM.

Kommnerenmmu, popmupyembie B pe3ysibTaTe OCBOCHUS JUCITUTUTHHBIL:
CIIOCOOHOCTh OIIEHWBATh pPOJib WH(OpMaIuu, HWHPOPMAIMOHHBIX TEXHOJOTUUA U
WH(POpPMAIIMOHHOW OE€30MaCHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAYCHUE IS
oOecrieyeHus: OOBEKTUBHBIX MOTPEOHOCTENW JUYHOCTH, OOIIECTBA M TOCYapCTBa
(OIIK-1).

NuaukaTopbl U JECKPUNITOPHI YaCTA COOTBETCTBYIOLIECH KOMIIETEHIINH,
dbopMupyeMoii B mpolecce H3ydeHUs IUCHUIUITMHBI «OCHOBBI MH()OPMALIMOHHON
0€30MacHOCTHY, OIEHUBAIOTCS TMPU MOMOIIY OLIEHOYHBIX CPECTB.



[Inanupyemsie pe3ynbTaTbl 00yueHus 1o AucuuruinHe « OCHOBBI HH()OPMAIIMOHHONW O€30MacHOCTHY,

WHIUKATOPHI AocTixkeHus kommereHui OIIK-1, mepedeHs OeHOYHBIX CPEACTB

No Kon HanmenoBanue Kon [Inanupyemblie HaumenoBanue
/T | WHAMKATOpa HHAUKATOpa IUIAHUPYEMOT'O pe3ynbTaThl OLICHOYHBIX
JIOCTUKEHUS JIOCTUKEHHUS pesynbTara o0yueHus CpENCTB
KOMIIETEHLINA KOMIIETCHIINU oOydeHus
1. NA-lonxk-1 3Hate: MecTo M ponb | 3 (U]I-lomk-1) | 3Haer: MecTo M ponb | Bonpoce Tecta
WHPOPMATNOHHOM HHPOPMAINOHHON
0€3011acHOCTH B 6e3omacHoOCTH B
cucTeMe cucTeMe
HaIlMOHAJILHOM HaIlMOHAJILHOM
6e3omacHocT PD, 6e3omacHOCTH PD,
OCHOBBI OCHOBBI
roCy/apCTBEHHOMN roCy/apCTBEHHOM
nHpopManoOHHOH nHpopmMannoHHo
TIOJIUTHKH, MOJIUTHKH,
CTPATETHIO Pa3BUTHS CTPATETHIO Pa3BUTHSA
HH(OPMALMOHHOTO MH(POPMALMOHHOTO
obmectBa B Poccun obmecTBa B Poccun
2. W-2 onk-1 YMeTh: Y (MO-2omk-1) | VYmeer: Komrmnexr
KJIacCU(HIUPOBATH U KITaCCU(HUIMPOBATh U | IMHTALMOHHBIX
OLICHUBATH YTPO3BI OLICHUBATH yIPO3BI 3amaq
HHPOPMAMOHHOM HHPOPMAIMOHHOM
0e30MacHOCTH IS 0e30MacHOCTH IS
o0bekTa o0ObekTa
nHdopmaruzauuu nHdopmaruzauuu
3. NJ-3 onk-1 Bramets: waBeikamu | B (MJ1-3onk-1) | Brageer: HaBsikamu | Bompocst JUIs
0e30macHoOro 6e3omacHoro c/lauu 3a4yera
UCIIONIb30BaHUs UCIIOJIb30BaHHUs
TEXHHUYECKHX CPEJICTB TEXHUYECKUX
B mpodeccHoHaIbHON CPEICTB B
JeATEINBHOCTH, npodecCHOHATBLHON
METOaMH JeATEeIbHOCTH,
(bopMupoBaHUs METOJIaMH
TpeOoBaHUIt o (dopmMupoBaHUL

3ammTe MHGopMaIm

TpeOoBaHUI 1O
3armuTe UHGOpMAaLH




4. COAEP KAHUE INUCIUIIJINHBI
4.1. YueOHO-TeMaTn4yeckuii miadH. Qunasi gopma o0yueHust

KonnuectBo yacos
% KOHTAKTHOH paboTshI ¢
) Homep pa3aeana, HaumenoBanue pasjeia,
© nperojaBareieM
> TEeMbI TEeMBbI
A IIpaxTHuec.
Jlexnnu
3aHATHS
—
S 1 Ocnosvi bezonacnocmu 16 7
2, A6MOMAMU3UPOBAHHBIX CUCTEM
-9
1-p1ii pyOesxHbIil KOHTpOab | TecTupoBanue - 1
. 5 Obecneuenue bezonacrocmu 10 16
X A6MOMAMU3UPOBAHHBIX CUCEM
2. 3 Cpeocmea 3awumul uHgopmayuu om 5 7
A~ HEeCAHKYUOHUPOBAHHO20 0OCMYNA
2-oii pyOexHbIii KoHTposb | TectupoBanue - 1
Bcero 32 32

4.2. Conep:kaHue JIEKIIMOHHbIX 3aHATHH

1. Ocnogwl be3onacnocmu agmomMamu3upoEaHHbIX CUCHEM.

AKTyanpHOCTh MpoOJEeMbl 0oOecrieueHusi 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX
cucreM (AC). Mecto u posib aBTOMAaTU3UPOBAHHBIX CHUCTEM B YNpaBICHUH OU3HEC-
IPOLIECCaMH. ObocTpeHue poOJIeMBI obecrnieyeHus 0e301acHOCTH
aBTomMaTuzupoBaHHbiX cucteM (AC) Ha coBpemeHHoM HsTame. 3ammra AC Kak
IOpOLECC YINpaBiCHUs pUCKaMHU. MeTOoJbl OLEHKU LEJIecCOOOpa3HOCTH 3aTpaT Ha
oOecrieuenue Oe3omacHocTH. (OcobenHoctu coBpeMeHHBIX AC Kak OOBEKTOB
3aIUTHI.

OcHOBHbIE TOHSTUS B 00JIACTH aBTOMAaTU3MPOBAHHBIX cUcTeM. OmnpeneneHue
oezonacHoctu AC. HuHpopmauuss u uHPopMauuoHHble pecypchl. CyObeKThI
UH(POPMAIIMOHHBIX CUCTEM, UX 0€30MacHOCTh. Lledh 3amuThl aBTOMAaTU3UPOBAHHON
CUCTEMBI U LIUPKYJIUPYIOLIEH B HEW HH(pOpMaIUy.

YTpo3bl 6€30MaCHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM. Y SI3BUMOCTH OCHOBHBIX
CTPYKTYPHO-(DYHKIIMOHANILHBIX ~ 3J€MEHTOB  pacnpeneiieHHbix  AC.  Yrpo3ssl
oe3onacHoct nHpopmanuu, AC u cyObeKTOB HHPOPMALIMOHHBIX OTHOILICHU.

Knaccuduxkanus yrpo3 6€30macHOCTH.

Knaccudukanus kananoB npoHukHoBeHHss B AC W yTeuku HHPOpPMAIIUU.
HedopmanbHas Moiens HapyIIUTENs.

Mepbl U OcHOBHbIE HpUHIUIBI oOecrnieueHus: 6e3omacHoct AC. Bumgsl mep
OPOTUBOJEUCTBUS yrpo3aM Oe3onacHOCTU. [IpUHIMIBI MOCTPOEHUS CUCTEMBI
obecrieuenus 6ezonacHocTy nHpopmanuu B AC.

[IpaBoBbie  ocHOBBI ~ oOecrieueHusi Oe3omacHoctn AC. 3ammmaemas
uHpopMmarus. JlunensupoBanue. CepTUdUKalUs CPeACTB 3alIUTHl MHOOPMALUU U
arrectansi  oObekTOB  WH(popMartuzanuu. CroenuanbHble  TpeOOBaHUS U
pEeKOMEHJAlMKM M0 TEXHWYECKOW 3almmTe KOH(HIESHIMAIbHON WH(pOpMAaIUH.
IOpuanueckas 3HAYUMOCTh DJIEKTPOHHBIX TIOKYMEHTOB C AJIEKTPOHHOU IMOAMHCHIO.
OTBETCTBEHHOCTH 32 HapyIlIeHUs B cepe 3amunThl HHHOPMAIIUH.
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locynapctBenHast cucrtema 3amuThl WHGOpMaruu. [J1aBHBIE HampaBJICHHS
pabor no 3ammre uHPopMauuu. CTpyKTypa TOCYAapCTBEHHOW CHCTEMbl 3alllUThI
uHpopmaruu. OpraHuzanus 3amUThl UHPOPMALlUM B CHCTEMax M CPEACTBax
uHpopmaTuzalud U CBI3U. KOHTPOJIb COCTOSHUA —3allUThl  MHGOpPMAIUH.
duHaHCUPOBAHHE MEPONPUATHI MO 3aIUTe UHPOPMAIUU.

2. Obecneuenue 6e3onacnocmu agmoMamu3upPOCAHHBIX CUCHIEM.

OpranuzanuoHHasi CTPYKTypa cucTeMbl obOecrnedenust Oe3zonacHoctd AC.
TexHomorus ympasiaeHUs: 0€30MacHOCTHI0 HHpopManuu u pecypcoB B AC. UHCTUTYT
OTBETCTBEHHBIX 3a obecrnedeHne nH(poOpMaIrmoHHOW Oe3omacHOCTH. PermamenTarus
JNeWCTBUN Tonb3oBarened u  oOciayxkuBaromiero nepconana AC. Ilonutuka
0e30MacHOCTH OpraHu3aluu. MeponpusaTrus MO0 CO3JaHUI0 M OOECIEeUEHUIo
(YHKIMOHUPOBAHUSI KOMIUIEKCHOM CUCTEMBI 3alUThl. Pacnpenenenrne pyHKUIUN 11O
obecneuenunto 6ezonmacHocT AC. OpraHu3alMOHHO-PACHOPSAUTENbHbIE JOKYMEHTHI
no obecneuenuto 0ezonacHoctu AC.

OO0si3aHHOCTH  TOJb30BaTENe W OTBETCTBEHHBIX 3a  o0ecredeHue
uH(popMaIMOHHONW Oe30macHOCTH B mojpaszzeieHusx. [IpoGnema dyenoBeueckoro
dakTopa. OOmme mnpaBuiaa  obecmeueHus — Oe3omacHocTH.  OOS3aHHOCTH
OTBETCTBEHHOTO 3a oOecreueHre 0e30macHOCTH WHGOpPMAIMU B IMOApa3/IelICHUN.
OTBETCTBEHHOCTD 3a HapyllleHUus TpeOoBaHUM obecnieueHus 6ezonacHocTu. [lopsimok
paboOThI C HOCUTENSIMHU KITFOUE€BOU MH(OpMAIUK.

PernamenTarusi paboT mo oOecreueHnto 0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX
cucteM. PermamenTtanuss nOpaBui  NAPOJBHOM W AHTUBUPYCHOW  3aIlIUTHI.
Pernamenrtamnusi mnopsaka Jomycka K paboT€ ¢ U3MEHEHHUs] IOJTHOMOYHUMA
nosnb3oBatene  AC. PernameHtranus 1nopsAaka HU3MEHEHUs  KOH(Urypauuu
anmnapatHo-TiporpaMMHbIX cpenctB AC. PermameHTanus mnpoieccoB pa3padoTKw,
WCIIBITAHUSI, OTIBITHOM AKCIUTyaTallu, BHEJPEHUS U CONIPOBOKACHUS 3a1a4.

KareropupoBanne ¥ JOKYMEHTUPOBAHHME  3allIMIICHHBIX  PECYpPCOB.
Onpenenenue rpaaanuii BaXHOCTHU M COOTBETCTBYIOIIMX YPOBHEHW oOecreueHus
3alMThl  pecypcoB. KareropupoBanue 3amumaeMbix pecypcoB. [IpoBenenue
UH(OPMAITMOHHBIX 00CIIEI0BAHUIA U JOKYMEHTUPOBAHKE 3aIIHUIIAEMbIX PECYPCOB.

Konnenmus nadopmanronHoi 6e3onacHocty. [madsl 3amuThl 1 o0ecreueHus
HEeMpepbIBHONM  paboThl W BoccraHoBieHusi mnoacucteM AC. Konnenmus
uHpopMaImoHHou Oe3omacHocTH opranu3anuu. [Inan 3ammTel nHGopManuu. [lnan
oOecrieueHus: HeMpephIBHOM pabOTHI U BoccTaHOBIIeHUS TToacucteM AC.

3. Cpeocmea 3auiumel unghpopmayuu om HeCAHKUUOHUPOBAHHO20 00OCHYNA.

Ha3nHauenne M  BO3MOXHOCTHM  CpPEICTB  3alllUThl  MHPOPMALMH  OT
HECAHKIMOHUPOBAHHOTO AocTyma. OcCHOBHbIE MexaHu3Mbl 3amuThl AC. 3ammra
MepuMeTpa KOMITBIOTEPHBIX CETeM W  YNpaBJICHUE MEXaHU3MaMU 3alllUTHI.
CrtpaxoBanue HHGOPMAIIMOHHBIX PUCKOB.

AmnmapaTHO-TIPOTPaMMHBIE cpelncTBa 3aIUTHI uHbopMaIuu oT
HECAaHKIIMOHUPOBAHHOTO JIOCTyMa. PeKoMeHmanuu 1O BBIOOPY CPEACTB 3alUTHI
uH(OpMAIIMU OT HECAHKIIMOHUPOBAHHOTO joctymna. OO030p CyImEeCcTBYIOIMHUX Ha
pPBIHKE CpPEACTB 3alUThl HWHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.
CpenctBa anmapataoi moaaepxku. CrnocoObl ayTeHTH(UKAIIAH.



[IpuMeHeHre TaTHBIX U JAOMOJHUTEIBHBIX CPEACTB 3aIUTHl HHPOPMAIHH OT
HECaHKIIMOHUPOBaHHOTO jaoctyna. Ctparerus 6ezonacHoct Microsoft. 3ammra ot
BMeEIIIATEILCTBA B Ipoliecce HopMaibHOro (pyHkimonupoBanus AC. Pazrpannuenue
JIOCTyTa 3aperuCTPUPOBAHHBIX TMojdb30oBareneil k pecypcam AC. OnepaTuBHOE
OTIOBEILIEHHE O 3apETUCTPUPOBAHHBIX MOIMBITKAX HECAHKIIMOHMPOBAHHOTO JOCTYIIA.
3amura JJaHHBIX OT HECAHKIMOHUPOBAHHOW MOJU(UKAIMU, KOMUPOBAHUSA U
nepexsara cpe/CTBaMu UG POBaHUS.

4.3 IlpakTnyeckne 3aHATUSA

HanmenoBanue HanmenoBanue tem Hopmarus
pasznena, IIPaKTUYECKUX 3aHATUN BPEMCHH,
TEMBI gac.

Howmep
pasnena

OcHoBrbl Oe3omacHocTd | [Ipakmuueckoe  3aumsmue Nel. OCHOBHBIC 2
ABTOMATU3UPOBAHHBIX TIOHSITHS B o0mactu 0e30macHOCTH
CHCTEM ABTOMATHU3MPOBAHHBIX CHCTEM

Cemunap. Yrpo3sl 0€301acHOCTH 2
ABTOMATHU3UPOBAHHBIX CHCTEM.
1 Cemunap. Mepbl M OCHOBHBIC TMPUHIIUIIBI 2
obOecrieueHuss  0E30MaCHOCTH. [TpaBoBbIE
OCHOBBI 00CCIICUCHHUS aBTOMATH3UPOBAHHBIX
CUCTEM.

Cemunap. 1lpaBoBbIe OCHOBBI OOecTeUEHUS 1
ABTOMATH3UPOBAHHBIX CHCTEM

1-p1ii pyOekHBIH KOHTPOJIb Tecmuposanue 1

Ob6ecrieucHue Ipaxmuueckas 3auamue No2. 2
0€30MacHOCTH OpranuzannoHHas CTPYKTypa CUCTEMBbI
aBTOMATHU3UPOBaHHBIX | obecnieueHus 6ezonacHoctu AC.

cucTeM [ Ipakmuueckoe 3auamue Ne3. O0s13aHHOCTH 4
[TOJIB30BATEJIEN U OTBETCTBEHHBIX 3a
oOecnieueHre nHGOPMAIMOHHON 0€30MacCHOCTH B
nonpasaeneHusx. Pernmamenrtanus pador no
oOecreyeHnto 6e30MacHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM.

Tlpakmuueckas paboma Ned. KareropupoBanue 4
U IOKyMEHTHPOBAHNE 3AIIUIICHHBIX PECYPCOB.
Konuenmus nadopmairionHoi 6e30nacHOCTH.
[Tnanbl 3a1UTHI U 0OECTIEYEHHS] HETIPEPHIBHOM
paboThl U BoccTaHOBJIeHUs nojcucteM AC.
Ipakmuueckas 3anamue Ned. ObecrieueHne 2
HE00XO0/IUMOTO YPOBHS JOCTYITHOCTH,
1[EJIOCTHOCTH U KOH(UIEHIIUATEHOCTH
KoMIoHeHTOB AC.

Ipaxmuueckas 3ansimue Ne6. Ilomutrka 1
0€30MaCHOCTH OpraHu3aIUH.
Ilpakxmuueckas 3anamue Ne7 OOue npaBuiIa 1
obecrnieueHns 6€30MacHOCTH.
Ipaxmuyeckas 3anamue Ne8. Onpenenenue 1
TpeOOBaHU K 3alIUTEe KOHKPETHON
uHpopMaluu, e€ HOCUTENeH U MPOLIEeCCOB
00paboTKH.




Ilpakmuuecxas 3anamue Ne9. 1
JluueHnsupoBanue U cepTUHUKAIH B 0071aCTH
3alUThl HH(OPMAIIHH.

CpencTsa 3a1uThl Cemunap. HazHaueHue ¥ BO3MOXKHOCTH 2
nH(popMaIuu OT CPEICTB 3alUThl HHPOPMAIIH OT
HECAHKIIMOHMPOBAHHOT | HECAHKIIMOHMPOBAHHOTO JAOCTyMNa. AnmapaTHO-
0 JocTyna IIPOrpaMMHBIE CPeJICTBA 3alUTHI HHPOPMALIUU
0T HECAHKIIMOHMPOBAHHOTO AOCTYIA.
Cemunap. ITpuMeHeHUE IITATHBIX U 2
JIOTIOTHUTEIBHBIX CPECTB 3aIUTHI
nH(OpPMaLIUU OT HECAaHKIIMOHUPOBAHHOTO
JIOCTYyTIA.

Cemunap. 3auuTa nepumMeTpa KOMIbIOTEPHbBIX 2
ceTel M ynpaBJIeHNE MEXaHU3MaMH 3aIIUTHL.
Cemunap. O630p CyIIECTBYIOIIUX HA PHIHKE 1
CPEZCTB 3alIUTHl UH(OPMAIIMH OT
HECaHKIMOHUPOBAHHOTO JOCTYTIA.

2-0ii py0eKHbIii KOHTPOJIb Tecmuposanue 1

Hmozo 32

5. METOINYECKUE YKA3ZAHUA JJIS1 OBYUYAIOHINXCA
IO OCBOEHHIO JTUCHUITJIMHBI

[Ipn mpociaymuBaHUM JIEKIUNA PEKOMEHIYETCS B KOHCIIEKTE OTMEYaTh BCE
BAKHBIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSIET BHUMAHHE IPENOAABATEIb, B YACTHOCTH
T€, KOTOpPBIE HAIpPaBJICHbl HAa KAaYECTBEHHOE BBHIMIOJIHEHUE COOTBETCTBYIOLIEH
MPaKTUYECKON paOOTHI.

[IpenogaBareneM  3arlaHUPOBAHO  KCIIOJIL30BAaHWUE TIPU  UTEHUM  JICKLIUH
TEXHOJIOTUU y4eOHOM nuckyccud. [loatomy pexomeHayercsi (pukcupoBarh Jjisi ceOs
WHTEPECHBIE MOMEHTBI C IEJIbI0 UX AKTUBHOTO OOCYXKIEHHSI Ha JIMCKYCCUU B KOHIIC
JIEKIIWH.

3a10roM  KaueCTBEHHOI'O BBIMOJHEHUSI MPAKTUYECKUX paldOT  SBISETCS
CaMOCTOSITENIbHASI MOATOTOBKA K HUM HAKaHyHE IYyT€M IOBTOPEHHUS MaTEepUaJIOB
JeKuuid. PekoMeHyeTcst MoArOTOBUTH BOMPOCHI 1O HESICHBIM MOMEHTAaM U OOCYJIUTh
UX C MpernoiaBaTesieM B Hayaje padoThl.

[IpenonaBarenemM 3ariaHUPOBAHO MPUMEHEHUE HAa MPAKTUYECKUX 3aHATHUAX
TEXHOJIOTUM Pa3BUBAIOIICHCS KOOIEpAllUM, KOJUIEKTUBHOTO B3aUMOJICHUCTBUS,
pa300pa KOHKPETHBIX CUTYaIUH.

JUist  TeKyImiero KOHTPOJS YCIEBAEMOCTH MO O4YHOUW (opme oOydeHus
npenojaBaTesieM UCTOJb3yeTcsl OaNIbHO-PEUTUHIOBAsI CUCTEMA KOHTPOJISI U OIIEHKU
aKaJIeMUYECKOM aKTUBHOCTH. [103TOMYy HACTOSITEIBLHO PEKOMEHIYETCS TIATEIHHO
npopadaTeiBaTh MaTepUasl AUCIUILIMHBI IPU CAMOCTOSITEILHON paboTe, y4acTBOBATh
BO Bcex (opmax OOCYXKJIEHHS W B3aUMOJICUCTBHUS, KaK Ha JICKIUMAX, TaK M Ha
MpaKTUYECKUX paboTax B IEIAX JIYYIIETO OCBOSHUS MaTepuajia U TOJTy4YEHUs
BBICOKOM OIIEHKH IO pe3yJibTaTaM OCBOEHUS JTUCITUTLINHBI.

BrinonHeHne caMocTOsSTENbHOM pPaboThl MOJApa3yMeBaeT CaMOCTOSTEILHOE
U3Y4YeHUE Pa3JeioB JUCHUIUIMHBI, TOJATOTOBKY K TMpakTUYeCKuM paboTam, K
PYOEKHBIM KOHTPOJISIM M TIOJITOTOBKY K 3a4€TY C OIIEHKOM.
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PekoMenayemasi TpyJAOE€MKOCTh CaMOCTOSITEIbHOM paboThl MpeacTaBiIeHA

TabnuIe:
PexoMeHxyeMblil pesKMM CAMOCTOSAATEIbHON pad0ThI
HanMeHnoBanue Pexomennyemas
BH/Ia CAMOCTOSITEIbHOM PadoThI TPYHOCMEKOCTD,
aKaJ. Jac.
CaMocTosiTe1bHOE H3yYeHHE TeM 8
OcHOBBI 6€3011aCHOCTH AaBTOMaTU3UPOBAHHBIX CHCTEM 2
Obecneuenne 6e30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM 3
CperncTBa 3amuThl HHGOPMAIMKU OT HECAHKIIMOHMPOBAHHOI'O JOCTYMA 3
[ToaroroBka K MpakTUYECKUM 3aHATHSAM (110 2 yaca Ha KaXKJ10€ 3aHSTHUE) 16
[ToaroToBka K pyOe)HBIM KOHTPOJISIM (TI0 149acy Ha Kax bl pyOexHbII 2
KOHTPOJIb)
[ToaroToBka K 3a4eTy ¢ OLIEHKOH 18
Bceero: 44

6. POH/I OHUEHOYHbBIX CPEACTB VI ATTECTAIIMM 110 IMCHUTIJIMHE

6.1. IlepevyeHb OLICHOYHBIX CPEICTB

1. bannpHO-peUTHMHIOBas CHCTEMa KOHTPOJS M OLEHKM aKaJAeMUYECKOU

akTUBHOCTU oOyyaromuxcs B KI'Y.
2.0TYeTHI 10 MPAKTUIECKUM 3aHITHUSIM.

3. bank TecToBBIX 3a/1aHuil K pyOekHBIM KOHTpOJsiM Ne 1, Ne 2.

4. Bonpocsl K 3a4€Ty C OLIECHKOU

10




6.2. Cucrema 0a//IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00Y4aIOIIMXCSl 10 AUCHMILIMHE

Ne Hanmenosanue CopepxaHue
1 | Pacupenencuue Pacnpenenenne 6amion
0aJTOB 3a CEMECTPHI =~ o o — o
> Q o Pl = 8l
0 BHJIaM Y4eOHOM £ 4 S T = ol o5
e} 2] — - -
paboTsI, CPOKH 2 & g5 = 2 2 Z 5 Z = 5 E
cauu yueOHOH ;‘% 8 § o E S S &8 & ::;; o
— <
paboTsI (D0goosmcs = = = 2 8 A £EILE °
as) M E = Z
00 ceedenus
ooyuarowuxca Ha
bannbHas
nepgom yuebHom ) 15:x 16 =244 25x 16 = 325 7 7 30
OIICHKA:
3auAMuUU)
2 | Kpurepuii nepecuera 0aioB B 60 u MmeHee 0aTOB — HEYAOBJICTBOPUTEIHHO; HE 3aUTEHO;
TPaIUIIMOHHYIO OIIEHKY 10 61...73 — yIOBIETBOPUTEIFHO; 3a4TEHO;
uToram paboThI B CEMECTPE U 74... 90 — xoporio;
3ayeTa 91...100 — oTinyHO
3 | Kpurepuu nomycka K dns  nmomycka K OPOMEXYTOUHOM — aTTECTAllMM IO
MIPOMEKYTOUYHON aTTECTAIlHH, TUCITUILTAHE 32 CEeMECTp OOYJaroIIWiCs NOJDKEH HaOpaTh IO
BO3MOYXHOCTH TIOJTyUCHHS UTOTaM TEKYIIEeTo U pyOeKHOTo KOHTPOJIsl He MeHee 51 OanoB.
aBTOMAaTHYECKOTO 3a4eTa B cnywae ecnm oOywarommuiicss HaOpan meHee 51 Oamma, TO K
(3K3aMeHaIMOHHON OLIEHKH) TI0 aTTECTAllMOHHBIM HCITBITAHUSM OH HE JTOITYCKAETCS.
JUCLUIUIMHE, BO3MOXXHOCTD Jnga monmyuyeHust 3aueTa C OLEHKOM 0e3 mpoBeneHus
MOJTy4eHUs] OOHYCHBIX 0aJlIIOB NpoLeayphl  MPOMEKYTOYHOH aTTecTalMd O0O0ydaromeMycs

HeoOXOoauMO HaOpaTh B XOJe TEKYIIero M pyOexHBIX
KOHTpoJsiel He meHee 61 Oamta. B aTom ciydae uror GaymnbHON
OLICHKH, TIONy4aeMOH OOydJarommMcs, OMpeAessieTcss o
KOJMYECTBY OaiioB, HaOpaHHBIX MM B XONI€ TEKYIIETO U
pyOexxnoro koHrpomei. Ilpm asTromM, Ha  ycMOTpeHHe
mpernoaaBaress, OalbHas OICHKA O0YYaroIIerocs MOXET OBITh
TOBBIIIICHA 32 CYET IIOJIyYeHHUsS IOIMOIHUTENFHBIX 0alllloB 3a
aKaJeMHUYECKYI0 aKTHBHOCTb.

OOyuarommiicsi, UMCIOIIUI MPaBO Ha IOJyYCHHE OICHKH
0e3 TpoBeleHHs TMPONEAYPhl TPOMEXKYTOYHOW aTTecTaluH,
MOJKET TOBBICUTD €€ MTyTEM CJIa4d aTTeCTAIMOHHOTO UCTIHITAHNSI.
B ciydae momydeHuss oOydarommMMcs Ha aTTECTAI[MOHHOM
ucnbTanuu 0 0aIoB UTOr OAIBHOM OLIEHKU 110 JUCLUILIMHE HE
CHIDKAETCS.

3a akaJeMH4YecKyl0 aKTHBHOCTb B XOJI€¢ OCBOCHUS
JUCIUTUTAHBI, y9acTHe B y4eOHOU, HAYYHO-HCCIIEIOBATETHCKOM,
CIIOPTUBHOM,  KYJIBTYPHO-TBOPYECKOH U OOIIECTBEHHOMH
JIESTeIbHOCTH ~ OOydaromeMycss MOTYT OBITh  HAYMCIICHBI
JOIIOJIHUTCIIbHBIC 63J'IJ'ILI. MaxkcuManbHOE KOJIMYECTBO
JIOTIONIHUTENBHBIX ~OalJIoB 32 aKaJieMHYeCKyl0 aKTHBHOCTb
cocrapysieT 30.

OcHoBaHMEM [UISI TIONYYCHHS JOTIONHUTEINBHBIX OaJlIioB
SIBIIAKOTCA:

- BBITIOJIHEHHE JOTIOJTHUTENLHBIX 33J]aHUH 110 TUCIIUILIHHE;
JIOTIOJTHUTENbHBIE OaJTbl HAUUCIISIOTCS TIPENOAaBaTelIeM;

- yJyacTHe B TEYCHHE cCeMecTpa B Yy4YeOHOW, Hay4dHO-
HCCIIEIOBATEIbCKOM, CHOPTUBHOM, KYJIBTYPHO-TBOPYECKOM U
oOmectBeHHoH nesitensHocTr KITY.
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4 | ®opMbl U BUIBI y4eOHOH pabOThI B cnydae ecnm Kk MpoMeXyTOYHOM aTTeCTallMH (3a4eTy C
JUISL HEYCTICBAIOTITIX OIleHKOM) HaOpaHa cymMmMa MeHee 51 OamioB, oOydarormemycs
(BOCCTaHOBHBILIMXCS Ha Kypce HEoOXoIUMO HaOpaTh HeNOoCTarollee KOJIWYeCTBO OamioB 3a
o0yueHus) oOydaromuxcs s CYeT BBINIOJHCHUS [JOIMOJHHUTENBHBIX 3aJaHud, OO0 KOHIA
MOJTyYEHHS HeJOCTAIOIITIX MoCJIeTHEeH (3aUeTHOW) HEAed CeEMECTpa.
0aJuI0B B KOHIIE CEMeCTpa JIukBUpanys aKaJeMUUYECKHUX 3aIO0/DKEHHOCTEH, BO3HMKIIMX

W3-32 Pa3HOCTH B Yy4eOHBIX IUIaHAX TpH TIEpeBOAC WU
BOCCTaHOBJICHUH, MPOBOAUTCS myTeM BBITIOJTHEHUSI
JOTIOJIHUTENBHBIX 3a0aHui, GopMa 1 00beM KOTOPBIX ONPENeIISIeTCs
TIPETIOIABATEIIEM.

6.3. IIpouenypa oueHuBaHHS Pe3yJIbTATOB OCBOCHUS M CHUIIMHBI
Py6exxHble KOHTPOJIM IPOBOJATCS B (POPME MUCEMEHHOT'O TECTUPOBAHMUS.
[lepen mpoBeneHHEM KaXXIOro pyOekKHOro KOHTPOJIA —IIpernojaBareib

npopadaThiBaeT ¢ 0OYYAOIIMMUCS OCHOBHOM MaTeprall COOTBETCTBYIOIIUX PAa3EiIoB
JTUCLIUIUIMHBL B OpME KpaTKOW JEKIUHU-AUCKYCCUM. BapuaHThl TECTOBBIX 3aJaHUM
cocTosT st 1 u 2 pyOesxkHOTro KOHTpOoJia u3 24 BonpocoB. Ha kaxgoe TecTupoBaHUe
npu pyOeKHOM KOHTpOJIe 00yJarommemMycsi OTBOAUTCS 2 aKaJeMUUECKUX Jaca.

Bannbr oOyuaroniemMycsi BHICTABISIOTCS B 3aBUCUMOCTH OT 4YMCJIa MPaBUIIBLHO
BHIOpaHHBIX OTBETOB. MToromas oIleHka 1O TecTy (QopMHUpPYETCS IMyTeM
CyMMHUpPOBaHMsI HAOpaHHBIX OAJUJIOB W OTHECEHUS HUX K OOIIeMy KOJUYECTBY
BOIIPOCOB B 3a7aHuu. [loMHOkHB nonydyeHnHoe 3HaueHue Ha 100%, MOXHO npuBECTH
UTOTOBYIO OIICHKY K TPAJAUIIMOHHOMN CJIETYIONTUM 00pa3oM:

«HEYJIOBIIETBOPUTEIILHO» — MeHee 50%

«ynoierBoputeabHO» — 50% - 70%

«xopomio» — 70% - 90%

«otanaao» — 90% - 100%.

[IpenonaBarenp OlIEHUBAET B Oauiax pe3yJbTaThl TECTHUPOBAHUS KaXkKIOTO
00y4aromerocs Mo KOJIMYECTBY MPABUILHBIX OTBETOB M 3aHOCUT B BEJIOMOCThH ydeTa
TEKYIIEW YyCIIEBAEMOCTH.

3aueT C OILICHKOW MPOBOAUTCS B (opMe OTBETa HAa BOMPOCHl Owmiera. bumiet
COCTOMT U3 2 BOMPOCOB. Bompockl k 3a4eTy HOBOASTCS /10 OOYUarOUXCsl Ha MOCeTHEN
Jekiuu B cemectpe. Kaxapiit Bompoc otienuBaetcs B 15 6amwioB. Ha moaroroBky oreera
oOyyaromemMycsi OTBOJUTCS | aCTpOHOMUYECKUI Yac.

Pe3ynbTaThl TEKyIIEr0 KOHTPOJSL YCIEBAEMOCTH UM 3ayeTa 3aHOCATCS
npenojaBaTelieM B 3a4€THYIO BEIOMOCTb, KOTOpasl CHAETCS B OpraHMW3alMOHHBIN
OTZEJl MHCTUTYTa B JICHb 3auy€Ta, a TAKKE€ BBICTABIAIOTCS B 3aUYETHYIO KHIXKKY
oOyyJarorerocs.

6.4. IlpuMepbI OLIEHOYHBIX CPEICTB IS PY0OeKHBIX KOHTPOJIEH H
3a4era ¢ OLeHKOM

1-wv1i1 pyoestcrvlit Konmposo

1. AkKmueHnbwtii nepexeam ungopmayuu 3mo — nepexean, KOMOpPwvlil:

1. 3akmrovaeTcsi B yCTaHOBKE MOJCIYUIMBAIOIIETO YCTPOWCTBA B ammaparypy
CpelcTB 00pabOTKK MH(MOpPMAIIK;

2. OCHOBaH Ha (UKCAIUU DJEKTPOMATHUTHBIX U3JIYYCHUU, BOSHUKAIOUIUX TPU
(GYHKIIMOHUPOBAHUH CPEJICTB KOMITBIOTEPHON TEXHUKHA U KOMMYHHUKAIIHH;,
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3. HEmpaBOMEPHO HCMOJb3YEeT TEXHOJOTUYECKHE OTXOAbl MH(POPMAIMOHHOTO
npoiiecca;

4. OCyIIECTBIIAETCS IyTEM UCIOJIb30BAHUS ONTHUYECKON TEXHUKH;

5. OCyIIECTBISAECTCS C MOMOUIBIO MOJKIIOUEHUS K TEJIEKOMMYHUKAIIMOHHOMY
000pyZOBaHUIO KOMITBIOTEPA.

2. Kak nazvlieaemca cnocoé6 HeCAHKYUOHUPOBAHHOZ0 O00CMYnA K
uHgpopmayuu, KOmopwlii 3aK1104aemca 6 HEeCAHKYUOHUPOGAHHOM Oocmyne @
KOMnblomep uiu KOMRolomepHyro cems 6e3 npasa Ha mo?

1. «3a mypakom»; 2. «bpemiby; 3. «KoMIbIOTEpHBIN ad0paAaK»;

4. «3a xBOCT»; 5. «HecnemHslii BEIOOPY.

3. 3awquma ungopmayuu — mMo:

1. mpomecc cbopa, HakoIUIeHHS, OOpPaOOTKH, XpaHEHWUs, pPACHpPENCICHUS U
noucka uH(popmanuu;

2. mpeoOpa3oBaHue HH(MOpPMALMK, B PE3yJIbTaTe€ KOTOPOrO COJEp)KaHUE
UH(POpPMaIlMU CTAHOBUTCS HEMOHSATHBIM JUIsl CyObEKTa, HE UMEIOILEro JJOCTYIA;

3. monyyeHue CyOBEKTOM BO3MOXKHOCTH O3HAKOMJIEHHSA C HH(OpMaIueu, B
TOM YHCJIE IIPU IIOMOIIM TEXHUYECKUX CPEJICTB;

4. COBOKYIHOCTH IpaBUJI, PErVIAMEHTHPYIOLIUX MOPSANOK M YCIOBHUS JOCTyNa
cyObekTa K HH(POpPMAIMH U €€ HOCUTEISIM;

5.  JedATeNnpbHOCTb 1O NOPEJOTBPALICHUIO  yT€YKM  MH(pOpMaluu,
HECAaHKIIMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3JCHCTBUI Ha HEe.

2-011 pybescHblil KOHMPOJlb

1. 3awmuma ungpopmayuu om pazenawienus — 3mo 0OeaAmenAbHOCHb NO
npeoomepauenuio:

1. mosmydeHus 3amMIaeMoll MHQOpPMalUK 3aWHTEPECOBAHHBIM CYOBEKTOM C
HapyLIEHUEM YCTAHOBJIEHHBIX MPAaBOBBIMU JIOKYMEHTAMHU WJIM COOCTBEHHHUKOM,
BJIaJI€NIbIIEM MH(POPMAIIMK MPAB WIIH MPABIII JOCTYTIA K 3allUIaeMoi nHMOpMaIny;

2. BO3JIEUCTBHSI C HapyIICHHEM YCTAHOBJICHHBIX MpaB W/WIU TPaBWI Ha
U3MEHEeHHe UuH(pOpMaluu, NOPUBOJAIIETO K  HUCKAKEHUIO, YHUUYTOXKEHUIO,
KOIMPOBAHUIO, OJIOKUPOBAHUIO JOCTyMa K uWHQOpManuu, a Takke K yTpare,
YHUYTOXEHUIO WU COO0I0 (PYHKITMOHUPOBAHUS HOCUTENS MHPOPMAIIHH;

3. BO3JCHCTBUS Ha 3alUIIAEMyI0 HH(POPMAIUIO OLIMOOK IOJIb30BATENS
uHpopmarmeit, c60d TEXHUYECKUX U TMPOTPAMMHBIX CPEJCTB HH(POPMAIMOHHBIX
CUCTEM, a TaKKe MPUPOJIHBIX SIBICHHI;

4. HEKOHTPOJIUPYEMOTO PACIPOCTPAHEHUs 3allMIIaeMOd HHQOpMaLUU OT ee
pasriaileHus, HECAaHKIIMOHUPOBAHHOTO JOCTYIa;

5. HECAaHKIIMOHUPOBAHHOTO JOBEJCHUS 3aluIiaeMoi nHpopMalu 10
HEKOHTPOJUPYEMOI'0 KOJIMYECTBA MoJTydaTenel nHpopmauu.

2. Hocumenws unghopmayuu — smo:

1. ¢usmveckoe JUIO, WIKM MAaTepUATBHBIM OOBEKT, B TOM YHUCIE (HU3UIECKOE
nojie, B KOTOPBIX WH(pOpMalLMs HAXOJUT CBOE OTOOpakeHHWE B BHUJE CHUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUUECKHUX PELICHUI U MPOLIECCOB;

2. cyOBeKT, OCYIIECTBISIONIUNA TOJIb30BaHUE WH(POpMAIEe U peaTu3yronui
MOJITHOMOYHMSI PACTOPSDKEHMsI B TIpenesiaX MpaB, YCTAHOBIICHHBIX 3aKOHOM W/WIIA
COOCTBEHHHKOM MH(MOPMAIIHH;
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3. cyOBeKT, MoNB3yomuiics nHopMaIuen, MoTyd4eHHON OT ee COOCTBEHHHUKA,
BlIaJcjba HJIHM IIOCPCAHHKA, B COOTBCTCTBHMHM C YCTAHOBJICHHBIMH IIpaBaMHM H
MpaBUJIaMH JIO0CTyIa K HHGOpMaIIUK JTUOO C UX HapyIICHUEM;

4. Cy6’beKT, B IIOJIHOM O0OO0OBLEME peaﬂmy}omnﬁ [TIOJTHOMOYM BJIaACHUA,
IIOJIb30BAHUA, PACIIOPAKCHUSA I/IH(l)OpMaHI/ICﬁ B COOTBCTCTBHUU C 3aKOHOAATCIIbHBIMU
adKTaMH,

5. y4aCTHHUK MPaBOOTHOIIEHUH B MH(OOPMAIIMOHHBIX IIPOIIeCcCaXx.

3. Tposanckue npozpammol, CKpbIMHO OCYULeCMIAIOUUE AHOHUMHbLIL
oocmyn K paziuunvim Hnmepuem-pecypcam, 00b14H0O UCNOBb3YIOMCA 017
paccouliiku cnama:

1. Trojan-PSW; 2. Trojan-Spy; 3. Trojan-Proxy;
4. Trojan-Downloader; 5. Trojan-Dropper.

IPUMEPHBINA NEPEYEHB BOITPOCOB K 3AYETY C OIIEHKOM

1. AKTyaabHOCTb poOJIEMBI oOecrieueHus 0e301acHOCTH
aBToMaTtu3upoBaHHbIX cucTteM (AC). MecTo u pojib aBTOMAaTU3UPOBAHHBIX CUCTEM B
YIPABJICHUH OU3HEC-TIPOLIECCAMMU.

2.3ammta AC kak mporecc ympaBieHuss puckamu. OcoOeHHOCTH
coBpeMeHHbIX AC Kak 00bEKTOB 3aIIUTHI.

3. Yrpo3bl 6€30macHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

4. Y S13BUMOCTb OCHOBHBIX CTPYKTYPHO-(DYHKIIMOHAJIbHBIX DIIEMEHTOB
pacrpeneneHHbIx AC.

5. Yrpo3bl GezonacHoctd uH(popmatmu, AC U CyOBeKTOB HHGOPMAIMOHHBIX
OTHOILICHUH.

6. Kimaccudukanus yrpo3 6e301macHOCTH.

7. Knaccudukanus kananoB npoHukHOBeHHs B AC 1 yTeuku nHGOpMAIIHH.

8. HedopmanbHas MojieNib HAPYIIUTEIIS.

9. Meps! 1 OCHOBHBIE IPUHIIUITBI 0OectieueHus 6e3onacHocTr AC.

10. Buap! Mep mpOTUBOACHUCTBUSA yrpo3aM 0€30MacHOCTH.

11. ITpyHIMOBI ~ TOCTPOEHUS  CHCTEMbI  oOecrieyeHuss  0e30MacHOCTU
uHpopmanuu B AC.

12. TIpaBoBBIe OCHOBHI 0OecnieueHus 6e3omacHocT AC.

13. 3ammmaemass uHpopmanus. JlunensupoBanue. CepTtudukamusi CpeicTs
3alMTHl HHPOPMALIMK U aTTecTalus 00bEKTOB HH(POPMATHU3ALUY.

14. Cneunanbhuple TpeOOBaHUS M PEKOMEHJAIMK IO TEXHUYECKOW 3allluTe
KOH(DUIeHIaTbHON NHGOPMAIIHH.

15. IOpunnyeckass 3HaAYUMOCTb 3JIEKTPOHHBIX JOKYMEHTOB C 3JIEKTPOHHOM
nojnuceio. OTBETCTBEHHOCTH 3a HapyIIeHUs B cepe 3aluThl HH)OpMALIUH.

16. I'ocynapcTBeHHas cucTeMa 3aiuThl HHQOpMaIuu.

17. Opranuzarusi  3ammThl  HMHPOPMAIIUM B CHCTEMaxX ©  CPEICTBax
MH(OpPMATU3ALMU U CBSI3U.

18. OpranuzanmoHHas CTpykTypa cuctemsl odecneuenus 6ezonacuoctu AC.

19. Texnonorus ynpasiieHus: 6€30nmacHOCTbIO HH(opManuu U pecypcoB B AC.

20. PernamenTanus JeHCTBUI MOJib30BaTeNeH M 0OCTYKMBAIOIIIETO MEPCOHAIIA
AC.
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21. [lonmutrka 6€30MacCHOCTH OpPTaHU3AIIH.

22. MeporipusTisi 1O CO3JaHUI0 W o0ecrneueHuio (yHKIIMOHUPOBAHUS
KOMITJIEKCHOW CUCTEMBbI 3aIUTHI.

23. Pacnipenenenne QyHkiuii o odbecneuenuto d6e3omacHoctu AC.

24. Opranu3aiiOHHO-PacoOPSIUTEIbHbIE  JOKYMEHThl 10  00€CIEeUEHHUIO
6e3onacHoctu AC.

25. O0s3aHHOCTA  TIOJIB30BATEJIE W OTBETCTBEHHBIX 3a oOecredyeHue
uH(GOPMaAIMOHHON 0€30MaCHOCTU B MOIPa3ACICHUsX.

26. O0s13aHHOCTH ~ OTBETCTBEHHOr0  3a  obOecrmeueHue  0€30MacHOCTH
uHbOpMaIMU B TIOPa3ACTICHUH.

27. OTBETCTBEHHOCTb 32 HapyIlIeHUs1 TpeOoBaHM obecreueHus: 0€30MacHOCTH.

28. Tlopsaok paboThl ¢ HOCUTEISIMH KIIIOUE€BOM MH(POpMAIUH.

29. PernamenTanus pabdor 1o o0ecrnedeHunto 0e30macHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

30. PernamenTanus nmpaBui MapoibHOW U aHTUBUPYCHOMU 3aIIIUTHI.

31. PernamenTanusi mopsiika JomMycka K pabOTe W MU3MEHEHHUS IMOJHOMOYMA
nonb3oBateneit AC.

32. PernamenTanusi mopsaKa M3MEHEHUS  KOHQUTYpallud  anmnapaTHo-
nporpaMMHbIX cpeacTB AC.

33. [Inan 3amuThl HHPOPMAIIUH.

34. HaznaueHne © BO3MOXXHOCTH CPEJACTB 3allUThl HH(POPMAUA OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

35. OcHOBHBIEC MeXaHU3MBbI 3anuThl AC.

36. 3ammTa TIEepUMeETpa KOMIBIOTEPHBIX CETEH W yIpaBJiICHHE MEXaHU3MaMH
3amuThl. CTpaxoBaHrue WH()OPMAITMOHHBIX PUCKOB.

37. AnmapaTHO-IPOTpaMMHBIE ~ CPEJICTBA  3aIUTBl  WHPOPMAMH  OT
HECaHKIIMOHUPOBAHHOTO JOCTYyTIA.

38. CpenctBa anmapaTHON MOIACPKKH.

39. Cnioco6»b1 ayTeHTUUKALIH.

40. IlpyuMeHeHne MITaTHBIX U IOMOJIHUTEIBHBIX CPEACTB 3allUThl HHGOPMAIIH
OT HECAaHKIIMOHUPOBAHHOTO JOCTYyMa. PazrpannueHne n0cTyna 3aperucTpupOBaHHBIX
nojb3oBarelieit k pecypcam AC.

41. OnepaT¥BHOE  OMOBEIIEHWE O  3apETHMCTPUPOBAHHBIX  TMOIBITKAX
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

42. 3amuTa JaHHBIX OT HECAHKITMOHMPOBAHHON MOAM(PUKAIINH, KOTTUPOBAHHUS
U TIepexBaTa cpeACTBaMHU MU POBAHUS.

6.5. @oH/ OLIEHOYHBIX CPEACTB
[onHbIil GaHK 3adaHUM Ui TEKYILEro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHOM
aTTeCTalliU 10 AUCLUIUIMHE, [IOKA3aTEIN, KPUTEPUH, IIKAJIbI OLCHUBAHNS KOMITETEHIINN,
METOJIMYECKHE MaTepHabl, OMPEACIIONEe TPOoLEeaypbl OLEHUBAHUS 00pa30BaTEIbHBIX
pE3yJIbTaTOB, MPUBEIEHBI B Y4€OHO-METOIMUECKOM KOMILIEKCE JUCHUILIUHBL.
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7. OCHOBHASA U JOITOJIHUTEJBHASA YUYEBHAS JINTEPATYPA
7.1. OcHOBHasI yueOHasl JIUTEPaATypa

1. MenbsaukoB B.I1. UHpopmarmonHas 6€301acHOCTh U 3aluTa HHPOpMAaIUH.
N3 parenbckuil neHTp «Akanemus», 2008. — 336 c.

2. SApoukun B.M. Mndopmanmronnas 6e30macHOCThb. - M.: AkaleMHUYECKUIA
npoekt, 2008. — 544 c.

3. 'anatenko B.A. OcHoBbl uH(opmaionnoit 6e3onacuoctu: Kypc nexuuii. -
M.: Unrepuet- Yuusepcurer Mudopmanmonnsix texnonoruii, 2006. — 208 c.

4. Pacropryes C.I1. OcHoBBI HHGOpMAIMOHHON Oe3omacHocTH. M3marenbekuit
ueHtp «Akaaemus» 2009.

5. KympusinoB A.M. OcnoBbl 3ammutsl nHbopMmanuu. W3natenbckuil HeHTp
«Axkamemus», 2009. — 256 c.

6. HoBoctpyes, A.B., ComomnoBaukoB, B.M., TepentreBa, A.A. Tezaypyc B
chepe wuHpopmarmonHot ©Oe3zomacHoctu [Tekct]/ A.B. Hooctpyes, B.M.
CononsuukoB, A.A. TepentheBa: VYueOHoe mocobue. — Kypran: W3a-Bo
Kypraunckoro roc. Yu-ta, 2014. — 471 c.

7. HomoctpyeB A.B. Tezaypyc B cdepe uHbOpPMAIMOHHON OE€30MaCHOCTH
[DneKTpOHHBIN pecypc]: yueOHoe mocoOue: [1sl CTyA€HTOB By30B, 00YJaroIIMuXCs 10
HaIpaBJICHUSIM U CHEIUATBHOCTSIM B 001acTu MHMOpPMAIMOHHOW Oe3omacHocTH]| /
A.B. HosoctpyeB, B.M. CononoBuukoB, A.A. TepeHTbeBa; MHUHHUCTEPCTBO
oOpa3zoBanus u Hayku Poccuiickoit ®enepauuun, Kypranckuil rocymapcTBEHHBIN
yHuBepcuTeT; [Hayd. pena. .M. Jluk]. - DnekTpoH. TekcToBble AaH. (tun ¢aiina: pdf;
pasmep: 3,86 Mb). - Kypran: MznarensctBo Kypranckoro rocyaapcTBEHHOTO
yauBepcuteta, 2014. - 468. — Hoctyn u3 OCb KI'Y.

8. Cranmaptel uHGOPMAIMOHHON O€30MaCHOCTU [DIEKTPOHHBIA pecypc]:
METOJMYECKUE YKa3aHUs K MPaKTUUYECKOMY 3aHATHUIO JJIsi CTYJACHTOB HaIlpaBJICHUM
10.05.03 u 10.03.01 / MunuctepcTBO HayKu U BhICIIero oOpa3zoBanusi Poccuiickoit
®enepanuu, Kypranckuit rocynapcTBeHnbiii yausepeureT, Kadenpa "beszomacHoctb
WH()OPMAITMOHHBIX W aBTOMATU3MpPOBaHHBIX cucteMm"; [cocT.. B.B. MockBuH]. -
OnexkTpoH. TekcTtoBble naH. (tum aina: pdf; pasmep: 840 Kb). - Kypran:
M3parensctBo Kypranckoro rocygapctBeHHoro yHusepcurera, 2018. - 29, [1] c.:
puc., Tabn. - bubmmorp.: c. 28-29. — Jloctyn u3z 3Ch KI'Y.

7.2 JlonmoJiHUTe/IbHASL YUeOHAasi JIuTepaTypa:
1. benos E.b., Jlocs B.II., MemepskoB P.B., IllenynmanoB A.A. OcHOBbI
uHpopmanmonHou 6ezonacHoct. M.: ['opsiuas nmuaus-Tenekom, 2006.

7.3 MeToaunueckas Jureparypa

1. MockBun B.B., [lonskoBa E.H. Meronnueckne yka3aHHsl K BBITOJTHEHUIO
JabopaTtopHbIX padoT mo guctuiinae «OCHOBBI HHGOPMAIMOHHOK 0€30IacHOCTIY
st cryaeHToB  crnenuanbHOcTH  10.05.03  «MHpOpManmonHas 6€30macHOCTb
aBTOMaTU3UpoBaHHbIX cucteM». Yacts 1. PUL[ Kypranckoro rocynapcTBEHHOIO
yHuBepcuteta. 2017.- 52 c.

2. MocksuH B.B., IlomskoBa E.H. MeTonnueckne yka3aHusl K BBIIOJHEHUIO
7abopaTopHbIX padboT mo auctuiinae «OCHOBBI HHGOPMAIMOHHOK 0€30IacHOCTIY
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st cryaeHToB  crnenmanbHOCcTH  10.05.03  «MHpOpManmonHas 6€30macHOCTb
aBTOMATHU3UPOBaHHBIX cucTem». Yacte 2. PUILl Kypranckoro rocynapcTBEHHOTO
yHuBepcureta. 2017.- 41 c.

7.4 HopmaTuBHO-IpaBOBOE o0ecnevyeHne JUCIUIINHbI:

1. loxtpuna uadopmainmonHoi 6e3zonacHoctu Poccuiickoit denepannu. (yTB.
VYkazom [Ipesunenrta PD 5 nexadpst 2016 r. Ne646).

2. 3akoH P® «O rocynapctBeHHo# TaitHe» oT 21 uroia 1993 r. Ne 5485-1.

3. 3akoH P® «O xkommepueckoii TaiiHe» oT 29 uronst 2004 r. Ne 98-D3.

4. ®enepanbHbiil 3ak0H «O0 HHPOpMAaIH, HHHOPMALIMOHHBIX TEXHOJIOTHIX U O
samute nHopmarum» ot 27 utois 2006 r. Ne 149-D3.

5. @enepanbHbIi 3aK0H «O MepCOHANIBHBIX TaHHBIX» 0T 27 utosist 2006 r. Ne 152-D3.

6. ®enepanbhblii 3aKk0H «O0 AmmeKTpoHHON momcHy oT 6 amperst 2011 r. Ne 63-03.

7. IlonoxkeHre No aTrTecTalui 00bEKTOB MH(POPMATH3ALMHU 110 TPEOOBaAHUIM
oe3onacHocTy nHpopManuu (yTB. 'ocy1apCcTBEHHOM TEXHUUECKONH KOMUCCHEN MTPH
[Ipesunente PO 27.10.1994).

8. Ilonoxenue o cepTuuKaluy CpeICTB 3aUIUTHl HHPOPMALUH 110
TpeOoBaHUAM Oe30macHocT nHGopMaluu (yTB. 'ocyjapcTBEHHOM TEXHUUECKON
komuccueit ripu [pesuaente PO 25.11.1995, mpukas Nel199).

9. CnienmanbHble TPEOOBAHUS U PEKOMEHJAINH 110 TEXHUYECKON 3alUTe
koHpuaeHuuanbHou uapopmaiuu (CTP-K) (yTB. ['ocynapcTBeHHOM TEXHUUECKON
xomuccuei ripu Ipesuaente PO 30.08.2002, npukazom Ne282).

10. ISO/IEC 27001 - 2005 (2013). MadopmarmoHHast TEXHOIOTHS. MeTOIbI
oOecrnieuenus: 6ezonacHocTH. CUCTEMBI yIIpaBieHUsI THPOPMALIMOHHON
oe3onacHocThio. TpeboBaHusl.

8. PECYPCBI CETU <MHTEPHET)»,
HEOBXOAMNMBIE J1JIs1 OCBOEHUA INCIUITJINHBI
1. [Dnextponnsiii  pecypc] Internet Security Glossary, Version 2 (http:/
Iwwwe.ietf.org/rfc/rfc4949.txt)
2. [Dnextponnsiii pecypc] Behavior of and Requirements for Internet Firewalls
(http:/ /'www.ietf.org/rfc/rfc2979.txt)
3. OBC http://www.znanium.com/
4. OBC http://lwww.studentlibrary.ru
5. http://nio.kgsu.ru/ Caiit KI'Y. Hayuno-ncciae10BaTeIbCKUi OTaEI
6. http://window.edu.ru/. EnnHoe 0KHO T0CTyIa K 00pa3oBaTe/IbHBIM pecypcam
7. http://elibrary.ru/. Hayunas snextpoHHast OMOIMOTEKA
8. http://dspace.kgsu.ru/xmlui/ Dnextponnas oubnuorexa KI'Y

9. UTH®OPMAIIMOHHBIE TEXHOJIOI'NHU, IPOIT'PAMMHOE
OBECIIHEYEHUE U UTHO®OPMAILIMOHHBIE CITPABOYHBIE CUCTEMbI
1. OBC «JIaab».
2. OBC «KoHCYNbTaHT CTYIACHTAY.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAsI CHCTEMA.
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10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
JUCIHHUITINHBI
MarepuaibHO- TEXHMUYECKOE OOCCIeUeHrne MO peau3allud JUCIUTIIAHbI
OCYIIECTBISIETCSI B cooTBeTcTBUM ¢ TpeboBanus OI'OC BO 1o maHHOM
oOpa3zoBaTeILHON TpOTrpaMMe.

11. {nst cTy1eHTOB, 00Y4YAIOIIMXCSH C HCIOJIb30BAHMEM AUCTAHIIMOHHBIX
o0pa3oBaTebHBIX TEXHOJIOT Wil

[Ipy  uCHONB30BAaHUM  IJNEKTPOHHOTO OOy4YeHUS U  JUCTAHIIMOHHBIX
oOpazoBarenbHbIXx TexHONOTHH (mamee D0 wm JIOT) 3aHATHS TOJHOCTBIO WIIA
YAaCTUYHO MPOBOJSATCS B pekuMe OHJailH. O0beM AUCHUIUIMHBI U pPaclpeiesICHUe
Harpy3kd To BujaaM paboTr cootBercTByer 1. 4.1. Pacmpenenenue Oanios
COOTBETCTBYET M. 6.2 1MO0 MOXET OBITh U3MEHEHO B COOTBETCTBUHU C PEIIECHUEM
kadenpel, B ciaydae mnepexona Ha D0 u JIOT B mpomecce oOyuenus. Pemienue
Kadeapsl 00 HCIONb3yEMbIX TEXHOJOTMSIX M CHCTEME OLEHUBAHUS JIOCTHXKEHUH
oOyyaroluxcs MPUHUMAETCS C YYE€TOM MHEHHs BEIyIIEero IpernojaBaTens u
JOBOJUTCSI 1O CBEJICHUSI 00yUYaOIIUXCSL.
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[MPMJIOXXEHME 1

AHHOTaIMs K paboyeit mporpaMme TUCHUILTAHBI
«OcHoBbI HHGOPMALMOHHON 0€30IIACHOCTH

o0pa30BaTeILHON MPOTPAMMBI BBICIIIETO 00Pa30BaHUS —
MIPOTPaAMMBI CTICTIHATTUTETA
10.05.03 — UndopmanuonHasi 6€30NMaCHOCTL ABTOMATU3UPOBAHHBIX CHCTEM
Cneunanusarus Ned:
Be3onacHOCTh OTKPBITHIX HHPOPMANMOHHBIX CHCTEM

Tpyooemxocmo oucyunaunsi: 3 3.¢. (108 akanemMudeckux yaca)

Cemecmp. 2 (ounas hopma oOydeHuUs)

Dopma npomesrcymouHou ammecmayuy. 3a4eT ¢ OIEHKON

Cooeporcanue oucyuniunsl. OcHo8Hble pazoeivl

ITonsaTne HallMOHAJILHOU 0€301aCHOCTH. Bunpr 0€30I1aCHOCTH.
NupopmanmonHass 0€30MacHOCTh B CUCTEME HAI[MOHAJIbHOW  O€30MacHOCTU
Poccuiickoit @enepannn. OcHOBHBIE MOHATHA. OOIIEMETOI0IOTMUYECKUE TTPUHITUITBI
Teopun WHGMOPMAMOHHOW Oe30macHOCTU. AHAIM3 Yrpo3 HH(QOPMaMOHHON
oezonmacHoctu.  [IpoGrembr  mHOpManMoOHHOW  BOWHBI.  ['ocymapcTBeHHas
uH(popmanmonHass noiutuka. IIpobGnemsl  pervoHanbHON  MHGMOPMAIMOHHON
oezonmacHoctu. Buabl  uHpopmammu. Meroasl W cpeAcTBa  0oOecIeueHUs
uH(popManmoHHOU Oe3onacHocTH. Hapymenus: KoH(HUIeHIMATbHOCTH, LIEJIOCTHOCTH
U J0CcTymHOCTH uH(Mopmaruu. [IpudmHBI, BHIBI, KaHAIbl YTEYKH W HCKKEHUS
uHpopMaIuu.
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JIMCT
perucTpanuy U3MeHeHu i (10MoJTHeHuil) B pado4y0 NporpaMmmy
yueOHOH TUCIUIIMHBI
«OcHOBBI HHPOPMALMOHHOM 0€30MACHOCTH

N3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENIOJABATEID / Yenoseukosa A.B. /

W3meHeHust yTBEpKIEHBI HA 3aceAaHuM Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPENOAABATEID / Yenoseukosa A.B. /

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoi « _» 20 T.
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