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1. OFBEM JIUCIIUITJINHBI

Bcero: 5 3au. equnun tpypoemkocty (180 akageMuueckux daca)

Ounas ¢popma 00yueHust

N Ha Bcro Cemectp
Bun yaeOHO# paboThI
JUACLUIUTUHY 4
AyauTOpHBbIE 3aHATHS (KOHTAKTHAsi padoTa ¢ nmpemnojaa-
BaTejieM), BCEro 4acoB 96 96
B TOM YHUCIJIE:
Jlexkuun 32 32
JlaboparopHbie pabOTHI 32 32
[TpakTrueckue 3aHATHS 32 32
CamocrosiTesibHas paboTa, BCero 4acoB, B TOM YHCJIC: 84 84
IToaroroBka K 9K3aMeHy 27 27
Jpyrue BUIbl CaMOCTOSTENHHON paboThl (ITOATOTOBKA K
MIPAKTUYECKUM, J1a00paTOPHBIM 3aHATHIM U PYOS)KHOMY 21 21
KOHTPOJITIO)
KypcoBas pabota 36 36
Buja npomexyTouHOli aTTecTallNu IK3aMeH IK3aMeH
180 180




2. MECTO JUCIIUAITJINHBI
B CTPYKTYPE OBPA30OBATEJBbHOM TPOT'PAMMBI

HucuunnuHa «MeToasl U CpeacTBa KpunTorpadpuyecko 3amuTbhl MHPOpMa-
UI» OTHOCUTCS K 0a30BbIM aucuuiuinHaMm bioka 1 - «Hpopmanuonnas 6e3onac-
HOCTB.

Kpatkoe conepxanue. Kpunronorus: kpunrorpagus u kpuntoasanus. Kpunro-
rpadus u mpobjeMbl 0e30MacHOCTH HMH(pOpMAIUU: KOH(MUICHIIMATBLHOCTD, EeJI0CT-
HOCTb, ayTeHTU(HUKAIUS, HEBO3MOKHOCTh OTKa3a CTOPOH OT aBTOpcTBa. OCHOBHBIE
HNOHATUSA KpunTorpaduu: mmdp, KI0Y, KpUnrocucreMa, mudpoBanue, AemudpoBa-
Hue u gap. llpaBuno Kepxxoddca. Kpunrtocucrema. CTpykTypa KpUIITOCHCTEMBI.
Kpurniroctoiikocts. Kiaccudukarus MeTonoB Kpuntorpadudeckoi 3amuTbl HHHOP-
Mmanuu. IlepecranoBounsie mudpsel. [logcranoBounsie mudpsl. [loTokoBbIE MIUPHI.
brounsle mudpel. CUMMETpUYHOE U acCUuMeTpUuHOe mudpoBanne. CHMMETpUYHBIE
KPUIITOAITOPUTMBI. ACCUMETPUYHBIE KPUIITOAITOPUTMBL. [IpMHIMIIBI MOCTPOEHMS,
OINKCaHUs U aHaNM3a Kpunrorpapudeckux aaropurmoB. Cerp Peitmrens. Kpunroan-
TOPUTMBI Ha OCHOBeE ceTu PeiicTenst. KpuntoalropuT™Mbel Ha OCHOBE ITOJICTAHOBOYHO-
nepecTaHoBOYHBIX ceTel (SP-cetn). Kpumnroanroputmsl co cTpyktypoil "kBaapat'.
[TpyHIMIIBEI TOCTPOEHUS U KPUIITOAHAIN3 CUMMETPUYHBIX U ACCUMETPUYHBIX CHCTEM
3amuThl ©HGopMaruu. CTaHnagapTel KpunTorpaduedyeckoil 3amuTbl HHYOPMALUH.
XomI-pyHKUMU. DIEKTpOHHAs IU(ppoBas MOANUCh WM LUpOBast MOANUCH. Aro-
puTMBbl IMppoBoi noanucu. Kpunrorpaduueckue nporokonst. I[1O pist mmdpoBanus
JTAHHBIX.

N3yyenue aucuuruimHbl «MeToabl U cpeAcTBa KpUNTOrpadUyecKOn 3allUThI
uH(pOpMaIMu» OCHOBBIBaeTCA Ha 0a3e TakuMxX AMCHMIUIMH Kak «MareMaTtnyeckui
aHanusz», «Anredpa u reoMeTpus», «JuckpeTHas maremMaTHKa», «S3bIKM MpOrpam-
MUpOBaHU», « T€XHOIOTMM U METOIbI MPOrpaMMUpPOBaHUs», «OCHOBBI TEOPHUH 3a-
IUTHI UHPOpMALUN». 3HAHUS U HABBIKU, NOJyYEHHBIE MPU U3yYEHUU JAUCLUILINHbI
«Metonpl M cpeAcTBa KpUNTOrpaduyecko 3amuTbl MHPOPMAIMN», LHIUPOKO HC-
MOJIB3YIOTCSl 00YYAIOMMMUCS TPU U3yUEHUU 001IenpodeCcCHOHAIBHBIX U CIEIHalb-
HBIX JAMCLMILINH, CBSI3aHHBIX C BOMPOCAMH MPOEKTHUPOBAHUS, pa3padOTKH, IKCILTya-
TallMU U BHEJIPEHHS aBTOMATHU3UPOBAHHBIX CUCTEM 3aIllMThl HH(OPMaLIUU.

Pe3ynbrarel 00ydeHus MO TUCHUIUIMHE HEOOXOIUMBI JJIsi BBIIIOJHEHHUS KypCo-
BOM paboTHl MO aucHUIIuHE «MeToAbpl M CpeacTBa KPUNTOTPapUUeCKOl 3alluThI
uH(pOpMaIMU», a TAKXKE BBITYCKHON KBATM(PUKALMOHHON pabOThl B YACTU MPOEKTH-
pOBaHUsI aBTOMATHU3UPOBAHHBIX CHCTEM WM MOAYJEH 3auuThl MHQOpMALUU C UC-
M0JIb30BAaHUEM KpUNITOTpadUyECKUX METO/I0B 3allUThl TH(HOPMALIHH.

OcBoeHue cienyromux KOMIEeTEHIMIH Ha YPOBHE HE HUYKE MOPOTrOBOIO: CIOCO-
O€H MCMOJIb30BaTh CPEACTBA KPUIITOrpaduyecKOn 3aluThl HHPOPMALIMK TIPU pellie-
HUM 337124 ipodeccroHanbHol AesrenpHocTr (OITK-10).



3. IJIAHUPYEMBIE PE3YJIBTATbBI ObYUEHUSI

[lenpro wW3ydeHUs AUCHUIUIMHBI «MeETOAbl W CpeicTBa KpumnTorpaduueckoi
3aIUThl  UHPOPMAIIUW») SBIIACTCS HW3JIOKEHUE OCHOBOIIONATAIONINX IPUHIIUIIOB
KpunTorpaguueckoil 3amuThl UHGOPMAIMU C TIOMOIIBIO KPHUNTOTPAPUIECCKIX
METO/IOB, KpUnTOrpaguuecKkux IPOTOKOJIOB; U3JTIOKEHUE MIPUHIIUTIOB
MOJITBEP)KJICHUSI aBTOPCTBA IMyTEeM MPUMEHECHHs 3JIEKTPOHHO-IIM(PPOBON TMOIMHCH;
PaccMOTpEHHE MTPUMEPOB peaTu3aIlii 3TUX METOI0B (AITOPUTMOB) Ha MPAKTHKE.

3amayaMyu OCBOCHMS JHUCIMIUIMHBI « METOIBI U CpelcTBa KPUMNTOTPAPUIECCKOM
3aIUTHl HHGOPMAITUIY SBIISIOTCS:

- 1aTh OCHOBBI CHCTEMHOTO TOJAXOJa K OpraHu3aldyd KpUNTorpaduaecKoi
3amuThl  WHpOpMaIMK, mepesaBaeMod W 00paldaThIBaeMON  TEXHUYECKUMH
CpeIcTBaMM  HA  OCHOBE  TPHUMCHEHHS  KpUNTOTpadUuecKMX  METOJOB,
KpUTITOTPa)UIECKUX aITOPUTMOB Ml KPUITOTPAPUIECKUX TIPOTOKOJIOB;

- UI3y4EHUE  OCHOBHBIX  MATEMaTHUYECKHMX  METOJIOB,  HCIOJb3YEMBIX B
Kpunrorpaduu;

- U3y4EHUE OCHOBHBIX QJITOPUTMOB KpHUITOTpadUuecKOr 3auuThl WHGOpMAIIH
JUTSL pa3pabOTKX MTPOrPaMMHBIX MOIYJIEH peaau3aiuu dTUX allfOPUTMOB.

Komnerenuuu, popmupyemMolie B pe3ysibTaTe OCBOCHUS AUCITUTUIUHBI:

- ¢ CcIOCO0OEH MCTOIb30BaTh CPEJICTBA KPUNTOrPAPUUECKOM 3aIUThl HHGOPMALIUH

IpY pelieHnH 3a1a4 npodeccuonanbHoi nesrenpHoctu (OIMK-10).

NHaukaTopsl U IECKPUNTOPBI YacTH COOTBETCTBYIOIIEH KOMMETEHIUH, (OpMHU-
pyeMON B MpOLECCE H3YyYEHUS IAUCHUIUINHBL «METOIbl U CpelcTBa KPUIITOrpa-

dbuueckoil 3auThl HOOPMALIMKNY, OLICHUBAIOTCS MPU MOMOIIM OI[CHOYHBIX

CpPEICTB.

[Tnanupyemsbie pe3yapTaThl 00yUYEeHHUS 110 TUCHUIUIHHE «MeToIp! M CpeACcTBa KpUNTOrpaguIecKoi 3a1iThl

uHGpOpPMAIUH», HHIUKATOPBI JocTrkeHus komrereHiuit OIMK-10, nepeueHpb OllEHOUHBIX CPEACTB
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1. Hﬂ'loﬂk-lo

3HaTh: HOBBIE 00pa3-
1Bl TIPOTPAMMHBIX,
TEXHHUYECKUX CPE/ICTB
1 BO3MOXHOCTH WH-
(hopManMOHHBIX TEX-
HOJIOTUH, HAIIpaB-
JICHHBIX Ha KPHIITO-
rpadu4eckyo 3amu-
Ty nH(GopManuu

3 (MA-1 orik-10)

3HaeT: HOBbIE 00pa3-
IIBI IPOTPAMMHBIX,
TEXHUYIECKHUX
CPEICTB U BO3MOX-
HOCTH MH(pOpMAaIH-
OHHBIX T€XHOJIOTHH,
HaNpaBJIEHHBIX HA
KpunTorpaduieckyro
3aIIUTy HHPOPMAIH

Bompocsl Tecta

2. I/IZ['Z OIIK-10

YMeTh: NPUMEHSTh
Kpunrorpaduyueckue
TIPOTOKOJIBI U KPHUIITO-
rpaduiecKue auro-
PUTMBI U1 Iepeiadn
U XpaHEeHUs JaHHBIX B

Y (MA-2 onik-10)

VYMeer: npUMeHsTh
Kpunrorpaguueckue
MPOTOKOJIBI ¥ KPHUIITO-
rpap4ecKue auro-
PUTMBI UL TIepefayunt
Y XpaHEHHS IaHHBIX B

Kommiaekr
TAIlMOHHEIX 3a7a4

HMU-




pacnpeziesIeHHbIX H- pacrpeneneHHbIX
(OpPMaLMOHHBIX CH- UH()OPMAIMOHHBIX
cremax cHCTeMax

3. W-3 onx-10 Biamets: cmoco6uo- | B (MO-3onk10) | Bmageer: cmoco6ro- | Bompocst TUTS
CTBIO HPOBOJIHTH CTBIO IIPOBOJUTH cllaud dK3aMeHa
KOHTPOJIBHBIE  IIPO- KOHTPOJIBHBIE TIPO-
BEepKH  paboTocrio- BepkH paborocrio-

cobHocTH M 3 dek-
THUBHOCTH TMpPUMEHsIC-
MBIX  MPOTrPAMMHO-
anmapaTHbIX,

TorpaduIeCcKIx u

KpHII-

TEXHUYECKHUX CPEICTB
3aIIUTH HHPOPMALIUH

cobHoctH 1 3 pexk-
TUBHOCTH ITPUMECHSI-
€MBIX POrpaMMHO-
anmapaTHbIX, KPHII-
Torpaduyeckux u
TEXHUYECKHX
CPEICTB 3alIUThI
HHPOPMALUH

4. COAEPKAHME JUCIUIIJIMHBI

4.1. YyeOHO-TeMaTH4ecKuil mi1an. Ounas popma o0yueHus

KomnnyecTBO 4acOB KOHTAKTHOM

Howmep paboTHI C MperoaBaTeIeM
Py6ex HaumenoBanue Temsl
TEMBI JlaGoparop.| Ilpaktuu.
Jlexuu
paboThHI 3aHATHUS
cemecmp 4
1 Kpumnronorusi: kpunrorpadust ¥ KpUITO- 5 4 9
aHaIN3
Pvbes | Knaccugukaius MeTo/10B U alrOPUTMOB
Y 2 KpunTorpaduueckoil 3amuTel UHGpopma- 6 2
007078
Pybescnvtit konmpons Nol (mecmuposanue) 1 -
3 Cummerpuunoe mudposanue. CuMMeT- 6 8 5
pUYHBIE KPUIITOCHCTEMBI
PyGex 2 4 AcummerpuyHoe muppoBaHue. ACUMMET- 8 16 6
pPUYHBIE KPUIITOCUCTEMBI X IPOTOKOJTBI
Pybescnvtit konmponw 2 (mecmuposanue) - - 2
[TpUHIUIIBI TTOCTPOCHUS M METOIBI aHAJIH3a 3 - 3
5 Ha KPUNTOCTOWKOCTb KPUNTOTpapuuecKux
PyGex 3 p p pag
QITOPUTMOB
Pybescnvtit konmponas 3 (pewrenue 3aoau) - - 1
Kpunrorpaduueckue npotokosnst. LI, 6 4 8
6
PyGex 4 IIIT
Pybescnvtit konmpons 4 (mecmuposanue) 2
Bcero 3a cemecTp: 32 32 32




4.2. Coaep:kaHue JeKUMOHHBIX 3aHATHH
Tema 1. Kpunrosiorusi: Kpunrorpagusi 1 KpMnTOAHAIN3.

Kpunronorus: kpunrorpadgust 1 kpunroaHanus. Mctopust pa3BUTHSI KpUITOrpa-
bun. Kpunrtorpadus u mpobGiaeMbl 6e30macHOCTH HH(pOpMAIUU: KOH(PHUISHIIUATb-
HOCTb, II€JIOCTHOCTh, ayTeHTHU(UKALM, HEBO3MOXXHOCTh OTKa3a CTOPOH OT aBTOP-
CTBa.

OcHoOBHBIE TIOHATHUS Kpuntorpaduu: mudp, KoY, KpUITocUcTeMa, MHUppoBa-
Hue, aemmdpoBanne u Ap. OcHOBHOM oOBekT kpunrtorpaduu. Kpumrocucrema.
Crpykrypa kpunrocucteMbl. TpeboBanus k kpuntocucremam. [Ipasuno Kepkxodda.
KpunTocTONKOCTS.

Bunpt yrpo3. Ataka Ha mmgp. CToUkocTs Kimtoda. CI0KHOCTh BCKPBITHS MIH(pa.

Matematnueckas moaens mudpa. Teopust cekpetHoctu lllenHona. YactoTHbie
XapaKTEPUCTUKU OTKPBITHIX COOOLIEHUM.

Tema 2. Kinaccudpukanmsa mMeronoB Kpunrorpadpuyeckoil 3ammrbl HHGOpMALAN

OcHOBHBIE 3Tamlbl CTAaHOBJEHMsI KpunTorpaguu kak Hayku. Mctopuueckue
mmdpel. Kinaccupukauus mudpos. Lnudper 3amensl, nepecTaHOBKH, TaMMUPOBAHUS.
Komnosumuun mmdpos. [Ipumepbl HCTOPUYECKUX PYYHBIX M MAlIMHHBIX HIMQPPOB:
mndp Lesaps, mudp npocroit 3amensl, mmdp I[lnelidepa, mudp [Hoaudbus (monudu-
aHCcKui kBajapat), mupp Buxkenepa, mmdp «IloBopoTHas pemierka» (IOBOpPOTHas
pemetka Kopaano), mudp Xumwia, mmdp Beprnama, Enigma, mmudp Xedirmuna. Cro-
COOBI MX BCKPBITHS.

Knaccudukanus metonoB kpunrtorpapuyeckod 3ammtsl uHpopmaimu. [lepe-
crtaHoBouHble mU@pbI. [logcranoBounble mu@psl. [ToTokoBbie mUGpHL. biouyHble
mudpsl. CUMMETpUYHOE U accuMeTpuuHoe mudpoBaHue. CHUMMETPUYHBIE KpHII-
TOAITOPUTMbI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI.

OCHOBHBIE HANPABJICHUS UCIIOIb30BaHUS KPUNITOIPAPUUIECKUX METOJOB.

[TpyHLIMIIBI TOCTPOEHUS, OMHCAHUA U aHAJU3a KPUIITOTpaPUUECKUX alropuT-
MoB. Cetp @elimirensa. Kpunroanroputmel Ha ocHoBe cetu Delicrens. Kpunroanro-
PUTMBI Ha OCHOBE MOJICTAHOBOYHO-IIEPECTAHOBOUHBIX ceTer (SP-ceTn). Kpunroanro-
PUTMBI CO CTPYKTYypoil "kBagpat". DnekTpoHHas 1udposas noanuck. Kpunrorpadu-
YECKHE MTPOTOKOJIBI.

Pyoescnvtit konmpono Nel (mecmupoeanue)
Tema 3. CumMmeTpruHoe mudppoBanne. CHMMeTPUYHbIE KPUNITOCUCTEMbI.

3.1. Brounsie wughpor. lonstre o 610yHOM mKppe. 3aMeHbl U EPECTAHOB-
ku. Meroapl 3aMeHbl: MOHOallpaBUTHAsA, NonMaidaBUTHAA, TOMOPOHUYECKas. MeToabl
nepectaHoBkH. SP-ceThb. JlaBunHbIl 3 dext. Cers Paiictens (Deiictens). Kpuroan-
roput™Mbel cummetrpuyHoro mugpoanuss DES, T'OCT 28147-89. Hludp I'OCT
28147-89. Pexumbl mmdpoanus. Komnozunus Omounbix mudpos. [udps
SQUARE, AES. Ilogxoasl k kpunToaHanusy 0104HbIX mudpos. Juddepenimans-
HBIM KpunrtoaHaius. JInHeWHpI KpunToananu3. MHOrokpatHoe mudpoBaHue u ata-
Ka «BCTpeYa MOCEPEANHEN.

3.2. Ilceeoocnyuaiinvie nocieoosameibHOCMU U HOMOYHbBIE WUPpPbL. Xa-
PAKTEpUCTUKH T€HEPATOPOB IceBnocaydaiinpix nocaenoarensHocrer (IICIL TICT).
TpeboBanus k kpunrorpapudeckum [ICII. Ilpumepst I[ICT" u kpunrorpapuueckux
[1CT". O0mras cxema moTo4HOrO mKdppa. CHHXPOHHBIE U CAMOCUHXPOHU3UPYIOLIUECS



mmm@pel. Peructpol capura ¢ oOpatnoit munerinoit cesa3pio (PCJIOC). IICT Ha ocHOBe
PCJIOC. udp Trivium. HenuHeltnble peructpsl casura. Jpyrue norounsie mud-
pb1, Hanipumep, RC4.

3.3. Teopua umumocmoiikocmu Cummonca u Kpunmozpaguueckue XIiui-
¢ynkyuu. Imuranys v noaMeHa cooOmieHus. XapakTepuCTUKA UIMUTOCTOMKOCTH. Me-
TOJbI OOECIIeUeHHsI UMUTOCTOMKOCTH U(ppoB. CoBepiIeHHas UMUTOCTOMKOCTh. CBA3b
MEKIY MIMUTOCTOMKOCTBIO 10 CUMMOHCY U ceKpeTHOCThIO 110 [llenHony. [londTue koxa
ayTeHTHU(HKALIMU U €T0 CBOWCTBA MMUTOCTOMKOCTH U ceKpeTHOCTU. HazHauenue u KoH-
CTPYKLHS KOJOB ayTeHTU(HUKALIUN U 3aIIUTHBIX KOHTPOJIBHBIX CyMM.

TpeboBanust x xom-¢pyHknusM. Kpuntorpadpuueckas CTONKOCTh —X3II-
¢ynkumid. Kommsuu. Ilpumenenne xam-@yHkiui. [loaxoapl K NpOEKTUPOBAHUIO
X3MI-PYHKIMI. AJITOPUTMBI BBIPAOOTKH X3UI-(DYHKIMK. XA3MI-PYHKIMU Ha OCHOBE
0s10yHOTO IHU(pA.

Crannaptel Ha xam-pyukuun: ['OCT P 34.11-94, SHA-1. Cxema Mepkia-
Hamrapaa u 'OCT P 34.11-2012. Konnenmuus «ryoka» u SHA-3. Koasl ayreHTHDH-
Kaiuu 1 crnocoObl ux nocrpoenus. HMAC.

Tema 4. AcumMmeTpuuHoe mMPpoBaHNe. ACHMMETPUYHbIE KPUNITOCHCTEMbI H
MPOTOKOJIBI.

4.1. Acummempuunvle (¢ omkKpoimoiM Kirouom) wiugpol. llpenmyiiectsa u
HE/IOCTATKA aCUMMETPUYHBIX cUCTeM Iu(poBanus. ['eHepanus kinoueBoil nHpopma-
1Y 1J151 aCUMMETPUYHBIX KPUIITOCUCTEM.

[lonsiTe oAHOCTOPOHHEW (DYHKUIMU M OAHOCTOPOHHEW (pyHKUMU C "nazeiikoil’.
[TpoGnembl (akTOpu3alUK UENbIX YUCEN U JOorapu(PMHUpOBAaHUS B KOHEUHBIX IMOJISX.
Kpunrtocucrema Juddu-Xsmimana. Kpunrocuctemsr RSA, Dnp-I'amans, PaOuna,
['onbaBaccep-Mukanu, biroma-I'onbaBaccepa. Prok3aunsie mudpsl. KpuntocucreMsl
C OTKPBITBIM KJIFOYOM, OCHOBAHHbIE Ha JIMHEHHBIX KOJaX. BeposTHOCTHBIE TECThI Ha
npocrory. Jlokazyemo mpoctele uMcia. HaxokieHue NopoKIaromiero 3JIEMEHTa U
AJIEMEHTA 33JaHHOTO MOPSIKA.

4.2. Cxembt yughpoeoii noonucu. lloHstie >neKTPOHHON TUDPOBOI MOATUCH
u TpeboBaHus K Heil. Ataku U yrpo3sl cxemam OLI1. Anroputmer SLI1: RSA, Dinb-
INamans, @uara-Ilamupa, Onra-lllHoppa-Illamupa, [IHoppa. HeoTpuiaemas momu-
nuck [llayma-Ban-AntBeprena. Cranmaptet DLI1: DSS, TOCT P 34.10-94.

4.3. Dnnunmuueckue Kpuevle Hao KoHeunvim noaem. [ludper u DI Ha nx
OCHOBE. DJUIMNTHYECKasi KpUBas HaJ KOHEUHbIM mojeMm. Onepauuyd Ha 3JUITMITHYE-
ckoi kpuBoi. Cymma Touek. Kpatnas touka. [IpoGnema nuckperHoro jorapupmu-
poBaHMsA Ha JNIMNTHYeCKOM KpuBoil. Ilepexox ot mmdpa (OLII) B Z, x mmdpy
(BUIT) na >munTudeckoit kpusoil. [ludp Dnb-I'amans Ha IIMNTHYECKON KPUBOM.
Cranpaptel DI Ha sammunrraeckon kpusoi: I'OCT P 34.10-2001, I'OCT P 34.10-
2012, ECDSA.

4.4. Beeoenue ¢ kpunmozpaguueckue npomokxonst. Ilonsarue xpurnrorpadu-
4ecKoro nporokosia. OcHOBHbIE TpUMEPBL. CBSA3b CTOMKOCTH IMPOTOKOJIA CO CTOMKO-
CThIO 0a30BOI1 kpunrorpaduueckoit cucremsl. Knaccudukanus kpunrorpadudeckux
poToKoJI0B. [TaposibHbIE CXEMBI U TPOTOKOJIBI ""pyKomnoxaTus'". B3anMocBa3p Mexay
IPOTOKOJIAaMH ayTeHTU(UKauuu U 1udppoBoil noanucu. [lpotokonsl ceprudukanmuu
Kirouert. [IpoTokonasl mpeaBapuTenbHOro pacupeneneHus Kitode. [IpoTokonsl BbI-



paboTKu ceaHCOBBIX Kitoueil. OTKpbITOE pachpenencHue kimodei Auddu-Xenmmana
u ero moaudukanuu. Bonpockl opranu3zanuu cerei 3aceKkpeueHHou cBsizu. Jlokasa-
TEJIbCTBA C HYJIEBBIM pa3riamieHueM. Paznenenue cekpera. [IpoTokosbl mogdopachl-
BaHUS MOHETHI. [locTpoeHNE NPOTOKOJIOB C HYJIEBBIM pa3riialieHueM Ha OCHOBE NP-
CJIOKHBIX 33/1a4.

Tema 5. IlpuHUMOBI MOCTPOCHUS U METOAbI AHAJIM3Aa HA KPHUINTOCTOMKOCTH
KPUNTOrpau4ecKux ajiropuTMoB.

[IpyHIMIBI OCTPOCHUSI U KPUIITOAHAIN3 CUMMETPUUYHBIX cHcTeM. Kpumnro-
aHanu3 MUQPOB MepecTaHOBKHU. KpunroaHaan3 OTKPHITHIX TEKCTOB.

[Tpunuunel noctpoenus v kpuntoananus RSA. Ataka merogom ®@epma. Ataka
NOBTOPHBIM IIH(pOBaHHEM. ATaka Ha OCHOBE KHUTANCKON Teopembl 00 OCTaTKax.
beckiroueBoe yTeHHE.

Tema 6. Kpunrorpagpuueckue nporoxoJibi. LI, III1.

Beenenue B npoTtokossl. [IpoToKoIBI ¢ TOCPETHUKOM. ApPOUTPaKHBIE TTPOTO-
KoJibl. CaMOJJOCTaTOYHbIE MPOTOKOJBI. [IOMBITKH BCKPBITHSA POTOKOIOB.

OneKkTpoHHO-IM(PpOBas MOAMKCH, HA OCHOBE CXEM C OTKPBITHBIMHU KIIFOUAMH:
RSA; cxema Pabuna; cxema IllHoppa; cxema Onb-I'amans; cxema @Deiire-duara-
[Mamupa. Anroputm rudposoit noanucu DSA. Poccuiickue crannapts DLI1. Cran-
napt mudpooit noanucu ['OCT P 34.10 — 2001. Cranmaptet DLII Ha smmunTuye-
ckoit kpuBoit: 'OCT P 34.10-2001, 'OCT P 34.10-2012, ECDSA.

4.3 JIabopaTopHbIe padoThI

Hopmarus
Howmep Haumenosanue Haumenosanue p
BPEMEHHU,
TEMBI TEMBI 1ab0paToOpHBIX padboT qac
4 cemecmp
JlabopamopHaa paboma Nel. IlporpaMmmHoe obecrie-
YeHHEe JJI1 CAMMETPUYHOTO M aCHMMETPUYHOTO M-
Kpwurnrrosorus: . y 2
poBanust coobmenuil. ludpyromas ¢aiinosass cu-
1 Kpunrorpadus u . .
crema (Encrypting File System - EFS).
KPUIITOAHATH3
Jlabopamopunas paboma Neo2. WccnenoBanue (QyHK- 2
[IMOHAIBHBIX BO3MOXKHOCTEHN kpuntocucremsl PGP
Jlabopamopnas paboma Ne3. Bunmpl CHMMETPHYHBIX
cucteM. MeToabl 3aMeHBI: MOHOaj(aBUTHAs, MOIU-
CumMeTpHuuHOE
andasuTHast, romodoHnyeckas. CUMMeTpUUHbIE CH- 4
3 mmdpoBanue. crembl. [lludpp Buxenepa. lludp Ilneiipepa. buto-
CummeTpHuydHbIe i ’ ’
KPHITTOCHCTEMBI BbIE€ MAHUTTYJISIIVH.
Jlabopamopnas paboma Ne4. Anroputm ['OCT 28147- 4
89 u DES
Jlabopamopnas paboma Ne5. ludpocucrema RSA v 4
AcummerpuuHoe | Kpunrocucrema RSA
mudpoBaHue. Jlabopamopnas paboma Ne6. BepostHocTHOE mIHppo- 4
4 Acummerpuunsie | Banue. llndpocucrema Dmb-I"amans
KPUIITOCUCTEMBIL U | Jlabopamopuas paboma Ne7. Xem-QpyHKIIUA B KPHUII-
MPOTOKOJIBI torpaduu. IlporpammHass peanusanus aaropuTMa 4
Xen-QyHKITUU




Jlabopamopnas paboma Ne§. TIporpamMmHas peau3ariyist

4
OUIT u crangapros DL
Jlabopamopnas paboma Ne9. Kpunrorpaduaeckue 5
6 Kpunrorpaduueckue| MIpoOTOKOIIBIL.
npotokonasl. DI | Jlabopamopnas paboma 10. DnexTpoHHO-1IMDpOBast 2
HOJIIHCh.
Bcezo 3a cemecmp 32
4.4. IlIpakTnyeckue 3aHATUSA
Hopmarus
Howmep HaunmenoBanue HaunmenoBanue BDOMCHI
TEMBI TEMBI MPAKTUYECKHUX 3aHATHI p qac ’
4 cemecmp
Ipakxmuueckas paboma Ne 1. Bunbl yrpo3. Ataka
Ha mudp. CroiikocTh Kito4a. CI0KHOCTH BCKPBI- 1
Kpunronorus:
1 Kpurnrorpadus u T3 IHGppa.
Tpaxmuueckas paboma Ne 2. Maremarudeckasi Mo-
KPUNTOAHAIIN3
nenb mmdpa. Teopus cekpernoctu [llenHona. Ya- 1
CTOTHBIE XapPaKTEPUCTUKU OTKPBITHIX COOOIICHHH.
Knaccudpukanus me- | Ilpaxmuueckas paboma Ne 3. ictopudeckue

9 TOAOB  KpumnTorpa- | mudpsl U uX Kpuntoananu3. KommnbroTepHas pea- 2
¢udeckoil  3aImUTHl | IM3AIMA U BCKPHITHE MN(POB 3aMEHBI B I (POB
nHhopManuu NIEPECTAHOBOK.

C Ipakxmuueckas paboma Ne 4. bnounoe cummer- 2
MMMCTPUIHOC pudHOE HMMQpoBaHUe
mdpoBanue. Cum-

3 Ilpakmuueckas paboma Ne 5. KputoanropuTmsl
MCTPHIHHBIC KpHITO- cummMeTrpuyHoro mmdposanust DES, TOCT 4
CHCTEMBI

28147-89
Ipakmuueckas paboma Ne 6. Anroputm ooMeHa
AcnMMmeTprdHOE 2
kmodamu [l du—Xemmana.
mudpoBanue. Acum-
Ilpakmuyeckasn paboma Ne 7. Anroput™ Ha OCHOBE
4 METPUYHBIE KPUIITO- 2
3aaun 00 yknajke prok3aka (Knapsack Cryptosystem)
CHCTEMBI U IPOTOKO-
EL Ipaxmuueckas paboma Ne 8. AcummeTpudHoe 2
1M POBAHKE, NCTIOJIB3YIOIIEE AIUTUIITHIECKHE KPUBbIE
Pybesxcnvtit konmponw 2 (mecmuposanue) 2

5 [Mpunanmme! noctpoe- | Ilpakmuueckasa paboma Ne 9. Kpunroananus
HUS U METOIbI aHAJIM- | CHMMETPHUYHBIX cucTeM. Kpunroananu3 mmdpos 1
3a Ha KPUITOCTOM- 3aMeHBI ¥ MU(PPOB MEPECTAHOBKH..

KocTb kpunrorpadu- | Ilpaxmuuecxas paboma Ne 10. Tlodbeaurens AES 2
YyecKux ajaroputMoB | — mudp Rijndael
Pybesxcnvtit Konmpoan3 (peutenue 3a0ay) 1

6 Ilpaxmuueckas paboma Ne 11 DneKTpoOHHO-
Kpunrorpaduueckue | uugponas noanuck. Ludposas noanucs. Cran- 4
npotokosl. DI, JApThHI
LT Ilpakmuueckas paboma Ne 12. Kpunrorpaduue- 4

CKHE MPOTOKOJIBI.
Pyoesxcnuviit konmpons3 (mecmuposanue) 2
Bcezo 3a cemecmp 32
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4.5. KypcoBasi padora
Llenpro KypcoBOM pabOTHI ABJISETCS pealn3als MOJTyYEeHHBIX 3HAHUU MO OC-
HOBaM KpUITOTpaduyecKon 3amuThl HHGOPMALIHH.
KypcoBast paboTa BBINIOJIHAETCS B COOTBETCTBUM C MHAMBUAYaIbHBIM 3aJaHU-
eM. O0beM KypcoBoil paboTsl 20-25 cTpaHull.
Cmpykmypa Kypcoeoii padomul:
1) TUuTyIBHBIN JTUCT.
2) Ornasyenue (CoJiepKaHne) KypcoBOro MPOEKTa.
3) Beenenue.
4) IlocTaHoBKa 3aa4u:
a) UCXOJHBIE JaHHbIC,
0) 11eJ1b KypCOBOM pabOTHI;
B) 3a/1a4M, MOJJICKAIINE PACCMOTPEHUIO (PEIICHUIO) B KYpCOBOi paboTe.
5) ConepxatenbHas 4acTh (MOXKET OBITH B BHJE JBYX IJaB, pa3JeoB, mapa-
rpadoB, MPUBA3aHHBIX K 3a/1a4aM KypCOBOU pabOThI).
6) 3aKJIFOUeHUE U BBIBO/IBI:
a) MepevyeHb MOJYyUYCHHBIX PE3YJIbTATOB (COTJIACHO IIEJM U 3ajadyaM Kypco-
BOM pabOThI) U MX HOBU3HA,
0) BBIBOJIbI, ITOJTyYEHHBIE T10 UTOTaM KYpPCOBOM pabOTHI.

TEMATUKA KYPCOBBIX PABOT IO JUCHHUIIJIMHE
1. Xom-¢yukuuu. Anroput™m MDS. Ctangapter SHS, TOCT P 34.11-94.
2. bnounsie mudpel. SP-cetu. [Ipunnun urepatupoanus. Koncrpykius deiicre-
s, [Tpumepsr (TOCT 28147-89, AES).
3. OreHka KayecTBa TEHEPATOPOB MICEBIOCTYYaHBIX TTOCIICIOBATEIPHOCTEH
4. LLL-anroput™m mocTpoeHUsl MPUBEAECHHOTO 0a3uca pelieTKU: MporpaMMHas pea-
Ju3aiys, IpUMEeHEeHUE B Kpuntorpaduu
5. MHccnenoBanue 3aBUCMMOCTEN MPOU3BOAUTEILHOCTH BBIYMCICHUN TUIIOBBIX OIie-
pauuid HaJ TOYKaMU JJUIMIITHYECKON KPUBOM OT CUCTEM KOOPAMHAT, B KOTOPBIX pac-
CMaTPHUBAETCS AJUIMITUYECKAS] KpUBasl.
6. Anroputmbl (pakTopu3ayn (Pa3IoKEHUS HA MPOCTHIE MHOMKUTEIHN) IIEJIBIX COCTaB-
HbIX uncel: Airoput™ Jlenctpsl, p-meton omnapaa, [lapagoke qHei poxkaeHus u ap.
7. Meronpl perieHus 3a1a4 JUCKPETHOTO JorapudMupoBaHusi: MeTo 1 MOTHOTO Tie-
pebopa, anroputm CunbBepa-Ilonura-Xemnmana u nip.
8. Meronapl ObICTPOI MOAYIBHON apu(PMETHUKU W UX MPUMEHEHHE ISl YCKOPEHUS
KpUTNITOTpaQUUECKUX aNTOPUTMOB.
9. MaremaTtuyeckue MEeTO bl KBAHTOBOM KpUIITOTpaduu.
10. IlpukitagHas Teopusi aBTOMaTOB — aBTOMAaTHbBIE MOJIEIM KPUTITOCUCTEM U yIIpaB-
JISFOLUX CUCTEM.
11. Jlornueckoe NMPOEKTUPOBAHUE JUCKPETHBIX aBTOMATOB — MaTeMaTUYECKUE MOJIe-
JU ¥ METOJbl aHAJIN3a, CUHTE3a, ONTUMHU3AIMU U OLICHKU CJI0XKHOCTH JTUCKPETHBIX
aBTOMATOB, anmapaTHasi peaau3aius KpUnToaJaropuTMoB.
12. YopaBnenue kimodamu. ['enepanus kimroueit. Pacnpenenenue kmoueit. Uudpa-
CTPYKTypa OTKPBITOTO Kitoua. l{eHTpanmm3oBanHOe (IIEHTPHI cepTU(UKAIIMN) U pac-
IIPEIEIEHHOE YIIPABJIEHUE.
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13. CucteMbl C OTKPBITHIM paclpeeIeHueM KITto4eil 17151 aDOHEHTCKUX CETEeH.

14. Pexxumbl padotel DES. Cueruienne 65okoB. IlludpoBannasi oOpatHasi CBA3b.

JIBoitHoit u TpoitHoi DES. Jlpyrue cummeTpruuHO-0J104HbIEC TTU(PHI.

15. TTorounoe mudposanue. Peructpel capura. [Ipumeps! mudpos (A5, RC4). Mo-

nynsipabie mdpsl. [udpsr Bukubepa.

16. Paznenenue cekpera Ha ocHOBE ypaBHeHuM Jlarpanxka. PazneneHue cekpera Ha

OCHOBE KUTaWCKOW Teopembl 00 ocTaTkax. Pa3meneHue cekpera Ha OCHOBE CBOMCTB

PaBHOBECHBIX KOJIOB.

17. «I1noTHBIE PIOK3auHbIE KPUIITOCUCTEMBD) C 3JIEMEHTAMH U3 KOHEYHBIX MOJIEH.

18. DneKTpOHHBIE TUTATEKH.

19. Hudposas noanuck 1oKymMeHTa (ayTeHTUDUKALINSA).

20. IIporpamMmHast peanu3aius aCHMMETPUYHBIX KPUTITOTPAQHUECKUX allTOPUTMOB

21. Pa3zpaboTKa mporpaMMbl ayTEeHTU(DHUKAITNH TT0JIb30BATENEH:

21.1. TlaponbHasi ayTeHTH(UKAIMS C TOTOJHUTEIBHBIMH CPEIACTBAMU A MUHU-
CTpUpPOBaHHU (3aJlaHue MAaKCHMaJbHOTO U MMUHUMAJILHOTO CPOKOB JEHCTBUS
napoJisi, BEJICHHE CIUCKa YXK€ MCIIONb30BaHHBIX Mapojeil 3a1aBaeMoil Mak-
CUMAJIbHOU JIJTUHBI).

21.2. AyteHTU(]UKAIMS NOIb30BATENEH HA OCHOBE MOJAEIN «PYKOTIOXKATUS.

21.3. AyrteHtudukanus moiab30BaTeaeh Mo UxX «POCIUCH» MBIIIBIO.

21.4. Ayrtentudukanus moiab30BaTeyae Mo UxX KJIaBUaTypHOMY MOYEPKY.

21.5. AyteHtudukaiys moip30BaTeNIe HA OCHOBE WX CHOCOOHOCTH K 3allOMHHA-
HUIO 0TOOpaxkaeMoi Ha KOPOTKOE BpeMsi Ha SKpaHe UHGOPMAIUH.

22. Pa3zpaboTKa mporpaMMHBIX CPEICTB KOMIBIOTEPHOU cTeranorpaduu:

22.1. CxpslTHe U u3BjI€UeHUE HHPOpMAIHK B rpaduueckux Qaiinax.
22.2. CxpbITHE U U3BJICUCHUE HHPOPMAIIH B 3BYKOBBIX (paiiax.
22.3. CxpblTHE U U3BJICUeHUE HHPOpPMAIIHH B BUCO(aiinax.

22.4. CkpbITHE U U3BIIeUeHUE NH(HOPMAIINH B TEKCTOBBIX (haiiax.

23. Pa3paboTKa 3amuieHHON MOYTOBOM KIIMEHTCKOW MPOTPaMMBI:

23.1. C aBromaruueckum mudpoBanueM (pacmmdppoBaHHeM) COOOIEHUNA U (W)
IPUCOEIUHEHHBIX K HUM (ailyioB.

23.2. C aBromatuueckuM mnoaydeHueM DIIII mox coobmennem u (WIIM) TPHCOETH-
HEHHBIX K HeMy (paitsioB (mpu otmpaBke coobimenus) u npoBepkoi LI (mpu
MOJTyYE€HUU COOOIICHHUS).

23.3. C aBTOMaTHYECKOM MPOBEPKOI HA BPEIOHOCHBIE BJIOKEHUS C IIOMOIIBIO OJTHOU
U3 TIPOrpaMM-CKaHEPOB.

24. KoMmOuHupoBaHHoe mudpoBaHue Ha ocHOBe anropuTMoB Rijndael 1 MARS.

25. Pa3paboTka anroputMa BHEAPEHUS HIUPPOBOTO BOASHOTO 3HAKa B M300paxKeHUE.

26. 3amuTa MH(POpPMALIUKA B AJIEKTPOHHBIX MJIATEKHBIX CHCTEMaX Ha OCHOBE aJro-

puUTMa onpeerIeHus MPUHAICKHOCTH YMCIIa MHTEPBATY C HYJIEBBIM pa3TialieHueM.

21. Ilporpammuas peanuzarus anroputMoB xomupoanus SHA-1, SHA-256, SHA-

384 u SHA-512.

28. I'eneparyisi 1 MCCIIEIOBaHUE KPUMTOTPAGHUECKA CTOUKUX SJUTUIITUYECKIX KPHBBIX

29. CTaTUCTUYECKUN aHAIIN3 KPUIITOAJITOPUTMOB.

30. Pa3zpaboTka mporpaMMHOro Komiuiekca «JlabopaTopHbiii MOylb «DKCIIEPUMEH-

TaJbHOE UCCIEA0BAHUE CTOUKOCTH KPUIITOCUCTEMBI RSA.
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31. UccnenoBanue 3BPUCTUYECKUX MOIXOAOB K OOHAPYKEHUIO aTak Ha TEICKOMMY-
HUKAlMOHHBIE CETH Ha 0a3e METO/I0B UHTEIJIEKTYaJIbHOTO aHaJIN3a JAHHBIX

32.

5. METOAUWYECKHUE YKA3AHUA JJ151 OBYUAIOIUXCSA
IO OCBOEHUIO JNCHUITIJIMHBI

[Ipu mpocnymuBaHUM JEKIUA PEKOMEHIYETCS B KOHCIIEKTE OTMEUYaTh BCE BaX-
HbIE MOMEHTBI, HA KOTOPBIX 3a0CTPsIET BHUMAaHUE MpENojaBaTelib, B YaCTHOCTH Te€,
KOTOpBIE HAIlPaBJICHbI HA KAYECTBEHHOE BHITIOJHEHHE COOTBETCTBYIOMIEH Jaboparop-
HOM WJIM TIPAKTUYECKON paOOThI, UM BBIMTOJTHEHUS KYPCOBOU PabOTHI.

[IpenonaBarenem 3arIaHUPOBAHO UCTIONB30BAHUE TEXHOJIOTHH y4eOHOMN IUCKYCCHUU
npy uyTeHuu Jekuui. [loatomy pexomenmyercs: pukcupoBaTh Iy ce0s MHTEPECHBIC MO-
MEHTHI C IIEJTBI0 UX aKTHBHOTO OOCYKICHHSI B KOHIIE JICKIIUHU B (DOpME TUCKYCCHH.

3aJ10roM Ka4eCTBEHHOTO BBITIOJIHCHHSI IPAKTHICCKUX PabOT 1 1ab0OpaTOPHBIX pa-
00T SIBJISIETCS CAMOCTOSITENIbHAS MOATOTOBKA K HUM HaKaHyHE MyTeM IOBTOPEHUS
TEOPETUUECKUX MaTepHaJIOB JEKIUi. PekoMeHmyeTcs MoAroTOBUTH BOMPOCHI MO He-
SICHBIM MOMEHTaM U OOCYIHUTh UX C TIPEToaBaTeeM Iepel HadaioM paboThI.

[IpenoaBareneM 3aruIaHUPOBAHO MPUMEHEHNE HA MPAKTUUYECKUX 3aHIATHUSIX U Jia-
OopaTopHBIX padOTax TEXHOJIOTHUH Ppa3BUBAIOIICHCS KOOMEPAIMH, KOJUIEKTUBHOTO
B3aMMOJICUCTBUS, pa300pa KOHKPETHBIX CUTYaIIU.

JI71st TeKyIero KOHTPOJIsl YCIEBaeMOCTU IO OYHOM (popMe 0OydeHHUsl Mperno/iaBa-
TEJIEM HCIOJIB3yeTCsl OATbHO-PEUTUHTOBAsI CHCTEMa KOHTPOJISI M OIICHKU aKaJIeMU-
YeCKOW aKTUBHOCTH. [109TOMY HacTOSTENTFHO PEKOMEHIYETCs TIIATENBHO Mpopada-
THIBATh MaTeprajl TUCIUTIIMHBI TIPH CaMOCTOSTEIIbHON paboTe, y4acTBOBaTh BO BCEX
dbopmax oOCYKIEHUS W B3aUMOJICHCTBUSA, KaK Ha JICKIUAX, TaK U HA MPAKTHYECKHUX
3aHATUAX W JTAOOPATOPHBIX PadOTax B IENAX JYYIIETO OCBOCHHUS MaTephasia v MOoJy-
YEHUS BBICOKOU OIEHKH TI0 PE3YJIbTaTaM OCBOCHUS TUCITUATIINHBI.

BrlmoniHeHrEe caMOCTOSTENbHON paboThI MOAPa3yMEBAET MOATOTOBKY K MPaKTH-
YECKUM 3aHSATUSAM U JTaOOpaTOPHBIM paboTaM, K pyOeKHBIM KOHTPOJISIM, HaIllMCaHUE
KypCOBOIi pabOThI, MOJATOTOBKY K 9K3aMEHY M K 3alllUTe KypCOBOU PabOTHI.

PekomeHnnyemasi Tpy10EMKOCTh CaMOCTOSATEILHON pabOTHI Mpe/icTaBlieHa B Tao-
JIULIE:
PexoMeHmyeMblIil pexxuM CaMOCTOSITEIbHON paOOThI

Pexomennyemas
HanmenoBanue
N TPYAOEMKOCTb,
BH/Ia CAMOCTOSITEILHOM PadoThI
aKaJ. Jac.
CamocTosTenbHOE U3YYeHUE Pa3IesioB 2
[ToaroToBKa K MPaKTUIECKUM 3aHATHSAM H JJabopaTopHbIM padotam (1o 0,5 11
qaca K Ka)XJIOMY 3aHSTHIO)
[ToaroroBka K pyOeKHOMY KOHTPOJIIO (IO 24 K K&KJOMY pyOexy) 8
Kypcosast pabota 36
[loaroroBka K 3K3aMeHy 27
Bceero: 84
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6. ®OHJT OLIEHOYHBIX CPEJICTB JJISI ATTECTALMH MO JTUCIUTIIVHE

6.1. IlepevyeHb OLIEHOYHBIX CPEACTB

1. bamnbHO-peUTUHIOBasE CUCTEMa KOHTPOJISI M OLICHKM aKaJeMHYECKOW aKTUBHO-
ctu obyuarommxcs B KI'Y.

2. OtyeTsl 00yYaroIKMXCs M0 Ja00opaTOPHBIM padoTaMm.

3. OTyeThl 00yYaIOIUXCS O MPAKTUYECKUM 3aHSATUSIM.

4. Kypcoas paborTa.

5. TectoBsle 3aanus K pyOekHbIM KOHTPOJIsIM Ne 1, No 2, Ne3, Ne4.

6. Borpocsl k 3K3aMeHy.
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6.2. Cucrema 0aJ1JIbHO-PEHTHHIOBOI OLIEHKHU PadO0ThI CTYIEHTOB MO JIUCIH-

IJIMHE
No | HaumeHoBaHue Coneprxanue
1 | Pacnpenenenue Pacnpeoenenue bannos, 4 cemecmp
0aJIJTOB 3a CEMECT] _ "
10 BUAM y4eOHON B B Bbmonuenne n |5 2 2 =
T BITIOJTHEHHE o
paboTE, cpok e6}Z1[01“4 Hocewenne MPAKTHYECKUX Jatiura ; % < % 1 2
c/1aum yqeOHoi i JIEKIUH p mabopatoppix |3 & S8 &7 O
paboThL: paboT =2 £ B A
paboThI (006005m- pabot £33 K3
¢ 00 ceedetust = =
obyuarowuxca na g
aJUTbHAs
0,56x16= 85|25 x 12 =24 36x 10=30 2+2 | 2+2| 30
nepeom yueoHom OLEHKA: 6 6| %6 6 6
SaHAMULY) Kypcosas paboma (4 cemecmp)
Cucrema- Kaue-
KauectBo KauectBo
. . THYHOCTb | aHTHUILIATH| CTBO
HOSICHUTETBHOM POrpaMMHOMN Bcero
BBITIOJTHCHN Tar 3alun-
3aITHUCKA YacTH
3a1aHusl TBI
10 20 1o 30 1o 10 Ho 10 1o 100
30
Kpurepuii nepecuera 6amoB B | 60 u MeHee OaJlJIOB — HEYTOBJIETBOPUTEIHHO; HE 3a4YTEHO;
5 | TPAIMIMOHHYIO OLICHKY MO HTO- 61...73 — y1OBIETBOPUTENILHO; 3a4YTEHO;

ramMm pa6OTI>I B CCMCCTPC U 3a4C-

Ta (3K3aMeHa)

74... 90 — xoporo;
91...100 — otniuyHO
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Kputepun nomycka Kk mpoMexy-
TOYHOM aTTEeCTAIliH, BO3MOXK-
HOCTH TIOJTy4EHHS aBTOMAaTHYC-
CKOTO 3a4eTa (3K3aMEHaI[MOH-
HOW OIIEHKH) 110 TUCIHILIHHE,
BO3MOXXHOCTB TIOJTy4eHHsI 60-
HYCHBIX OQJIJTIOB

s nomycka K MpoOMeXyTOYHOM aTTecTallly Mo JUCLIU-TUIMHE 32
ceMecTp 00yJaroIIuiics TOMKEeH Ha0paTh M0 UTOTaM TEKYIIEro U
pyOexxHOTO KOHTpOJieli He MmeHee 51 Oamma. B cimy-uae ecnu
oOyuJatomuiicss Habpan meHee 51 Gamia, TO K aTTecTa-IIMOHHBIM
UCTIBITAHUSIM OH HE JIOMYCKAeTCSl.
Jis  monydeHHs 9K3aMeHa 03 TMPOBEACHUS  IPOIETYPhI
MPOMEXKYTOYHOM aTTecTauuu oO0ydaromeMmycss HEeoOXOIuMO
HaOpaTh B XOJIe TEKYIIEro U PyOEKHBIX KOHTpoJel He MeHee 61
Oamma. B aTom cimydae wTor OayUTbHOM OIIEHKH, MOTydaeMon
o0yyaromumMcs, oTnpeneseTcsl M0 KOIW4ecTBy OayioB, HaOpaH-
HBIX UM B XOJ€ TEKYILEro M pyOekHBIX KoHTponei. [Ipu stom,
Ha yCMOTpEHHUE TpernoiaBaTelis, OaJuTbHas OI[eHKa 00yYaroIIero-
Csl MOXKET OBITH MOBBIIIEHA 32 CUET HOMYyUYEHHS JOMOTHUTEIBHBIX
0aJUIoB 3a aKaJIEMUYECKYI0 aKTUBHOCTb.
OOyyaromuiicsi, UMEIOMNUKA MPaBO Ha MONydeHHE OLEHKHA 0e3
MPOBECHHS MPOIEIYPhl MPOMEXYTOYHON aTTECTAIlMH, MO-XKET
IMOBBICUTL €€ IYTEM CAa4yu aTTCCTAlMOHHOI'O0 HCIIbITaHHA. B
ciydae MOJMyYeHUsT 00YJarOIMMCS Ha aTTeCTAIIMOHHOM HCIIBITa-
Huu 0 6a7UT0B UTOT OAIITFHOM OLIEHKH 10 HE CHIKAETCH.
3a akaJleMUUYECKYI0 aKTUBHOCTh B XOJI€ OCBOCHUS TUCITUTUTHHBI
ydacTue B y4eOHOM, HAy4yHO-UCCIIEIO0BATEIbCKON, CIIOPTUBHOM,
KYJIbTYPHO-TBOPYECKOW W OOIIECTBEHHOM  JESATEIbHOCTH
o0yJarIeMycsi MOTyT OBbITh HAYHCICHBI JOMOJHUTEIbHBIC
Oautel. MakcHManbHOE KOJIMYECTBO AOMOTHUTENBHBIX 0aJlIOB 32
aKaJeMHYeCKyI0 akTUBHOCTE cocTansiet 30.
OcHOBaHHEM JUIs  TMONYYCHHUS  JIOTIOJHHUTEIBHBIX
SIBJIAIOTCSA.
- BBIIIOJIHEHUE JOIIOJIHUTCIIbBHBIX 3a[laHPII>‘I 0 JOUCLMUIIINHE,
JIOTIOJTHUTENbHBIC OANIIbl HAYUCIISIFOTCS TPETOIaBaATEIICM;

- yyaCcTMe B TeuyeHWe cemecTpa B Yy4yebHOW, HayyHo-
nccnefoBaTeNbCKOM, CMNOPTUBHOW, Ky/IbTYPHO-TBOPYECKOW U
obulectBeHHOM aeaTenbHocTH KIY.

OaiuIoB

®opmbl 1 BUABI y4eOHOH paboThI
JUIS. HEYCTIEBAIOIIUX (BOCCTaHO-
BUBIIMXCS Ha Kypce 00y4eHus)
oOyuarouuxcst Il MOJTY4eHUs
HEIOCTAIOLINX OaJIOB B KOHIIE
cemecTpa

B ciyuae ecnu K mpoMeXyTOUHOM arrectanuu (IK3a-
MeHy) HaOpaHa cymma MeHee 51 6aioB (He BBIITOJIHEHBI BCE
3a71aHusl), HEOOXOAMMO BBITIOJIHUTD JIOTIOJTHUTENIbHBIE 3a/1a-
HUS JI0 KOHIIA TIocyeiHeH (3a4eTHO) Henenu cemectpa. [Ipu
ATOM HEOOXOAMMO MpopadoTaTh MaTepual BCeX MPOMYIIEH-
HBIX IPAKTHUECKHUX U JJAOOPATOPHBIX PadOT.

@opMbl  IOMOJIHUTENBHBIX 3aJaHUi  (HA3HAYAIOTCS
MIPENO/IaBaTeIIeM):

- BBINIOJIHEHUE U 3AIIMTa MPOIMYIEHHON MPaKTHYeCKOH
Wik 1abopaTopHOl paboThl (IPU HEBO3MOXXHOCTH JIOTIOJI-
HUTEJIBHOTO MpOBeIeHHsI pabOoThI NMPernoaaBaTellb ycTaHaB-
auBaeT (opMy JIOTIOTHHUTENBHOTO 33JaHUS MO TEMAaTUKe
MPOMYIIEHHOU PaboThl CAMOCTOSTENBHO) — 10 10 6amioB;

- IPOXOXJIEHHE PYyOeKHOrO KOHTPOJsS (Oayuibl HauMC-
JSIFOTCSL B 3aBUCHMOCTH OT PYOEXKHOTO KOHTPOJS) B JIH-
cranimonHou cucreme KI'Y.

JIukBUIAIMS aKaJEeMUYECKUX 3aJJ0JDKEHHOCTEH, BO3HHUK-
IMX W3-32 Pa3HOCTH B y4YEOHBIX IUIaHAX TPH TIEPEBOJE WU
BOCCTaHOBJICHUH, MPOBOJMUTCS ITyTEM BBIIOJIHEHUS JIOTOIHH-
TENBHBIX 3aJaHuid, (popMa U 0OBEM KOTOPBIX OIPEICIISACTCS
IPETIo/IaBaTeIeM.
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5 | Kpurepunu orieHku KypcoBoii pa- | KypcoBas pabora mo Hell BbICTaBiIseTCS OTIEIbHAs OLIEHKA.
00ThI (TpOEKTA) MakcnManpHas CyMMa IO KypcOBO# paboTe yCTaHaBIMBAEeTCS B
100 6asmnos.
IIpu oneHke KavecTBa BBIMOJIHEHHUS PaOOTHI M YPOBHS 3allUTHI
pEKOMEHTyeTCsl cIeytoliee pacnpeieieHue 0amioB:
a) KaueCTBO MOSCHUTEIBHOM 3aUCKU M rPpaUIeCKOM JaCcTH — 10
40 6amnyos,
6) xauecTBO A0KIaaa — 10 20 6aos;
B) KaueCTBO 3alUThI paboTsl — 10 40 6amios.
Ilpy paccMOTpeHHH KadecTBa TMOSICHUTEIBHON 3amucKu |
rpaduueckol 4yacTh pabOThl TNPUHUMACTCS K CBEACHHIO
PUTMUYHOCTh  BBIMIOJTHEHUS pabOThI, OTCYTCTBHE OINUOOK,
JIOTHYHOCTh W TIOCIIEIOBATEIILHOCTh TOCTPOCHHS MaTepuana,
MPaBUJIBHOCTE BBITIONHEHHS M MOJHOTAa PacdeToB, COOIOACHUE
TpeOOBaHUH K O(GOPMICHHUI0O W aKKypaTHOCTh HCIIOTHCHUS
paboTHL
[Ipu onieHke kayecTBa AOKIaAa YUYUTHIBAETCS YPOBEHD BIAJCHUS
Marcpualiom, CTCIICHb APryMCHTHPOBAHHOCTH, YETKOCTH,
MOCJIEeIOBATEILHOCTH ¥ TPABHILHOCTH M3IIOKCHHS MaTepuana, a
TaK)Ke COOJIIOJICHUE PEriIaMEHTOB.
Ilpy oueHKe ypOBHA KadyecTBa OTBETOB HA  BOIPOCHI
MPUHUMAETCSI BO BHUMaHUE TPABUILHOCTh, TIOJIHOTA U CTETICHb
OpPUCHTUPOBAHHOCTH B MaTepHase.

Komucemsa no npyemy 3almTbl KypcoBoit paboTsl (NpoekTa)
OLEHMBAET BbILWIEYKA3aHHblE COCTaBAAIOWME KOMMOHEHTbI W
onpefensieT UTOTOBYIO OLLEHKY.

6.3. IIpouenypa oueHUBaHUS Pe3yJIbTATOB OCBOCHUSA TUCHMUILIMHBI

Py0Gexxable KOHTPOIHM TPOBOIATCS B (DOpME NMUCBMEHHOTO TECTUPOBAHUS WITH
peleHus 3aaad.

[lepen mpoBeaeHNEM KaXKIOTO pyOEKHOTO KOHTPOJISI MIPENoaaBaTels IpopadaThl-
BaeT C OOYyYaroNIMMHKCS OCHOBHOW MaTepuan COOTBETCTBYIOIIMX PAa3AeNiOB IUCIIH-
TUTMHBI B (hOpME KPaTKOM JICKIIMH-TUCKYCCUHA. BapraHThl TECTOBBIX 3aJaHUN COCTOSIT
u3 15 Bompocos. Ha kaxmoe TectupoBanue npu pyoekHOM KOHTPOJIE 00ydaromemMy-
Csl OTBOJIUTCSA 2 aKaJeMUYECKUX Yaca.

bannael oOydaromemycss BBICTaBISIOTCS B 3aBHCHMOCTH OT YHCJA TMPABHIBHO
BBHIOpAaHHBIX OTBETOB. MToroBas oreHka 10 TecTy (GOPMHUpPYETCS IMyTeM
CYMMHpPOBaHMsI HaOpaHHBIX OauUIOB W OTHECEHHUS] WX K OOIIeMYy KOJIHYECTBY
BOIIPOCOB B 3a1aHuu. [loMHOkUB nosrydeHHOe 3HaueHue Ha 100%, MoKHO nmpuBecTH
UTOTOBYIO OIICHKY K TPAJAUIIMOHHON CJIETYIONTUM 00pa3oM:

«HEYJIOBIIETBOPUTEIBHO» — MeHee 50%

«ynoBaeTBoputeabHo» — 50% - 70%

«xopoto» — 70% - 90%

«otiauano» — 90% - 100% .

[IpemogaBaTens OoleHUBAET B OayiaX pe3ysbTaThl TECTUPOBAHUS KaXKIOro o0yda-
IOIIETOCs 10 KOJIMYECTBY MPABHIBHBIX OTBETOB M 3aHOCHUT B BEJAOMOCTH y4eTa TEKY-
1IEH YCIIEBAEMOCTH.

DK3aMeH TpoBOIUTCS B (hOpMe OTBETa HA BOIPOCHI OMJIeTa. DK3aMEHAITMOHHBIA OU-
JIET COCTOUT M3 2 TEOPETUYECKUX BOIMPOCOB M | mpakTtudeckoro 3amanus. [lepBeie nBa
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BOTpoca orieHnBaeTcs B 10 0aioB U MpakTHUYECKOE 3ajaHue orleHnBaeTcs B 10 6auioB.
Bompock! k 9k3aMeHy JOBOISATCS 0 00yYarOIIUXCsl Ha MOCTICTHEH JICKIIMHA B CEMECTpE.
Ha moaroroBky otrBeTa 00ydaromemMycst OTBOJUTCS 1 aCTpOHOMHYECKHIA Jac.

Pe3ynbTarhl TEKyIiero KOHTPOJIS YCIEBAEMOCTH, dK3aMeHa 3aHOCATCS TPEIo/1aBa-
TEJEeM B 9K3aMEHAI[MOHHYIO BEIOMOCTH, KOTOPHIE CAAIOTCS B OPTOTACI HHCTUTYTHI B
JICHb 9K3aMeHa, a TAKXKE BBICTABIISIOTCS B 3a4ETHYIO KHIDKKY 00yUJaroIerocs.

6.4. IlpuMepbI OLIEHOUYHBIX CPEACTB IJISl PYyOeKHBIX KOHTPOJIE,
IK3aMeHa
1-p1ii pyOe:KHBIH KOHTPOJIb
1. Kpunroanajaus —3To npouecc, Npu KOTOPoOM
a. 3Has 3amu@poBaHHOE COOOIICHHE, MBITAIOTCS Y3HATH HE3alu(PPOBAHHOE CO-
oOuieHue
b. 3Has OHY WM HECKOJIBKO Tap (He3amu(ppoBaHHOE COOOIIEHHUE, 3aT(po-
BaHHOE COOOIIIEHHE), TIBITAIOTCS Y3HATD KITIOY
C. HM3MEHSIOT IepeaaBaeMoe 3audpoBaHHOE COOOIICHUE
2. YTo M3 nepeyncJICHHOr0 OTHOCUTCH K MeXaHM3MaM 0e30l1acHOCTH ?
a. X3II-PYHKIUHU
b. I[EJOCTHOCTH COOOIECHUS
c. QJITOPUTMbI CHMMETPUYHOTO MIU(PpOoBaHUS
d. HEBO3MO>XHOCTb OTKa3a OT MOJyYEHHOI'0 COOOIIEHUS
3. LleJJOCTHOCTH — 3TO
a. HEBO3MOXKHOCTh HECAaHKIIMOHUPOBAHHOTO MPOCMOTpa MHOpMaIuu
b. HEBO3MO>KHOCTh HECAHKIIMOHUPOBAHHOTO U3MEHEHUS UH(POpMaIIUn
c. HEBO3MOXXHOCTh HECAaHKIIMOHUPOBAHHOTO JOCTYyMa K HH(OpMAIUu
4. TloboutoBbiii XOR 0,10K0B HeJIb3sl CYUTATH KPUNTOrpaguIecKon X31-
(pyHKUMEH, IOTOMY YTO
a. MPOTHUBHUK MOXKET JIETKO MOA00paTh Ipyroe cooOIIeHHE, UMEIOIIEE TOT Ke
XAII-KOJ
b. mo6uToBkiii XOR 1m10X0 3amuinaeT ot ciaydyaiHoro coos
c. nmooutoBbld XOR TpeOyeT CoKHBIX BBIYUCICHUN
5. Juasa mmdpoBaHus cOO0IIEHUS CIeayeT UCIO0JIb30BATh
a. CBOW OTKPBITBHIN KIIFOY
b. OTKPBITBIN KIIOY MMOJTy4YaTelIs
c. CBOW 3aKpPBITBIM KIIIOY

2-01i py0e:KHbIH KOHTPOJIb
1. Camoe ObicTpoe mudpoBanue/nemmndppoBanue

a. Rijndael
b. MARS
c. Serpent
d. RC6

e. Twofish

2. Aaroputm 'OCT 28147
a. WMEET MEePEeMEHHYIO JUTHHY KITF0Ya
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b. ocHoBaH Ha cetu Dencrens

c. pa3ouBaet 0JI0K Ha PuKCHpOBaHHBIC 16-OMTHBIE MTO10I0KU
3. B aaropurmMax CHMMETPHYHOT0 IM(POBAHMS UCTIOIB3YIOTCH TOJIbKO CJIeTyI0-
1He ONePalH:

a. OIepaly NepecTaHOBKHU U CIIBUTa

b. S-box u nmoduroBoe uckitoyaromee win (XOR)

c. J0ObIe U3 IEPEUMCICHHBIX BhIIIE ONEpalnii, a Tak)ke MHOTHE JIPyTHe
4. JlimHa 6saoka B aaropurme Rijndael mo:xker ObITH

a. 128 our
b. 192 Gura
c. 256 our

3-blii py0eKHbII KOHTPOJIb

1. Eciu B kpunrocucremMe v AJs1 MIA(PPOBAHUS, U JJIS1 JeIH(PPOBAHUS UCIOJIb-
3yeTcsi OIUH U TOT Ke KJII04Y, TO OHA HA3bIBaeTCs

1) Kpurnirocuctemoit ¢ OTKPBITHIM KIIFOUOM

2) CUMMETPUYHON KPUTITOCUCTEMOM

3) be3onacHOW KpUIITOCUCTEMOM

4) OnacHOW KpUNITOCUCTEMOM
2. XapakTepucTUKa IH(pPa, onpeaesaoIas ero ycroiuynBocTh K Aemu@poBa-
HMIO 0e3 3HAHMS KJII0Ya Ha3bIBaeTcs

1) KpuntocTolkocThio

2) Taitnoit mudpa

3) BepositHOCTBIO packpbiTus mudpa
3. lsis coBpeMeHHbIX KPUNTOrpadgpuuyecKnux CUCTEM 3alIMThI MHGOPMALIUH O/1-
HHMM U3 O0IICNPUHATHIX TPEOOBAHUI ABJIACTCS

1) 3ammudpoBanHOE COOOIICHUE HU KEM HE JOJDKHO OBITh IMPOYUTAHO

2) 3ammdpoBaHHOE COOOIICHUE JOJDKHO IMOAaBATHCS YTEHHUIO TOJIBKO MPU

HaJM4YuU KIIIo4a

3) 3ammdpoBaHHOE COOOIICHUE HE JOJDKHO TOJJIaBaThCA YTCHUIO Jaxe

MIPU HAJTUYUU KIII04a

4-plil pyOesKHbIN KOHTPOJIb
1. Coobmennue (3,1,2), 3akoaupoBaHHOE ¢ MOMOIIbIO KJa04a {7} mo mod m = 33
ajnroputmMoM RSA, nmeer Bua:

1) (19,2,21)  2) (3,4,8) 3) (3,1,16)  4) (9,1,29)

2. Coob0menne «70», 3ammn¢poBaHHOe € IOMOIIBIO AJITOPUTMA «PIOK3AKa) €
Kiawuom {2, 3, 6, 13, 27,52}, umeer BUa:

1) 110101 2) 101011 3) 110010 4) 010100
3. 3ammdponarh coodmeHue MmerooM Bukenepa (Kiou «EBrennii OHerun»)

MOI1 11151 CAMbBIX _YECTHBIX ITPABUJL,
KOT'JIA HE B IIIYTKY 3AHEMOT,
OH_YBAXATb CEBSI 3ACTABUJI
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N JIYUIIE BBIIYMATH HE MOTI'.
4 Xom-(pyHKIUA T0JKHA 00J121aTh CJIeYIOUMMHU CBOCTBAMM:
a. JUIS JF000ro TaHHOTO 3HAYEHHUS XDII-KOoJa h BEIYMCIUTEIBHO HEBO3MOYKHO
Haiitu M takoe, uto H (M) =h
b. xam-GyHkus H 1opkHa MPUMEHSATHCS K OJI0KY TaHHBIX (PUKCUPOBAHHOM
JUIMHBI
c. xom-pyukiusa H co3paeT Bbxo1 GUKCUPOBAHHOM JITTUHBI
5. BoiOepuTe npaBuibLHOE YTBEPKIAEHHUE
a. JTOJDKHO OBITh BEIYMCIUTEIHFHO HEBO3MOXKHO TOIIEaTh MU(GPOBYIO IMOITUCH
KaK CO37JaHMEM HOBOTO COOOIIEHUS TSl CYIIIECTBYIOIIEH ITU(POBOMA MOAICH,
TaK W CO3/IaHUEM JIO’)KHOH ITU(POBOM MOAMUCH TSI HEKOTOPOTO COOOIIECHUS
b. mudpoBas moANUCh A0HKHA OBITH JOCTATOYHO KOMITAKTHOM M HE 3aHUMATh
MHOT'O ITaMSITH
C. MOJMHUCH 00SI3aTENILHO JOJDKHA OBITh PaHAOMHU3UPOBAHHOM

Ilpumepnaa memamuka 60npocos, 6bIHOCUMbBIX HA IK3aMeH 6 4-om cemecmpe
1. Kpunronorus: kpunrorpadgus u kpunroaHaius. Mcropus pazButus Kpunrorpa-
¢un. Kpunrtorpapus u mnpobiembl 0€30MaCHOCTH MHPOPMALMH: KOHPHUACHIHAIb-
HOCTb, LIE€JIOCTHOCTh, ayTEeHTH(UKALMS, HEBO3ZMOXHOCTh OTKa3a CTOPOH OT aBTOp-
ctBa. OCHOBHbBIE IOHATHUS KpUNTOrpaguu: mudp, Koy, KpUITOCUCTEMA, IH(PpOBa-
HUe, nemudpoBanue u ap.
2. Kpunrocucrema. CTpykTypa KpunrocucteMbl. TpeOoBaHUs K KPUITOCUCTEMAM.
[TpaBuno Kepkxodda. KpuntocToikocTs.
3. Bunsl yrpo3. Araka Ha mmudp. CtolkocTh Kitoua. CI0KHOCTh BCKPBITHS 1T (-
pa.
4. Marematudeckas Mojenb mudpa. Teopus cekpernoctu [llennona. YactoTHbie
XapaKTEPUCTUKHU OTKPBITHIX COOOIIEHUH.
5.  HUcropuueckue mmdpsl. Knaccudukamms mudpos. [udpsr 3amensi, nepecra-
HOBKH, ramMmupoBanus. Komnosuuuu mugpos. IIpumepsl HCTOPUUECKUX PYUYHBIX U
MamuHHBIX mugpos: mudp Lleszaps, mmdp npoctoii 3amensl, mudp Ilneidepa,
mndp Ilonubus (monubuanckuii kBaapat), mmdpp Buxenepa, mmudp «IloBopoTHas
pemeTka» (moBopoTHas pemretka Kopaano), mudp Xumia, mmpp Beprama, Enigma,
mndp Xeirnuaa. CriocoObl X BCKPBITHUSL.
6. Krnaccudukamus metonoB kpunrorpaduueckoil 3amutbl uHopmanuu. Ilepe-
crtaHoBouHble mUPpbI. [logcranoBounbie mudpsl. [ToTokoBbie muUppsl. biouynsie
mndpel. CUMMETpUYHOE U accuMeTpuuHoe mudppoBaHue. CUMMETpUYHBIE KPHII-
TOAJITOPUTMBI. ACCUMETPUYHBIE KPUIITOAITOPUTMBI.
7. IlpuHIMOBI MOCTPOCHUS, ONMUCAHMS M aHAIW3a KPUNTOTpadUUecKUX aaropuT-
MoB. Cetp @elimrensa. Kpunroanroputmel Ha ocHoBe cetu Derictens. Kpunroanro-
PUTMBI Ha OCHOBE MOJICTAHOBOYHO-TIEPECTAHOBOUHBIX ceTer (SP-cetn). Kpunroanro-
PUTMBI CO CTPYKTYpoii "KBagpat". DnekTponHas 1udposas noanuck. Kpunrorpadu-
YECKHUE MPOTOKOJIBI.
8. CummerpuuHoe mudpoBaHue. CHMMETpUUYHBIE KpPUIITOCUCTEMBI. bio4HbIE
mudpel. [lonsTe o O0aouyHOM mM@pe. 3aMEHbl U NEpPeCTaHOBKU. MeToabl 3aMEHBbI:
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MoOHoaJI(paBuTHAsL, ToMai(aBuTHasA, roModoHnueckas. MeTopl mepecTaHOBKU. SP-CeTb.
JlaBunnbI# 3¢ dexT. Ceth Daiictens (DeiicTens).

9. Kpwuroanroputmel cummerpuunoro mudposanus DES, TOCT 28147-89. [ludp
['OCT 28147-89. Pexumsl mudpoBaHus.

10. Cummerpuunoe mmdpoBanue. CuMmmeTpuyHble Kpunrtocuctemsl. [lceBmociy-
YailHble MOCJIEIOBATEILHOCTH U TOTOYHbIE MUGPHI. XapaKTEPUCTUKU T'€HEPATOPOB
ncenociyvaitneix nocieaosarenbHoctedt (IICII, IICT). TpeboBanusi k KpunrTorpa-
¢ugeckum IICIIL. [Ipumeps! IICI" u kpunrorpapudeckux [ICI'. O6mas cxema notoy-
Horo mmdpa. CHHXpOHHBIE U CAMOCHHXPOHU3UpYIomuecs mudpsl. Peructpsl capu-
ra ¢ ooparnoil suHeHoU cBaA3bi0 (PCJIOC). IICTT Ha ocHoBe PCJIOC. motouHble
mmmdpsl, Harpumep, RC4.

11. TpeboBanus k x3u-pyHkuusm. Kpunrorpaduueckas cTORKOCTh X31I-(QyHKINM.
Kommusuu. Ilpumenenne xom-¢yHkuuid. Iloaxombl K MNPOEKTUPOBAHUIO X3II-
byHKUMNA. AITOPUTMBI BBIPaOOTKH Xd1I-QyHKIUNA. Xd1I-QyHKIIMA HA OCHOBE 0JI0Y-
HoTO Mudpa.

12. Cranpaptel Ha xom-pynkuuu: ['OCT P 34.11-94, SHA-1. Cxema Mepkiia-
Hamrapaa u 'OCT P 34.11-2012. Konnenmuus «ryoka» u SHA-3. Koasl ayreHTHDH-
Kaiuu u crnocoObl ux noctpoenus. HMAC.

13. AcummetpuyHoe mudppoBaHue. ACUMMETPUYHBIC (C OTKPBITHIM KIFOUOM) MU (-
peL. [IpeumyiecTBa U HEAOCTATKW aCHMMETPUUYHBIX cucTeM Hu@poBanus. ['enepa-
Usl KI0YeBOM MH(POpPMALMK JUIsl aCHMMETPUYHBIX KpunTocucrteM. [ToHstue ogHo-
CTOPOHHEHN (YHKUMU U OJAHOCTOpOoHHEH (yHKuMH ¢ "nazerikoi". IIpobnemsl daxTo-
pHU3ALMU LETbIX YUCEI U Jorapu(pMUPOBaHUS B KOHEUHBIX MOJISX.

14. Acummetpuunoe mugppoBanue. Kpunrtocucrema Huddu-Xsmamana. Kpunro-
cuctembl RSA, Dnb-T"amans, Pabuna, I'onsasaccep-Mukanu, biiroma-I"onbnBaccepa.

15. Prokzaunsie mmdpsl. KpunrocucteMbl ¢ OTKPBITHIM KJIFOYOM, OCHOBAHHbBIE Ha
JIMHEWHBIX KOJIaX.

16. Cxewmsl nudposoit noanucu. [ToHsTHE 371EKTPOHHON IUPPOBOI MOAMUCH U TPE-
OooBanus Kk Hed. Ataku m yrpo3sl cxemam OIIII. Anropurmser DIII: RSA, Dinb-
INamans, @uara-Illamupa, Onra-lllHoppa-Illamupa, [IHoppa. HeoTpuiaemas momu-
nuck [llayma-Ban-Anteepnena. Crannaptel DLII: DSS, TOCT P 34.10-94.

17. Dnnuntudeckue KpuBbie HaJ KoHeUHBIM TosieM. [ludpsr u D111 Ha ux ocHoBe.
DmmnTrydeckas KpuBasi HaJl KOHEYHBIM rmojieM. Omnepariui Ha JJUTMNTAYECKON KpH-
Boi. Cymma Touek. Kpatnas touka. [Ipobiema auickpeTHOro gorapumMupoBaHus Ha
siumnTHYeckoi kpusoi. Ilepexon ot mmdpa (OUII) B Z, k mudpy (OLII) Ha s5umn-
tryeckor kpuBoi. ludp Dnp-I"amainst Ha SIUNTUYECKON KPUBOH.

18. Cranpaptel OIII Ha smmuntudeckoit kpusoit: 'OCT P 34.10-2001, TOCT P
34.10-2012, ECDSA.

19. Kpunrorpaduueckue npotokoisl. [loHarue xpuntorpaduyeckoro mpoTOKoJa.
OcHoBHBIe ipuMepbl. CBSI3b CTOWKOCTH MPOTOKOJIA CO CTOMKOCTBIO 0a30BOM KPUMTO-
rpadudeckoit cuctembl. Knaccudukanus xpunrorpaduyeckux mnpoTokosioB. [la-
POJIbHBIE CXEMbI M MPOTOKOJIBI "pykonoxaTtus". B3auMocBs3b MEXKIy MPOTOKOJIAMHU
ayreHTUUKauuu U nudposoit nmoanucu. [IpoTokonsl ceprudukanuu kimoueit. [Ipo-
TOKOJIbI TIPEBAPUTEIHLHOTO pacipeneiaeHus kitodeil. [IpoTokonbl BEIpaOOTKH ceaH-
coBbIX Kiouel. OTKpbITOE pachpeneneHue kimoueit Juddu-Xennmana u ero moau-
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¢ukanuu. Bompockl opraHuzanuu ceTeil 3aceKpeueHHOM cBsi3u. JlokazaTenbcTBa ¢
HYyJIeBbIM pasriamnieHueM. Pazgenenue cexpera. [IpoTokossl moadpackiBaHus MOHe-
Tbl. [IOoCTpOE€HHE NPOTOKOJIOB C HYJIEBBIM pAa3rJIAlICHUEM Ha OCHOBE NP-CI0XHBIX
3a1ad.

20. TlpuHIMOBI TOCTPOEHUS U KPUIITOAHAIN3 CUMMETPUUHBIX cucteM. Kpunroana-
u3 mupoB nepecTaHoBKU. KpunToaHanus OTKPHITHIX TEKCTOB.

21. Tlpunuunsl noctpoeHus: U kpunroaHaian3z RSA. Araka merogqom depma. Ataka
NOBTOPHBIM IIH(pOBaHHEM. ATaka Ha OCHOBE KHUTANCKON Teopembl 00 OCTaTKax.
beckiroueBoe YTeHHE.

22. DneKTpOHHO-IM(pPOBasi MOAMKUCH HAa OCHOBE CXEM C OTKPBHITHIMU KIIIOUYaMU:
RSA; cxema Pabuna; cxema IllHoppa; cxema Onb-I'amans; cxema @Delire-dOuara-
[Mamupa. Anroput™m nudposoit noanucu DSA. Poccuiickue crannaptsl DLII. Cran-
napt uudposoit noanucu 'OCT P 34.10 — 2001. Crangaptet DI Ha snnuntude-
ckoit kpuBoit: 'OCT P 34.10-2001, 'OCT P 34.10-2012, ECDSA.

23. Kpunrorpaduueckue nportokosbl. BBenenue B npotokosl. [IpoTokosnsl ¢ mo-
CpPEITHUKOM. ApOUTpa)xKHbIE MPOTOKOJIbL. CaMOJ0CTaTOYHBIE TPOTOKOJIBI.

24. IlonbITKU BCKPBITHS MPOTOKOJIOB.

6.5. ®oH/ OLICHOYHBIX CPEACTB
[onHbIil OaHK 3adaHUM I TEKYILEro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHOM
aTTeCTalli 0 JUCLUUIUIMHE, OKA3ATENN, KPUTEPUH, KAl OLCHUBAHNS KOMITETCHIINN,
METOINYECKUE MATEpUalIbl, ONMPEIEIISIONIME MPOLETypbl OLEHUBAHUS 00pa30BATEIbHBIX
pE3yJIbTaTOB, MPUBEIEHBI B Y4€OHO-METOIMUECKOM KOMILIEKCE JUCHUILIUHBL

7. OCHOBHAS U JONOJTHUTEJIBHAS YYEBHAS JIMTEPATYPA
7.1. OcHOBHasl yueOHasI JiUTepPaTypa

1. ®omuue B.M., MenbaukoB /J[.A. Kpunrorpaduueckre MeToAbl 3alIUThI
uHpopmarimuu. MaremaTUYeCKre acleKThl. [DIeKTpOoHHBIN pecypc]: YueOHuk. B 2
gacTsx. — M. : WmarensctBo FOpaiit, 2016. - 210 c. URL:
https://elibrary.ru/item.asp?id=25859687

2. UsanoB M.A., Yyryukos M.B. Kpunrtorpapuueckue MeToAbl 3alUTHl HH-
dbopman B KOMIBIOTEPHBIX CHUCTEMaX M CETAX. [DNEeKTpOHHBIN pecypc]: YueOHoe
noco6ue - MockBa: MU®DU, 2012. — 400 c. — Joctyn u3z IbC «znanium.comy.

3. babamr A.B. Kpunrorpaduueckue meTonbl 3amuThl HHGOpMaIuu [Iek-
TpoHHBIN pecypc]: yueOnuk / A.B. ba6am, E.K. bapanoa. — M. : KHOPVYC, 2016.
-190 C.
URL:https://www.intuit.ru/studies/courses/16655/1300/lecture/25505?page=2.

4. Psbxo b. 4., ®uonoB A. H. Kpunrorpaduueckre MeTOIbl 3alUTH UH-
dbopmanuu [IaeKTpoHHBIN pecypc]: YueOHoe mocobue 11l By30B. 2-€ U3/IaHHE, CTe-
peotun. - M.: T'opsiyas nuuus-Tenekom, 2014. — 229 c¢. — JHocryn u3z ObC
«znanium.comy.

5. TOCT P34.10-94. Undbopmannonnas texHojorus. Kpunrtorpaduueckas
3amurTa uHpopmanuu. [Ipouenypsl BIpaOOTKH U MPOBEPKU AIIEKTPOHHO-IU(POBOIL
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MOAMKCH Ha 6a3¢ aCHMMETPUYHOTO KPUTITOTPAUUIECKOTO aITOPUTMA [ DIIEKTPOHHBIHI
pecypc]: — Hoctyn u3 ObC «KOHCYIBTaHT CTyIEHTa.

6. TOCT P34.10-01. Mudopmanmonnas TtexHosorus. Kpunrorpaduueckas
3amurta uHbopmaruu. [Iporeccsl GopMupoBaHus U TPOBEPKH SIECKTPOHHON HUPPO-
BOU noanucu [ DnekTpoHHsli pecypc]: — Jdoctyn uz 9bC «KOHCYIbTaHT CTyAEHTa».

7.2 lonoJiHUTEILHAS JIUTEpaTypa:

1. 3aneynukoB, C. B. Kpuntorpadguueckne MeToabl 3amuThl HHPOPMAIUH
[DnexTpoHHBIN pecypc]: yuebd. mocobue s akamemudeckoro OakamaBpuara / C. B.
3aneunukos, O. B. Kazapun, A. A. TapacoB. — M. : M3natensctBo FOpaiit, 2015. —
309 c. — Jloctyn u3 ObC «znanium.comy.

2. Beenenue B kpunrorpaduto. [log obmeit penakuueii B. B. Slmenko. [Dnek-
TpOoHHBIN pecypc|: Uzmanme 4-e, nomonnennoe. MIIHMO, M., 2012. — 315 c.
URL.:https://edu-lib.com/matematika-2/dlya-studentov/vvedenie-v-kriptografiyu-pod-
red-v-v-yashhenko-onlayn.

7.3 MeToanuecKue MaTepuaibl

1. Huxudoposa T.A. Meroauueckue yka3aHusl K MPAKTUUECKUM 3aHATHUSAM IO
muciuiuinHe «Kpunrorpaguyeckue METoIbl 3alliuThl HHPOPMAIUK) ISl CTYAECHTOB OY-
Hol Gopmbl 00yueHus HarpasieHuid 10.05.03, 10.03.01. — Kypran : KT'Y, 2017. - 32 c.

2. Hukudoposa T.A. MeTtonuyeckne ykazaHHus K BBIITOJIHEHHIO KOHTPOJBHOMN
paboTel no nucuuiuHe «Kpunrorpaduueckre MeToAbl 3alMThl HHPOPMaLUW» IS
CTYJIEHTOB O4HOM (opmbl oOyuenus Hanpasienuit 10.05.03, 10.03.01. — Kypran :
KI'Y, 2017.-29 c.

3. Hukudoposa T.A. JlabopaTopHblil npaktukym «Kpunroananus xiaccuye-
ckuX mM@poB» ans ctyaeHToB crnenuanbHocted 10.05.03, 10.03.01 u 09.03.04 nmo
mucuumiuHe «Kpunrorpaguueckre METoAbl 3alUThl HH(GOPMALMU» AJIs CTYJIEHTOB
ouHoit Gopmbl o0yuenus HampasiaeHuit 10.05.03, 10.03.01 u 09.03.04. — Kypran :
KI'Y, 2016.-57 c.

4. Huxudopora T.A. 3amanus k 51a00paTopHBIM paboOTaM IO JUCIUTUIIMHE
«Kpunrorpadudeckne METObI 3aUTHI WH(DOpPMAIIUK» IS CTYJIEHTOB OYHOU (op-
MbI o0yuenust Hanpasiienuid 10.05.03, 10.03.01. — Kypran : KT'Y, 2017. — 18 c.

5. Hukudopona T.A. MeToanuecknue ykazaHus K BBITOTHEHUIO TaOOPATOPHBIX
pabot no teme «AnroputM RSA» st cTyaeHTOB 04HOM (pOpMBI 00yUYeHUsT HaIpaB-
nenuit 10.05.03, 10.03.01. — Kypran : KI'Y, 2016. — 96 c.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/IUMBIE J1JI151 OCBOEHUA JTUCHUITJIMHBI
1. Caiit nucrannmonnoro ooyuenus B HOY (Harmonanbnbiit OTKpBITHIN Y HUBEPCHU-
teT) «MHTYUT)» comepxkut GecraTHbIe KypChl, TPOTrpaMMbl TIOBBINICHUS KBATU(U-
Kalu¥ 1 IpodeccuoHanbHOM MepenoAroTOBKY, HHTEPECHBIE TOKIAAbl U APYTYIO TO-
Je3Hyro uHdpopmanuio hitp://www.intuit.ru.
2. ®enepanbhblii mopran «Poccuiickoe odpazosanue» http://www.edu.ru/
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3. UudopManinoHHBIN CalT, COIEprKalliil CIpaBOYHbIE MaTepuasbl MO WHOpPMATH-
K€, KOTOPBhIE BKJIFOYAIOT B ce€0sl KypC JICKIUW, CXEMBI, TIPE3CHTAIINH, pedepaThl U JIp.
informatikaplus.narod.ru.

4. CaliT 0 BBICOKMX TEXHOJIOTHUSIX, HOBOCTH HHAYCTPUH M3 MHpPa KOMIIBIOTEPHOIO
«OKeJle3a», TECTOBBIC UCIIBITAaHUS U 0030phl 00opyaoBanus | XBT.com.

5. [Mopran «MHDOpMATMOHHO-KOMMYHHUKAITMOHHBIE TEXHOJIOTUM B OOpa30BaHHM»
http://www.ict.edu.ru.

9 HH®OPMAINMOHHBIE TEXHOJOI'MM, ITPOI'PAMMHOE
OBECIIEYEHUE U UHO®OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBbI
1. OBC «Jlaaby.
2. ObC «KOHCYJIBTaHT CTYJICHTAY.
3. OBC «Znanium.comy.
4. «I"apaHT» - CIpaBOYHO-TIPABOBAs CUCTEMA.

10 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJINHBbI

MartepuaibHO-TeXHHUECKOe oOecreueHrne Mo pealu3alui JUCHUILIUHBL OCY-

niecTBisieTcs: B coorBeTcTBUU ¢ TpeboBanuss ®I'OC BO no ganHOM 00pa3oBaTebHON
IporpaMMe.

11. 1o cTyieHTOB, 00y4YaouuXcs ¢ HCIO0JIb30BaHMEM JUCTAHIIMOHHBIX 00pa3o-
BaTeJbHbBIX TEXHOJIOTH I

[Ipu KcroIb30BaHUM SJIEKTPOHHOTO OOYYEHUS! M TUCTAaHIIMOHHBIX 00pa3oBaTelb-
HbIX TexHojoru# (ganee D0 u JIOT) 3aHATHS TOJHOCTHIO MM YaCTUYHO MPOBOJSATCS B
pEXKUME OHJIANH.

OObeM IUCUUIUIMHBI U PACTIPENIENIEHUE HArpy3KU MO0 BUJaM paboOT COOTBETCTBYET
m 4.1.

Pacnpenenenue 6aioB COOTBETCTBYET M. 6.2 1100 MOKET ObITH U3MEHEHO B CO-
OTBETCTBHH C perieHrneM kadeapsl, B cirydae nepexoga Ha 90 u JIOT B mpoiiecce o0y-
YEHMSI.

Pemenne kadenpsl 00 MCHONB3YEMbIX TEXHOJIOTUSX U CUCTEME OLICHUBAHUS J0-
CTHKEHUI 00YyYaroIuXcsl MPUHUMAETCS C yYETOM MHEHUS BEAYILEro MpenojaBarelis u
JIOBOJIUTCS 10 CBEICHUS 00yUarOIINXCS.
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[MPMJIOXKEHME 1

AHHOTaIMs K paboydeil mporpaMmme JUCHUIUTUHBI

«Kpunrorpaguyeckue MeToabI 321U THI HHGOPMALMI)

o0pa30BaTeILHOM MPOTPAMMBI BBICIIIETO 00Pa30BaAHUS —
IPOrpaMMBbI CTIeUATUTETa
10.05.03 - MadopmanmronHas 6€301MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
Crnenmanmuzanusi: be3omacHOCTh OTKPBHITHIX HH(OPMAITMOHHBIX CUCTEM

®opma oOydeHus: ouHas

Tpyooemkocmo oucyunaunsl: S 3.e. (180 akageMuyeckux yaca)
Cemecmp: 4 (ounas popma oOydeHUs)

Dopma npomexscymouHou ammecmayuu. SK3aMeH
Cooeporcanue oucyuniunsl. OcHOBHbIE PaA30eIib.

Kpunironorusi: kpunrorpadusi u kpunroaHanu3. Kpunrorpadguss u mpoOiaembl
0e3omacHoCTH HH(OPMALIUU: KOH(UICHIMAIBHOCTb, EIOCTHOCTD, ayTEHTU(UKALINSA,
HEBO3MOKHOCTh OTKa3a CTOPOH OT aBTOpcTBa. OCHOBHBIE MOHATUS KpUNTOrpadpuu:
mudp, KI0Y, KpUITocucTeMa, mudposanue, nemudpposanue u ap. Ipasuino Kepk-
xoddca. Kpunrocucrema. CtpykTypa Kpunrocucremsl. Kpunrocroitkocts. Knaccu-
¢dukaus MeToAoB Kpunrorpaduueckor 3amuThl uHGopMauuu. llepecranoBouHbIE
mndpsl. [loacranoBounsie mudpsel. [loTokoBbie mm@pel. biaounsie mmdper. Cum-
METPUYHOE M accuMeTpuyHoe wmuppoBaHue. CUMMETPUYHBIE KPUITOAITOPUTMBI.
ACCUMETPUYHBIE KPUNITOAITOPUTMBIL. [I[pUHIIMIIBI TOCTPOCHUS, OITMCAHUS U aHAJIN3a
kpunrorpadpuueckux anroputmoB. Cetp Detimrens. Kpunroaaroputmbel Ha OCHOBE
cetu Peiictensa. Kpunroanropurmel Ha OCHOBE IOJCTAHOBOYHO-NIEPECTAHOBOYHBIX
ceteit (SP-cetn). Kpunroanroputmsel co ctpykrypoit "kBagpar". 10 mis mmdposa-
HUS JAaHHBIX. [[pUHIUITBI TOCTPOEHUSI U KPUINITOAHAIIN3 CUMMETPUYHBIX U aCCHUMET-
PUYHBIX CUCTEM 3aIuThl HHGopManmu. CTaHAanapThl KpUNTOTrpadueyecKo 3aluThI
uHdopmaruu. Xom-QyHKIUU. DJIEKTpoHHAs IMdpoBas MOAMKUCH WIM HHUPpPOBaAS
NOANMKUCH. ANTOPUTMBI LU poBo noanuck. Kpunrorpadguueckre mpoTOKOJIbI.
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JIMCT
perucTpauuy Uu3MeHeHHu i (I0MoJTHeHUl) B pado4ylo porpaMmmy
Y4eOHO# JUCHMILTHHBI
«MeToabl U cpeacTBa KpUnTorpapuyeckoi 3amuTbl HHPOpMaALMN»

N3meHeHus1 / 10NMOJTHEHHUS B pad04yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MPENOJABATEIb / Huxudoposa T.A./

W3meHeHust yTBEpKIEHbI HA 3aceTaHuu Kadeapbl « _ » 20 r.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T.

HN3meHeHnus1 / 1o0noTHeHUs B pa004y10 NporpaMmmy
Ha20 /20 y4yeOHbli roxa:

OTBETCTBEHHBIN MPEIOABATEIb / Hukudopona T.A./

N3meHeHust yTBEpKIEHBI HA 3aceaHuM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenyromuii kadeapoin « _» 20 T.
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