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Pabouast nporpamMma JucIMIIMHL! «3amuTa HHbOPMALMK B KOMIIBIOTEPHBIX
CHCTEMax» COCTaBICHA B COOTBETCTBMM C Y4eOHBIM ILUIAHOM MO INPOrpaMme
OakanaBpuaTa «ABTOMATU3ALMS TEXHOJOIMYECKHX IPOLIECCOB M IPOU3BOJCTB (B

MAlIMHOCTPOCHHUH)», YTBEPKACHHOM ISl O4HOH (HOPMBI o0yqenus 28 asrycra 2020
roja.

Pabouass mporpamMma AUCIHITIMHEL omoOpeHa Ha 3acemaHuH Kadeapsl
«be3onacHocTh UHYOPMALMOHHBIX H aBTOMATH3UPOBAHHBIX CHCTEM» 29 CeHTAOps
2020, nporokoa Ne 2.

Pabouyro nporpammy coctaBui: -
CT. IIpenoAaBaTesb i il B.B. MockBun

CornacoBaHo: /
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Cnenuanuct no y4eOHO-MeTOANYECKOi

pabote YueOHO-MeToqruYeCKOro /
oTaesa % / I'.B. Ka3zankosa
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1. OBBEM JUCHMILIUHE]

Beero: 3 3auernpix CAHHULB! TPy oeMKocTH (108 dKaIeMUYeCKHX Yaca)

—_—

( Byt yuebroit paGorer

h&ymwopnme 3aHATHS (KOHTAKTHAas padora ¢ npenojia-
| BaTesem), Beero yacon

B TOM HHCJIE:
ek
| JlaGopatopurie paGorsi
 Ipaktiueckue 3ansTus

CamocrosTeisnan pa6ora, Beero gacon

B TOM YHCJIE:

lloaroroska k 3auery

Hpyrue Buabr camocrosTensrol paboThl

(M3y4eHue Tem, MOATOTOBKA K nabopaTopHbIM paboTam u
PYOEKHOMY KOHTpOIIO)

|
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Bua npomexyrounoii aATTeCTAIHH
O6mas Tpynoemkocts quenHNIMALL I TPYAOEMKOCTH 110
ceMecTpam, 4acos
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Pesynerarsr 00y4eHus mo AUCLHIIUHE HEOOXOMUMBI s U3Y4eHUS auciu-
titnh «IIpoektupopanmue ABTOMAaTU3UPOBAHHBIX CHCTEMY, «IIporpammuoe yhpase-
HHE TeXHONOrMYecKum 000py10BaHKEMY, «IIporpammuoe obecreyenne cucrey
YOPaBICHUs», a TaKkxke mis BBIIIOJIHEHHS pa3zielioB KYPCOBBIX NIPOEKTOB MO muciiy-
li1MHaM 0a30BOif yacTH p BLIITYCKHOH KBalH(pUKaIMOHHO; paboThl.

- 0 METOZIax M CpecTBax 3aIuTh] MHOpMaluy B KOMIIBIOTEPHBIX CeTsIx:

= 0 TEXHOJIOTUH MEKCETEROIo SKPaHUPOBaHHS;

" O MCTOZaxX M CpefCTBax MOCTpOeHus BUPTYJIbHBIX YaCTHBIX ceTei;

- O METO/IaX 1 CPENCTBAX ayuT YpoBHS SAlHINICHHOCTH MHQOPMALHOHHBIX CHeTey,

Komnerenuuu, (opMupyeMsbIe B PesynpTate ocBoeHus MuCcHMmIHLL:

— CIIOCOOHOCTBIO CoOHpaTe 1 AHATH3HUPOBATE UCXO/IHbIE HH(OPMalHOHHbIE af-
HPIC JUTA NPOEKTHPOBAHUS TEXHOMOIHYeCKHX [IPOLECCOB U3rOTOBRNEHMS POAYKIINY,
CPEJICTB 1 cucTeM aBTOMaTH3aLmy, KOHTPOJIs1, TEXHOJIOrMYeCKOro OCHALLEHHS, JUArHO-

chcremsi (s [TK-1);

— BOSMOXHOCTH M OCOBEHHOCTH HCIIOMB30BAHMs CIeLMATU3UPOBAHHEIX
POTPaMMHO-aNNapaTHBIX CPe/CTR TIPH TIPOBCACHUH ayuTa HHMOPMALHOHHOK Ge3-
onacHoctu (st [TK-1);

— METO/bI 3aI0M Tl KOMITBIOTEPHBIX ceTeili (s TTK-1);

yMmeno

- BBITIOJIHATE HACTPOMKY 3alIMTHBIX MEXAHHIMOR CETEBBIX MPOrpaMMHO-
alnapaTHbIX cpejcTs (mwis [TK-1);

— TPHMEHATE  MEXAHH3MBl 3alUUTHL, pPeATH30BAHHELC B NPOTpaMMHO-
AlIIapaTHbIX KOMILTEKCAX, ¢ LeNbio NOCTPOCHUS 3aLUIIeHHBIX KOMIBIOTEPHEIX ceTell
(s TIK-1);

el1ademo

- CPEICTBAMH aAMUHHCTPUPOBAHHS CETEBbBIX [IPOrpaMMHO-aIapaTHEIX
KOMIUICKCOB 3allMTEI MHGOPMAIMKM U cHCTeM O0HapyxeHHs KOMIBIOTEPHBIX aTak
(s TIK-1).



4. COIEP)KAHUE AACHUTIIUHLI
4.1. yqeﬁﬂo-TEMaTH‘leCKHﬁ n1ad. Oynas dopma o0y4Yenus

Komudectso yacos
Howme KOHTaKTHOH paboTei ¢ npero aBare-
i Haumenosanue pasnena, p peron
paszgena, JeM
TEMBI
TEMBI Ipaxruy,
Jexiuu
SAHSITHSI
Tema | OcHOBHBIE 11OHSTHY H omnpejeneHus 1
) TCOPHH KOMIIBIOTEPHOI Ge30macHocTy
Crpykryprsarms METO/IOB, IIPUHIMIIOR, 1 |
Tema2 | mexaummon TCOPHH KOMITLIOTEPHOT He3-
OIIACHOCTH
Merozmonorus HOCTpOCHHS creTeM 3a- 2
Tema 3 | murer HH(pOpMaruy B KOMITBFOTEPHBIX
CHCTeMax
Tema 4 | OCHOBHbIE BUbI atak g ABTOMAaTH3UPORAH-

HEBIC CHCTEMBI

TE‘XHOIIOFHH MEXCeTEeBROro S3KpaHupo-
BaHWA

YIUT HHOPMAHOHHOH Oe3zonacrocTy
B KOMITbIOTEPHBIX CeTsIx

Tema 1. Ocnosnpie noHamus u onp
ORACHOCHU,

Yrpo3ssl. Knaccudpukanus Yrpo3 GeszonmacHocTd. Mojenu YIpo3 W Mojens
Hapyummrens. Yreukn undopmauny. Kagams yTe4eK undopmarmy. Knaccuduxanus
KaHalloB yTe4YeK HH(OopMaImy,

Tema 2. Cmpyxmypusayua Memodos, npunyunos, u MEXAHUIMOB8 meopuu Kom-
fiblomepHou bezonacnocmu,

OcHoBHbIe HanpasieHus obecnieuenus KOMIBIOTEPHOH Ge3onacHocTH, OcHOB-

HbIC YPOBHH 3allWTBI HHpOpMAaLun, Hpunuume: noctpoenus 6esonacubix AC. Mero-
A0n0rus odcnenoBaHus u NpOeKTUpoBaHus 3auThl AC.

Tema 3. Memoodonozun hocmpoenun cucmem zauyump ungopmayuu ¢ kom-
RbIOMEPHbIX cucmemax.,
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LS TAKUX CHUCTeM. Kpuntorpapuyeckye CPEACTBA 3a1MThI HHBOpMAaruy, Crerano-
rpauyeckie MeTop 3aluTel. KoHTpons nenoctHoCTH HH(pOpMaLuy Hwa MHU.
Ludposas noxnucs.

(uKauus Bupycos,
AHTHBHpPYCHOE IIporpaMmHoe obGecreyenye. Knaccuduxanus AHTHBUPYCOBR.
Tpebosanusg x aHTHBUPYCHBIM MPOrpaMman. Mertopi OOHapyxeHus BPE€IOHOCHOTO
O u yerpanenus [IOCTICICTBYH 3apaenus.
Tema 5. Texnonozun Mediccemeeozo skpanuposanuz,

ACHUSI, pe3ynbTaThl pabor.
HopmatusHo-npaBossie u OPTaHM3alMOHHBIE OCHOBBI IIPOBEEHMUS ayura

Oe3onacHocTH KOMIIBIOTEPHBIX cucTeM. Onpenenenue CTPYKTYpPBI HH(OpMaLHOHHO-

T€JICKOMMYHHKALHOHHBIX CeTei. IIporpammusie cpencraa AHaJIU3a TOITOJIOTHH BbI-

NTOTOKOB 3allHIIaeMOii HH(pOpMAaIHH.

Tema 8. Hoaumuru besonacnocmu

[ouste monutukm 0e3omacHoCTH. DopmanbHble MOETH NOMUTHK Oe3oriac-
HOCTH. OCHOBHBIE TUIHI MTOJINTHKA Oe30macHoCTHU., PaspaGotka u peanusanus noau-
THKU O€30MacHoCTH. Knaccnpukanms MOZ€eNnen NONUTHK 6e30MacHOCTH.
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Homutka u moneny OesonacHoctn B pactipe neneHnbrx KOMIBIOTEPHBIX cu-
CTEMax.

CemeiicTBo HlI-mozneneii nmomurux 6e3omacHocTH JIOTMHECKOro ymparieHus
AOCTYNIOM M MH(POPMAIIHOHHBIMY [IOTOKamu.

Tema 9. Ocnoenpie Kpumepuu sawumwennocmu AC Knaaccen Jauwumenno-
cmu AC.

4.3 JlaGopaTopusie pabdoTkl

Haumenoanumne ey
nabopaTopHEIX pabor

Hopmarug
BpeMeHu,
gac.

Hanmenosanne
TEMEI

Merononorus MOCTPOCHHUS
CHCTEM 3allUThl HHpOpMa-
LUMH B KOMITBIOTEPHBIX CHCTe-
Max

(CHOBHBIC BUITbI aTak Ha aBTOMa- Jlabopamopnas paboma Ne2. Koutpons
3MPOBAHHBIE CHCTEMEI HacTpoek H  pabors AHTHBHPYCHBIX

CPE/ICTB.

-1t pydescuvii konmpons
Texnonmorus mesxcereBoro Jlabopamopnas paboma  Ne3. Hzyuenu
HACTPOEK U pabOThI MeKCETERLIX 9KpaHoB.
Jlabopamopnas patoma Nod. Uzyuenne
H30JIMPOBAHHBIX IIPOTPAMMHBIX cpen Ha

TIPUMEpE padOThl ¢ BUPTYaTbHBIMH MAILH-
HaMH.

2-01 pybexcusiii Konmpons Tecmuposanue _

> METOANYECKME YKA3SAHUS IS OBYYAIOIUXCS]
IT0 OCBOEHMIO AUCIUITIAHbI

Jlabopamopnas paboma Ne 1. Kpurnro-
rpaudeckue cpejcrra 3aIIU TRl HHGpOp-
Mauuu: GPG i Truecrypt.

N

DKPaHHPOBAHUS
Bupryanbueie uacThpre
CEeTH

lpu npocaymmpanuu nexrmii PCKOMCHIYETCA B KOHCIIEKTE OTMEYaTh Bee
BAXKHBIC MOMEHTbI, Ha KOTOPBIX 3a0CTPSET BHUMAHME NpenoaaBaTeib, B 4aCTHOCTH
T€, KOTOpbIe HAMPABICHbI HA KAYECTBEHHOE BBIMOJIHEHME COOTBETCTBYIOLIEH JiaGopa-
TOPHOH pabore.

Ipenonasarenem sannanrnposano HUCTIOJIb30BAaHUE TIPH YTEHHHM JIEKIHH TeXHOJO-
MK y4eOHOH aucKyccHm. Hostomy pexomenmyercs (buxeuposats 1151 cebs HUHTEPECHEIE
MOMEHTBI C LIEJIBIO UX AaKTHBHOTO 06CY>KIeHHUS Ha AUCKYCCHH B KOHIIE JICKIIMY.

3a7I0roM Ka4eCTBEHHOrO BBINONHEHMS NabOPaTOPHEIX paboT SBMISETCS caMo-
CTOATC/IRHAA TOATOTOBKA K HAM HAKaHYyHe TyTEM TIOBTOPEHUS MATEPHAJIOB JIEKLIUIL.



PGKOMeHﬂyeTCH MOATOTOBUTEL BONPOCH MO HesCHHINM MOMCHTaM H o0CymuTs mx ¢
npcnonasareneM B Hayae 1abopaTopHoit paGoTsr.

lIpenonasarenem 3aILUIAHUPOBAHO TMpPUMEHEHHe pa 1aboOpaTopHBIX paboTax
TEXHOJIOTUH pa3BUBarOlIelcy Koonepanuu, KonnekTusHoro B3aMMOJIEHCTBHS, pazfo-
Pa KOHKPeTHBIX CHUTYyaLmii.

Hns Texyiero KOHTPOIIA ycrieBaeMoCTH 10 09O} (opme 06yuenus npenoja-
BaTCIEM HCHONB3yeTCs OanneHo-pefitunroas CHCTEMa KOHTPOIIS M OLEHKH akajie-
MHY€CKOH aKTHBHOCTH. [losromy Hactostensho PEKOMEHAYeTCS TiuaTensHo popa-
O0arbiBaTh MaTepman AUCLHIUTHHBI [IPH CaMOCTOSTENBHOM pabore, y4acTBoBaTh BO

110 Pe3ysibTaTaM OCBOCHHS TUCLHILIHHEL
Boinonnenue camocrostensaoj paboTel moapaszymepaer CaMOCTOSTENbHOE

M3YHUCHHC pa3NeNoB HCLHUILIHHEI, TIOATOTOBKY K J1abopaTopHbIM pabotam, k py6Gex-
HLIM KOHTPOJISIM U MOATOTOBKY K 3ayery.
Pexomennyemas Tpynoemkocts CaMOCTOSITENILHOH paboThl TipeicTaBiena
rabinie: '

Pexomenayempiii PEKHM caMOCTOATe /IbHO paGoTs

Pexomennyemas
TPYA0EMKOCTE,
akas. yac.

JV HaumenoBauue
BHIA CAMOCTONTe/IbHOI paGoThI

Camocrostenshoe H3YYCHHE TEM:

s o W
OCHOBHBIE TOHATHS K OTIPEIe/ICHHS TEOPUH KOMIIBIOTEPHOM 4
L 0e30macHoCTH
: -
Crpykrypuzanms METO/I0B, [IPHHIIAIIOR, H MEXAHH3MOB TEOPHH 3
T ——
6
-]

KOMIIBIOTEPHOMH Oe30acHoCTH
MeTtononorus noctpoenns cuctem 3alIUTEI HHPOPMALIUH B
KOMTIBKOTEPHBIX CHCTEMAX

OcHOBHBIC BHJIBI aTaK Ha ABTOMATH3HPOBAHHBIE CHCTEMBbI
 Texnonorus MEXKCETEBOI0 DKPAaHHPOBAHHUS
BupryanbHsie yacTHbIe ceTn
Ayt MHOOPMAIIMOHHOI Ge30MacHOCTH B KOMIBIOTEPHBIX CETIX
Honantrku 6e3onacuocTn
OcHOBHbIE KPHTEPHY 3amMIIEHHOCTH AC. Knaccrr
sanuinenHocta AC

]
D= o

Toarorosxka k J1abopatopHeiM paboTtam (o 2 yaca Ha K2XK/I0€ 3aHATHE) 8 |
Tloarotoska K PYOEKHDBIM KOHTPOISIM (110 2 Yaca Ha KaK bl pPyOeKHBIH 4
KOHTPOJIB)
[ToaroroBka K 3agery 18
| Beero: 76 N

6. POHI OUEHOYHBIX CPEJICTB JJIs1 ATTECTALMY MO AWCLIMILTHHE

6.1. llepeuenn oueHoYHBIX cpeacTs

|. bainbHO-peliTvHrOBas cricTeMa KOHTPOJIA M OLICHKH aKaJeMHYeCKOH aKTHR-
HocTH ctyaenTos B KTV,

2. OTYeTsl CTYEHTOB 110 1abOPaTOPHBIM paboTam.

3. baHK TeCTOBEIX 3a/aHuit K py6GesKHbM KOHTpomsim Ne 1, No 2,
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5

| 1
|

y

4. Bonpocsr k 3auery.

6.2. Cucrema 6aﬂﬂLH0-peﬁTHHmBOii OUEHKH paboTbI CTYAEHTOB 110 AHCHHILIHHEe

—F‘ Hanmenosanne
Pacnipenenenue Ganor
3d CeMECTP N0 BHaaM

yueOHo# paboTsl, cpoku

5 Bu
caauu yuebHoi paboTsi A .
: yueOHo
{Qos00ames 0o ceedenus
paboThI:

CHIVOCHIMOG HA Nepeom
VueoHom zansmuu)

bannbuas
OLEHKa:
Kputepuii nepecuera 6amnor g
TPAIMIIHOHHYIO OLEHKY TI0 HTOIaM
paboThi B cemMecTpe U 3auera

Kpurepuu jonycka k IPOMEKy-
TOUHOW aTTECTAlUH, BOIMOKHOCTH
MOJTYYEHHS aBTOMATHYECKOTO 3a-
HeTa (9K3aMeHalHORHOM OLIEHKH )
110 TUCHHMITIMHE, BO3MOKHOCTD
ONYYeHHs DOHYCHBIX DaJioB

Copnepsxanne
Pacnpenenenue 6anon

— I

): [=]] 3: [=]]

Bbinonnenue =z 2

Moceiuenue " = T 2 5
i JaboparopHoii £ g £ g =
JIEKLMH S 2 S & =

paboTs £ 2B

2 g /A3

= =
13 13 30

60 1 menee 6amios — HEYJIOBIICTBOPHTENLHO; He 3a4TeHO;
61...73 - YAOBICTBOPUTENLHO; 3a4TCHO;
74... 90 — xopomo;
91...100 — otnnuno

Hns nonycka k IIPOMEIKYTOYHOH aTTecTanuu (3auery)
CTYACHT OJUKEH HAOpaTh 110 WToram TEKYILEro | py-
OeXHOro KOHTpoms He memee 50 OannoB u mosoken
BBINOTHATE BCe 1abopaTopHbie paboThL.

s monyuenus zauera «aBTOMATHYECKH» CTY-
ACHTY HeoOXoaumo Habpats 61 Gay

Ilo cornacopanmo ¢ TIpelIoiaBaTesieM CTYICHTY,
HaOpaBmemy MUHUMYM 61 0ay1, MoryT 65ITh H06aRIe-
HBI JIONIONHUTENbHBIE (OOHYCHBIE) Gamibl 33 aKTHR-
HOCTE Ha JTa0OpaTOPHBIX paboTax, aKTHBHOE y4acTve B
Hay4yHOH WM MEeTO/JHYecKoii paboTe, OpPUTHHANBEHOCTD
IIPUHATEIX PEMICHUH B XOJE RBITIOIHEHHSI naboparop-
HBIX padoT, 3a yyacTHe B 3HAUHMBIX Y4EOHBIX u
BHEYUCOHBIX MEPOPHATHSX Kadeapel.

DopmbI H BHIbI yueOHO# paGoTh!
N HeyCeBaIuX (BOCCTaHO-
BUBUIMXCS HA Kypce 00ydeHus)
CTYACHTOR JUTS IOJIYYEHHS HE10-
CTAIOLIMX DaIIoB B KOHIE ceMecTpa

=

B cnyuae ecnm x IPOMEKYTOYHOM arrecraifun
(3auery) Habpana cymma menee 50 Oannos, cryaenty
HEOOXO0MMO HabpaTh HETOCTAIOIIEe KOIHYECTRO ban-
/OB 38 CHCT BBIIOJIHEHUA JOMONHUTENBHBIX 3a1aHHii,
A0 KOHL@ IOCIeIHEH (3a4eTHON) Henenu ceMecTpa.
[Tpu stom HeoOXOmMMO IpopaboTaTh Marepuai Beex
IIPONYIICHHBIX 1a00paToOpHBIX paboT.

DOpMBI TOTIOJIHUTENBHBIX 3a1aHHi (HazHauaTCs
IperoaaBareseM):

- BBITOJHCHUE U 3alHTa TPONYIIEHHOH nabopa-
TOPHOH paboTE! (MPU HEBO3MOKHOCTH [OMNOIHHTENb-
HOrO NpoBeZeHHUs 1adopaTopHOil pPaboThl Mpenosasa-
TCJIb YCTaHABIUBACT (OPMY JOHMONHHUTENLHOTO 3ajia-
HHSl TIO TEMaTHKE NpPONyLIeHHOH paboThl caMoCTOs-
TEJIBHO) — 110 7 Gaios.

JlukBuzalust  aKajeMHUIeCKHuX 38/I0JDKEHHOCTEI],
BOSHHKIIHX M3-32 PA3HOCTH B y4eOHbIX ILIAHAX [PH Tepe-
BOJIC HIIM BOCCTAHOBJICHHH, MPOBOTHUTCS ITYTEM BBINOJI-
HCHHSL TOTIOJIHMTEINbHBIX 3a/aHui, hopma u 06beM KoTo-

PbIX OIIPEICIACTCS [IPEOJaBATEICM.




6.3. Ipouenypa OUCHHBAHHSA Pe3yJbTaToR OCBOCHUSI AHCHMMIMHD]
PyGexubie konTposy MIPOBOZATCS B popMe MUCEMeHHOro TeCTUPOBAHUS.
Tepen nposenennem KaXJI0ro pyOekHOro koHTpos TIperionaBarens npopa6a-

TBIBACT CO CTYAEHTAMH OCHOBHO} MAaTepHal COOTBETCTBYIOMIUX Pa3aesloB nuciu-

bansi CTYICHTY BBICTABISIOTCS B 3aBHCHMOCTH OT ypcjg NIPaBHIIBHO
BbIODaHHBIX  OTBeTOR, Urorosas onenxa no  Tecry (GopMmupyetcs nyTem
CYMMHMpOBaHHA HabGpaHHBIX OamnoB u OTHECEHUS HX K o01eMy KONH4ecTBy
BONPOCOB B 3ananuu. [ToMmuosxup HOyYeHHOE 3HaYeHue Ha 100%, moxHo [IPUBECTH
WIOTOBYIO OLIEHKY K TPafHLMOHHOM} CIICYIOUHEM 00pazom:

«HEYIOBNETBOPUTENIEHO» — MeHee 50%

«YNOBIETBOPHUTENLHO» — 50% - 70%

«xopotuo» — 70% - 90%

COTIHUYHO» — 90% - 100% .

YCIEBAEMOCTH.
3auer npoBoauTcy B (opme oTBeTa Ha BOTIPOCKI Ounieta. Buner coctont u3 2 Bo-
fipocos. Bonpoce! k 3a4€Ty NOBOIATCS 1O CTYEHTOB Ha [oceHe nekuun B ceMecTpe.

6.4. [lpumepnI onenoynbIX CPEACTB A1l pyGeskHbIX KOHTPOJIeH u 3ayeTa
1-b1ii py6esxHbIii KOHTPOJIL
Bonpoc 1. Hocmyn unpopmayuu, ne napywarwwuia npasuna pasepanuyenua
docntyna, Hazvigaemes. ..
a) NIerajbHbBIM;
0) HeneranbHbIM;
B) CaHKLIHOHUPOBaHHBIM;
I') BPEIOHOCHBIM;
/1) HECAaHKLIHOHMPOBAHHbIM.
Bonpoc 2. Cyévekmueno onpeoensemasn Xapakmepucmura ungopmayuu, YKa3zoi-
Gaan na neobxooumocme eeederus OZPAHUYCHUT HA MHOMCECMEo cyovekmog,
UMEIOWUX 0OCHYN K 0aHHOII ungopmayuu
a) 0eJIOCTHOCTB;
©) nocTynHocts;
B) KOH(])HJIGHHH&JILHOCTB;
I') CBOGBPEMEHHOCTb.
Bonpoc 3. Yazeumocme UHPopmawuu — rmo:
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a) cobbiTHe mH ACHCTBHE, KOTOpoe Moser BBI3BATE  U3MeHenue
(yHKUHOHMpOBaHHS KC,  cBmsanmoe ¢ HapylleHMeM  samumienHoCTH
obpabatbiBaeMoii B Hei HUHQOpMarHH.

0) BO3MOMKHOCTB BOSHUKHOBEHHS Ha KakKoM-THG60 3Tame XKU3HCHHOTO LMK/
KC rakoro ee COCTOAHHS, IIPH KOTOPOM CO37ar0TCs YCJIOBHS s peain3anuu yrpos
bezonmacuocTu HH(pOpMaLnHy.

B) AelcTBHe, npennpunuMaemoe HApYILUTENEM, KOTOpOe 3akiouaercs b
HOMCKE W MCIIOJIb30BAHUHM TOM MIIH HHOK YSI3BUMOCTH.

2-0¥i pybeskHbIi KOHTPOJIB
Bonpoc 1. K ne npeonamepennpim yeposam omuocamesn:

a) oLUOKH B paspaborie Iporpammusx cpencre KC;

0) HecaHkuHOHMPOBaHHEL} AOCTyN K pecypcam KC co CTOPOHBI T0JIb30BAaTE-
neit KC u nocroponnmx ML, yuepd oT koToporo OIPEACNICTCA MOMyYEHHBIMK

mopa cyovekma svicmynaem

a) To, 4TO OH 3Haer;

0) 1o, 4em on BJIaJIeeT;

B) TO, YTO €CTh YaCTh €10 camoro.
Bonpoc 3. Ocuoenpie hanpaeienus obecneuenua Kk ¢ sasucumocmu om npupopr
cpedcme u memoodoe:

4) KOMIIBIOTEpHOE, Kpuntorpapuyeckoe, 6ymaskHoe

0) HopMaTHBHOE, (popMaisHoe, NpaKTUYeCKoe (BKCHepHMeHTaﬂBHOE)

B) HOPMaTHBHO-NpaBoBoe, MH)XXCHEPHO-TEXHHYECKOE, OpraHU3alMOHHOE,
anmapaTHO-IPOrpaMMHOE

NMPUMEPHBIN TIEPEYEHE BOITPOCOB K 3AYETY
Mudopmanust kak 06bexT 3ammTs;, Kondunenunansnocts, nemoctaocrs, H JI0-
CTYNHOCTh HH(OPMaLIHH.
Moienu ieHHOCTH uHdopMannu. Uudopmaimon s IIOTOK.
HMepapxuveckne momenn wu MOACTE  B3aUMOIEHCTBUA OTKPBITBHIX CHCTEM
(OSI/ISO).
4. Yrpossl. Knaccudukarmis YIpo3 6e3omacHocTy.
5. Mopenu yrpos u mozens HapyIIUTeIs.
6. Yreuku nupopmanuu. Kaganss yTeueKk HH(popManuy.
7. Knaccudukauus xananos yTeueK HH(popMaLuu.
OcHoOBHbIE HalpaBIeHHs obeceqens KOMIIBIOTEPHOH Ge30nacHOCTH.
. OCHOBHBIE yPOBHH 3aIUTHI UH(pOpMaIUY.
0.IlpuRuMIBI NOCTPOEHHS Ge30MmacHkx AC. Metozonorus o6cnenosanus 1 npo-
€KTUpOBaHMs 3auTel AC.
I'T.Cucrempl unentudukanmy u AYTEHTHUKALHIH, KIACCUPHKAIMS TAKUX Ci-
creM. Kpunrorpaduyeckue CPeaCTBa 3aIKTh! UH(POPMAIHK.
12.Creranorpaduueckue metons: 3alLUTEI,

—
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[3.Kontpoas nenocrrocry HHObOpManyy Ha MHU,
14. Linposast nommcs,

CeTEBBIX aTak.
16.Cpeacrsa peanuzamiy arax.

Y3J10B U TEPPUTOpPHIA.

18. Texnonoruu OOHapykeHus KOMITBIOTEPHBIX aTaK H UX BO3MOXHOCTH.

19. MeToapr OOHapyKeHHs: arak. Kraccudukanus cucrenm OOHapyskeHus: arak
/BTOpXeHuU (COA/COB).

20.BpenonocHoe IIpOrpaMMHOe obecrieuene.,

21.Kommblotepusie BHUpycChl. Knaccudukanus BHPYCOB.

22. AaTuBHpycHoe lIporpaMmMHoOe oOecriedenue, Knaccupnkanus AHTUBHUPYCOB.

23.TpeGopanus k dHTUBHPYCHBIM HpOIrpaMman. Metone OOHapyxeHus Bpeo-
HOCHOTO I10 U ycTpanenus [IOCTEICTBHI 3apaskeHus.

24.TTonsitre MexcereBoro 9KpaHa. Ctpareruu u CPE/ICTBA MEKCETEBOIO HKpaHHy-
pOBaHu4.

25.Co3pnanue 3amuimenspx CETMEHTOB I1pu paboTe B ceTH Unreprer ¢ ucnionmszo-
BAHHEM MEKCETEBBIX SKPAHOB.

26.Tunsr MexceTeBbIx 9KpaHoB. CXeMbI MeKCeTeROTo 3KpaHHPOBaHMUS,

27.DunbTpalus naketos, Kpurepuu u npasuna GunbTpanuu.

28.Peanusanus makeTHbx $unsTpos. Ocobennoctu QUIBTPALMK pasIHuHbIX Ty-
OB Tpaduka.

29.111mo3sl npukIagHOro ypoBHs. KoHTpois HTTP-tpacduka u 3NIEKTPOHHOM [OYTEL,

30.Tlonsitie BupTYanbHOIf HacTHOH ceTH, ee NMpeqHa3HaYeH e, 3anaqu, pemaempie
VPN. Tyuuenuposanue 8 VPN. YPOBHH 3alLMIIEHHBIX KaHATOR, 3amuTa nau-
HBIX Ha KaHaJlbLHOM YpPOBHe.

31.Opranuszanus VPN CpeacTBamu nportokona PPTP. Veranoska u HaCTpoiiKa
VPN. Ananus sammmennocty lepeiaBaeMoii HH(pOpMaITHH.

32.3alMTa NaHHBIX HA CeTeBOM YPOBHe. 3allMIEHHbIH 06MeH 3JIEKTPOHHOIA
[IOYTOH.

33.lenmn u 3amaum pOBeleHNA aynuta 0e30macHOCTH. DTampl u METOBI
[IPOBEJICHUS, PE3yIbTaThl paborT.

34.HopmarusHo-1paBoBbie 1 OpTaHH3allMOHHbIE OCHOBBI MPOBENEHUS aynura
Oe3onacHocTH KOMIIBIOTEPHBIX CUCTEM.

35.0npenenenne cTpyKTyphI HHd)opMauHOHHO-TeﬂeKOMMyHHKauHOHHbrx CeTeii.

36.IporpamMmHbie cpefcTsa anamnsa TOIOJNIOTMH BEIYUCTHTEIBHOM CeTH.

37.0npenenenue MapIlIpyTOB NPOX0XKIEHHUS CETEBbIX MTAKETOR,

38.00HapyxeHue 00BEKTOB CeTH. IMocTpoenue cxemsl cery.

39.BoisBnenue TCJICKOMMYHHUKaITHOHHOIO 000py,10BaHMS.

40.BbisiBeHne u TIOCTPOCHHE CXEeMbl UH(DOPMALKUOHHBIX MOTOKOR 3alMIIaeMO
HHQOpMaIUH.

41.Ilonsitne nomuruky GesonacHocTy, OCHOBHBbIE THITBI TONUTHKY Oe3omacHocTH.

12



42.Paspaborka u peanusanuuns nonuTuku 6e30nacHoCTH. Knaccudpukanus Mozese
NOJTMTHK OE30MacHOCTH.

43.IMonutika ¥ momemu GesonacHoct B pacnpeneneHasix KOMIBIOTEPHEIX CH-
CTeMax.

44.Cemeiicteo JIT-moneneis TMOJINTHK OE€30MaCHOCTH JIOrHYeCKoro YIpaBieHus
AOCTYNOM M MH(pOPMALMOHHBIMH MOTOKAMIL.

45.0cHoBHBIE KPHTEpUM OLeHKH 3anmineHHocTy AC,

46.CTanmapT ouenku Oe3onacHocTH KOMIIBIOTEpHEIX cuctem TCSEC («Opanxe-
Bas KHUTA» ).

47 Konuenuus 3atmtel AC 1 CBT 110 PyKOBOIAIIUM NOKyMeHTaM [ ocTeXKoMuc-
cun PO,

48.Ennnble kputepun Oe3onacHocTH MHQOPMALMOHHBIX TEXHOIOIHi (Common
Criteria).

49 TTpobnemsl KOMITBIOTepHOH Oe3omnacHocTH. INepcnextuBHbIE HaIpaBlIeHHs Hc-
ClleJOBaHUH B 00J1acTH KOMIIBIOTEPHOM Oe30mnacHoCTHy.

6.5. ®onj oneHouHBIX cpeacrs
Honuwlii 6ank 3ananuit ans TEKYLIETo, pyOexkHBIX KOHTpOJIEH 1 TIPOMEXKYTOYHOIM
dTTECTALNH 10 TUCUHUIUTUHE, [I0Ka3aTely, KPUTEPHH, HIKAITBI OLIEHUBAHUS KOMITETeHI1iA,
MCTOIIMYECKHE MaTepuabl, OmpeeNsoLTe TPOLEIYPhI OLEHUBAHUS 00PA30BATENBHBIX
PE3YJILTATOB, IPUBENCHB! B Y4eOHO-METOTHYECKOM KOMILICKCE THCLUILIHHBI.

7. OCHOBHAS U AONOJHHUTEJBHAS YYEBHAS JIUTEPATYPA

7.1. OcHoBHas yueOuas JIHTEpaTypa
OcHoBHas HTepaTypa:
1. I'pywo A.A., Tlpumenxko 2.A., Tumonuna E.E. Teoperuteckne ocHoBbI
KOMIIBIOTEPHOM 0e3011acHOCTH. — M. «Akagemusy, 2009. - 272 c.
2. Tanarenko, B.A. OcHoBl MH(OPMALHOHHOM Ge3onacHocTH, / [Dnextpon-
HblH pecype]. - M.: HaumonanpHerii OTKpeIThIi VHUBepcuTET "MHTYUT", 2016 -
208 c. ISBN 5-9556-0052-3. - Hoctyn 9BC «KoHcynprant CTYICHTAa».
3. laubrun, B. ®. Undopmarmonsas 0e30macHOCTS U 3aluTa HHpOpMaIUK
[ DNIeKTpOoHHBIH pecype] - MockBa : AMK Tlpecc, 2014. - 702 c. - ISBN 978-5-94(074-
768-0. - loctyn DbC «Koucynbrant CTyZIEHTay.
4. llesinun, IT. H. Moaenu GezonacHocTu KOMIIBIOTEPHBIX CUCTEM. YIIpaBie-
HHE OCTYNOM U MHOOPMALIMOHHBIMH TIOTOKAMH® yuebHoe nocobue st By30B 2-¢
M3[1., UCTIP. U JOTL. [DNeKTPOoHHbIH pecype] - Mocksa : I ops4ast TUHUA - Tenekom,
2013.-338 c. - ISBN 978-5-9912-0328-9. - Hoctyn bC «KoncyapranT CTYZICHTa.
HAono/iHATeIbHAS IHTEpaTypa:

1. Kacnepckn, K. Texuuxa ceresbix atak. T. 1 / Kpuc Kacnepcku. — M.: Co-
nou-P, 2001. — 400 c.

2. Jlanonnna, O. P. OcHOBBI ceTeBoii Ge30macHoCTH: KPHUIITOrpa(uvecKue ajiro-
PATMbI ¥ IPOTOKOIEI B3AUMOJICHCTBUSL: Kypc NeKIHii : yuebHOe mocobHe : s CTyZIeH-
TOB BY30B, 00Y4aroLIUXCS MO CeuMansHocTH 510200 "IlpuknanHas Marematvika U HH-
dopmaruxa"/ O.P. Jlanoxuna; HHTepHeT-yHUBepCHTET HHDOPMALMOHHBIX TEXHOIOTH, —
M.: MinTepheT-YHHBepCHTET MHBOPMALIOHHBIX TexHomorui, 2005. — 605 c.
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3. Onucep, BT Komnstoteprpie cery; - Upuauumg TEXHOMOT UM, MpoToKOIE] -

y4eOHOe nocobue g CTYACHTOB By30B/ B. T". Omudep, H. A. Omugep. — 3-¢ U3, —
M.; CII6.; Huxuuiz Hosropoy: IIntep, 2007. - 957, c.

8. PECYPCBI CETH «MHTEPHET»,
HEOBXOIUMBIE 1711 OCBOEHKS AUCUUILINHB]

I. Dnexkrponnsii (OHA npaBosoii HOPMaTHBHO-TeXHUYeCKOii IOKYMeHTa-
LUy - http://docs.cntd.ru;

2. 3BC «Jlanpy - https://e.lanbook.com/;

3. OBC «Znaniumy - https://znanium.com/;

4. DBC «Koucynsrant CTYZEHTa - https://Www.studentlibrary.ru;

5. Hanuonanpgsri OTKpBITBII Yuusepcuter « MHTYUT) - https://intuit.ru;

6. EnuHoe  oxno AOCTynma X  oOpazoBaTenbHbM pecypcam.  —
http://window.edu.ru/;

7. Hndopmatmonneri OHJIaHH nopran [SO27000.ru -
http://www.iso27000.ru/;

8. bezonachocry - http://groteck.ru/security.

9 HHO®OPMALMOHHBIE TEXHOJIOI'H,
ITPOrPAMMHOE OBECIIEYEHUE
U UH®OPMAIIUOHHBIE CIIPABOYHBIE CUCTEMBI

Cucrema  KESS HOANCPXKKH  0O6pazoBaTebHOrO npouecca KI'y
http://dist.kgsu.ru/.

ITpu yrennn JIEKIUIA HCIIONB3YIOTCS CllaiiToBEBIe NIpE3EeHTAIHH,

[Tporpammusie CPeACTBa obecneuenns yuyebroro liponecca BKIIOUaroT B ceby:
0asoBbie  (onepaumomHbre cuctemsr  (Windows); MHCTpYMEHTallbHBIE cpencTra
HPOrPaMMHPOBAaHHA) U BCIIOMOraTenbHble (rmporpaMmei IPE3CHTAIMOHHON rpaduky:
TEKCTOBBIE PENAKTOPBI; rpaduyeckue penaxkTopsr).

10. MATEPHAJIBHO-TEXHH‘IECKOE OBECHIEYEHUE
ANCIUTINHDBI

(Bce — B CTAaHIAPTHOH  KOMIUIEKTAIMU AL NPAaKTHYECKUX  3aHATHH U
CaMOCTOATENbHOH  paboTsl), 00be IMHEHHBIMHU JIOKaTbHBIMHA  BBIYHCIATEIbHBIMH
CETAMM C BbIXOZOM B MHTepHer. O6yqaf01ueMyCH IIPEIOCTaBIAETCS BO3MOKHOCTE
NpaKTHYeCKOH paboThl.

B cootBerctBHE ¢ QOI] AUCLHUIUIMHA IOAJEPKUBACTCH COOTBETCTBYIOLIUMHU
JTUUEH3HOHHBIMH MTPOrPaMMHBIMHK POAYKTaMH.

[lpyu wucronszosanuu SIEKTPOHHBIX H3aHHHA By3 odecrieyuBaer KaXxJ1oro
o0yyarolerocs padoyuM MectoMm B KOMIIPIOTEDHOM KJIacCe€ B COOTBETCTBUM c
00BEMOM H3yYaeMbIx AUCLUIIIIMH, 00eceyuBaeT BBIXOZ B ceTh MHTepHer.
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[TPUJIOXXEHUE |

AHHOTanHg K paboueit IporpaMMe AMCHUITIHHE]
«3aumTa Hmbopmaulm B KOMObOTepHBIX CHCTeMax))

00pa3soBarensHOi [IpOrpamMMmer BeIcIero 00pazoBaxms —
lporpammer 6akanaspuara

(B MalluHOCTPOEeHNHM )
Tpvooemxocme oucyuniumnm: 3 3.e, (108 akamemmyeciux Yaca)
Cemecmp: 3 (ounas (opma 00yyeHus)
Dopma npoMeNcymoun o ammecmayuu: 3ayet
Codepacanue Oucyunnunst. Ocrognpe pazoenor.
Mudopmanms xax OOBEKT 3aIuTEI. Mudopmarmonnas OezomacHocTs. Anna-
PaTHO-IIpOrpaMMHEIe cpecTra 3alIMTEl HH(OPMaIUH. Kputepuu onenxy Oe3omnac-
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MuHuCTEpCTBO HayKM U BBICIIEro 0Opa3oBaHus Poccuiickoi Meneparun

(enepanbHOEe rocy1apcTBEHHOE OIODKETHOE 00pa30BaTeNbHOE YUPEKISHHE
BBICIIET0 00pa30BaHMUs
«Kyprauckuii rocy1apCTBEeHHBIN YHUBEPCUTET)
(KTY)

Kagenpa «besonacHocTh HHQOPMALOHHBIX U ABTOMATH3HPOBAHHBIX CHCTEM)

Pabouas nporpamma y4eGHON TUCLUATLIAHBI
SAIMUTA HHO®OPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAX

00pa3oBaTeIbHOM MPOrPaMMBI BBICILErO 00Pa30BaHUS —
Iporpammsl OakajiaBpuaTa

15.03.04 ABTOMATH3AHS TEXHOJIOTHYECKHX NPOLECCOB H NPOH3BOICTB

HanpaBneHHOCTb: ABTOMATH3aI1lMs TEXHONOTMYECKHX IIPOLIECCOB U MPOU3BOJCTB (B
MAIlIMHOCTPOECHUH )
®opma 0OyueHHs: 3a09Has

Kvrnrao 2070



Pa6oyag IIporpamma AUCOUIIIAEDL «3ampyrg HHOOpMaruy g KOMIbroTepHpx
CHCTeMax»  cocramyens B cooTBerctRHN YYEOHBIM 11apop 0 nporpamme
OakanaBpuara «ABTOMatmsanyg TeXHONIOTHYecKkyx Iponeccos y TIpousBoncTE (5

MAIHHOCTpOC AR )y, YTBePXKAEHHOH i 340YHOH (hopmp; 00y4YeHus 28 aBrycra
2020 roxa.

Pa6oyay pOrpamMMa  nucumHgy, OmobpeHa ga 3acenaHun Kadenpsr
«be3omnacuocry, HHGOPMANHORKEEX 1 aBTOMAaTH3HPOBAHKEx cucrem» 29 CEHTAOps
2020, mpotokon Ne e d

Pabouyro Hporpammy cocrapyy:

CT. Ipenonasarey, __ B.B. Mocksug

COFHaCOBaHO.'

3aBenyrommii Kapenpoit «BUACy p
KaHA. mex. nayk, nonenrt ¢ 2 _ EH. lonsxoga

Cnenmanucr no que6H0—MeTozmqec1<oﬁ

pabore qu6Ho—MeTozqueCKoro
oTxena R I".B. Ka3ankoga



1. OFbEM JUCIHUTIINHBL

Bceero: 3 3auernnix CAMHULEL Tpy noeMkocTH (108 akamemuaeckux yaca)

Bun yyebHoit paGorer Ha scro
AMCUHILTHHY

AY/IMTOpHBIE 3aHATHS (konTakTHAN padoTa ¢ npenoja-
BaTe/ieM), BCEro 4acos
B TOM YHCJIE:
Jekuun
JlaBoparopubie paGoTsl
IIpakTuyeckue 3anstus
Ti\)f;mmpume SAHATHS B HHTEPAKTUBHON (hopMe, yacon
Camocrogreabuas paboTa, Bcero yacon
B TOM YHCJIe:
lloaroroska k 3a4ery
Hpyrue BuzbI camocTosTebHOl paboThI
Kontponbuas pabora

Obwman Tpyroemkocts gucunnmmne: u TPYAOEMKOCTh 10
ceMecTpam, 4acoB

B npomesxyTounoii arrecTanuMu 3aver 3a4eT




2. MECTO JUCHHILINHEI
B CTPYKTYPE OBPA3OBATEJILHOIA IPOI'PAMMBI

M3yuenne mucummmme: Oasupyercs na PesynbTaTax o0yueHus cpenmeii obpa-
30BaTEJIBHOM LUKOJIBI 1O AucuuniInge «Mugopmaturay.

Pesynbratel 06yuenus mo AUCLHUILTAHE HEOOXOMMMBI ISt U3YyYEeHHS JUCLH-
mmnH «IIpoextuposanue dBTOMaTH3UPOBAHHEIX CHCTEMY, «lIporpamMmuoe yrpage-
HHE TEeXHONOTHYECKUM obopynoBaHKeM, «Ilporpammuoe oGecneyenue CUCTEM
YTPABNCHUsI», & TAKKe /IS BBITOJHEHHS Pas/IeIoB KYPCOBBIX HPOEKTOB 110 MHCITH-
TIMHaM 0a30BOM YacTy u BBIIYCKHOU KBaTH()UKANHOHHOM paboTEkL.

Henbio aucuunmmnsr «3anmra HHDOpPMaLHU B KOMIILIOTEPHBIX CETSIX» ABJIs-
eTCst popMHUpOBaHHe y CTY\CHTOB 3HaHWH M yMeHHit 110 3aumTe KOMIIBFOTEPHBIX Ce-
TeH C IPUMEHEHNHEM COBpeMEHHbIX TIPOTPaMMHO — aNlapaTHBIX Cpe/cTs,

3anauu MMCUMIUIMHEBL — 1aTh 3HAHMS:

- O MCTOJaX M CPEACTBAX 3AIHTH HH(OpMaL Uy B KOMIIBIOTEPHBIX CETSX;

= O TEXHOJIOTHU MEKCETEBOTO 3KPaHUPOBAHUS;

- O METONaX M Cpe/cTBax NOCTPOeH S BUPTYaNbHBIX YaCTHBIX ceTeif;

- O METO/aX M CPe/ICTBAX ayUT YPOBHS 3alHIICHHOCTH MH(QOPMALHOHHDBIX CHCTEM.

Komnereniuu, (Gopmupyembre B PE3yJIbTaTe OCBOEHUS TUCIMILIHLE]:

— CHOCOOHOCTBIO cOGHpAaTs 1 aHaM3MPOBATE HCXOAHBIE HH(DOPMALTHOHHDIE naH-
HBIC JUIA NPOEKTHPOBAHHUS TEXHONOIMYECKIX TIPOLIECCOB M3TOTOBNEHHMs MPOyKIUK,

TOBJICHUSI NPOAYKUMM U yKA3aHHBIX CPEACTB U CHCTEM C HCIIOIB30BAHKEM COBpeMeH-
HbIX HH(OPMALMOHHBIX TEXHOJIOTHH, METOIOB M CPE/ICTR IIpoekTHpoBanmys (IMTK-1).

B pesynbrare uzyuenus AUCUUTUIAHBL 00y YaroIuiics 1omKen:

ZHAMD.

— TEXHOJIOTHU OOHApYKeHHs KOMITBFOTEPHBIX aTaK U HX BO3MOKHOCTH (s TTIK-1);

— OCHOBHBIC yS3BUMOCTH U THIOBBIE aTAK{ Ha COBPEMEHHBIC KOMIIbIOTEPHEIE
cucremsl (ans [TK-1);

— BOSMOXHOCTH M OCOGEHHOCTH MCIIONB30BaHMS CIIEIHATU3UPOBAHHbIX
HPOTPAMMHO-alNapaTHbIX CPEJCTB Npy POBENCHNH ayauTa HHGOPMALMOHHOMN Ge3-
onacnocty (s IK-1);

— METONBI 3alMTLI KOMITBIOTEPHBIX ceTeii (s ITK-1);

ymems

- BBINIOJIHATE HACTPOHKY 3allIUTHBIX MEXaHH3MOR CETEBbIX ITPOrPAMMHO-
allliapaTHeIX cpencts (s [TK-1);

— MPUMCHATD  MEXaHW3MBI 3aILUTEL bealn3oBaHHble B mporpamMmuo-
aniapaTHbIX KOMILIEKCAX, C IEIbi0 [IOCTPOGHUSA 3allUIICHHBIX KOMITBIOTEPHEIX ceTeil
(v TIK-1);

eaadems

— CPCACTBAMH  aIMHHHMCTPHPOBAHHS CETERLIX IIPOrpaMMHO-aImapaTHbIX
KOMIUIEKCOB 3aIMThI HHDOpMALMK U crcTem 0OHapyKeHus KOMITBIOTEPHBIX aTak
(s TIK-1).



4. COAEP)KAHME TUCHUILINHL]

4.1. Yueono-remarnueckuii MJIaH. 3a04Hasn gopma 00y4enns

Komnyectro yacop

Homep KOHTaKTHOM padoTh
Haumenoganue pasnena,
| pazaena, C IpenojaBarenem
TEMEI
TEMBI

3aHATHS paboThl
-
-

Crpykrypusarms metonos, [OPHHIWTIOB, W
MEXAHU3MOB  TEOPHU KOMITBEOTEpHOH 6Oe3-
OIACHOCTH

Mertozonorust noctpoenus cucren 3a-
IHUTBI HHPOPMALTHH B KOMIIBEOTEPHBIX
CHCTEeMax

OCHOBHbIE BHIBI aTaK Ha aBTOMATH3HPOBAH-
HBIC CHCTEMBI

TEXHOHOFH_FI MEKCETEBOTO IKPaHHPOBAHHS
Tema 5 | Bu PTyalibHBIE YaCTHBRIE CeTH

' Tema 2

4.2. Cogepxanne JEeKIUHOHHbIX 3AHATHIH

Tema 1. Cmpykmypuzayus Memodos, npunyunos, u MEXAHUIMO8 meopuu Kom-
neloOmMepHOu bezonacnocmu,

OcHoBHbIe Hanpasnenms odecrieyeHus KOMIIbIOTEpHOH Ge3onacHocTn. OcHoR-
HBIC YPOBHM 3aIIUTBI HH(OpMATUH, Ipusummner HI0CTpoenus 6e3onacupix AC. Meto-
A0JI0rust 00CIeN0BAHNS 1 [IPOCKTHPpOBaHuUs 3amuTel AC,

Tema 2. Memooonoous hocmpoenua cucmem sawqume unghopmayuu ¢ rom-
RblOMeEpHbIX cucmemax.

MAIHOHHOH cucteMsl: CHCTeMp] UACHTHOUKALIUKA 1 ayTeHTH(HUKAI UM, Klaccuduka-
U3 Takux cucrem. Kpunrorpaguueckue CPCACTBA 3amuThl HHGOPMarK, Crerano-
rpauyecKie MEeTOABl 3almUTEL Kontpons nenocrrocry MH(OpMauuu Ha MHU.
Ludposas moamuce.
Tema 3. Ocnoeusie 6uowt amax Ha asmomamusuposannsie cucmemp; (AC).
HonsTue u knaccuduxanus arax Ha KOMIbIOTepHBIe ceTH. OCHOBHBIC THIIL]

30BaHUEM MPOMEXYTOUHBIX Y3II0B U TEPPUTOPUIA.

Texnonorun o6uapyxenus KOMITBIOTEPHBIX aTaK U MX BO3MOKHOCTH. Metone!
OOHapyKeHMs aTak. Knaccudukaums cucrem OOHapy)eHus: arak /BTOpKEHUI
(COA/COB).

Bpenonocroe nporpammuoe obecrnieueHue. Komnsioreprsie BUpYychl. Kiaccu-
(ukaius Bupycos.

AHTHUBHpPYCHOe [IporpaMMHOe oGecneyeHue. Knaccugukaus aHTHUBUPYCOB,
TpeboBanus k AHTUBUPYCHBIM TIporpamMmam. MeTosr OOHapYKeHHsI BPeLOHOCHOIO
1O u yerpanenns nocnencrauiz 3apaKeHus.



Tema 4. Texnonoousn Mexccemesozo skpanuposanus,

ITouste Mexceresoro Kpana. Ctpaterun u cpencraa MEKCETEBOro 3KpaHu-
poBanus. Cosnanue sammmennpx CETMEHTOB Ipu paboTe B cery Huteprer ¢ ue-
OJTb30BAHUEM MEKCETERRIX 9KpaHOB. THUITBI MekceTeRLIx 9KpaHoB. CxeMsl Mesxce-
T€BOT'O 3KpaHHUPOBAHMUS.

Hanmenosauue teym
NabOPaTOPHEIX paboT

BpeMeHHU,
Jac.

TCMbI

]

1. Kpunro-
rpaduyeckue cpencrpa 3aMUTBL  HH}OP-
Mauui: GPG i Truecrypt.
Jabopamopnag paboma Ne2. KonTpons
HaCTpoeK u  paboTkl AHTHBHPYCHBIX
CpencTR.

Jlabopamopnas paboma  Ne3. U3yuenn
HAaCTPOEK U paboTel MexceTeRkIx 3KPaHOB.
abopamopnas patoma Nod. H3yuenue uso
THPOBAHHBIX TPOrPAMMHEIX Cpejl Ha puMe
P€ paboTEl ¢ BUPTYaIBHEMY MallHHaMH.

‘©XHOJIOTHSA MEYKCETEBOIO
DKPaHUPOBAHUS
Bupryanbusie yactape
ceTu

4.4 Kourponbuas pabora
KonTtponbHas paGora mo AUCLUIUTAHE CIOCOOCTBYET OBaIeH IO CTYZAEeHTaMu
3HAHUH ¥ yMeHMH Mo 3amuTe KOMIILIOTEPHBIX CeTell ¢ mpuMeHeHHeM COBPEMEHHBIX

Tbl U3 MMEPEYHS TEM, NPENTOKEHHBIX [Ipenojararesuem.
KonTtponsHas paGora BBIITOJIHSETCS. B COOTBETCTBUH C TeMoii pabotel. O6Bem
KOHTpOJIbHOH paborer  20-25 CTpauul. K samure paGotsl noinxHp OBITE
IIPEAICTaB/ICHA TTOACHUTENLHAS 3aMIHCKA. Pexomennyemas CTPYKTypa MOACHHUTETLHOI
3alHUCKK:
® THUTYJIBHBIN JIUCT
® MH(OPMALMOHHAS YacTh
® BBelleHHE
® OCHOBHAs 4acThb
3aKJIIOYEHHE
® CIIMCOK HCII0JIb30BaHHBIX HCTOYHUKOR
lpumepnovie memor KOHMPONbHbIX pabom
1. ¥Yrpossl Gezonacuoctu HH(OPMaLHOHHO# cucTeMe.,
2. Oprauu3zanuonnble 1 (pH3MYECKHE MepbI 3aIHTEI HH(OPMAaLIHH.
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buomerpuyeckue CpeacTBa orpaHnyenus Jocrymna.

[TnactukoBeie KapTEhl.

Koauposatue u NEpeKoanpoBanre HHMOpMar Uy,

apoun.

3amura AOKYMEHTOB, I10/ITOTORJIEHHBIX B TEKCTOBOM penaktope Ms Word.
8. 3amuTa AOKYMEHTOB, [IOATOTOBIIEHHEIX B TabJIHYHOM npoueccope Excel,
9. 3aumwra html-noxymenTos u BebO-caliToB,

10. 3amura ucnonusempix MPOrpamm.

I'1. 3ammra HocHTe ek uHbopmaryy.

12. CereBnie ataku u OpraHH3alus 3alUThHl B CETH.

L3, DNIeKTpOHHas HOANKCE | 3aIIMTa 2TeKTPOHHBIX CHEJIOK.

14. 3amura nepconanpupix JAHHBIX.

15. OcHoBHBIe npuemsI 6e30macHoi paboTel Ha KOMIIBIOTEpeE.

5. METOAUYECKHE YKA3BAHUS IS OBYYAKOLIUXCS
IO OCBOEHHIO ANCLHHATIIMHBI

3.
4.
.
6.
7.

Ilpu npocnyumpanuy JICKUMH DEKOMEHIYETCSI B KOHCIIEKTe OTME€YaTh Bce
BAXKHBIC MOMEHTBI, HA KOTOPBIX 3a0CTpsieT BHUMAHHE IIPEIoaBaTeslb, B YaCTHOCTH
T€, KOTOpbIE HAlPABIIEHbl HA KAYeCTBEHHOE BBIIIOJTHEHHE COOTBETCTBYIOLIE nabopa-
TOPHOU padore.

Ilpernonasarenem 3allTTAaHUPOBAHO UCITOJIL30BAHME [IPH YTE€HHH JIEKLIHH TeXHOJ10-
MY y4eOHOM JIMCKyCCHH. Ioatomy PEKOMEHTYeTCsl (PUKCHPOBATH IS cebs HHTEPECHBIE
MOMCHTBI € LIEJIbFO MX aKTHUBHOTO 0OCYKIIEHHS Ha AMCKYCCUM B KOHLIE JIEKITHH.

3anorom kavecTBeHHOro BBITIOJTHEHHUS JIaDOPaTOpHBIX paBoT sBjseTcs camo-
CTOATEJIbHASA OArOTOBKA K HUM HAKaHYHE [IYTEM TOBTOPEHHUS MaTepHajOB JEeKUHH.
Pexomennyercs nonrorosurs BOIIPOCEI 0 HEACHBIM MOMEHTAM H 00CYIUTE X ¢
fipenoiaBatesieM B Havaie naboparopHoii padoTEL.

INpenonasarenem 3allTaHUPOBAaHO MPHUMEHEHHE Ha nabopaTopHBIX paboTax
TEXHOJIONMH pa3BHBAIOLIEHCS KOonepauuH, KOMIEKTHBHOTO B3aUMONeHCTBUA, pa3bo-
pa KOHKPETHBIX CUTYaLUH.

Hacrtositensno PEKOMEHIyeTCs TIIATENBHO MpPOpabaThBaTh MaTepHall AUCLHU-
TUTMHBL TIDH CAMOCTOATEbHOH paboTe, yuacTBOBATh BO Beex (opmax obeyxaeHns u
B3aMMOJICHCTBHS, KaK Ha JIEKLHsX, Tak U Ha 11abopaTOpHEIX paboTax B Lemsx Jy4lie-
'O OCBOCHHS Marepuala U IMONy4YeHUS BBICOKOM OLICHKH I10 Pe3yJibTaTaM OCBOEHMUS
JUCLMITHHEL.

BoImonnenne camoctostensHoi paboThl ToApas’yMeBaeT caMoCTOSTENbHOE
M3YHCHHE PasAenoB TUCLUILIMHEL, IOATOTOBKY K 1abOPaTOPHBIM paboTam, BbITOIHe-
HHUE KOHTPOJILHOH pabOThI M IOATOTOBKY K 3a4eTy.

PekoMmennyemas TpynoeMKocTs caMocToSTENbHOIN paboTel mpejicTaBieHa B
Tadsuue:

Pexomenayemblii pesxnm camocTosiTe b o padoTnI

HaunmenoBanue

PGKOMeHﬂyEMag]




BHOa CaMOCTOHTe.HbHOﬁ paﬁo’ru prﬂ()eMKOCTL,

aKaj. yac,
Camocrosrtenphoe H3YYEHHE TeMm:
OcHoBHble monsTHg 1 ONpEeNeNeH s Teopuu KOMIIBIOTEpHOi

Oe3onacuocTy

Crpykrypusanus MCTO/I0B, IPHHIIMIIOB, U MeXaHm3MOR TEOPHH
L KOMITbIOTEPHOH BesomacHocTy

Merononorus HOCTpOCHHS cHCcTeM 3ampTh HHpOpMaIuy B
KOMIIBIOTEPHBIX CHCTEMax

__OcHoBHble BH/ib1 atak 1a ABTOMATH3HPOBAHHKIC CHCTEMb]

| TexHonorus mexceresoro SKPaHUPOBaHUs “

Bupryaisurie yacthpe CeTH

AYIHT HEDOPMaLHOHHOH Oesomacuocty B KOMITBIOTEPHEIX ceTsx “

Honutuku Oe3onacuocTy

OcHoBup1e KpHTepuu samumentocty AC, Knaccrr 6
3alHINeHHOCTH AC
Toaroroeka k naboparopHbiM padoTaM (1o 2 yaca ga Kax1oe 3aHsTHe) 8

Kontponsnas pabora

loaroroska k 3avery __

Beero:

6. POH1 OUEHOYHBIX CPEACTB 151 ATTECTALIMU TT1O AUCHUITIMHE

6.1. Ilepeuens OLEHOYHBIX cpeacTn

I. Otyersr crynentos o nabopatopHsM pabotam.
2. Konrponsnag pabora.
3. Bonpocki k 3a4ery.

6.3 IlpumepnI oneHoYHBIX CPeICTB a1 3a4eTa

ITPUMEPHBI HEPEYEHB BOIIPOCOR K3AYETY
I. Mudopmanus kak o6bext 3aLUTEL KOH(bH,ueHuHanLHOCTb, LUEJIOCTHOCTh U J10-
CTYIHOCTb HH(OPMaIiu,
Mogenu nennoctn UH(pOpMaLHH, Hudopmaumonusiii norok.
Wepapxuueckne momenu u MOAENb  B3auMOeHCTBUS OTKPBITBIX CHCTEM
(OSI/ISO).
YrpossL Knaccuduxanug YIpo3 Ge30macHoCTH.
Monenu yrpos u monens HapyumTes.
Yreuku undopmanuu. Kanages yTeueK uHdopMarumy.
Knacenukanus kananos yTeueK uHpopMmanmu.

!'J
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8. OCHOBHBIe HanpaBeHus obecrieyeHus KOMIILIOTEPHOU 0e301acHOCTH,

9. OCHOBHBIE YPOBHH 3aLIUThI HHMOpMaLyy.

10.Ilpunmmnst nocrpoenus 6esonacupix AC. Metonosorus oOcnenoBaHus u npo-
CKTHpOBaHus 3auuthl AC.

1'1.Cucremel UICHTH()UKALIME | ayTeHTH(UKaLKH, KIaCCUDUKALUSA TakuxX Cu-
creM. Kpunrorpaguueckue CPCACTBA 3aIUThI HHpOPMAITHHY,

12.Creranorpaduyeckue METO/IbI 3aIl[HTHI.

13.Kontposns uenocraocru HHpopmanuy va MHH.

14. Iludposas nonmuce.

15.11onsite u KJlacCu(UKaIms atak Ha KOMIBIOTEpHbIE ceTH. OCHOBHBIE THUIL]
CETEeBbIX aTaK.

16.Cpencraa peanusaimuu atax.

17.MexaHW3MBI THIOBbIX araK, OCHOBaHHBIX Ha yS3BUMOCTAX CETEBbIX IIPOTOKO-
JOB. ATaKH Ha ceTeBble CITy:KObl. ATaku ¢ UCIONB30BAHKENM TIPOMEKYTOYHBIX
Y3JI0B U TEPPUTOPHIA.

I8.Texnonoruu o6uapyxenmus KOMIIBIOTEPHBIX aTaK H UX BO3MOMXKHOCT

19.Metosbl 06Hapyskenus arax. Knaccudumkanus cucrem oOHapyKeHHs: arak
/BTOpIKEHHi (COA/COB).

20.BpegoHocHOe [IporpamMmMHoe obecreyenme,

21.KomnetotepHsie BUpPYCBL. Knaccugukanus BHPYCOB.

22. AHTHBMpPYCHOE [IporpaMMHOe o0ecredenye, Knaccugpukanus AHTHBHPYCOB.

23.TpeboBanus k dHTHUBUPYCHBIM MNporpammam. MeTopr OOHapy KeHus Bpeo-
HocHoro 110 u yerpanenus nocnencramis 3apakeHus.

24.ITonsTHE MexkceTeBOro okpaHa. Ctpateruu u cpejcrsa MEXCETeBOr0 3KpaHu-
POBaHusI.

25.Co3nanue 3alHIEHHBIX CerMEHTOR [pu pabore B cetn UHTEpHET ¢ Hemompzo-
BAHHEM MEXKCETEBbIX SKPAHOB.

26.Tunsl MexcereBbIX 9KpaHoB. CXeMbl MeKCceTeBoro 9KPaHUPOBAHMNS.

27.®unbrpaiys nakeros. Kpurepun u npasuna Gunsrpaym.

28.Peanuzanus naKeTHpIx (unbTpoB. Ocobennocty GUIBLTPALNK pasTHYHBIX Ty~
OB Tpaduka.

29.11mro3b1 npuKnamHOro YpoBHsi. KoHTpois HTTP-tpaduxa u SJIEKTPOHHOM T10YTEL.

30. INonsATre BUPTYaILHOM YacTHOl} CCTH, C¢ Ipe/HasHa4enue. 3aauu, pemaembie VPN,

31.Tynnenupoanne B VPN. YPOBHY 3alUMIIEHHBIX KaHAOB, 3amuTa 1aHHbIX Ha
KaHAJTbHOM YPOBHe.

32.0Opranuzamus VPN CpeacTBamu nporokona PPTP. Yeramoska u HacTpoiika
VPN. Ananus saummennocty liepe/laBaeMol HH(OpMaLHH.

33.3aMTa TAHHEIX HAa ceTeBoM YPOBHE. 3allMIIeHHbIH o6Meq JEKTPOHHOI
[OYTOH,

34.1lenn u 3agaum IpOBEACHUS ayauTa GesonmacHOCTH. STamp H METOMbI
TPOBENCHMUS, PE3YTTbTAThI PaGor.

35.HopmartusHo-nipagoBsie u OPTaHM3aLMOHHbBIE OCHOBBI NPOBENEHHS ayuTa
Oe3onacHocTH KOMIIBIOTEPHBIX CHCTEM,

36.0npenenetue CTPYKTYpEI HHQJopmauHOHHO-TeHeKOMMyHHKauHOHHbe CeTel.

37.I1porpammusle cpenctpa ananuza TOIIOJIOTHH BBIYUCIUTENLHOM CETH.
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38.0npenenenue MaplipyTOB IPOXOXKICHHS CeTeREIX TIaKeTOB.

39.06Hapyxenue 06bekToR cetu. Iloctpoenue cxemer cery.

40.BoisiBnenue TEJICKOMMYHUKALIMOHHOTO obopynoBanus.

41.BbisiBiienue u TNOCTPOCHUE CXEMBI MH(OPMALHOHHEIX IIOTOKOB 3alllHIIaeMoii
UH(OpMaLuy.

42 Ilousitue monuTHky OesonacHocTH. OcHOBHEE THIIBI TOJMTUKY Oe30MacHoCTHy.

43.Pa3paborka u bealnsanus nonuTuKy Ge30nacHoCTy. Knacenduxanns monenei
MOJIMTHK 0e30MMacHOCTH,

44.0OcHoBHBIE KPHUTepun oneHKu 3ammiennocty AC.

45.CTaHnapr oueHku 6e3onacHocTn KOMIbIOTEpHBIX cuctem TCSEC («Opamxe-
Basi KHUIa»).

46. Konuerums sanmirs; ACuCBT o PYKOBOAIMM nokymenTam [ OCTEXKOMHCCHH PO,

onnerit Gank 3amanmii AJIT TEKYIIETO KOHTPOMS u IIPOMEXKYTOUHOMN arTecTauy
MO IMCLUNIINHE, NoKasareny, KPUTEPUH, LIKabl OLEeHHBAHMY KOMIIETeHIIMH, MeTouye-
CKHE MaTepuansl, onpeenstomme [IpoNenypEl OlieHMBaHwMs obpasoBaTesbHbIX pe3ynbra-
TOB, TIPUBEICHBI B y4e6HO-METOIHYeckoM KOMIIEeKCe NUCIUTLTHHBL.

7.OCHOBHAS U AONOJIHUTEJILHAS YYEBHAS JIUTEPATYPA

7.1. OcuoBHas yuebuas aureparypa
OcHoBuas JIHTeparTypa:
I. I'pymo A.A., Ipumenko 9.A., Tumonuua E.E. Teopetuueckue ocrorg
KOMITBIOTEPHOHR Ge30MmacHoCTH, — M.: ((AK&,E[E?MHH», 2009. - 272 c.
2. l'anatenko, B.A. OcHoB HH(POPMALHOHHO} OesonacHocTH, / [Dnextpon-
HbIi pecype]. - M. Hanuonaneuei OTKpBIThIH YHuBepcurer "MHTYUT", 2016 -
208 c. ISBN 5-9556-0052-3. - Hoctyn 3BC «KoHcynpTanT CTYAEHTaY.
3. lllansrun, B. ©. Muadopmaunonnas OesonacHoCTh U 3ammTa HH(pOpMaLyu
[ DnexTpouHkIi pecype] - Mocksa : IMK Tlpecc, 2014. - 702 ¢. - ISBN 978-5-94074-
768-0. - Toctym DBC «KoHcynprapt CTyZEHTa.
4. [leBsinun, 11. H. Monenu 0e3onachHocTy KOMITBIOTEPHEBIX CUCTEM. Ynpasne-
HUEC OCTYNIOM U MH()OPMALIHOHHBIMK IOTOKaMu: yuyebHOe mocobue s BY30B 2-¢
H3[1., UCTID. U 1011, [D1eKTpOoHHbIH pecypc] - Mocksa : I Opsdast muHus - Tenexowm,
2013.-338c¢. - ISBN 978-5-9912-0328-9. - Hoctyn 9BC «KoHcynpranT CTYJCHTa.
Jdononnurennuasg JIUTepaTypa:
l. Kacnepcku, K. Texuuka ceTeBbixX aTak. T. 1 / Kpuc Kacnepcku. — M.: Co-
JoH-P, 2001. — 400 ¢,

PHTMBI M IIDOTOKOJIBI B3aMMOEHCTRHS: KYPC nekumii: yyeGHoe mocobue : mjig CTY/JICHTOB
BY30B, 00y4aroIuxcs o ChictmambhocTy 510200 "Tpuknaguas MaTemMaThka u HHpop-
maruka'"/ O.P. JlanouuHa; I/IHTepHeT~yHHBepCHTeT HHOPMALIHOHHbIX TEXHONOTHIL. — M. -
[/IHTepHeT—YHHBepCHTeT HH(OPMALHOHHBIX TexHonorui, 2005. — 605 c.

3. Onudep, B.I. Komnsioteprsie cery - [punumner, TCXHOJIOTHUH, MPOTOKOJIb]
: yueOHoe nocobue g CTYACHTOB By30B/B.T. Omudep, H. A. Onndep. — 3-e uzn. —
M.; CIT6.; Huxuui Hogsropo: Iurep, 2007, — 957, L.
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8. PECYPCBI CETH «UHTEPHETY,
HEOBXO/IUMBIE AJIST OCBOEHHS] AUCHUITIUHBI

PaBoOBOH u HOPMaTHBHO-TexHUYecKkoi] AOKYMeHTa-
LHHA - http://docs.cntd.ru;

=
=
.—3
3
S
=
)
b
=
S~
S
=
)=
S

2. BBC «Jlanpy - https://e.lanbook.com/;

3. DBC «Znaniumy; - https://znanium.com/;

4. DBC «KoHcynprant CTYIEHTa - https://www.studentlibrary.ru ;

5. Hanuonaneusri OTKpbITHIi YHuBepcurer «UHTYUT» - https://intuit.ru;

6. Eaunoe  okno AOCTynma  k  o6pasoBarensHpm pecypcam.  —
http://window.edu.ru/;

7. Mndopmarmonns;it OHJIAlH noprai IS027000.ru -
http://www.isoZ?’OOO.ru/;

8. besonacuocrp - http://groteck.ru/security.

9. HH®OPMALIMOHHEIE TEXHO.JIOT UM,
IIPOrPAMMHOE OBECHEYEHUE
1 HH®OPMAILIMOHHLIE CIIPABOYHBIE CUCTEMBI

Cncrema  KESS MOMICPXKM  0BpasoBaTenbHOrO opouecca KI'Y
hitp://dist.kgsu.ru/.

Ipu yrenun JIEKLIHH HCTIONb3YIOTCS CclnaiinoBpre IIpE3eHTAal U},

[IporpammHusie CpencTBa obecneuenys Y4eOHOro npomuecca BKITIOYAIOT B cebs:
OasoBble ( ONEPallMOHHbIE CHCTEMEB] (Windows); MHCTPYMEHTANbHBIE  Cpencrra
lporpamMMHpoBanust) 1 BCIOMOTaTe bHbIe (Iporpamms TIPE3CHTALMOHHOM rpaduku;
TCKCTOBBIE PeaKTOPBI; rpaduueckue PelaKTopkl).

10. MATEPMAJIbHO-TEXHUYECKOE OBECIIEYEHUE
JUCHUILIUHB]

yueOHbIe ayJUTOPUH U nabopatopun, OCHAIllICHHbIE COBPEMEHHbIMY KOMITbIOTepaMu
(Bce — CTAHIIAPTHOH  KOMIIeKTanu AMA TNPaKTHYECKHX  3aHATHH
CaMOCTOSITENILHOH  paboTer), 00beIMHEeHHBIMY TOKAIBHLIMU  BBIYMCITUTETbHBIMY
CCTAMM C BBIXOJOM B HnTeprer. O6yt1a}01ueMycsI TMIPENOCTABISIETCS BO3MOKHOCT,
MPaKTHYECKOH paboThi.

B coorerctun ¢ OOIT AUCLHIIMHA MOAepKUBaCTCS COOTBETCTBYIOLHUMUI
TTHIEH3HOHHBIMH TTPOTrPAMMHBIMK IPOAYKTaMu.

Ilpu wucnonszosanmy JJICKTPOHHBIX H3MAHMIA By3 obecneunBaer KaXnoro
00yHaloerocs pabouum mectom B KOMIIPIOTEPHOM KJacce R COOTBETCTBHU ¢
00BbEMOM H3yyaeMprx AHCIHILIEH, 00ECTIEUHBAET BRIXON B CETE Hnrepner.
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[TPUJIOXEHUE 1

AHHOTanUy K paboyeii HIpOrpaMMe TUCUMIIHHL]
«3amuTa HHpopmanuu B KOMNLIOTepHBIX cHeTemax))

obpasoBaresHoii IIpOrpaMMmsI BEiciiiero o0pazoBanus —
TporpamMel Gaxanasprara

Hanpagnennocry:
ABToMaTH3anus TEXHOJIOTHYeCKHX npoueccos u NpPOU3BO/ICTB

(B MAalIHHOCTpOeHUH)
Tpyooemkocme oucyunnunv: 3 3.e, (108 akanemuyecknx Jaca)
Kypc: 2 (3a0unas Gopma 00yyeHus), 4 ceMecTp
Dopma npomexcymounos; ammecmayuy. 3ayer
Cooeprcanue Queyunaunur. Ocrogrpe pasoes.
Mudopmanus kak O0BEKT 3amuTEy, Mudopmarmonnas 6e3onmacnocTs, Anna-

PaTHO-IIporpamMmMHbLe CpencTBa 3anuThl HH(pOpManuy. Kputepuu onenxy 0e3onac-
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