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1. OFBEM JIUCIIAITJINHBI

Bcero: 4 3aueTHBIX eUHULIBI TPYI0eMKOCTH (144 akajeMUYecKuX yaca)
Ounas ¢popma o0yueHust

Bun yueGHO# paboThI Ha scio Cemectp
TUCLHUTUIAHY )
AyauTopHbIe 3aHATHSA (KOHTAKTHas padora ¢ 48 48
NpenojaBarejieM), BCero 4acoB B TOM YHcJe:
Jlexknuu 32 32
JlaboparopHbie pabOTHI 16 16
AynUTOpHBIE 3aHATHS] B MHTEPAaKTUBHOI opme, yacoB - -
CamocrosiTejibHasi paboTa, BCEro 4acoB B TOM YHCJIe: 96 96
ITonroroBka k 3auery 18 18
Jpyrue BUIbl CaMOCTOSTENBHON paboThI (MMOATOTOBKA K 60 60
71a00PATOPHBIM 3aHATUSAM U pyOEKHOMY KOHTPOJIIO)
KoHTtposibHas pabota 18 18
Bua npoMeKyTo4HO# aTTecTAlMHA 3ayer 3ayer
OO01mas Tpy10eMKOCTb THCIUIIIUHBI U TPY10€MKOCTb I10 144 144
ceMecTpaM, 4acoB
Bcero: 4 3a4eTHBIX eUHULIBI TPYI0eMKOCTH (144 akajeMUYECKHX yaca)
3aouHasi popma o0yueHHsI
Buz yue6Hoi paboTbl Ha scio Cemectp
JTUCLUIUIMHY 5

AyIMTOpHBIC 3aHATHS (KOHTAKTHAsA padoTa ¢ 8 8
npenojaaBarTejieM), BCEro 4YacoB B TOM YHcJIe:
Jlexumn 6 6
JlaGopaTopHble paboThI 2 2
AynUTOpHBIE 3aHATHS] B MHTEPAaKTUBHOM opme, yacoB - -
CamocrosiTeibHas padoTa, BCEro 4acoB B TOM YHCJIe: 136 136
ITonroroBka k 3auery 18 18
Jlpyrue BUJbI CAaMOCTOSATENIBHOM paboThI (OArOTOBKA K 100 100
NPAaKTUYECKUM 3aHATHIM U pyOeKHOMY KOHTPOJIIO)
KonTponbnas pabota 18 18
Buja npoMeKyTOYHOM aTTeCTAlNU IK3aMeH IK3aMeH
O01mas Tpy10eMKOCTb JUCHHUILUIMHBI U TPYA0€MKOCTh 110 144 144

ceMecTpam, 4acoB




2. MECTO JUCIHAIIJINHBbI
B CTPYKTYPE OBPA3OBATEJBbHOM TPOI'PAMMBI

Huctuminaa  «OCHOBBI  MH(QOPMAIIMOHHOW 0€30MacCHOCTHY» OTHOCHUTCS K
oOs3aTenbHOM  yacth  Onoka | guciuruiMH  Monayns  uHboOpMaTHKa U
pOrpaMMHUPOBAHHUE.

WN3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibrarax  0OydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUEHUH CIICTYIONINX JTUCIUTIINH:

- Uudopmaruxka.

- O0BEKTHO-OPUEHTUPOBAHHOE ITPOTPAMMHUPOBAHHUE.

- BBenieHne B crienuanbHOCTb.

N3yyenne MUCHIMIUIMHBI JOJDKHO CIIOCOOCTBOBATh OOECIICUCHUIO OYIyIIeTro
CTHEIMATUCTa KOMIUIEKCOM 3HAaHHM, HAaBBIKOB M YMEHUH, KOTOpBIE TTO3BOJIAT
y4acTBOBaTh €My B Pa3BUTUU U TOAJEP)KKE CTPATErHMH Pa3BUTHS MPEANPUATHN U
OpraHu3aluii, a TMpPaKTHUYEeCKHUEe HaBbIKM, TMOJy4eHHble u3 Kypca «OCHOBBI
MHPOPMAILlMOHHON 0e30MacHOCTU», OYIyT HCHOJB30BaHbl OO0YyYaIOIIMMHUCA NpU
U3YYEHUHU JIPYTUX AUCLUHUIUIMH MPO(ECCHOHATBHOIO LIUKIIA, a TAKXKE IpU pa3paboTKe
KYpPCOBBIX U IUIIJIOMHBIX paOoT.

3. IJIAHUPYEMBIE PE3YJIBTATbBI OBYUEHUS

OCHOBHOM LEIbI0 Kypca SBISIETCS O3HAKOMJIGHHME OOYyYaroIIMUXcsi ¢
COBPEMEHHBIM COCTOSIHUEM NpOOJIeMbl XpaHEHUs, oOpaOOTKH, MOHUCKa, Iepeayd,
npeoOpa3oBaHus, 3aKPHITHS U BOCCTAHOBIICHUS! KOHQUACHIMATLHOW HH(OPMALIUU B
OpraHM3alMsIX M Ha TPEANPHATHIX pPAa3IWYHBIX HANPaBICHUNA ACSITEIBHOCTH U
pa3nuuHbIX (OpM COOCTBEHHOCTH, CIIOCOOOB 3aIIUTHI OT HECAHKIMOHHPOBAHHOTO
JI0CTyTa K HEHl, paCCMOTPETh Ha COBPEMEHHOM YPOBHE BOITPOCKHI pa3pabOTKU CPENICTB
Y CUCTEM cOOpa U 3alIuThl HHPOPMALIUH.

3amayaMi  TUCHUIUIMHBI  SIBJISIFOTCSI:  O3HAKOMJIEHHE C  TEPMHUHOJIOTHEH
nH(OPMAITMOHHONW O€30MaCHOCTH; JaTh OCHOBBI OOecnedeHus WHOOPMAIMOHHON
0€30MacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTBa; METOAOJIOTHH CO3JaHMs CUCTEM
3alUThl MHPOpPMALMU; METOJOB U CPEICTB BEJACHHS HH(DOPMAIIMOHHBIX BOWH;
OIICHKM  3alMIIEHHOCTH © oOecrneueHnus WHGOPMAIIMOHHONW  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

Komnerenmuu, popMupyemMblie B pe3ybTaTe OCBOCHUS AUCIUILINHBL:

- CcmocoOHOCTh  pemaTh  CTaHAApPTHBIE  3adadud  NpodecCHOHATHLHOM
NeATEIbHOCTH Ha OCHOBE MH(GOPMALMOHHONM M OuOmMorpaduyueckoil KyJIbTypbl C
IpUMEHEHHEM HWH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH M C y4eTOM
OCHOBHBIX TpeboBaHui nHpopmarronHoi 6e3zonacHoctu (OIIK-3).

NuaukaTopbl U JECKPUINITOPHI YaCTA COOTBETCTBYIOLIECH KOMIIETEHIINH,
dbopMupyeMoii B mpolecce H3ydeHUs IUCHUIUTMHBI «OCHOBBI MH()OPMAIIMOHHON
0e30MacHOCTHY, OLICHUBAIOTCS MPHU MOMOUIM OIEHOYHBIX CPECTB.



[Inanupyemsbie pe3ynbTaTbl 00yueHus o AucHuiuinHe « OCHOBBI HH()OPMAIIMOHHONW O€30MacHOCTHY,

WHIUKATOPHI AocTixkeHus kommereHiui OIIK-3, mepedeHs OIeHOYHBIX CPEACTB

No Kon HaumenoBanue Kon [Inanupyemblie HaumenoBanue
I/l | WHAMKATOPa HHAUKATOpa IUIAHUPYEMOT'O pe3ynbTaThl OLICHOYHBIX
JIOCTUKEHUS JIOCTUXKECHHUS pesynbpTara o0yueHus CpENCTB
KOMIIETEHLINA KOMIIETCHIINU o0OydeHus
l. N-1onk-3 3Hatk: MecTo M ponb | 3 (UJ]-lonk-3) | 3Haer: mecTo ¥ posib | Bompockl Tecta
WHPOPMATNOHHON HHPOPMAITMOHHON
0€301acHOCTH B 6e3omacHOCTH B
cucTeMe cucTeMe
HaIMOHAJILHOM HaIlMOHAJIbHOM
6e3omacHoct PD, 6e3omacHoCTH PD,
OCHOBBI OCHOBBI
roCy/apCTBEHHOMN rOCy/apCTBEHHON
nHpopMaMOHHON nHpopMannoHHO
TIOJIMTHUKH, IIOJIMTHKH,
CTPATETHIO Pa3BUTHS CTPATETHIO Pa3BUTHS
HH(OPMALMOHHOTO UH(POPMALMOHHOTO
obmectsa B Poccun obmectBa B Poccun
2. W-2 onk-3 YMeTh: Y (M-20omk-3) | YmeerT: Komrnekr
KJIaCCU(HIIUPOBATH U KITacCCU(HUIMPOBATh U | HMHTALMOHHBIX
OLICHUBATH YTPO3BI OLICHUBATH yIPO3BI 3amaq
HHPOPMATNOHHOM HHPOPMAITMOHHON
0e30MacHOCTH IS 0e30MacHOCTH 1St
o0ObekTa o0ObekTa
nHdopmaruzauuu nHpOPMAaTH3AIIH
3. W-3 onk-3 Bnaners: HaBeikamu | B (M/]-3omk-3) | Bmaneer: HaBeikamu | Bompocs! Ui
0e30macHoOro 6e3omacHoro clauu
UCIIONIb30BaHUS UCIIOJNIb30BaHHUs 3a4era,dK3aMeHa
TEXHUYCCKUX CPCIACTB TEXHUYCCKUX
B npodeccrHoHaIbHON CPE/ICTB B
JeATEINEHOCTH, npodeccHOHATLHON
npodhecCHOHATBHON JeATEeIbHOCTH,
TEePMHHOJIOTHEH B npodecCHOHATBLHON
obnactu TEepMUHOJIOTHEN B
nH}popMannoHHOH obnactn
6e3omacHOCTH nHPOPMATMOHHON
Ge30macHOCTH




4. COAEP KAHUME IUCIHUIIJINHBI
4.1. YuyeOHO-TeMaTH4ecKuil Iu1aH. QuHas, 3a04Has popMbl 00yUeHUA

Py6ex

Homep
pasaeia,
TeMbI

HaumenoBanme pa3jaeJa,
TEMBbI

KonngectBo yacoB
KOHTAKTHOW PabOTHI C MPENoIaBaTeeM

Ounas

3aouHasn

Jlexuun

JlaGopatop
HbIC
3aHSTHS

Jlexuun

Jlaboparop
HBIE
3aHSTHS

PyGex 1

Ocroevl 6e3onacnocmu
ABMOMAMUIUPOBAHHBIX CUCHIEM

16

6

2

2

AKTyalmbHOCTB MPOOJIEMBI 00ECTICYeHHS
0€301acHOCTH aBTOMATH3MPOBAHHBIX
cucreM (AC)

OCHOBHBIE TIOHATHS B 00JIaCTH
0€30MaCHOCTH aBTOMATH3UPOBAHHBIX
CHCTEM

YTrpo3sl 6€30MaCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM

Mepsl 51 OCHOBHBIE
oOecrieueHnss 0€30MaCHOCTHA

IMPUHIUITBL

[IpaBoBBIE OCHOBBI obecrieueHus
ABTOMATU3UPOBAHHBIX CUCTEM

l'ocynapcTBeHHas cucTeMa 3amTa
nHpopmanuu

PyGex 2

Obecneuenue dezonacnocmu
ABMOMAmMU3UPOBAHHBIX CUCHEM

Opranu3zaliioHHasi CTPYKTypa CUCTEMBI
obecrieuenns 0ezomacuoctu AC

O06s3aHHOCTH NOJIB30BATENEH U
OTBETCTBEHHBIX 32 00ecIeueHne
MH(POPMAIMOHHOH 0€30MacHOCTH B
I0JTPa3IeIeHUSX

PernamenTanus pabot 1o o0ecreyeHuIo
0€30MacHOCTH aBTOMaTHU3UPOBAHHBIX
CHCTEM

KareropupoBanue U TOKyMEHTUPOBaHUE
3allMILEHHBIX PECYPCOB

Konuenmus napopmaioHHoi
6e3onacHocTy. [1nanbl 3amUTH U
o0ecrnieueHns HempepbIBHON pabOTHI U
BoccTaHOBJIeHUs nojacucreMm AC.

PyGex 3

Cpeocmea 3auumol ungopmayuu om
HECaHKYUOHUPOBAHHO20 0OCMYna

Haznauenue u BO3MOXHOCTH CPEJCTB
3alUThl HH(POPMAIIUU OT
HECaHKIMOHUPOBAHHOTO JIOCTYyIa

AnmapaTHO-TIpOTpaMMHBIE CPENICTBA
3alUThl HUH(POPMALIUU OT
HECaHKIIMOHHUPOBAHHOTO JIOCTYTIA.

HpI/IMGHeHI/Ie MTAaTHBIX U
JOMNOJTHHUTECIBbHBIX CPEACTB 3allIlUThI




nH(OpPMALIUY OT HECAaHKLIIMOHUPOBAHHOTO
JIOCTyTA.

Beero | 32 16 6 2

4.2. Conep:kaHue JIEKIIMOHHBIX 3aHATHH

1. Ocnogwl be3onacnocmu agmomamu3upoEaHHBIX CUCHIEM.

AKTyaJIbHOCTB IpoOJIeMbl oOecrieueHus: 0€30IaCHOCTH aBTOMAaTU3UPOBAHHBIX
cucreM (AC). Mecto u ponb aBTOMAaTU3UPOBAaHHBIX CUCTEM B YNpPaBICHUM OWU3HEC-
MIPOIIECCAMH. O6octpenue po0IeMbl oOecreueHus 0e301MacHOCTH
apToMatu3upoBaHHbIXx cucteM (AC) Ha coBpemeHHOM »drtame. 3Jamura AC Kak
IpolLecC YIpaBiI€HUS pUCKaMH. MeETolbl OLIEHKM Leaecoo0pa3HOCTH 3aTpaT Ha
oOecrieuenue Oe3omacHocTH. OcobeHHocTH coBpeMeHHBIX AC Kkak OOBEKTOB
3aIUTHI.

OcHOBHBIE MOHATHA B 00JIACTH aBTOMATU3UPOBAaHHBIX cucTeM. OnpeneneHue
oezonacHoctu AC. Hupopmauuss u uHPopMauuoHHble pecypchl. CyObeKThI
MH(POPMAILIMOHHBIX CUCTEM, UX 0€30MacHOCTb. Llenb 3amuTel aBTOMaTU3UPOBAHHON
CUCTEMBI M LIUPKYJIUpPYIOLIEeH B Hel nHopMaLuu.

VYrpo3bl 6€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM. Y SI3BUMOCTh OCHOBHBIX
CTPYKTYpHO-(DYHKIIMOHAJIBHBIX ~ 3JIeMeHTOB  pacnpeneneHHbix  AC.  Yrpo3ssl
oe3onacHoctu nHpopManuu, AC u cy0ObeKTOB HH()OPMALIMOHHBIX OTHOLICHUI.

Knaccuduxkanus yrpo3 6€30macHOCTH.

Knaccudukanusa kananoB npoHukHOBeHHsI B AC M yTeukd HHPOpMAaIHH.
HedopmanbHas Mmoiens HapyIIuTeNsl.

Mepbl 1 OCHOBHBIE TpUHIUIBI oOecrieueHust OezonacHoct AC. Buasl mep
NPOTUBOJEHCTBUS yrpo3aM 0e30macHOCTH. [IpUHIMIBI MOCTPOEHUS CUCTEMBI
oOecnieuenus 6ezonacHocTy nHpopmanuu B AC.

[IpaBoBbie  ocHOBBI  oOecrieueHusi Oe3omacHoct AC. 3ammmiaemas
uHpopmanus. JluuensupoBanue. CepTuukanusi CpeAcTB 3alIUTHI MHDOpPMAUU U
arrectanusi  o0bekTOB  mHpopMatuzanuu.  CrenuaibHble  TpeOOBaHUS |
pPEeKOMEHJIallMl MO0 TEXHUYECKOW 3aluTe KOH(UISHIHMAIbHON HH(pOpMaIuu.
IOpuanyeckass 3HaYUMOCTB JIEKTPOHHBIX JTOKYMEHTOB C 3JEKTPOHHOW MOJIUCHIO.
OTBETCTBEHHOCTH 32 HapyIlIeHus B cepe 3auThl HH(HOPMALIUK.

['ocynapctBenHnass cucrema 3amuTbl WHGoOpMauuu. [7aBHbIE HampaBieHUs
pabot mo 3amute uHPopManuu. CTpyKTypa TOCyAapCTBEHHOW CHUCTEMBI 3alllUThI
uHpopMarmu. OpraHuzanusi 3aliuThl HWHQOPMALMK B CUCTEMax U CPEACTBax
uHpopmaTuzaluu U CBI3U. KOHTPOJIb COCTOSHUSA  3allUThl  MHGOPMAIIUH.
duHaHCUPOBAHKE MEPONPUATHI MO 3alIUTe UHPOPMALIUH.

2. Obecneuenue 0e3onachocmu agmoMamu3uPOCAHHBIX CUCHIEM.

OpranuzanmoHHasi CTPYKTypa cucTeMbl oOecnedenust Oe3zonacHoctH AC.
TexHonorus ynpasiaeHus: 6e30nacHOCTbI0 HHpopManuu u pecypcoB B AC. UHCTUTYT
OTBETCTBEHHBIX 3a obecrneueHue MHpOpMalMOHHOW Oe3zonmacHocTH. PernamenTtanus
JeicTBUl  monb3oBarenet u  obcmyxkuBaromero mnepcoHana AC. [lonmutuka
0e30MacHOCTH  OpraHu3auuu. MeponpusaTds 1O CO3JAHUI0 U O0ECHEYEHHIO
(GYHKIIMOHUPOBAHUS KOMIUIEKCHON CHUCTEMBI 3aluThl. Pacnpenenenue QpyHKuuii mo




obecneuenunto 6ezonmacHocTd AC. OpraHu3alMOHHO-PACHOPSAUTENbHbIE JOKYMEHTHI
no obecneyenuto 6ezonacHoctu AC.

OOs;3aHHOCTH  TOJIB30BaTElI€ UM OTBETCTBEHHBIX 32  OOecreueHue
uHPOpPMALlMOHHON Oe3omacHOCTH B mofpaszaencHusx. [Ipobnema uvenmoBedeckoro
daktopa. OOmume mnpaBwia  obecnieyeHuss  Oe3omacHocTd.  OOsS3aHHOCTH
OTBETCTBEHHOI0 3a olecnedeHrne 0e30NacHOCTH HMH(OpPMAlKMU B IMOJAPA3/CIICHUU.
OTBETCTBEHHOCTh 3a HapyllIeHus: TpeOoBaHUil oOecnieueHus Oe3onacHoctu. [lopsaaok
paboTHI C HOCUTENIAMHU KIIFOUEBOM MH(DOpMALINH.

PernamenTarus pabot mo obecrneueHuIo 6e30MacHOCTH aBTOMaTH3UPOBAHHBIX
cucteM. Permamenrtanuss nOpaBuil  IAPOJIBHOM W AHTUBUPYCHOW  3aIllUTHI.
PernmamenTanuss nopsiika JOMycka K pabdoTe HM  M3MEHEHHS TMOJHOMOYHUHN
nosnb3oBaTenet AC. PernaMmeHtranus TnopsAka U3MEHEHMs  KOH(UTrypauuu
anmnapartHo-niporpaMMHbIX cpenctB AC. PermameHTanus mnpoieccoB pa3padoTKH,
UCIBITAHUS, ONIBITHOM 3KCIUTyaTallii, BHEPEHUS U COIIPOBOXKICHUS 3a]1a4.

KareropupoBaHne W  JOKYMEHTHMPOBAaHHE  3allMILECHHBIX  PECYpPCOB.
Omnpenenenve rpajganuii Ba)KHOCTH M COOTBETCTBYIOLIMX YpPOBHEH obecrnedeHus
3aluThl  pecypcoB. KareropupoBaHue 3amminaeMslx pecypcoB. IIposenenune
MH(GOPMAILIMOHHBIX 00CIEA0BAHNUN U TOKYMEHTUPOBAHHE 3aIUIIAEMbIX PECYPCOB.

Konuenmus napopmanimonHoi 6e3onacHocTy. [lmanel 3amuThl 1 o0ecnieyeHus
HenpepelBHOM  paboTbl W BoccraHoBieHuss mnoacucteMm AC.  Konuenuus
nH(popManMoHHOW Oe3omacHOCT opranuzauuu. [Inan 3ammrel nHPpopManuu. Ilnan
o0OecrieueHus1 HeMpepbIBHOM pabOTHI U BoccTaHOBIICHUS TTojacucteM AC.

3. Cpeocmea 3auiumel uHhopmayuu om HeCAaHKUUOHUPOBAHHO20 00CHYNA.

Ha3nauenre M  BO3MOXHOCTHM  CpPEICTB  3alllUThl  MHPOPMALMK  OT
HECAHKLIMOHUPOBAHHOTO Ao0cTyma. OCHOBHbIE MeXaHu3Mbl 3anuThl AC. 3ammra
NepuMeTpa KOMIIBIOTEPHBIX CETEed W  yIpaBiIeHUE MEXaHU3MaMH  3alllUThI.
CrpaxoBaHue UH(POPMALIMOHHBIX PUCKOB.

AnmnapaTHO-IporpaMMHbIE CpeacTBa 3aIUTHI UHpOopMauu oT
HECaHKIIMOHUPOBAHHOIO JOCTyna. PekoMeHganmuu 1o BbIOOPY CpEACTB 3alUThI
uHbOpMallMl OT HECAHKIIMOHUPOBAHHOTO JjaocTyna. O030p CyIIECTBYIOUIMX Ha
pBIHKE CpEACTB 3allUThl HMHPOpPMAIMU OT HECAaHKUMOHMPOBAHHOIO JOCTYIIA.
Cpenctsa anmapataoi moanepx k. CrnocoObl ayTeHTH(UKAIIAH.

[IpyMeHeHne MTAaTHBIX U AOMOJHUTENBHBIX CPEICTB 3alIUTHI HH()OPMALIUU OT
HECaHKIIMOHUpPOBaHHOTO aoctyna. Ctparerusi 6e3onacHoct Microsoft. 3amura ot
BMeEIIATEIbCTBA B Ipoliecce HopManbHOro (pyHkimonupoBanus AC. Pazrpannuenue
JOCTyNa 3aperucTpUpOBaHHBIX Tosb3oBareneil Kk pecypcam AC. OnepatuBHOE
OTOBEILIEHUE O 3aPETrUCTPUPOBAHHBIX MOMBITKAX HECAHKIIMOHMPOBAHHOTO JOCTYIIA.
3amMra JaHHBIX OT HECAHKUIMOHUPOBAHHOW MOJM(HUKALIMK, KOMUPOBAHUA H
nepexsaTa cpeJCTBaMu UG POBaHUS.

4.3 JlabopaTopHbIe 3aHATHS

Hopmarus
Howmep HaumenoBanue P
BpPEMEHH,
pasnen pasnena, HanmenoBanue Tem 1a00paTopHBIX paboT qac
a TEMBbI -
ouHas | 3a0uHas




1 OcHOBBI Jlabopamopnoe 3anwsamue Nel. OCHOBHBIE 2 -

0e301acHOCTH HOHATHUS B obmactu 0e30macHOCTH
ABTOMATU3UPOBAHHBIX | ABTOMATH3UPOBAHHBIX CUCTEM
CUCTEM Jlabopamopnoe  3amamue  Ne2.  YTrpo3bl 2 2
0€30MacHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM.
Jlabopamopnoe 3ansamue Ne3. Mepsl u 2 -
OCHOBHBIE TIPUHIIMIIBI obecrnieueHus
0€3011acCHOCTH. IIpaBoBbIe OCHOBBI
o0ecreyeHnsi aBTOMaTH3UPOBAHHBIX CUCTEM.

2 Ob6ecrieueHune Jlabopamophoe 3auamue Ned. 2 -
0e30MacHOCTH OpranuzanuoHHas CTPYKTypa CUCTEMBbI
aBTOMATU3MPOBaHHBIX | obecnieueHus o6e3onacHoctu AC.

CHUCTEM Jlabopamopnoe 3auamue Ne5. Pernamenranus 2 -

paboTt 1o odecrieueHn o 0e30MacCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM.

Jlabopamopnoe 3auamue No6. 2 -
KareropupoBaHue u JOKyMEHTHPOBaHUE
3alIMIIECHHBIX pEeCypCoB. Konnenms

uHpopMmanmoHHo  Oe3omacHocTH.  [lmanbl
3alTUTHI U 00CCIICUCHUST HETIPEPHIBHOW PabOTHI
U BoccTraHoBieHus noacucreMm AC.

3 CpencTsa 3a1uThl Jlabopamopnoe 3auamue Ne7. Haznauenue u 2 -
nH(popMaluu ot BO3MOXXHOCTH CPEJICTB 3aIllUThI HH()OPMALIUU
HECAaHKIIMOHUPOBAHHO | OT HECAHKIIMOHWPOBAHHOTO JIOCTYTIA.
ro J0CTyIa AnmnapatHO-IporpaMMHbIE CPECTBA 3AIIUTHI

UHPOPMAIIUK OT HECAHKITMOHUPOBAHHOTO
JIOCTyTA.
Jlabopamopnoe 3ansamue Ne8 Ilpumenenue 2 -

IITAaTHBIX U JOTIOJTHUTEIIbHBIX CPEJICTB 3aIUThHI
uH(pOpMaIIUU OT HECAaHKIIMOHHUPOBAHHOTO
JIOCTYTIA.

Hmozo 16 2

4.4 KonrpoJsbHas padora

B npouecce BBIMOJHEHUS  KOHTPOJIBHOM  pabOThl Yy  00y4YaroIIuXcs
GbopMUPYIOTCS HABBIKU BEIEHUS CaMOCTOSATENbHOU paboThl. KOHTpOIbHBIE 3aaHus
CIIOCOOCTBYIOT 0o0Jiee YIiIyOJICHHOMY U3YYEHUIO OCHOB JUCIHUIUIMHBI U TIOBBIIICHUIO
TEOPETUUECKOW W TPO(PECCHOHATLHON TOATOTOBKH oOydvaronuxcs. Hammcanue
KOHTPOJILHOHM pabOoTy CITOCOOCTBYET JIyUIIIEMY YCBOCHUIO MaTepHuaa.

OOyuatomuiicss BeIOMpaeT OJHY W3 TNPEIJIOKEHHBIX TPErojaBaTeIeM TeM,
CaMOCTOSATENILHO TOTOBUT IMPE3CHTAIUIO PA0OTHI M BHIHOCUT €€ Ha OOCYXXJICHHE Ha
3aHSITUU.

Pe3ynbTaT BBIMOJTHEHUS KOHTPOJIBHOM paboThl odopmisieTcss B BUJC
MOSICHUTEJIBHOM 3amucku, 00bemMoM 15-20 cTpanuil, KOTOpasi COAEPHKUT:

- TUTYJIbHBIN JIACT;

- COJIEpXKaHUE;

- BBEJICHHE;

- OCHOBHYIO 4aCTbh OTYETA;

- 3aKJIFOYEHNE;




- CIIUCOK MCIOJIb30BaHHBIX UCTOYHUKOB;

- IPUJIOKEHUS.

TutynbHbIN TUCT paboThl npenactaried B [lpunoxenuun 1. Ilpu odbopmienuun
KOHTPOJILHOM paboThl 0OyYarOUIUiicsl AOHKEH PYKOBOJACTBOBATHCS METOIUYECKUMHU
yKa3aHUsIMU K O(OPMIICHUIO TEKCTOBOM MOKyMEHTanuu i oOydaromuxcs. Ilo
pe3yibTaTaM MPOBEPKU IPEACTABICHHONW OOyYaroluMCsi KOHTPOJIBHOM paboThI
MpenoAaBarelib MPUHUMAECT PEUNICHHWE O JONYCKE €€ K 3allluTe WM BO3BpallacT
oOy4aroriemMy Ha JOpaOOTKy B COOTBETCTBUH C OTMEUCHHBIMH 3aMEHYAHHSIMHU.

5. METOANYECKHUE YKA3AHUA JJIAA OBYUAIOIIIUXCA
O OCBOEHUIO JUCHUIIVINHBI

[Ipyn npociymMBaHUM JIEKIIMI PEKOMEHIYeTCS B KOHCIEKTE OTMEuYaTh BCE
Ba)KHbIE MOMEHTBI, HA KOTOPBIX 3a0CTPSIET BHUMAaHHUE MPENOJaBaTellb, B YaCTHOCTHU
T€, KOTOpPbIE HANpAaBJICHbBl Ha KAa4ECTBEHHOE BBINOJHEHUE COOTBETCTBYIOIICH
1abopaTopHOIl pabOTHI.

[IpenonaBareneM  3allaHUPOBAHO  HCIIOJBb30BAaHWE MPU  YTEHUM  JIEKLMH
TEXHOJIOTHH yueOHOM auckyccud. IloaTtoMy pexomeHayercsi (pUKCHpoBaTh Uit ceOst
MHTEPECHbIE MOMEHTBHI C LENbI0 MX AKTUBHOTO OOCYKIAEHHsI Ha JUCKYCCHM B KOHIIE
JIEKLIWY.

3a70roM KayeCTBEHHOI'O BBINOJIHEHMS JIaOOpaTOpPHBIX paboT  sIBisETCA
CaMOCTOATENIbHAA TOJNOTOBKA K HHUM HAaKaHyHE MYTEM MOBTOPEHUS MaTEpHAJIOB
Jexuuid. PekoMeHyeTcst MOArOTOBUTH BOIPOCHI MO HESICHBIM MOMEHTAaM U 00CYJIUTh
UX C MpenoiaBaTesieM B Hayaje padoThl.

[IpenonaBareneM 3arlaHUPOBAHO MPUMEHEHHE HA JIA0OPAaTOPHBIX 3aHATHUAX
TEXHOJIOTUI  pa3BUBAIOIIEHCS KOOINEpaluu, KOJUIEKTUBHOTO B3aUMOJECUCTBUS,
paz0opa KOHKPETHBIX CUTYaIIUM.

JUis TeKylero KOHTPOJs YCHEBA€MOCTH MO OYHOH ¢opMbl 0OydeHHus
IpernoaaBaTesieM UCMOIb3yeTcs OallsIbHO-PEUTHHIOBasl cUCTeMa KOHTPOJISL U OLEHKU
aKaJeMHUYECKOM aKTMBHOCTH. [I03TOMYy HACTOSATENBPHO PEKOMEHIYETCS TIIATEIBHO
npopalaTeiBaTh MaTepuai AUCUUIUIMHBI IPH CAaMOCTOSITENIbHON paboTe, y4acTBOBATh
BO BcexX (opmax OOCYXKJICHHS W B3aUMOJICHCTBHUSA, KaK Ha JICKIMAX, TaK M Ha
7a00paToOpHbIX paboTax B LEISIX JY4IIEr0 OCBOEHHUS MarepHuajia W IOJIy4eHHUs
BBICOKOM OLIEHKH MO PE3yJIbTaTaM OCBOEHUS JUCLUIIINHABI.

BrlinonHeHne camMocTosTENbHOM paboThl MOJApPa3yMEBAET CaMOCTOATEIbHOE
U3y4YeHUE pa3esioB AUCIUIUIMHBI, MOJATOTOBKY K JIaDOpaTOpHbBIM paboTaM, K
pyOEKHBIM KOHTPOJISIM (IJ1s1 0O4HOU (hOopMBbI OOYy4EHHMS), BBIIIOJHEHUE KOHTPOJIBHOM
paboThI U MOJTOTOBKY K 3a4ETy.

PexomennyemMass TpyJOEMKOCTh CaMOCTOSATEIbHON paboThl MpeJcTaBieHa B
TabnuIe:

PexoMeHAyeMblii pe:KUM CaMOCTOSTEIbHOM padoThl

Pexomennyemas
HaumenoBanue TPYIOEMKOCTD,
BH/Ia CAMOCTOSATEIbHOM PadoThI akaz. Jac.

Ounas 3a04Has

ITonroroBka k JabopaTopHbIM paboTam (1o 2 yaca Ha 16 2
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Ka)KJI0€ 3aHATHE)

[TonroroBka K pyOeKHBIM KOHTPOJISIM (110 2 yaca Ha 4 -
Ka)KJIbIH pYOS)KHBIM KOHTPOJIb)

IlonroroBka K 3a4ery 18 18
BrirotHeHHE KOHTPOIBLHON pabOThI 18 18
Jlpyrue BUAbI CAMOCTOSITEJILHOI PadoThI 40 98
(moAroTOBKA K 3aHATHAM)

1. Ocnoewl bezonacnocmu agmomMamu3upoS8aHHbIX 13 30
cucmem

2. Obecneuenue be3onacHocmu a8moMamu3upPOSAHHbIX 13 34
cucmem

3. Cpeocmea 3auwumol unghopmayuu om 14 34
HEeCaHKYUOHUPOBAHHO20 0OCMYNa

Bcero: 96 136

6. POH/I OHUEHOYHBIX CPEACTB VI ATTECTAIIMM 110 IMCHUTIJIMHE

6.1. IlepevyeHb OLICHOYHBIX CPEICTB
1. bannpHO-peUTHMHIOBas CHCTEMA KOHTPOJS M OLEHKM aKaJAeMUYECKOU

akTuBHOCTH oOyuarommuxcs B KI'Y (1151 ounoi popMbl 00ydeHus ).

2.014eThl 0 7a00PATOPHBIM 3aHATUSIM.

3. bank TecToBBIX 3a/laHU K pyOesKHBIM KOHTPOJIsiM Ne 1, Ne 2 (11 ouHoM

dbopmbl 00yUeHUS).
4. KontponbHas padoTa.
5. Bompocks! k 3auery .
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6.2. Cucrema 0a//IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4aIOIIMXCSl 10 AUCHMILIMHE

paboThI 115t
HEYCIEBAIOIINX
(BOCCTaHOBHMBIIMXCS HA
Kypce 00ydeHust)
00yJaromuXxcst JAJIs
MOJTyYeHUS
HEIOCTAIOIINX

0aJJIOB B KOHIIE
cemecTpa

Ne | HammenoBanue Conepxanue
1 | Pacnipenenenne Pacnpenenenue 6ajinos
6aoB 3a . N o i = - =
CEMECTpBI 110 g .. S = 2 . 2 . e 5 2
BUJAM yueOHOI qu;) g 5 = E o' & 5 5 z = £ = a:>
paGoTHI, CPOKH 9 85 S 8'g £'S 3 é 8 §~ 3
crauu yueOHoi = = s 28 © z = £ = £ E
PaBOTEI aa M = ~ 2 %
(00800smcsL 00 =
ceeoeHus g g
obyuarowuxcs Ha 2z lsx 16=165 45x 8=32; 10 6 6 30
nepeom y4ebHom E g
3ansamuu)
2 | Kpurepuii nepecuera
GAILIOB B 60 1 MeHee OaNJIOB — HEYJJOBIIETBOPUTEIBHO; HE 3aUTEHO;
61...73 — yIOBIETBOPUTEIHHO; 3aYTECHO;
TpaHHHHOHHng OHCHKY 74... 90 — xoporo;
110 ITOram pabothl & 91...100 — oTmuHO
CEMECTPE U 3a4eTa
3 | Kpurepuu gomycka K Jia momycka K TPOMEXYTOYHOM aTTecTalnnu (3a4eTy) CTYIeHT
HpOM@)KyTO‘IHOﬁ JOJIXKCH Ha6paT1> 0 UTOoraM TEKYWIETO U py66)i(HOFO KOHTPOJIA HE
aTTecTaluH, MeHee 50 6aioB M JIOJKEH BBINOJIHUTH BCE JJAOOpAaTOpHbIE PabOTHI U
BOIMOKHOCTH KOHTPOJIBHYIO PaboTy (UIA CTYJEHTOB OYHON © 3a04HOU (HOpMEI
HoMTyHeHHs o0OyueHus). §
Jns mosydeHHs SK3aMECHAIIMOHHOW OILICHKH «aBTOMATHUYCCKI
aBTOMATHUYECKOTO
CTYACHTY  HeoO0XO0IWMO Ha0paThb CleAylollee MHUHHMAJIBHOE
saqera . KOJIMYECTBO OAJIIIOB:
(9K3aMEHAIMOHHOM - 61 115 TONyYeHUs «aBTOMATHIECKI 3a4TEHO.
OLICHKH) T10 ITo CcOriacoBaHWIO C TPEMOJABaTE]IEeM CTYIEHTY MOTYT OBITh
AUCHUILINHE, J00aBJIeHBI JOIMONHUTENbHbIE (OOHYCHBIE) Oaibl 32 aKTHBHOCTH Ha
BO3MOHOCTb KOHCYJIbTAIMSAX, AKTHMBHOE Yy4YacTHE B HAYYHOM W METOJUYCCKOU
MOJTy4eHUs: OOHYCHBIX paboTe, OpPUTHHATIBHOCTh TMPHHATHIX PEIICHUH B XOJE BBHIIOJIHCHUS
6aJJIOB nabopaTopHbIx paboT, 3a yd4yacTHe B 3HAYUMBIX YYEOHBIX U
BHEYYEOHBIX MEPONPUATHIX Kadeaphl.
4 | ®opmbl U BUIBI yueOHOU B ciyuae ecnu kK mpoMeXKyTO4HOI atTecTaryu (3aueTy) HabpaHa

cymma MeHee S50 OamioB, CTyAeHTY HeoOXOoAuMMO HaOparth
HEJOCTAIONIee  KOJMYECTBO  OaJUIOB 32 CYET  BBITIOJIHCHUS
JIOTIOJTHUTENIBHBIX 3a/IaHUM, 10 KOHIA TOCNeAHeH (3aueTHOM) Heaenu
cemectpa. Ilpu 3TOM He0OXOAMMO TMPOPadOTaTh MaTephall BCEX
MPOMYIIEHHBIX JTA00PATOPHBIX PAOOT.

Dopmbl JIOTIOTHUTENTEHBIX
MIperoaaBaTeIem):

- BBITTOJIHCHHE W 3aIllATa MPOITYIICHHON J1abopaTopHON pabOThI
(Ip¥ HEBO3MOXKHOCTH JIOTIOJHUTEIBHOTO TPOBENICHUS J1a0OPaTOPHOM
paboThl TpernojgaBaTeNlb yCTaHABIMBAeT (OPMY JOMOIHUTEIBHOTO
3alaHusl 10 TEMaTHUKe MPOMYIIEHHON JabopaTOpHON pPabOoThI
CaMOCTOSITEIHHO) — 10 8 OAJLIOB.

JIukBujanus akaJeMUYECKHX 3aJ0JDKEHHOCTEH, BOZHHMKIIMX H3-
3a pasHOCTHU B yqe6HLIX IJ1aHax Ipu nepeBoac U BOCCTAHOBJICHUH,
MPOBOJUTCA IIYTEM BBIITOJIHCHHA JOIMOJIHUTEIIBHBIX SaHaHHﬁ, Q)opMa u
00BbEM KOTOPBIX ONpeeNsieTcs NPENnoJaBaTesieM.

3a/1aHui (Ha3HauaroTCA

6.3. Ilpouexypa oneHnBaHus Pe3yJIbTATOB 0CBOEHUS JUCIUINIMHBI
Py6exxHble KOHTPOJIM TPOBOJATCSA B (POPME MUCHMEHHOT'O TECTUPOBAHMUS.
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[lepen mpoBeneHueM KaXAOro pyOeXKHOro KOHTPOJS —IMpernojaBaTelib
npopabaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprall COOTBETCTBYIOLIUX Pa3/eiioB
JTUCHUIUIMHBL B (hOpMe KpaTKOM JIEKIMU-IUCKycCHH. BapuaHThl TECTOBBIX 3aJaHUil
coctosT st 1 u 2 pyOGexHoro KoHTpoJia u3 24 BornpocoB. Ha kaxaoe TecTupoBanue
pyu pyoEeKHOM KOHTpPOJIe 00ydaronieMycsi OTBOJUTCS 2 aKaJeMUYECKUX Yaca.

bannel oOyuaromieMycsi BHICTABIISIIOTCS B 3aBUCMMOCTH OT YHUCJA MPAaBUIILHO
BBIOpaHHBIX OTBeTOB. MToroBas omeHka 10 TecTy (OpMHUpPYETCs MyTeM
CyMMHUpPOBaHMsI HAOpaHHBIX OAJUVIOB W OTHECEHUS HUX K OOIIeMy KOJUYECTBY
BOIPOCOB B 3ajaHuu. [lomHOkUB nonydenHoe 3HaueHue Ha 100%, MOXKHO MPUBECTH
UTOTOBYIO OIIEHKY K TPaJULIMOHHOM CJIEIYyIOUUM 00pa3oM:

«HEYJOBJIETBOPUTEIBHO» — MeHee 50%

«ynoBieTBopuTeabHO» — 50% - 70%

«xopouio» — 70% - 90%

«otaHO» — 90% - 100%.

[IpenogaBaTenp oOleHMBAeT B Oamax pe3yJbTaTbl TECTUPOBAHUS KaXJ0IrO
00y4arolerocs: Mo KOJIMYECTBY MPAaBUIBHBIX OTBETOB U 3aHOCHUT B BEJOMOCTb ydeTa
TEKyLIEN yCIIEBaEMOCTH.

3ager npoBoautcs B (¢opme TectupoBaHusa. Tect coctout u3 10 BompocoB u3
pyOexHbIX KoHTpojied. Kaxnpiii Bompoc oueHuBaercs B 3 OamwioB. Ha BblnoiHeHue
TecTa 00ydaroeMycst OTBOIUTCS 1 acTpOHOMUYECKHIT Yac.

Pe3ynbTaThl TEKyLIEro KOHTPOJS YCIIEBAEMOCTH 3auyera 3aHOCATCA
MpPEernoJilaBaTesieM B 3a4€THYI0  BEJOMOCTb, COOTBETCTBEHHO, KOTOpas CHAETCS B
OpraHU3allMOHHBIN OT/AEN MHCTUTYTa B JIEHb 3a4€Ta, a TaKKe BBICTaBISIOTCA B
3aYETHYIO0 KHIXKKY 00y4aroerocs.

6.4. IlIpyMepbl OLIECHOYHBIX CPEACTB IS PYOeKHBIX KOHTPOJIeH, KOHTPOJIbHbIX
paoor, 3a4era

1-v1t pybdescHvlit KOHMPOJIb

1. AkmueHnbwlii nepexeam uHGopmayuu Mo — nepexeant, KOMOPwvlil:

1. 3akmroyaeTcss B yCTAaHOBKE IOJCIYIIMBAKOLIErO YCTPOMCTBA B almapaTrypy
cpencTB 00paboTku nHpopmaIuu;

2. OCHOBaH Ha (PUKCAIUH 3JIEKTPOMArHUTHBIX U3TyYEHHUI, BOSHUKAIOMIUX MPU
(YHKIIMOHUPOBAHUU CPEJICTB KOMIBIOTEPHON TEXHUKUA U KOMMYHUKAIINIA;

3. HEMmpaBOMEPHO HUCIOJIb3YET TEXHOJOTMUYECKHE OTXOJbl MH(OPMAIMOHHOTO
npoiiecca;

4. oCylIECTBIIAETCS IyTEM UCIOJIb30BAHUS ONTHUYECKON TEXHUKH;

5. OCyIIECTBISAECTCA C MOMOUIBIO MOJKIIOUEHUS K TEIEKOMMYHUKAIUOHHOMY
000py1I0BaHUIO KOMITBIOTEPA.

2. Kax Ha3vlieaemca cnocod HeCAHKUYUOHUPOBAHHO20 Oocmyna K
uUHopMayuu, KOmopuvlil 3aK1I04aemca 6 HEeCAHKUUOHUPOGAHHOM Oocmyne 6
Komnbiomep uiu KOMRbIOmepHyio cems 6e3 npaga Ha mo?

1. «3a mypakom»; 2. «bpeuiby; 3. «KoMmbroTepHBbIif abopaax»;

4. «3a xBOCT»; 5. «Hecnennslii BEIOOPY.

3. 3awguma ungopmayuu — 3mo:
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1. mpomecc cbopa, HakorieHHs, OOpaOOTKH, XpaHEHWUs, pPACHpPEeICHUS U
novcKa HHpOpMaInu;

2. mpeoOpa3oBaHue HH(POpPMALMU, B pe3yJbTaTe KOTOPOTO COAEpIKaHUE
UH(POPMAIIUU CTAHOBHUTCS HETIOHATHBIM IS CyOBhEKTa, HE MMEIOLIETO JJOCTYIIA;

3. momydeHue CcyOBEKTOM BO3MOXKHOCTH O3HAKOMJICHHS C WH(poOpMamuei, B
TOM YHCJI€ TP MOMOIIN TEXHUYECKUX CPEJICTB;

4. COBOKYITHOCTb MPaBWJI, PETJAMEHTUPYIOMIUX MOPSAOK M yCIOBHS JOCTyHa
CcyOBeKTa K HHGOPMAIINH U €€ HOCUTEISIM;

5. IeATeNbHOCTh O  MNPEAOTBPALICHUIO  YT€UKH  MH(pOpMALHH,
HECaHKIIMOHUPOBAHHBIX U HEMPETHAMEPEHHBIX BO3CHCTBHIA Ha HEe.

2-011 pydexcHblil KOHMPOJIb

1. 3awmuma ungopmayuu om paszenauwieHus — 3IMO OeAMENbHOCHb NO
npeoomepauienuio:

1. momydyenus 3amuinaeMoil MHGOpPMallUK 3aUHTEPECOBAHHBIM CYOBEKTOM C
HapyILICHUEM YCTAHOBJICHHBIX IIPaBOBBIMM JOKYMEHTAMU WM COOCTBEHHHKOM,
BJIa/IeTbIEM UH(POPMAIIMK NIPaB WIK MPABKII AOCTYIIA K 3allliliaeMoi HHGOpMaIuy;

2. BO3ACHMCTBHS C HapyUICHHUEM YCTAHOBJICHHBIX IMpaB W/WIM NpPaBUI Ha
U3MEHEeHHue uH(pOpMaluu, MOPUBOJALIETO K  HUCKAWKEHUIO,  YHUYTOXKEHUIO,
KOIIUPOBAaHUIO, OJIOKMPOBAHUIO JOCTyNa K HHPOpMAIUH, a TaKXKe K yTpaTe,
YHUUTOXEHUIO UM COOK0 (PYHKIIMOHUPOBAHUS HOCUTENS MH(POPMALIHH;

3. BO3IEWCTBHS Ha 3alIMIIAEMYI0 HH(POPMALMIO OLIMOOK TMOJIb30BATEINS
uH(popmanuen, cO0sd TEXHUYECKHX U MPOrPAMMHBIX CPEACTB HH(GOPMAIIMOHHBIX
CHCTEM, a TaK)Ke MPUPOIHBIX SBICHUIA;

4. HEKOHTPOJIUPYEMOTO PACHpPOCTPAHEHUS 3allUIIAeMON MH(MOpPMAIUU OT ee
pasriaileHys, HECAaHKIIMOHUPOBAHHOTO JOCTYIA;

5. HECaHKUMOHHMPOBAHHOIO JOBEJIEHUS 3allUIlaeMoil HHOpMaIUH 10
HEKOHTPOJINPYEMOTO KOJIMYECTBA MOTydaTenell HHPOopMaIiu.

2. Hocumenw ungopmavyuu — 3mo:

1. ¢uzmveckoe JUIO, WIKM MaTepUATbHBIA OOBEKT, B TOM YHCIIEe (U3UIECKOE
nojie, B KOTOPBIX WH(pOpMalMs HAXOJUT CBOE OTOOpakeHHWE B BHUJE CHMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKHUX PEUICHUI U MPOIIECCOB;

2. CyOBEKT, OCYIIECTBIIIOMNN MOIh30BaHUE WH(POPMAIIMEH U peaTu3yroIInii
MOJTHOMOYHSI PacCHOpPsDKCHHsI B TIpe/iesiaX MpaB, YCTaHOBJICHHBIX 3aKOHOM W/HIH
COOCTBEHHUKOM MH(pOpPMALINH;

3. cyOBeKT, mob3yroImiics HHPOopMAIel, TOTy4YeHHONW OT €€ COOCTBEHHHKA,
BJIQJIeTIbI]a WM TOCPEIHUKA, B COOTBETCTBHHM C YCTAHOBJICHHBIMH IIpaBaMH W
MpaBUJIaMH JIOCTyNa K HHGOPMAITUH JIN0O0 ¢ UX HAPYIICHUEM;

4. cyOBEeKT, B TMOJHOM OO0BEME PEATM3YIOMMUA TMOJTHOMOYHUS BIIAJCHUS,
MOJIb30BAHUS, PACMOPSDKEHUSI WH(MOpMAIMEH B COOTBETCTBUU C 3aKOHOAATEIHHBIMU
aKTaMU;

5. y4aCTHHMK MPaBOOTHOIICHUN B MH(OPMALIMOHHBIX MPOLIECCaX.
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3. Tposauckue npozpammol, CKpbIMHO OCYULeCMEAAIOUUE AHOHUMHDBLIL
oocmyn K paznuunvim Unmepnem-pecypcam, 00b14HO UCHOIb3YIOMCA ONA
Pacculiku cnama:

1. Trojan-PSW; 2. Trojan-Spy; 3. Trojan-Proxy;

4. Trojan-Downloader; 5. Trojan-Dropper.

Ilpumephvie memvl KOHMPOIbHBIX pAdOM

1. OcHOBBl M 1€MW MOJUTUKUA O€30IaCHOCTM B KOMIIBIOTEPHBIX CETSX.
MHoroypoBHeBas 3alIMThl KOPIIOPATUBHBIX CETEH.

2. Mertozap! opraHu3anuy aHTUBUPYCHOM 3aIUThl KOMIIBIOTEPHBIX CUCTEM

3. AHanu3 METOAOB M CPEACTB 3allUThl OT HECAHKUMOHWUPOBAHHOIO
KOITMPOBAHUS U UCIIOJb30BaHUS IPOIPAMM.

4. Ananu3 METOJOB TapaHTHPOBAHHOTO YAAJICHHS KOH(DHUICHIHATBHON
uH(OpMAIMU Ha 3JIEKTPOHHBIX HOCUTEIISX.

5. KomnerorepHas creranorpadus.

6. AHanM3  COBPEMEHHOTO  3aKOHOJATelIbCTBA B OOJACTH  3alIUTHI
NIEPCOHAJIBHBIX JAHHBIX.

7. ndopmaiiioHHOE IPOTUBOOOPCTBO.

8. CoBpeMeHHbIE METObI U CPEACTBA AyTEHTUPUKAIUH.

9. KubepOe3omacHOCTh U KHOEPIPECTYTHUKH.

10. UupopmarnimoHHbie BOMHBI 17} cpexncTaa UH(POPMAIIMOHHOTO
POTUBOOOPCTBA.

HNPUMEPHBIE BOIIPOCHI K 3AYETY

1. Kakass CTOWKOCTH aIrOpUTMOB IMIM(POBAHUSA OIUCHIBAETCA TaKUMHU
JIOCTOMHCTBAMU U HejocTaTkamMu? J[OCTOMHCTBO: Xopollas W3y4eHHOCTh 3ajJad B
OCHOBE UX CTOMKOCTU. HeocTaTok: OTCyTCTBUE THOKOCTH.

A) be3ycioBHO cTOMKHE.

B) /loxazyemo cmotikue.

C) IIpeanonoXuTeabHO CTOUKHE.

2. Yto oTHOCUTCS K nipenmyiiectBam VPN?

A) CTOuMOCTb.

B) AHOHUMHOCT®G.

C) Mackuposka IP-adpeca.

D) VBenuuenue tpaduka.

3. Kakasi ayeKTpoHHas TOANUCH JOJKHA 00s3aTeIbHO WMETh CepTU(dUKAT
aKKpEJIMTOBAHHOTO Y JOCTOBEPSIOIIETO LIEHTpa?

A) YcuneHnHas HeKBaTU(UIIMPOBaHHAS YJICKTPOHHASI TIOJIMKCH.

B) Ycunennas keanuguyuposannas snekmpoHHasi ROONUCH.

C) JIro6as ycusieHHas 31€KTPOHHAS MOIHUCH.

D) Ilpocras HekBanuduImpoBaHHAas JJIEKTPOHHAS MTOMHKCH.

MPUMEPHBIN IEPEYEHB BOITPOCOB K 3AUYETY
1. AKTyalnbHOCTh po0OJIeMBI o0ecrnieueHus 0€30MacHOCTH
aBToMatu3upoBaHHbIX cucteM (AC). MecTo U pojib aBTOMaTU3UPOBAHHBIX CUCTEM B
yIpaBiIeHUN OU3HEC-TTPOIIECCaMH.
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2.3amura AC xak mpomecc ympaBieHus puckamu. OcoOeHHOCTH
coBpeMeHHbIX AC Kak 00bEKTOB 3aIIUTHI.

3. Yrpo3sl 0€301acHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

4. VY s13BUMOCTb OCHOBHBIX CTPYKTYPHO-(YHKIIMOHAJIBHBIX AIIEMEHTOB
pacrpeneneHHbIx AC.

5. ¥rposel 6e3omacHocti uHpopmatur, AC U CyOBEKTOB HH(POPMAIIMOHHBIX
OTHOILICHUH.

6. Kimaccudukamnust yrpo3 6€301macHOCTH.

7. Knaccudukanus kaHaaoB npoHUKHOBeHUs B AC 1 yTeuku nH(pOpMaIuu.

8. HedopmamnbHast MOJIeNIb HAPYIIIUTETIS.

9. Mepsbl 1 OCHOBHBIE IPUHLIUIIBI 00ectieuenus: oezonacHoctu AC.

10. Buasl Mep NpoTUBOACHCTBUS yrpo3aM O€30aCHOCTH.

11. [IppHUMIBI  TOCTPOEHUS  CUCTEMBbI  oOecrnedeHus  O€30MacHOCTH
undopmaiuu B AC.

12. IIpaBoBbie ocHOBBI oOecrieuenus 6ezonacHocta AC.

13. 3amumaemas uHbopmanus. Jlunensupoanue. CepTudukaius CpeacTs
3alUThl UHPOPMALIMU U aTTecTalisl 00bEKTOB HH(OPMATHU3ALIUH.

14. CrneunanbpHble TpeOOBaHMS U PEKOMEHJALMU 10 TEXHUYECKOM 3aliure
KOH(DUIeHIaTbHON NHGOPMAIIHH.

15. FOpuanueckas 3HaAYUMOCTb 3JIEKTPOHHBIX JOKYMEHTOB C 3JIEKTPOHHOMN
noAnuchbio. OTBETCTBEHHOCTD 33 HApYIIEHUS B cpepe 3aluThl HHOpMAILUK.

16. 'ocynapcTBeHHasi cucTemMa 3aiuThl HHPOPMALIUU.

17. Opranuzanus 3amuThl  UHGOpMAMM B CUCTEMax M CpEeACTBax
MH(OPMATU3ALNU U CBSI3U.

18. OpranuzannoHHas CTpyKTypa cucTeMbl ooecrieuenus 0e3omnacHoctu AC.

19. Texnonorus ynpapjieHus: 0€30MacHOCThI0 HHPopMaIuu u pecypcoB B AC.

20. PernameHnTanus ASMCTBUIN MOJIb30BaTENEH 1 00CTYKMBAIOIIETO TIEpcoHaa
AC.

21. IlonmuTtuka 6€30MacCHOCTH OpraHU3aIluH.

22. MeponpusiTsi 1O CO3JaHUI0O H oOecreueHnut0 (GyHKIIMOHUPOBAHUS
KOMIUIEKCHOW CUCTEMBI 3alUTHI.

23. Pacnpenenenue dbynkiui mo odecnedenunro 6ezonacHoctu AC.

24, OpraHu3aioOHHO-PACTIOPSAUTEIIbHbIE  JIOKYMEHTBI 10  OOCCIICUCHHIO
6e3onacHoctu AC.

25. O0s3aHHOCTH  TOJb30BaTeNed M  OTBETCTBEHHBIX 3a oOecreyeHue
MH(OPMAIMOHHOW 0€30MaCHOCTH B MOJIpa3ICICHUIX.

26. O03aHHOCTH  OTBETCTBEHHOro  3a  obOecrieueHre  0€30MaCHOCTH
uH(pOpMaIUK B IOIpa3/IeTICHUN.

27. OTBETCTBEHHOCTh 3a HapylIeHus: TpeOoBaHMil oOecrieueHnst 0€30MacHOCTH.

28. [lopsanox paboThl ¢ HOCUTENSIMU KIHOUEBONH HH(POPMAIIUH.

29. PernamenTanus paboT o o0ecrnedeHunto 0e30macHoOCTU
aBTOMATU3UPOBAHHBIX CHCTEM.

30. PernamenTanus npaBui MapoJbHONW U aHTUBUPYCHOM 3AILUTHI.

31. PernamenTanus mopsjaka AOMycka K paboTe M M3MEHEHHUS MOJTHOMOYUMN
nosib3zoBateneit AC.
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32. PernamenTaruss  Topsaka = M3MEHEHUS  KOHUTYpaIlMyd  amnmapaTHoO-
nporpaMMHbIX cpeacTB AC.

33. Ilnan 3amuThl HHGOPMALIHH.

34, HazHaueHne W BO3MOXHOCTH CPEJCTB 3allUThl HH(pOpMamuu  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

35. OcHoBHBIEC MeXaHU3MBI 3a1IUTEI AC.

36. 3amura nepuMeTpa KOMIBIOTEPHBIX CETEH M yIpaBjeHHE MeXaHU3MaMHu
3amuThl. CTpaxoBaHrue WH()OPMAITMOHHBIX PUCKOB.

37. AnnapaTHO-IpOTpaMMHBIE  CpPEACTBa  3alIUThl  MHpOpManuU  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

38. CpeacTsa annapaTHOU MOIIEPHKKHU.

39. Cnoco0Obl ayTeHTU(UKALIIH.

40. ITpuMeHeHHE TATHBIX U JOMOJHUTEIBHBIX CPEACTB 3alUThl HH)OpMALIUU
OT HECAaHKIIMOHUPOBAHHOTO JoCcTyna. Pazrpannyenue nocryna 3aperucTpupoBaHHBIX
noJjb3oBarelieit k pecypcam AC.

41. OnepaTuBHOE  OIOBEIIEHHWE O  3apPETUCTPUPOBAHHBIX  IMOMBITKAX
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

42. 3amuTa JaHHBIX OT HECAHKIIMOHUPOBAHHON MOAM(DUKAINY, KOTTUPOBAHUS
U TIepexBaTa CpeACTBaMU MIU(PPOBAHHUS.

6.5. ®oH/ OLICHOYHBIX CPEACTB
[onHbIil GaHK 3adaHUM JUIs TEKYILEro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHOM
aTTeCTAalMHU 10 AUCUUIUIMHE, IOKA3ATENN, KPUTEPUH, IIKAJIbI OUEHUBAHNUS KOMITETEHLIM,
METOIMYECKUE MATEpUaIIbl, ONPEIEIISIONIE MPOLETypbl OLIEHUBAHUS 00pa30BATEIbHBIX
pE3YJbTaTOB, PUBEACHBI B Y4EOHO-METOJMUECKOM KOMITIEKCE TUCIUITIUHBL.

7. OCHOBHASA U JOITOJTHUTEJIbHAA YYEBHAS JIMTEPATYPA

7.1. OcHOBHas yueOHasi JIUTEPATypa

1. MenbaukoB B.I1. Undopmarnimonnas 6€301macHOCTh U 3anuTa nHopMaIuu.
N3narenbckuii eHTp «Akanemus», 2008. — 336 c.

2. dpouxkun B.U. Muadopmanmonnas 6e30macHOCTb. - M.: AkageMHUYeCKuit
npoekt, 2008. — 544 c.

3. T'anarenko B.A. OcHoBbl HHGOpMaLIMOHHON 6e3onacHocTH: Kypc nekuuid. -
M.: Untepuer- Yuusepcurer Undopmanmonnsix Texnonorui, 2006. — 208 c.

4. PactopryeB C.I1. OcHoBbl nH(pOpMaIIMOHHOM Oe3omacHocTH. U3aaTenbekui
ueHTp «Axaaemusi» 2009.

5. KynpusunoB A.M. OcHoBbl 3amuThl uHbopmaruu. M3nareabckuil HEeHTp
«Axanemus», 2009. — 256 c.

6. HoBoctpyeB, A.B., ComogoBuukoB, B.M., TepentbeBa, A.A. Te3aypyc B
chepe wuHpOpManmuonHoit OezomacHoctu [Tekct]/ A.B. HooctpyeB, B.M.
CononuukoB, A.A. TepenrtreBa: VYuebHoe mnocobue. — Kypran: U3zn-Bo
Kyprauckoro roc. Yu-ta, 2014. — 471 c.

7.2 JlonoiHMTE/IbHAA Y4eOHasi IuTeparypa:
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1. beno E.B., Jlocs B.Il., Memepsko P.B., IllenynmanoB A.A. OCHOBBI
nHpopmarmorHoit 6e3onacHoctu. M.: ['opsuast munaus-Tenexkom, 2006.

7.3 MeTroauueckasi JJuTepaTrypa

1. Mocksun B.B., ITonskoBa E.H. MeTtoanyeckue ykazaHus K BBIIOJHEHUIO
71a060paTOpHBIX paboT mo AucHUIUIMHE «OCHOBBI MHGOPMAIIMOHHON 0€30MaCHOCTI
s cryaeHToB  cnenuanbHoct  10.05.03  «MHpopmarimonHas 0€30MacHOCTh
aBTOMATU3MPOBAaHHBIX cuctem». Yacte 1. PUIl Kypranckoro rocymapcTBEHHOro
yHuBepcureta. 2017.- 52 c.

2. Mocksun B.B., [lonskosa E.H. Mertonuueckne yka3aHus K BBIIOJHECHHIO
nabopaTopHbIX paboT mo AucruIuHe «OCHOBBI MH(GOPMAIIMOHHON 0€3011aCHOCTHY
s cryaeHToB  cnenuanbHoctd  10.05.03  «MHpopmarimonHas 0€30MacHOCTb
aBTOMATU3MPOBAaHHBIX cuctem». Yacte 2. PUIL] Kypranckoro rocynapcTBEHHOTO
yHuBepcuteta. 2017.- 41 c.

7.4 HopmaTuBHO-IPaBOBOE o0ecnevyeHne TUCIUIINHBI:

1. oxtpuHa uHdopManmonHoi 6e3omacHocTH Poccuiickoit deneparuu. (YTB.
VYkazom [Ipesunenta PO 5 nexadps 2016 r. No646).

2. 3akoH P® «O rocynapctBeHHoi TaitHe» oT 21 urong 1993 r. Ne 5485-1.

3. 3akoH PO «O xommepueckoit TaitHe» oT 29 uroiig 2004 r. Ne 98-D3.

4. ®enepanpHblil 3ak0H «O0 uH(popMaIu, HOOPMAITMOHHBIX TEXHOJOTHUSIX U
o 3amute nHpopmaruu» ot 27 urosst 2006 r. No 149-D3.

5. ®enepanbHbIii 3ak0H «O MEepCOHATBHBIX JaHHBIX» OT 27 uronst 2006 1. Ne 152-
3.

6. @enepanbHblil 3aK0H «OO0 371eKTpoHHON moanuck» oT 6 ampenst 2011 r. Ne 63-
3.

7. TlonoxeHue Mo aTTecTanuu OOBEKTOB MH(OpMATU3AIMK TIO TPeOOBAHUSM
6e3onacHocTu uHpopmaruu (yTB. ['oCy1apCcTBEHHON TEXHUYECKON KOMHCCHEH Mpu
[Ipesunente PO 27.10.1994).

8. Tlomoxenwme o cepTUGUKAIMU CPEACTB 3alUThl HHOOPMAIMU  TIO
TpeboBanusiM Oe3onacHocT HHPopManuu (yTB. ['OCynapCTBEHHONW TEXHUYECKOM
komuccuen nipu [Ipesuaente PO 25.11.1995, npukas Nel99).

9. CrenuanpHble TpeOOBaHHUS M PEKOMEHAAIMH MO TEXHUYECKOW 3aluTe
koHpuaeHuuanbHon uHdpopmaiuu (CTP-K) (yrB. 'ocynapcTBEHHOM TEXHHUYECKOM
komuccueit ripu Ipesuaente PO 30.08.2002, mpukazom Ne282).

10. ISO/IEC 27001 - 2005 (2013). UudopmanimonHasi TeXHOIOTUsL. MeTo bl
oOecrieuenusi  Oe3omacHoctd.  CucTeMbl  ympaBiieHUs — MHGOPMAIMOHHOU
6e3onacHocThio. TpeboBaHusl.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXOJAUMBLIE JJ151 OCBOEHUS JUCIHUTIIJINHBI

1. [Onektponnsni pecypc] Internet Security Glossary, Version 2
(http://www.ietf.org/rfc/rfc4949.txt)

2. [Dnextponnslil pecypc] Behavior of and Requirements for Internet Firewalls
(http://www.ietf.org/rfc/rfc2979.txt)
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9. TH®OOPMAIINOHHBIE TEXHOJIOI'NN,
INPOI'PAMMHOE OBECIHEYEHUE
N UTHOOPMAIINOHHBIE CITPABOYHBIE CUCTEMBbI
1. ObC «JIanby.
2. OBC «KoHCyNIbTaHT CTyICHTA.
3. OBC «Znanium.comy.
4. «"apaHT) - CIpaBOYHO-TIPABOBASI CUCTEMA.
10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JANCIUITIJINHBI
MarepuabHO-TEXHUYECKOE OO0EeCleueHue 0 peanu3aluyd JAUCIUILIAHBI
ocymecTBisiercsi B coorBerctBuM ¢ TpeboBanuss PI'OC BO mno ganHOM
00pa3oBaTeIbHOI MPOrpaMMe.

11. Jlsis1 cTyIeHTOB, 00y4aloUIUXCS ¢ UCIOJIb30BAHUEM TUCTAHIIMOHHBIX
00pa3oBaTeJbHBIX TEXHOJIOTHI

[Ipu  uCMONB30BAaHUU  DJIEKTPOHHOTO  OOyYeHHS W JUCTAHIIMOHHBIX
oOpazoBarenbHbIX TexHosoruit (mamee D0 u JIOT) 3aHATHS TOJHOCTBIO WIU
YACTUYHO MPOBOJATCS B pexuMme oHiaiiH. O0beM AUCIUIUIMHBI U paclpeesieHue
Harpy3ku 1o Bugam pabor coorBerctByeT 1. 4.1. Pacmpenenenue 0amios
COOTBETCTBYET M. 6.2 1100 MOXKET OBITh U3MEHEHO B COOTBETCTBUHU C PEIICHUEM
kadenpel, B ciydae nepexoga Ha D0 u JIOT B mpouecce oOyueHus. Pemienue
Kadeapsl 00 HUCIOIb3YEMbIX TEXHOJOTHUSIX U CHCTEME OILICHUBAHMS JIOCTHXKECHUM,
oOyyJarommxcsi NPUHUMAETCS C YYETOM MHEHHMS BEAYILIEro IMpenojaBatreliss Hu
JIOBOJIUTCA IO CBEACHUS O0YHAIOIINXCS.
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Ilpunoswcenuel
MuHHCTEpPCTBO HAYKU U BhICIIETro oOpazoBanus Poccuiickoit denepannu
denepaibHOE TOCYIAPCTBEHHOE OI0PKETHOE 00pa30BaTENbHOE YUPEKICHUE
BBICIIET0 00Opa3oBaHuUs
«KypraHckuii rocy1apCTBEHHbBI YHUBEPCUTET)
(KT'Y)
Kadenpa «be3onacHocts HHPOPMAITMOHHBIX M aBTOMATU3UPOBAHHBIX CUCTEM)

Kontposabnasi padora no iucuniinHe
«OcHOBBI HHPOPMALMOHHOM 0€30ITACHOCTID)

TEMA:

09.03.04 — IIporpamMmmHast UHKEHEPUS
Hanpasnennocts «IIporpamMmmHoe obGecrieueHre aBTOMaTU3UPOBAHHBIX CUCTEM)

BpInonHUI CTYAEHT rpynIibl

(TOIDKHOCTB, TIOATHNCH) (pamumust, ©MsI, OTIECTBO)
[TIpoBepuit npenoiaBaTesb
(TOIDKHOCTB, TIOATHNCH) (pammnusi, ©Ms, OTIECTBO)
Onenka
Kypran 20
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AHHOTAITUS K padoueil mporpaMme TUCIUILTAHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTH

00pa30BaTeNLHOM MTPOrPAMMBI BBICIIIETO 00pa30BaHUS —
IporpaMMBbl OakajgaBpHuara
09.03.04 — IlporpamMmMHasi MH:KeHEPHUS
(ITporpamMMHoOe oGecriedeHNsi ABTOMATU3UPOBAHHBIX CUCTEM)

Tpyooemrxocmo oucyunaunsl: 4 3.e. (144 akaneMudyeckux yaca)

Cemecmp: 4 (ounast popma oOyueHus)

Cemecmp: 6 (3a04uHas hopma 00yUeHUS)

Dopma npomedsrcymouHou ammecmayuu. 3a4erT.

Cooeporcanue oucyuniunvl. OcHosHbIE pazdenbl

[TonsTue HAllMOHAJIbHOU 0€30MacHOCTH. Bunpl 0€30MacHOCTH.
Nudopmarmonnass 6e30macHOCTh B- CHCTEME HAI[MOHAJIBHOM 0€30macHOCTU
Poccuiickoit @eneparuu. OcHOBHBIE TTOHATHS. OOIIEMETON0JOTHUESCKHUE MPUHITUIIBI
Teopun UHGOOpPMAIMOHHOW Oe3omacHOCTU. AHaMW3 Yrpo3 HH(pOpMaIMOHHON
oeszonacHoctu.  [IpobGnemsl  uHOpmanmoHHOW  BOWHBIL.  ['ocymapcTBeHHas
uHdopmarmonHas nonutuka. [IpoGnembl  permoHanbHOM  WH(POPMAIMOHHOMN
oeszonmacHoctu. Buasl uHbopmamumu. MeTtoasl U cpeAcTBa  obOecrieueHus
uH(popManmoHHOU Oe3onacHocTH. Hapymenus KoH(HUIeHINaTbHOCTH, LIETOCTHOCTH
U JoctynHocTH uHpopmanuu. [IpuunHbBl, BUABI, KaHAJIBl YTEUYKHM W HMCKaKCHUS
uH(popManuu.
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JIMCT
perucTpanuy U3MeHeHu i (10MoJTHeHu) B pa0do4yI0 NporpaMmmy
y4eOHOH TUCHUIIMHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTH

HN3meHeHus1 / 10NMOJTHEHHUS B pa004yI0 NporpaMmmy
Ha20 /20 y4yeOHblii roxa:

OTBETCTBEHHBIN MTPENOIaBaTEIb / YenoBeukoBa A.B. /

W3meHeHust yTBEpKIEHbI HA 3aceAaHUM Kadeapbl « _ » 20 1.,
[TpoTokos Ne

3aBenytomuii kadenpoit « _» 20 T

HN3meHeHnus1 / 10n0THEHHs B pa004yI0 IporpaMmmy
Ha20 /20 y4yeOHbIi roxa:

OTBETCTBEHHBIN MPENOIaBaTelNb / YenoBeukoBa A.B. /

W3meHeHust yTBEpKIEHBI HA 3aceaHUM Kadeapbl « _ » 20 1.,
ITpoTokos No

3aBemyromuii kadeapoi « _» 20 T.
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