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1. OFBEM JIUCIIUITJINHBI

Bcero: 4 3a4eTHBIX euHULIBI TPY10eMKOCTH (144 akameMudyecKux yaca)
Ounas ¢popma o0yueHust

Bun yueGHO# paboThI Ha seio Cemectp
JTUCUUILTHHY )
AyauTopHbIe 3aHATHS (KOHTAKTHAasi padora ¢ 48 48
NpenojaaBaTejieM), BCEro 4YacoB B TOM YHCJIe:
Jlexknun 32 32
JlaboparopHbie pabOTHI 16 16
AynuTopHbIe 3aHSATHS B MHTEPaKTUBHOU opMe, 4acoB - -
CamocTosiTesibHasi padoTa, BCero 4acoB B TOM 4YHcJie: 96 96
[ToaroToBka k 3auery 18 18
Jpyrue BUIIBI CAaMOCTOSTENILHOM paboThI (IOAr0TOBKA K 60 60
J1a00PATOPHBIM 3aHITUSAM U PyOSIKHOMY KOHTPOJIIO)
KoHTtposbHas pabota 18 18
Bua npoMeKyTo4HOI aTTecTALMHA 3ayer 3ayer
O0mas Tpy10eMKOCTh THCHUILIMHBI U TPYA0EMKOCTH 10 144 144
ceMecTpaM, 4acoB
Bcero: 4 3aueTHbIX euHULIBI TpyaoeMKkocTH (144 akaneMuuecKux yaca)
3aouHasi popma o0yueHust
Bun yuebnoit paboTbl Ha Bcro Cemectp
JTUCHUILTHHY 5
AyIHMTOpHBIC 3aHATHS (KOHTAKTHAsA padoTa ¢ 8 8
npenojsaBarejieM), BCEro 4acoB B TOM YHcJIe:
Jlextum 6 6
JlaGopaTopHble paboThI 2 2
AyZnUTOpHBIE 3aHATHS] B MHTEPAaKTUBHOM opme, yacoB - -
CamocrosiTeibHas padoTa, BCEro 4acoB B TOM YHCJIe: 136 136
[ToaroToBka K 3auery 18 18
Jlpyrue BUIIbI CaMOCTOSTENbHOM paboThI (MMOAr0TOBKA K 100 100
NPAKTHYECKUM 3aHITUSIM U PYOSIKHOMY KOHTPOJTIO)
KontponbHas padora 18 18
Buj npoMeKyTOYHOM aTTecTalNu 3a4er 3a4eT
O0mmas TPy10eMKOCTh TUCHHILIMHBI U TPYA0EMKOCTH 10 144 144

ceMmecTpam, 4acoB




2. MECTO JUCIHAIIJINHBbI
B CTPYKTYPE OBPA3OBATEJBbHOM NPOT'PAMMBI

Huctuminaa  «OCHOBBI  MH(POPMAIIMOHHOW  0€30MaCHOCTHY» OTHOCHUTCS K
oOs3aTenbHOM  yacth  Onoka | guciouiuiMH  monaynss  uHbopMaTHKa U
IPOrpaMMHUPOBAHHUE.

N3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibTrarax  0OydeHwus,
c(hOpMHUPOBAHHBIX MPU U3YUEHUH CIICTYIONINX JTUCIUTIINH:

- Undopmaruxka.

- OOBEKTHO-OPUEHTUPOBAHHOE MTPOTPAMMHUPOBAHKE.

- BBeneHune B CrienuanbHOCTb.

N3yyenne MUCIMIUIMHBI JOJDKHO CIIOCOOCTBOBATh OOECIICUCHUIO OYIyIIEeTo
CHEIMATUCTa KOMIUIEKCOM 3HaHHWM, HAaBBIKOB M YMEHUW, KOTOpbIE IO3BOJISAT
y4acTBOBaTh €My B Pa3BUTUU U TOAJEPKKE CTPATErHMH Pa3BUTHS MPEANPUATHN U
OpraHu3aluii, a TMPaKTUYECKUEe HaBbIKM, TMOJy4eHHble u3 Kypca «OCHOBBI
UHPOpPMallMOHHON 0e30MacHOCTH», OYIyT HCHOJB30BaHbl OOYyYaIOIIMMHUCA NpU
U3YYEHUHU JIPYTUX AUCLUHUIUIMH IpOo(hecCHOHATBHOTO IUKJIA, a TAaKKe NMpU pa3paboTke
KYpPCOBBIX U IUIIJIOMHBIX paOoT.

3. IJIAHUPYEMBIE PE3YJIBTATbI ObYUEHUS

OCHOBHOM LEIbI0 Kypca SBISIETCS O3HAKOMJIEHHME OOYyYarolIUXcs ¢
COBPEMEHHBIM COCTOSIHUEM NpOOJIeMbl XpaHEHUs, oOpaOOTKH, MOHUCKa, Iepeayd,
peoOpa3oBaHusl, 3aKPHITUS U BOCCTAHOBIICHUS KOH(PHUACHINATBHON WHGOPMAIIUU B
OpraHM3alMsIX M Ha MNPENNPHATHIX pPA3IWYHBIX HAMNpaBICHUNA ACSITEIBHOCTH U
pa3nuuHbIX (OpM COOCTBEHHOCTH, CIIOCOOOB 3aIIMTHI OT HECAHKIIMOHHUPOBAHHOTO
JI0CTyTa K HeHl, paCCMOTPETh Ha COBPEMEHHOM YPOBHE BOIIPOCHI pa3pabOTKU CPENICTB
U CUCTEM cOOpa U 3alIUThl HHPOpPMALIUU.

3amayaMu  TUCHUIUIMHBI  SIBJISIFOTCSI:  O3HAKOMJIGHHE C  TEPMHUHOJIOTHEH
nH(OPMAITMOHHONW 0€30MacCHOCTH; JaTh OCHOBBI oOOecreueHus: MHQPOPMAIMOHHOM
0€30MacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTBa; METOAOJOTMH CO3JaHMs CUCTEM
3alUThl MHPOpPMAIMU; METOJOB U CPEICTB BEACHUS HH(OPMALMOHHBIX BOWH;
OIICHKM 3alMIIEHHOCTH u obecreueHrus WHGOPMAIIMOHHONW  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

Komnerenuuu, popMupyemblie B pe3ybTaTe OCBOCHUS AUCIUILINHBL

- CIMOCOOHOCTh  pemiaTh  CTaHAApPTHBIE  3aJadyud  MpodecCUuOHATHLHOM
NeATEIbHOCTH Ha OCHOBE MH(POPMALMOHHON M OuONMorpaduueckoil KyJIbTypbl C
IpUMEHEHHEM HWH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH M C Y4eTOM
OCHOBHBIX TpeOoBaHuil nHpopMmarronHo O6e3onacuoctu (OITK-3).

NuaukaTtopsl M JECKPUNTOPHI YaCTH COOTBETCTBYIOIIEH KOMIIETEHIIUU,
dbopMupyeMoii B Tpoliecce M3y4eHHUs AUCIUIUIUHBI «OCHOBBI MH(POPMAIIMOHHOM
0e30MacHOCTHY, OLICHUBAIOTCS MPHU MOMOUIM OIIEHOYHBIX CPEJCTB.



[Tnanupyemblie pe3yapTaThl 00y4eHus no aucuuminHe «OCHOBBI HMHPOPMALMOHHOM
06e30MacHOCTHY, MHAUKATOPHI nocTrkeHus kommnereHuid OITK-3, nepedyeHn OlIEHOYHBIX CPENICTB

Ne Kon HanmenoBanue Kon [Inanupyemsle HanmenoBan
/Tl | MHAMKATOpa WHMKATOpa TUTAHUPYEMOTO pe3yIbTaThI ue
TOCTUKCHHUS JOCTHKEHUS pe3ynbrarta o0y4JeHus OIICHOYHBIX
KOMIIETEHIINH KOMIIETEHIIUU o0y4deHus CpEeICTB
1. | Ud-1onk-3 3HaTh: MECTO U 3 (U1-1onk-3) | 3Haer: mecTo u posb | Bompocst
poIb nH(OPMALIMOHHON TecTa
nH(pOPMaTMOHHO 0€301acHOCTH B
11 6€30M1aCHOCTH B CUCTEME
cucreme HaLlMOHAJIBHOMN
HaIIMOHAILHOMN Oe3omacHocTu PO,
0e30macHOCTH OCHOBBI
P®, ocHOBBI roCcyJ1apCTBEHHOH
rocy/1apCTBEHHON nH(OPMALIMOHHON
MH(OPMALIMOHHO MOJINTUKH,
1 IONMUTHKY, CTPaTeruio pa3BUTHUS
CTpaTEruto UH(pOPMAITMOHHOTO
pa3BUTHUS obmectBa B Poccun
MH(POPMAITMOHHOT
0 o01ecTBa B
Poccun
2. | U1-2 onk-3 YMers: Y (UI-20mk-3) | YmeerT: Kommekt
KJaccupuImpoBa KJIaCCU(PUIIUPOBATh | UMUTAIIMOHH
Th U OLICHUBATH U OLICHUBATH YIPO3bl | bIX 33]a4
YIpO3bI MH(OPMaLOHHON
MH(OPMALIMOHHO 0€301MacHOCTH IS
11 6e30MacCHOCTH o0bekTa
U1 00BbEKTa nH(popMaTU3aLun
uH(popMaTHU3aUU
3. | UJ-3 onk-3 Bmagers: B (MI-30onk-3) | Brageer: naBbikamu | Bompocs! st
HaBbIKaMU 0e30MmacHOro clayu
6e30macHoro MCIIOJIb30BaHUS 3aueTa,dK3aM
WCIIOJIE30BAHUS TEXHHUYECKUX eHa
TEXHUYCCKHUX CPEJICTB B
CPEICTB B npodeccuoHanbHOM
po¢eCCHOHAIIbH JIeATeTLHOCTH,
Oif JIesATeNHHOCTH, npodeccHoHaNBHOMI
npodeccnoHanbH TEPMHUHOJIOTHEH B
oit obnactu

TEPMHUHOJIOTHEHN B
obOnacTh
MH(OPMALMOHHO
1 0e30macHOCTH

MH(POPMALMOHHOM
0e3onacHoCcTH




4. COAEP KAHUE IUCIHUIIJINHBI
4.1. YueOHO-TeMaTn4yecKuii miiad. QuHasi, 3a04Hast Gopmbl 00yueHust

Py6ex

Homep
pa3naena,
TeMBbI

HaumenoBanue pasaeina,
TeMbI

KonuuectBo yacos
KOHTaKTHOU pabOTHI ¢ TIPeTtoIapaTesieM

Ouynas 3aouHas

Jlekun

JlaGopatop JlabGopaTop
HBIC HBIC

3aHATUA 3aHATUA

Jlexun

Py6ex 1

OcHogbl 6e3onacnocmu
asmomamu3upoOBaHHblX CUCHEM

16

6 2 2

AKTyaJ’IBHOCTL HpO6J'ICMI>I obecrieucHus
0e30ImacHOCTH ABTOMAaTU3UPOBAHHLIX CUCTEM
(AC)

OCHOBHBIE TTOHATHS B 00JIaCTH
0€30MacCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM

VYrpo3sl 6€30MacHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

Mepbl U OCHOBHBIC MTPUHIIUITBI 00ECIICUCHUS
0€e30I1aCHOCTH

IIpaBoBbIE OCHOBBI oOecrnieueHus

ABTOMATHU3HUPOBAHHBIX CUCTEM

l'ocymapcTBeHHas cucTeMa 3amuTa
nHpOpPMaITUH

PyGex 2

Obecneuenue 6e3onacnocmu
ABMOMAMUZUPOBAHHBIX CUCHLEM

OpraHu3aioHHast CTPYKTYPa CHCTEMbI
o0Oecrieuenus oesomnacHoctu AC

OO0s3aHHOCTH MTOIL30BATENEN U
OTBETCTBEHHBIX 3a 00€CIeueHue
“H(OPMAITMOHHOM 0€30MaCHOCTH B
MOIpa3IeICHHUSIX

Pel"J’IaMeHTaL{I/ISI pa60T o 00eCIIeYeHUIO
Oe3omacHoCTH ABTOMATU3UPOBAHHBIX
CUCTEM

KareropupoBanue u J0KyMEHTHPOBaHUE
3aILMIIEHHBIX PECYPCOB

Konnenuus nHbopMamoHHOMH
6e3omacHocTH. [ITaHe! 3aIUTEL 1
obecrniedeHus: HelpepbIBHON pabOTHI U
BoccTaHoBJIeHU nojacuctemM AC.

Py6ex 3

Cpeocmea 3augumol uHgopmayuu om
HEeCaHKYUOHUPOBAHHO20 00CHYNA

Haznauenne u BO3SMOXHOCTH CPEJICTB
3aIuUThl THPOPMAIIUU OT
HECAaHKITMOHUPOBAHHOTO JTOCTYIIA

AmnmapaTHO-TIpOrpaMMHBIE CPEACTBA 3aTUTHI
nHPOPMALIUK OT HECAHKITHOHUPOBAHHOTO
JOCTyIa.

HpI/IMeHeHI/Ie MITAaTHBIX U JOIIOJTHUTECIIbHBIX
CPEICTB 3aIIUTHI HHPOPMAIIH OT
HECaHKIMOHUPOBAHHOTO JOCTYIIA.

Bcero

32

16 6 2




4.2. Cogep:kaHue JeKUMOHHBIX 3aHATHH
1. Ocnosbl 6e3onacnocmu asmomMamu3upoOBaAHHbIX CUCHIEM.

AKTyaJbHOCTH MPOOJIEMbI 0OecrieueHsi 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX
cucteM (AC). Mecto U posib aBTOMaTU3UPOBAHHBIX CUCTEM B YIIpaBJICHUU OU3HEC-
MIPOIIECCAMH. O6octpenue npo0IeMbl oOecrieueHus 0e301MmacHOCTH
aBToMatu3upoBaHHbIX cucteM (AC) Ha coBpemeHHOM »dTtame. 3Jamura AC Kak
IpOIECC YMpaBieHUs pUCKaMH. MeTONbl OLEHKH IIeIeCOO0pa3HOCTH 3aTpaT Ha
obecnieuenne Oe3zomacHocTd. OcobeHHOcTH coBpeMeHHbIX AC Kak 00BEKTOB
3aIlUTHI.

OcHOBHBIE MOHATHA B 00JIACTH aBTOMATU3UPOBAHHBIX cucTeM. OnpenencHue
oezonacHoctu AC. HWudpopmanuss u uHPopManuoHHble pecypchl. CyObeKTh
MH(OPMAIIMOHHBIX CHCTEM, UX 0e30MacHOCTh. Llenb 3ammThl aBTOMaTU3UPOBAHHOM
CUCTEMBI U LUPKYJIUPYIOLIEH B HEW HH(DOpMaLUK.

YTpo3bl 6€30MacHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM. Y SI3BUMOCTH OCHOBHBIX
CTPYKTYPHO-(DYHKIIMOHAJIbHBIX ~ 3JIEMEHTOB  pacnpeneiieHHbix  AC.  Yrpo3ssl
6e3onacHoct nHpopmaiuu, AC u cyoObekToB HHGOPMAIIMOHHBIX OTHOIIICHHM.

Knaccuduxkanus yrpo3 6€30macHOCTH.

Knaccudukanus kananoB npoHukHOBeHHs B AC W yTeuku HHPOpPMAIIUU.
HedopmanbHas Moens HapyIIUTENs.

Mepbl 1 OCHOBHBIE TpHUHIUIIBI oOecrieueHust OezonacHoct AC. Buasl mep
MPOTUBOJCHCTBHSI yTrpo3aM 0€30MacHOCTH. [IpUHITMIIBI  TTOCTPOEHUS CHUCTEMBI
oOecrnieuenus 6ezonacHocty nHpopmanuu B AC.

IIpaBoBeie  OoCHOBBI ~ oOecmeueHust Oe3zomacHoctn AC. 3amumaemas
unpopmarus. JlunensupoBanue. CepTudukanusi CpeAcTB 3alUThl WHOOpPMAIUU U
arrectanusi  o0bekTOB  mHpopMmatuzanuu.  CrenuaibHbple  TPeOOBaHHUS |
pPEKOMEHJAIMU [0 TEXHUYECKOW 3amure KOH(PUIASHIMAIbHOU WHGOpMAIIUH.
IOpuanyeckass 3HAYUMOCTh AJIEKTPOHHBIX JTOKYMEHTOB C JJICKTPOHHOW TOIHUCHIO.
OTBETCTBEHHOCTH 3a HapyIICHUS B chepe 3almuThl HHHOPMAITIH.

l'ocynapcTtBenHass cucreMa 3amuThl WHGoOpMaruu. [J1aBHBIC HaNpaBICHUS
pabor mo 3amurte mHpopMmaimu. CTPyKTypa TOCYJapCTBEHHON CHUCTEMBI 3allUTHI
uHdopmaruu. Opranuzanus 3ammUThl UHPOPMAUU B CHCTEMax M CPEACTBaX
uHpopmaTuzanuu U CBI3U. KOHTPOJb COCTOSHUS —3alIUThl  MHGOPMAITUH.
duHaHCUPOBAHUE MEPONPUATHI IO 3aIUTe WHPOPMAITUH.

2. Obecneuenue 6e3onacnocmu agmoMamu3uPOCAHHBIX CUCHIEM.

OpranuzanuoHHasi CTPYKTypa cucTeMbl oOecrnedenust Oe3zonacHoctd AC.
TexHonorus ynpasieHus: 6e30nacHOCTbI0 HHpopManuu u pecypcoB B AC. UHCTUTYT
OTBETCTBEHHBIX 3a oOecrieueHrne MHPOPMAIMOHHOW Oe3omacHOCTH. PermamenTarus
neiicTBUil mosib3oBarene u  obcmyxkuBaromero mnepcoHana AC. [lonmurtuka
0e30macHOCTH OpraHu3anuui. MeponpuaTtuss 1O CO3JMaHUI0 U O0ECIEeYSHHIO



(GYHKIIMOHUPOBAHUS KOMIUIEKCHOM CHUCTEMBI 3alMThl. Pacnpenenenue QpyHKumii mo
obecrnieuenuto 6ezonacHoctd AC. Opranu3alMOHHO-PacoOpsAIUTENbHbIE JOKYMEHTBI
no obecneyenuto 6ezonacHoctu AC.

OO0si3aHHOCTH  TOJb30BaTEIE W OTBETCTBEHHBIX 3a  OOECIedeHHe
uHbOpMaIlMOHHON Oe30macHOCTH B mojpaszaencHusx. [Ipobrema uvemoBedeckoro
daktopa. OOmme mpaBuwiaa  obecnedeHuss  Oe3omacHocTH.  OO0S3aHHOCTH
OTBETCTBEHHOTO 3a obOecrnedeHue O€e30MacHOCTU WH(OpMAIMKM B MOJPa3/ICICHUM.
OTBETCTBEHHOCTH 3a HapylIeHus1 TpeOboBaHuil oOecnieuenus OezonacHocTu. [lopsmok
paboOThI C HOCUTENSIMU KITFOUEBOM MH(OpMAIUH.

PernamenTanust paboT nmo obecreueHnto 6e30MacHOCTH aBTOMATU3UPOBAHHBIX
cucteM. PernmameHranuss mNpaBWJl  NApOJBHOM W AHTUBUPYCHOM  3allUTHI.
PernamenTanuss nopszka JOMycka K pabdoTe M M3MEHEHHS IMOJHOMOYHUMN
nosnb3oBaTene AC. PernaMmeHtranus TnopsAka U3MEHEHMs  KOH(UTrypauuu
anmnapatHo-niporpaMMHbIX cpenctB AC. PermameHTanus mnpoieccoB pa3padoTKw,
UCIIBITaHUS, ONBITHOM SKCILTyaTalliy, BHEAPEHHS U COITPOBOKICHUS 3a/1a4.

KareropupoBaHne W  JOKYMEHTHMPOBAaHHE  3allMILECHHBIX  PECYpPCOB.
Omnpenenenve rpajgaluil Ba)KHOCTH M COOTBETCTBYIOLIMX YpPOBHEH obecrieueHus
3alUThl  pecypcoB. KareropupoBaHue 3amminaeMblx pecypcoB. IIpoBeneHue
MH(POPMAITMOHHBIX 00CJIeI0BaHUHN U JOKYMEHTUPOBAHUE 3AIUIIAEMbIX PECYPCOB.

Konnenuus nadopmanrionHoit 6e3onacHoctu. [nanel 3amuThl 1 o0ecneueHus
HEMpephIBHOM  paboThl W BoccTaHoBieHust noacuctem AC. Konuenmwms
uH(popManmoHHOW Oe3omacHocTU opranuzauuu. [lnan 3ammTsel nHpopmanuu. [Tnan
o0ecrniedyeHurs: HenpepbhIBHON paboThl U BoccTaHOBIEHUS noacuctem AC.

3. Cpeocmea 3auiumol unhopmayuu om HeCAaHKUYUOHUPOBAHHO20 OOCHYNA.

HazHauenne ©  BO3MOXHOCTH  CpPEICTB  3alMThl HMH(pOpManuu  OT
HECAHKIIMOHUPOBAHHOTO JocTyma. OCHOBHble MeXaHu3Mbl 3amuThl AC. 3ammta
NepuMeTpa KOMIIBIOTEPHBIX CETe W  yIopaBieHUE MEXaHU3MaMH  3allUThI.
CrpaxoBaHue HHPOPMALMOHHBIX PUCKOB.

AnmnapaTHO-IPOrpaMMHBIE CpelcTBa 3aIUTHI uH(popMaIun oT
HECaHKIIMOHUPOBAHHOIO JOCTyna. PekoMeHganmuu 1o BbIOOPY CPEACTB 3alUThI
uHpOpMallMl OT HECAHKIIMOHUPOBAHHOrO jaocTymna. OO030p CyIHIECTBYIOLUIUMX Ha
pBIHKE CpEACTB 3allUThl HMHPOpPMAIMU OT HECAaHKUMOHMPOBAHHOI'O JOCTYIIA.
Cpenctsa anmapataoi moaaepxku. CrnocoObl ayTeHTH(UKAIIAH.

[IpuMeHeHre MTATHBIX U JAOMOJHUTENBHBIX CPEACTB 3alUThl HTHHOPMALIUKU OT
HECaHKIIMOHUpPOBaHHOTO aoctyna. Ctparerus Oe3onacHoctd Microsoft. 3ammura ot
BMeEIIATEILCTBA B Ipoliecce HopMainbHOro (pyHkimonupoBanus AC. Pazrpannuenue
JOCTyNa 3aperucTpUpOBaHHBIX Tosb3oBarene k pecypcam AC. OnepatuBHOE
OIOBEILIEHUE O 3apErMCTPUPOBAHHBIX MOIBITKAX HECAHKIIMOHMPOBAHHOIO JOCTYIIA.



3amuTa JAaHHBIX OT HECAHKIMOHMPOBAHHON MOIU(UKAIINH,

nepexsara cpeJcTBaMu UG POBaHUS.

4.3 JIabopaTopHble 3aHATHS

KOIIMPOBAHUA U

Howmep HanmeHnoBanue Hopwmarits
BPEMEHH,
paszen paszena, HanmenoBanue TeM 1a00paTopHbIX padboT qac

a TEMBI

OuYHasl | 3a04Has

1 OcHOBBI Jlabopamopnoe 3anwamue Nel. OcCHOBHBbIE 2 -
0e30MmacHoCTH MOHSTUS B obrnactu 0€30MMacHOCTH
ABTOMATU3UPOBAHHBIX | ABTOMATH3UPOBAHHBIX CUCTEM
CUCTEM Jlabopamopnoe  3amsamue  No2.  YTpo3bl 2 2

0€30MMacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.

Jlabopamopnoe 3awsamue Ne3. Mepsl U 2 -
OCHOBHEIC TIPUHIIHAITBI obecrniedeHus

0€301MacHOCTH. [IpaBoBbIE OCHOBBI

o0ecreYeHnsI aBTOMATH3UPOBAHHBIX CUCTEM.

2 ObecneyeHue Jlabopamoproe 3ausamue Ned. 2 -
0e30macHOCTH Opranu3anuoHHast CTPYKTypa CUCTEMBI
aBTOMATU3HPOBAHHBIX | obecnieueHus 6e3onacHoctu AC.

CHUCTEM Jlabopamopnoe 3ausmue NeS. Pernamenranus 2 -
paboT no obecnieueHno 6€30MaCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM.
Jlabopamopnoe 3ansamue No6. 2 -
KareropupoBanue 1 T0OKyMEHTUPOBAHUE
3alIMIIEHHBIX pEeCYpCOB. Konnenms
uHpopManoHHoH  Oe3omacHocTH.  [lmaHbl
3alIMTHI U 00ECIIeYeHUs] HEMTPEPBIBHOM PabOTHI
1 BoccTaHoBieHus nojacuctem AC.

3 CpencTsa 3a1uThl Jlabopamopnoe 3auamue Ne7. Haznauenue u 2 -
nH(pOpMaIIUU OT BO3MOXXHOCTH CPEJICTB 3aIIUThI HH()OpMALIUU
HECaHKIIMOHUPOBAHHO | OT HECAaHKIIMOHHPOBAHHOTO JOCTYTIA.
ro JOCTyTa AnmnapaTHO-TIporpaMMHbIE CPECTBA 3AIUThHI

WH(OPMAIIUN OT HECAHKITMOHHUPOBAHHOTO
JIOCTYTIA.
Jlabopamopnoe 3auamue Ne§ I[lpumenenne 2 -
MITATHBIX U JOMOJHUTENIBHBIX CPEJICTB 3alTUTHI
WH(OPMAIIUY OT HECAaHKIIMOHUPOBAHHOTO
JIOCTYTIA.
Hmozo 16 2

4.4 KonTposabHas padora

OpolEecCe  BBIMOJIHEHHS KOHTPOJIBHOM  paboThl y  oOywarommxcs

(bOpMHPYIOTCS HaBBIKA BEJCHHUS CAMOCTOSTEIbHOM paboThl. KOHTpOIbHBIC 3aMaHus
CIIOCOOCTBYIOT 0o0Jiee YIiIyOJI€HHOMY M3YYEHUIO OCHOB JUCIHUIUIMHBI U TIOBBIIICHUIO
TEOpPETUYECKOM H mpodeccHoHaIbHON TMOATOTOBKM oOydaroniuxcs. Hamucanue
KOHTPOJIBHOHM paboTy CIIOCOOCTBYET JTy4IIeMy YCBOSHUIO MaTepuraa.




OOyuaromuiics BBIOMpAaET OJHY M3 NPEIIOKEHHBIX IMPENOJaBaTeIeM TEM,
CaMOCTOSITEJIbHO TOTOBUT IPE3EHTALMI0 paOdOThl M BBIHOCUT €€ Ha OOCYKIEHHE Ha
3aHSITHUM.

Pe3ynbrar BBINIOJIHEHUS KOHTPOJBHOM paboThl oQopMisieTcss B  BHIE
HOSICHUTEIbHOU 3a1ucKH, 00beMoM 15-20 cTpaHuLl, KOTOpast COAECPIKUT:

- TUTYJIBHBIN JIUCT;

- COZEPIKAHNUE;

- BBEJICHNE;

- OCHOBHYIO 4aCTb OTYETA,

- 3aKJIIOYCHUE;

- CIIMCOK HCIIOJIb30BaHHBIX HCTOYHHUKOB;

- IIPAJIOKEHUS.

TurynbHblil ucT paboTsl npeactasineH B [Ipunoxenun 1. Ilpu odopmnenun
KOHTPOJIbHOM paboThl 00Yy4arOIIUNCS JAOKEH PYKOBOJICTBOBATHCS METOAMYECKUMU
yKa3aHUAMHU K OQOPMIICHHIO TEKCTOBOM JOKyMeHTauuu s oOyuaromuxcs. Ilo
pe3ysibTaTaM TPOBEPKH MPEJICTAaBICHHON OO0y4YaroUMMCsl KOHTPOJIBHOW pabOThI
IIperoAaBareilb IIPUHUMAET pELICHHEe O JOIYyCKE €€ K 3allUTe WM BO3BpaIlacT
oOyuaroiemMy Ha J10pabOTKy B COOTBETCTBUU C OTMEUEHHBIMH 3aMEUYaHUSMHU.

5. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYUYAIOIIIUXCSA
1O OCBOEHUIO JTUCHUIIJIMHBI

[Ipu mpociymmBaHuM JIEKIHA PEKOMEHAYETCS B KOHCIEKTE OTMEuYaTh BCE
Ba)XHbIE MOMEHTHI, Ha KOTOPBIX 3a0CTPseT BHUMaHUE MpernofaBaTellb, B YaCTHOCTU
T€, KOTOpbIE HAIpaBJICHBl HAa KAYECTBEHHOE BBHIMOJHEHHE COOTBETCTBYIOIICH
nabopaTopHOM pabOTHI.

[IpenomaBareneM  3alIaHUPOBAHO  WCIIONB30BAHWE TPH  UYTCHUM  JICKIUIA
TEXHOJIOrUM yueOHoi muckyccuu. [loaTomy pekomeHmayeTcs (UKCHpOBaTh JJisi ceOs
MHTEPECHbIE MOMEHTHI C LEJbI0 MX AKTUBHOIO OOCYXKIECHHUS Ha JUCKYCCHU B KOHIIE
JEKLHH.

3a70roM KayeCTBEHHOI'O BBINOJIHEHUSI JIaOOpaTOPHBIX pabOT  sIBisETCA
CaMOCTOSITeNIbHAsl MOATOTOBKAa K HUM HaKaHyHE IyTeM IOBTOPEHUS MaTepuajoB
Jexuui. PekoMeHayeTcsi MoAroTOBUThH BOIIPOCKHI IO HESICHBIM MOMEHTaM U 00CYAUTH
UX C IIpernojaBaTesieM B Hauaje paboThl.

[IpenonaBareneM 3arylaHUPOBAHO MPUMEHEHHE Ha JIA0OPATOPHBIX 3aHATUAX
TEXHOJOTHA pa3BUBAIOIIEHCS KOOIMEpaIy, KOJUIEKTUBHOTO B3aWMOJICHCTBHS,
pa300opa KOHKPETHBIX CUTYaIlUM.

JUist TeKywmero KOHTPOJS YCIEBAaeMOCTH MO OYHOW (opmbl 00ydeHHs
IpernoaaBaTesieM UCIOIb3yeTcs OaTbHO-PEUTHHTOBAs CUCTEMa KOHTPOJIS U OLEHKU
aKaJeMHUeCcKol aKTUBHOCTH. [103TOMYy HACTOSITENTbHO PEKOMEHAYETCS TIIATEIBHO
nmpopadaThiBaTh MaTepual AUCIUILUIMHBI P CAMOCTOSITEIBHON paboTe, y4acTBOBAThH
BO Bcex (opMax OOCYXICHHMS W B3aUMOJICHCTBUA, KaK Ha JICKIUSAX, TaK M Ha
7a00paToOpHBIX paboTax B LEISAX JY4YHIETO OCBOEHHUS MaTephala U TMOJIYYSHHs
BBICOKOM OLIEHKH I10 pe3yJIbTaTaM OCBOEHUS AUCLHUILINHBI.

BoinmonHenne caMoCTOSATENBHONM paboThl IMOAPA3yMEBAET CAMOCTOATEIbHOE
U3y4eHHUE PAa3/AeNOoB JTUCIUIUIMHBI, TOJITOTOBKY K JiabopaTOpHbIM paboTam, K
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pyOE)HBIM KOHTPOJISIM (Iisi O9HOU (OpMBI OOyUEHHMsI), BHITIOJHEHNE KOHTPOJIHHOM
paboOThI ¥ MOJATOTOBKY K 3a4eTy.
Pexomenmyemas TpyJO€MKOCTh CaMOCTOSTEIbHON paboThl MpeJcTaBieHA B
TabnuIe:
PexoMeHIyeMblil pesKMM CaAMOCTOAATEIbHOM pa0doThl

Pexomennyemas
HaumeHnoBanue TPYAOEMKOCTb,
BH/IA CAMOCTOSITEJIbHOUH PadoThI aKal. 4Jac.
Ounas | 3aouHas
[TonroroBka k mabopaTopHbIM pabotam (1o 2 yaca Ha 16 2
Ka)KJI0€ 3aHATHE)
[TonroroBka K pyOeKHBIM KOHTPOJISIM (110 2 Yaca Ha 4 -
Ka)KJIbIH pYOCKHBIM KOHTPOJIb )
ITonroToBka K 3a4ety 18 18
IToaroroBka K 3K3aMeHy - -
BrimonHenne KOHTPOJILHON pabOTHI 18 18
JApyrue Buabl CaMOCTOATEIbHOM PadoThI 40 98
(MOAT0TOBKA K 3aHITHAM)
1. Ocnoswl bezonacnocmu agmomamuzupoB8anHHbIX 13 30
cucmem
2. Obecneuenue 6e30nacHOCMU A8MOMAMUIUPOBAHHBIX 13 33
cucmem
3. Cpeocmea 3awumul ungopmayuu om 14 33
HeCaHKYUOHUPOBAHHO20 0OCMYNa
Bcero: 96 136

6. ®OH/] OLIEHOYHBIX CPEJICTB /IS ATTECTALIMU IO JUCLUIIIMHE

6.1. IlepevyeHb OLIEHOYHBIX CPEICTB

1. bannpHO-peUTHMHTOBas CHCTEMA KOHTPOJS M OLEHKM aKaJAeMUYECKOU
aktuBHOCTU oOyyatouuxcsi B KI'Y (st ouHo#t hopmbl 0OydeHuUs ).

2.0T4eThI M0 Ta00PaTOPHBIM 3aHITHIM.

3. bank TecToBBIX 3aHaHMil K pyOexkHBIM KOHTpossiM Ne 1, No 2 (st ouno#
dbopmbI OOyUEeHUS).

4. KontponbHas padoTa.

5. Bonpock! k 3a4eTy (17151 OUHOM 1 3a04HOU PopM OOyUeHUS).
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6.2. Cucrema 0a//IbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4ar0IIMXCSl 10 AUCHMILIMHE

Ne | HammenoBanume Coneprxanue
1 | Pacnpenencuue Pacnpenenenue 6ajiios
6anoB 3a . o © I = — .
CEMECTPHI IO g .. S = £ = g =
o & 3 T OE 5 &3 2 8 = T4 H
BUJIaM YIeOHOM S & % = =25 55 ; = ; 5 2
paboTHhI, CPOKHU >\ 85 S %% %Lé 8 & g & &
. S = E
clauu yueOHoi = & = 2 € 5 g E &
paGoTHI & = P = =
(00800smcs 00 =
ceeoeHus g g
oOyuarowuxcs Ha 5 5 1 x 16 =164 4:x 8=32; 10 6 6 30
nepeom yuebHom 3 g
3auHAMUU)
2 | Kputepwii nepecuera
PHTED p 60 1 MeHee OaJIIOB — HEYJIOBJIETBOPUTENIBHO; HE 3aUTEHO;
0auIoB B ) ;

61...73 — y1OBIETBOPUTEIHHO; 3aYTECHO;
74... 90 — xoporo;
91...100 — oTau4HO

TPaJULIMOHHYIO OLEHKY
110 UTOraM paboThI B
CeMEeCTpe U 3aueTa

3 | Kpurepuu momycka K Jnsa  pomycka K IPOMEKYTOYHOM — arTecTalliyd 110
IPOMEKYTOUHOM JTMCHIUIUIMHE 33 ceMecTp OOydaromMicsi JOJDKEeH HaOparh 1o
aTTEeCTalluH, WTOTaM TEKYIIEro U pyOeXKHOT0 KOHTPOJISI He MeHee 51 OaoB.
BO3MOYKHOCTH B cnyyae ecnu oOywarommiicss HaOpan MeHee 51 0Oamia, TO K
MMOJIYYCHHA ATTCCTALIMOHHBIM HCIIBITAHUAM OH HC OOITYCKACTCA.
ABTOMATHYECKOTO Jns nonydeHuss 3adera Oe3 MPOBEACHUS NPOIETYPHI
3ayera MPOMEKYTOUHOM arTecTanuu  oOydaromemycs He00X0IMMO
(9K3aMEHAIMOHHOM HaOpaTh B XO/I€ TEKYILEro U PyOSIKHBIX KOHTpOJIeH He MeHee 61
OIICHKH ) TIO Oamuta. B aTom citydae wror OaysIbHOH OIICHKH, IOJy4aeMOM
JUCIUTUTHHE, o0yJaroImuMcs,  ONpPENeNsAeTCsT 10  KOJIMYECTBY  OajlioB,
BO3MOKHOCTb HaOpaHHBIX UM B XOJI¢ TEKYIIETO U pyOex)HOro KoHTposeil. [lpu
HOJy4eHUs1 OOHYCHBIX 9TOM, Ha YCMOTpEHHME MpernojaBareis, OanabHas OLEHKa
OaJioB oOyuaronerocsi MokeT ObITh IOBBIINIEHA 32 CUET MOJyYEHHS

JIOTIOTHUTEIBHBIX 0aJNIOB 32 aKaJAEMHUECKYIO0 aKTUBHOCTb.

OO0yuaronuiicsi, UMEIOIINI TPaBO HA MOJYYEHUE OIIEHKH 0e3
MPOBEICHUSL TPOIEypPhl MPOMEKYTOYHOM AaTTeCcTalliu, MOXKET
MOBBICUTh €€ IyTeM CJauyd aTTeCTAllMOHHOTO UCHbITaHus. B
cllyuae TOJydeHUs OO0yJalmuMcs Ha  aTTECTAllMOHHOM
ucnbiTanun 0 OalyIoB UTOr OAIBLHOM OLIEHKH IO JUCHUMILIMHE HE
CHIKACTCHI.

3a akageMUYeCKyld aKTHBHOCTh B  XOJI€ OCBOEHUS
JUCLUTUIMHBI, y4acTHe B Y4eOHOMW, Hay4dHO-HCCIIEI0BATENbCKOM,

CIIOPTUBHOM,  KYyJbTYpPHO-TBOPUECKOH W OOIIECTBEHHOMU
NEeSITeTbHOCTH  O0yd4aromeMycss MOTYT  OBbIThb  HAYUCIEHBI
JIOTIOJTHUTEIIbHBIC OaJLIbL. MakcumanbHOe KOJINYECTBO

JIONOJTHUTENBHBIX ~OalJIOB 32 aKaJeMHYECKYI0 aKTHBHOCTh
cocrasiseT 30.

OcHoBaHUEM Ui TIOMYYEHHUS JIOTIOJHHUTENbHBIX OalioB
SABIIAKOTCA:

- BBITNIOJIHEHUE JIOTIOJIHUTENBHBIX 33JaHUM 10 JUCLUILIMHE,
JIOTIOJTHUTENbHBIE OaJlIbl HAUUCIISIOTCS MPENoAaBaTeIeM;

- yyacThe B TEYEHHE ceMecTpa B y4uyeOHOH, Hay4yHO-
HCCIIEIOBATENIbCKOM, CHOPTUBHOM, KYyJIbTYpHO-TBOPUECKOH U
obmectBeHHOM nearensHocTH KI'Y.

12



4 | ®opmbl ¥ BUIBI YIeOHOM B cayuae ecnmum K MpOMEXYTOYHOW aTTeCTalMH (3adeTy)
paboThI [uIs HaOpaHa cymma mMenee 51 6amioB, oOydaromemycss HeOOX0 MO
HEYCIEBAIOIIUX HaOpaTh HEAOCTAOLIEe KOJIMYECTBO OAIIOB 3a CUET BBINOJIHEHUS
(BOCCTaHOBMBILIMXCS HA | AOIOJIHUTENBHBIX 3aJaHUM, O KOHIA IOCJIEAHEN (3a4eTHON)
Kypce OOydeHHs) HEJIEIN CeMECTpa.
oOyyaromuxcst s JIvkBUAIMA aKaJeMHUYECKUX 3a[J0JDKEHHOCTEH, BO3HHKIINX
HOJy4YeHUs u3-3a Pa3sHOCTM B Y4YeOHbIX IUIAHAX TMpPU IIEPEBOAE WU
HEJ0CTAaIOIINX BOCCTAHOBJICHUH, HPOBOAUTCS yTeM BBITIOJTHEHUS
0aJuI0B B KOHILIE JIOTIOJIHUTEIIBHBIX 33/1aHui, JopMa 1 00beM KOTOPBIX OIpesessieTcs
cemecTpa IIPENO/IaBaTEIEM.

6.3. IIpouenypa oueHuBaHHUS Pe3yJbTATOB OCBOCHUSA M CHUIIIMHBI
Py6exxHble KOHTPOJIM TPOBOJATCSA B (POPME MUCEMEHHOT'O TECTUPOBAHMUS.
[lepen mpoBeneHHEM KaXIOTO pPYyOEKHOTO KOHTPOJIA —MpenojaBaTeib

npopabaTbiBaeT ¢ 00y4arOIIMMUCS OCHOBHOM MaTeprall COOTBETCTBYIOLIUX Pa3/eiioB
JUCLHUIUIMHBL B JOpME KpaTKOW JEKIUU-AUCKYCCUM. BapuaHThl TECTOBBIX 3aJaHUM
cocTosT st 1 u 2 pyOesxkHOTrO KOHTpOoJia u3 24 BonpocoB. Ha kaxaoe TecTupoBaHue
pU pyOEKHOM KOHTpPOJIE 00ydaroneMycsi OTBOJUTCS 2 aKaJeMUYECKUX Yaca.

bannel oOyyaromeMycsi BHICTABIISIFOTCS B 3aBUCMMOCTH OT YHUCJA MPaBHIBHO
BBIOpaHHBIX OTBeTOB. MToroBas omneHka 1o TecTy (OpMHUpPYETCs MyTeM
CYMMHUpPOBaHMsI HAOpaHHBIX OAJJIOB W OTHECEHUS HUX K OOIIeMy KOJUYECTBY
BOINIPOCOB B 3afaHuu. [loMHOkUB nonydeHHOe 3HaueHne Ha 100%, MOKkHO npuBeCTH
UTOTOBYIO OIICHKY K TPaJAMIIMOHHON CJEyIOIIUM 00pa3oM:

«HEYJIOBIIETBOPUTEIIBHO» — MeHee 50%

«ynoierBoputTeabHO» — 50% - 70%

«xopomio» — 70% - 90%

«otanaao» — 90% - 100%.

[IpenonaBatens oreHMBAaEeT B Oaiax pe3ylbTaThl TECTUPOBAHUS KaXKIOTO
0Oy4Yaromierocsi Mo KOJUYECTBY MPABUIIBHBIX OTBETOB UM 3aHOCUT B BEAOMOCThH yyeTa
TEKYIIEW yCIIEBAEMOCTH.

3ayer mpoBoaUTCS B (opme TecTHpoBaHud. Tect coctout u3 10 BompocoB u3
pyOexxHbIx KoHTpose. Kaxnpiii Bonpoc oneHuBaercs B 3 O0auioB. Ha BbinonHeHue
TecTa 00y4aromeMycsi OTBOJUTCS | aCTpOHOMUYECKUI Yac.

Pe3ynbraThl  TEKymero - KOHTPOJIS  YCIIEBAEMOCTM  3a4eTa  3aHOCATCS
IIPENOAABATENIEM B 3a4ETHYK0 BEJOMOCTb, COOTBETCTBEHHO, KOTOpPAsl CIAETCS B
OpraHU3allMOHHBIA OTAEN WHCTUTYTa B JEHb 3a4e€Ta, a TAKXKE BBICTABIISIIOTCS B
3a4ETHYIO KHIKKY 00Yy4aromerocs.

6.4. IlpyMepbI OLIEHOYHBIX CPEACTB ISl PYyOeKHbIX KOHTPOJIei, KOHTPOJIbHbBIX
paboT, 3a4eTa U IK3amMeHa

1-vi1 pyobestcrulit Konmpob

1. AkKmuenbwtii nepexeam ungopmayuu 3mo — nepexean, KOMOpPwvlil:

1. 3akmroyaeTcsi B yCTAaHOBKE MOJCIYIIMBAIOUIEIO YCTPOMCTBA B almapaTrypy
CpelcTB 00paboTKK MH(pOpMAINY;

2. OCHOBaH Ha (UKCAIUU DJIEKTPOMATHUTHBIX U3JIYYECHUN, BOSHUKAIOUIUX TPU
(GYHKITMOHUPOBAHUU CPEJICTB KOMITBIOTEPHON TEXHUKU U KOMMYHUKAITUH;
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3. HEMpPaBOMEPHO HUCMOJB3YeT TEXHOJOTHYECKHE OTXOAbl MH(POPMAIMOHHOTO
nporecca;

4. ocy1ecTBIIIETCS IIyTEM UCIIOJIB30BAHUS ONITUYECKON TEXHUKY;

5. OCyWIECTBIAECTCA C MOMOLIBIO MOJKIIOYEHUS K TEIEKOMMYHUKALIMOHHOMY
000py1I0BaHUIO KOMIIBIOTEPA.

2. Kax Hazvieaemca cnocod HeCAHKUUOHUPOBAHHO20 Oocmyna K
uHgopmayuu, KOmopwvlil 3aK1I04Aemca 6 HECAHKUUOHUPOGAHHOM Oocmyne 6
KOMnblomep uiu KOMnovlomepHy cems 6e3 npasa Ha mo?

1. «3a mypakom»; 2. «bpemby; 3. «KoMmbroTepHBIi a00paaxy;

4. «3a xBOCT»; 5. «Hecnemnblit BEIOOP.

3. 3awguma ungopmayuu — 3mMo:

1. mpomecc cbopa, HakoIUIeHHS, OOpPaOOTKH, XpaHEHWUs, pPACHpPENCICHUS U
noucka uH(popmanuu;

2. mpeoOpa3oBaHue HH(MOpPMALMK, B PE3yJIbTaTe€ KOTOPOrO COJEp)KaHUE
UH(POpPMaIlMU CTAHOBUTCS HEMOHSATHBIM JUIsl CyObEKTa, HE UMEIOILEro JJOCTYIA;

3. monyyeHue CcyObEKTOM BO3MOKHOCTH O3HAKOMJIEHHS C HMH(OpMalueu, B
TOM YHCJIE IIPU IIOMOIIM TEXHUYECKUX CPEJICTB;

4. COBOKYIHOCTH IpaBUJI, PErVIAMEHTHPYIOLIUX MOPSANOK M YCIOBHUS JOCTyNa
cyObekTa K HH(POpPMAIMH U €€ HOCUTEISIM;

5.  JedATeNnpbHOCTb 1O NOPEJOTBPALICHUIO  yT€YKM  MH(pOpMaluu,
HECAaHKIIMOHUPOBAHHBIX U HENPETHAMEPEHHBIX BO3/ICHCTBUI Ha HEe.

2-011 pybesxcHblil KOHMPOJlb

1. 3awmyuma ungopmayuu om paszenauwieHus — IMO OeAMENbHOCHb NO
npeoomepauienuio:

1. momydeHms 3amunaeMoil WHGOpMaIM 3aWHTEPECOBAaHHBIM CYyOBEKTOM C
HApYIIEHUEM YCTAHOBIICHHBIX TMPAaBOBBIMH JIOKYMEHTAMHU WM COOCTBEHHUKOM,
BJIaJI€NIbIIeM HH(POPMAIIMH TPAB WU MPABIII JOCTYIIA K 3allUIaeMoi HHMOpMaInu;

2. BO3JIEUCTBHSI C HaApyIICHHWEM YCTAHOBJICHHBIX MpaB W/WIU TPaBWI Ha
U3MEeHeHHue UH(OpMaIuu, MNPUBOASIIETO K  HUCKOXEHUIO, YHUYTOXKEHUIO,
KOIMPOBAHUIO, OJIOKUPOBAHUIO JOCTyMa K uWH(oOpmaiuu, a Takke K yTpare,
YHUYTOXEHUIO WU COOI0 (PYHKITMOHUPOBAHUSI HOCUTENS MHPOPMAIIHH;

3. BO3ICWUCTBUS Ha 3alUIIAaeMyl0 HHGOPMAIMIO OIIMOOK TOJIb30BATEINS
uH(popmanuen, cO0d TEXHUYECKUX U TMPOTPAMMHBIX CPEJICTB HMH(POPMALMOHHBIX
CHCTEM, a TaKKe MPUPOIHBIX SBICHHM;

4. HEKOHTPOJIUPYEMOTO PACIPOCTpPaHEHUS 3alHUIIaeMoil WH(OpPMAIUU OT e¢
pasriamieHus, HeCAaHKITMOHUPOBAHHOTO JJOCTYTIA;

5. HECaHKIIMOHMPOBAHHOTO JOBEACHHUS 3allUIIaeMoil uWHGOpPMAIUu 0
HEKOHTPOJUPYEMOT'0 KOJIMYECTBA ToJTydaTesieli nHpopMaIim.

2. Hocumens ungopmayuu — 3mo:

1. ¢uzmveckoe JUIO, WIKM MaTepUATbHBIA OOBEKT, B TOM YHCIEe (U3UIECKOE
moJjie, B KOTOPBIX HH(pOpPMAIMS HAXOJUT CBOE OTOOpaXEHHWE B BHJIE CHUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHHUI U MPOIIECCOB;
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2. cyOBEKT, OCYIIECTBISIOMINN MOIb30BaHHE MH(POPMaILMEHd U peaTu3yroIui
MOJIHOMOYMS PACHIOPSDKEHHSI B TpeJiesax IpaB, YCTAHOBIEHHBIX 3aKOHOM W/WIA
COOCTBEHHUKOM HH(OpMaINy;

3. cyOBeKT, NoJb3yIoIuiicss nHpopMaluen, Moay4YeHHON OT ee COOCTBEHHHKA,
BIAQJENblla WM TIOCPEJHUKA, B COOTBETCTBHU C YCTAHOBJICHHBIMH IpaBaMHU U
npaBuIaMH J0CTyna K HHGOpMaIiu JIM0Oo ¢ UX HapyIICHUEM;

4. cyOBEeKT, B IMOJHOM OO0BbEME PpPEATMU3YIOMMA TMOJTHOMOYHUS BIIAJCHUS,
MOJIb30BaHUs, pactopsiKeHus: nHGopMaIueil B COOTBETCTBUH C 3aKOHOAATEIbHBIMU
aKTaMU;

5. y4aCTHHMK MPaBOOTHOIICHUH B MH(GOPMAIIMOHHBIX MPOIECccax.

3. Tpoauckue npozpammol, CKpbIMHO OCYULECMEAAIOUUE AHOHUMHBLIL
oocmyn K paznuynvim Hnmepuem-pecypcam, o0u1uHo ucnoiv3yomcs 01
paccovliiku cnama:

1. Trojan-PSW; 2. Trojan-Spy; 3. Trojan-Proxy;

4. Trojan-Downloader; 5. Trojan-Dropper.

Ilpumepnvle memovt KOHMPOILHBIX padom

1. OcHOBBI W 1€MW TOJMTHKK OE€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX.
MHuoroypoBHeBasi 3alUThl KOPIIOPATUBHBIX CETEH.

2. MeTtozpl opraHu3aiii AHTUBUPYCHOM 3alTUThl KOMITBIOTEPHBIX CUCTEM

3. AHaJIU3 METOJIOB W CPEACTB 3allUThl OT HECAaHKIIMOHWPOBAHHOTO
KOITMPOBAHUS U UCIIOJIE30BAHUS TIPOTPAMM.

4. AHanmu3 METO/JOB TapaHTUPOBAHHOTO yHAajeHUs KOH(UACHIIMATHLHOU
uH(OpPMAITUHU Ha SJIEKTPOHHBIX HOCHTEIISX.

5. KomnerorepHas creranorpadusi.

6. AHanM3  COBPEMEHHOTO  3aKOHOJATelIbCTBA B OONACTH  3aIUTHI
MIEPCOHAJILHBIX JaHHBIX.

7. UnpopManinoHHOE MPOTUBOOOPCTBRO.

8. CoBpeMeHHBIE METO/IbI U CPENICTBA Ay TEHTU(DUKAIUH.

9. Kubep06e301macHOCTh U KHOSPIPECTYITHUKH.

10. Uudopmarmonnbie BOWHBI U CpeACTBa uH(OPMAITMOHHOTO
POTUBOOOPCTBA.

IMPUMEPHBIN TIEPEYEHB BOITPOCOB K 3AUYETY

1. AKTyaabHOCTb poOJIEMBI oOecrieueHus 0e30macHOCTH
aBTomMaTu3upoBaHHbIX cucteM (AC). MecTo u pojib aBTOMaTU3UPOBAHHBIX CUCTEM B
yIpaBJICHUH OU3HEC-TIPOLIECCAMMU.

2.3ammta AC kak mporecc ympaBieHus puckamu. OcoOEHHOCTH
coBpeMeHHbIX AC Kak 0ObEKTOB 3aIIUTHI.

3. Yrpo3sl 0€30MacHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

4. YS13BUMOCTB OCHOBHBIX CTPYKTYPHO-(DyHKITMOHAITBHBIX AIIEMEHTOB
pactipeneneHabix AC.

5. Yrposbr Ge3onacHoctr uH(popmarmu, AC u CyOBEKTOB HH(MOPMAIMOHHBIX
OTHOLICHUH.

6. Kimaccudukanms yrpo3 6€301macHOCTH.

7. Knmaccudukanus kananoB npoHukHOBeHUsS B AC U yTeuku HH(POPMAaIIUH.
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8. Heopmanphast Mmosienb HapyIIUTENs.

9. Mepsl 1 OCHOBHBIE NPUHLIUITBI 0OecniedeHus: 6bezonacHoctu AC.

10. Buspl Mmep nMpoTUBOICHCTBHS yTpo3aM 0€3011acCHOCTH.

11. IlpyHIMOIBI ~ TIOCTPOEHUS  CHCTeMbl  oOecrieyeHuss  0e30MacHOCTH
undopmanuu B AC.

12. ITpaBoBbie OcHOBBI 0OecnieueHus 6e3omacHoctu AC.

13. 3amumiaemas uHdopManus. Jlunensupopanue. CepTudukamus CpeiacTB
3alUThl ”HGOPMAIIUU U aTTeCTaIsl 00bEKTOB HH(DOPMATH3AIINH.

14. CnenunanbHble TpeOOBaHUS W PEKOMEHIAIMHM IO TEXHUYECKOW 3alluTe
KOH(DHIeHIIATEHON MHGOPMAIIHH.

15. FOpuauyeckass 3HAYMMOCTb 3JIEKTPOHHBIX JTOKYMEHTOB C 3JEKTPOHHOU
noanuchio. OTBETCTBEHHOCTH 332 HApPYIICHUS B cepe 3ammThl HHGOPMAIIHH.

16. T'ocynapcTBeHHast cucTeMa 3aluThl HH(OPMaIIUH.

17. Opranuzamust  3ammThl  UHGOpPMAIIMM B CHCTEMax M CPEACTBax
UH(OPMATU3AIMU U CBSI3U.

18. OpranuzaimoHHas CTpyKTypa cuctembl odecreuenus 6ezonacHocta AC.

19. Texnonorus ynpaieHus 0€301MacHOCThI0 nH(popmaluu u pecypcos B AC.

20. PernmamenTarius 1elCTBUI MOJIb30BATENCH U OOCTY)KUBAIOIIETO MepCOHAA
AC.

21. IlonuTrka 6€30MaCHOCTH OpPTaHU3AIINH.

22. MepomnipusiTus TIO CO3MaHWI0 H OOCCIEYCHHUIO0 (PYHKITMOHUPOBAHUS
KOMITJIEKCHOW CHCTEMBI 3aIITUTHI.

23. Pacnipenenenue ¢pyHkiuii mo odecnedenuto 6ezonacaoctu AC.

24. OpraHu3aimOHHO-PaCOPSIUTEIbHBIE  JOKYMEHTBI 110  00ECIICUCHHUIO
oe3onacHoctu AC.

25. O0si3aHHOCTH ~ TIOJIB30BaTeNled HM  OTBETCTBEHHBIX 3a OOecCredeHune
uH(OPMAITMOHHON 0€30MaCHOCTH B TIOIpa3IeICHUSIX.

26. O0si3aHHOCTM ~ OTBETCTBEHHOro  3a  obecrneueHue  0€30MacHOCTU
uH(dOpMaIHU B TIOIpa3/ICTICHUN.

27. OTBETCTBEHHOCTD 3a HapyIIeHUs TpeOoBaHUM oOecrieueHns 6€30MacHOCTH.

28. [lopsinok paboOThI C HOCUTESIMHU KITFOUEBON MH(MOpMAITUH.

29. PernamenTarus pabor o 00ecCIeueHuto 0e30macHOCTH
aBTOMATU3UPOBAHHBIX CHCTEM.

30. PernamenTarius mpaBuj MapoJbHOW U aHTUBUPYCHOU 3aITUTHI.

31. PernamenTarus mopsiaka J0Mycka K padoTe W M3MEHCHHUS ITOJTHOMOYHMA
nonb3oBarenet AC.

32. PernamenTaruss  TopsAaKa  M3MEHEHHS  KOHQUTYpAIlMU  ammapaTHo-
nporpaMMHbIX cpeacTtB AC.

33. [1nan 3amuThl HHPOPMALIUH.

34. HaznaueHne © BO3MOXXHOCTH CPEJACTB 3allUThl HMHPOPMAIUA OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

35. OcHoBHbIEe MexaHU3MBbI 3anuThl AC.

36. 3ammTa epuMeTpa KOMIBIOTEPHBIX CETEH W yIpaBieHHE MEXaHU3MaMH
3amuThl. CTpaxoBaHrue WH()OPMAITMOHHBIX PUCKOB.
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37. AnnapaTHO-IpOTpaMMHBIE ~ CpPEACTBa  3alIUThl  MHpOpManuu  OT
HECaHKIIMOHUPOBAHHOTO AOCTYyIA.

38. CpexacTsa anmapaTHOM MOJIEPIKKH.

39. Cnoco0Ob1 ayTeHTUhUKALIIH.

40. IIpruMeHeHHe MITaTHBIX U JIONOJIHUTEIBHBIX CPEACTB 3alUThl HH(DOpMAIUU
OT HECAaHKIIMOHUPOBAHHOTO JocTyna. Pazrpannuenue 10CTyna 3aperucTpupoOBaHHBIX
nosb3oBarteneit Kk pecypcam AC.

41. OnepaTuBHOE  OINOBELIEHWE O  3apPETHCTPUPOBAHHBIX  IOIBITKAX
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

42. 3amuTa JaHHBIX OT HECAHKIIMOHUPOBAHHON MOAM(PHUKAINH, KOMUPOBAHUS
U TIepexBaTa CpeACTBAMU MHU(PPOBAHHSL.

6.5. ®oHJ OLIEHOYHBIX CPEACTB
[onHbIit GaHK 3aaHUM I TEKYILETro, pyOeKHBIX KOHTPOJIEH U MPOMEKYTOUHON
aTTeCTaluu 0 JUCLUIUIMHE, TTOKA3aTeNN, KPUTEPUH, LIKAJIbI OLICHUBAHUS KOMIIETCHIUMH,
METOIMYECKHE MaTEpUaIIbl, ONPEEIISIONHE MPOIETyphl OLIEHUBAHUSI 00Pa30BATEIILHBIX
pe3ysbTaTOB, IPUBECHBI B y4EOHO-METOIMUECKOM KOMITJIEKCE TUCIUITIMHBL.

7. OCHOBHASA U JOITIOJTHUTEJIbHAS YYEBHAS JIMTEPATYPA

7.1. OcHOBHAasl yueOHasl JiUTepaTypa

1. MenbuaukoB B.I1. MndopmanmonHas 6€300acCHOCTb U 3alMTa WH()OPMALUK.
N3 parenbckuil ueHTp «Akanemus», 2008. — 336 c.

2. Spouxkun B.M. MudpopmannoHHas Oe3omacHOCTb. - M.: AkageMU4ecKuil
npoekT, 2008. — 544 c.

3. T'anatenko B.A. OcHoBbl HHGOpManoHHOM 6e3onacHocTH: Kypc nexkumii. -
M.: Untepuet- Yuusepcutetr Undopmarmonnsix Texnonorui, 2006. — 208 c.

4. Pactopryes C.I1. OcHoBbl HH(pOpMAITMOHHONM Oe30macHoCTH. M3 aaTenbekuit
1eHTp «Axaaemusi» 2009.

5. KynpusuaoB A.W. OcHoBbl 3amuthl uHboOpmaruu. M3nareabckuil 1EHTP
«Axagemus», 2009. — 256 c.

6. HooctpyeB, A.B., ComogoBuukoB, B.M., TepentbeBa, A.A. Te3aypyc B
chepe wuHpopmarmonHot ©Oe3zomacHoctu [Tekct]/ A.B. Hooctpyes, B.M.
CononsuukoB, A.A. TepentbeBa: VYueOHoe mnocooue. — Kypran: W3a-Bo
Kypranckoro roc. Yu-ta, 2014. — 471 c.

7.2 lonosiHuTEILHAS Y4eOHAas1 uTEpaTypa:
1. benos E.b., Jlocs B.II., Memepsikos P.B., IlenynanoB A.A. OCHOBBI
uHpopmanmonHon 6ezonacHoct. M.: ['opsiuas nmunus-Tenekom, 2006.

7.3 MeToauueckas aureparypa
1. Mocksun B.B., IlomsikoBa E.H. MeTtonnueckue yka3aHUsl K BBIIIOJIHEHUIO
7a0bopaTopHBIX padoT nmo auctuiuinae «OcHOBBI HHGOPMAIMOHHON 0€301acHOCTHY
st cryaeHToB  crnenuanbHOocTH  10.05.03  «MHpOpManmonHas 6€30macHOCTb
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aBTOMaTtu3upoBaHHbIX cuctem». Yacts 1. PUIL] Kypranckoro rocyaapCTBEHHOIO
yHuBepcureta. 2017.- 52 c.

2. Mocksun B.B., IlonsikoBa E.H. Meroauueckre ykazaHUsl K BBIIOJHEHUIO
Ja00paTopHBIX padboT no auctuiinae «OcHOBBI MHGOPMAIMOHHON 0€301acHOCTHY
s cryaeHToB  cnenuanbHoct  10.05.03  «MHpopmarmonHass 0€30MacHOCTh
aBTOMAaTHU3MPOBAaHHBIX cuctem». Yacts 2. PUI] Kypranckoro rocyaapCTBEHHOTO
yHuBepcureta. 2017.- 41 c.

7.4 HopmaTuBHO-IpaBOBOE 0OecneyeHne TUCHUIINHBI:

1. Jloxtpuna undopmarmonroi 6e3omacaoctu Poccuiickoit deneparuu. (yTB.
VYka3zom [Ipesunenta PO 5 gexabps 2016 r. Ne646).

2. 3akoH P® «O rocynapctBeHHoH TaitHe» oT 21 uroist 1993 r. Ne 5485-1.

3. 3akoH PO «O xommepueckoil Taiine» ot 29 utoing 2004 r. Ne 98-D3.

4. ®enepanbHblil 3aK0H «O0 nHbOpMaIu, HHOOPMAITMOHHBIX TEXHOJIOTUSIX U
o 3amure uHGopmarum» ot 27 utonsg 2006 r. Ne 149-D3.

5. denepanbhbIii 3aKk0H «O MEPCOHATBHBIX JaHHBIX» OT 27 utoist 2006 1. Ne 152-
@3.

6. ®enepanbhblii 3aKoH «O0 371eKTpoHHON oanucky oT 6 ampens 2011 r. Ne 63-
@3.

7. IlonoxkeHue Mo arrecTaluu OOBEKTOB MH(OpMATHU3aLMU MO TPeOOBAaHUSIM
oe3onacHocTu uH(popmauu (yTB. ['0Cy1apCTBEHHON TEXHUYECKON KOMHUCCHEHN MpHU
[Ipesunente PO 27.10.1994).

8. Tlomoxenue o cepTUPUKAIMU CPEACTB 3allUThl MHGOpPMAIMU IO
TpeboBaHusIM Oe3onacHocT uHbopMauuu (yTB. ['OoCyaapCTBEHHOW TEXHUUYECKOM
xomuccuei nipu Ipesunente PO 25.11.1995, nmpukas Nel199).

9. CneumanbHble TpeOOBaHUS W PEKOMEHIAIMM 1O TEXHUYECKOW 3alluTe
koH(punennuansuoit uHpopmanmu (CTP-K) (yTB. 'ocymapcTBeHHON TEXHHUYECKOMN
komuccuen nipu [Ipesuaente PO 30.08.2002, nprkazom Ne282).

10. ISO/IEC 27001 - 2005 (2013). MudopmarimonHas TeXHOJOTHSA. MeTo bl
obOecrieuenuss  Oe3omacHoctu.  CuUCTeMBI  ympaBieHus  WHGOPMAIMOHHON
6e3onacHocThi0. TpeboBaHUsI.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXOJIUMBIE JJ1s1 OCBOEHUS JTUCHUTIJINHbI
1. [Onextponnsiii pecypc] Internet Security Glossary, Version 2
(http://www.ietf.org/rfc/rfc4949.txt)
2. [Dnexrponnsrit pecypc] Behavior of and Requirements for Internet Firewalls
(http://www.ietf.org/rfc/rfc2979.txt)

9. AH®OPMAIIMOHHBIE TEXHOJIOI'NHA,
INPOT'PAMMHOE OBECIIEYEHUE
N NHO®OPMAILIMOHHBIE CIIPABOYHBIE CUCTEMBbI
1. OBC «Jlanb».
2. OBC «KoHCYNbTaHT CTYIACHTAY.
3. OBC «Znanium.comy.
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4. «I"apaHT» - CIpaBOYHO-NPABOBAs CUCTEMA.
10. MATEPUAJIBHO-TEXHHUYECKOE OBECIIEYEHUME
JUCIHHAITJINHBI
MarepuanbHO-TEXHUUYECKOE OOecCleueHue TI0 peaju3alid  JAUCITUTIIAHBI
OCYIIECTBIISIETCI B CcoOTBeTCcTBUM ¢ TpeboBanuss PI'OC BO mno maHHOM
oOpa3zoBaTeILHON ITpOTrpaMMe.

11. Iyt cTyieHTOB, 00y4aoUUXCcsl ¢ HCIOJIb30BAHHEM THCTAHIMOHHBIX
o0pa3oBaTebHBIX TEXHOJIOT Wil

[Ipy  wWCHONB30BaHWMU  BJIEKTPOHHOTO  OOyYEeHHs] W JUCTAaHIMOHHBIX
oOpazoBarensHbIX TexHONOTHH (mamee D0 um JIOT) 3aHATHS TOJHOCTBIO WIIA
YaCTUYHO MPOBOJSATCS B pekuMe OoHjailH. O0beM AUCHUIUIMHBI U pPaclpeiesiCHue
Harpy3kd 1o BuaaM paboT coorBerctByeT 1. 4.1. Pacmpenenenue 06amioB
COOTBETCTBYET M. 6.2 TUOO0 MOXKET ObITh U3MEHEHO B COOTBETCTBUHU C PEIICHHUEM
kadenpel, B ciaydae mnepexona Ha D0 u JIOT B mpomecce oOyuenus. Pemienue
Kadeapsl 00 HCHOJB3YEMBIX TEXHOJIOTHSAX U CHCTEME OLECHUBAHUS JOCTHKEHMH,
oOyyaroluxcss MPUHUMAETCd C YYE€TOM MHEHHS BEIyLIEro IpenojaBaTens u
JOBOJUTCSI 1O CBEJICHUSI 00yUYaOIUXCSL.
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Ilpunoswcenuel
MuHHCTEPCTBO HAYKU U BhICIIEro oOpazoBanus Poccuiickoit denepannu
benepaibHOE TOCYIAPCTBEHHOE OI0HKETHOE 00pa30BaTENbHOE YUPEKICHNE
BBICIIETO 00Opa3oBaHuUs
«KypraHckuii rocy1apCTBEHHbBI YHUBEPCUTET)
(KT'Y)
Kadenpa «be3onacHocth HHPOPMAITMOHHBIX M aBTOMATU3UPOBAHHBIX CUCTEMY

KonTpouabnasi padora nmo 1ucuniinHe
«OcHOBBI HHPOPMALMOHHOMN 0€30ITACHOCTID)

TEMA:

09.03.04 — I[IporpaMMHasi HHXEHEPUS
Hanpasnennocts «IIporpaMmmHoe o0ecrieueHre aBTOMATU3UPOBAHHBIX CUCTEM)

BpInonHWI CTYAEHT rpynIbl

(TOIDKHOCTB, TIOATHUCH) (pamumust, ©MsI, OTIECTBO)
[TpoBepuit npenoiaBaTenb
(TOIDKHOCTB, TIOATHUCH) (pamumnusi, ©Ms, OTIECTBO)
Onenka
Kypraun 20
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AHHOTAaITUS K paboueit mporpaMme TUCIHUTLTAHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTIDY

00pa3oBaTeIILHOW POTPAMMBI BBICIIETO 00Pa30BaHUS —
porpaMMbl OakajgaBpuaTa
09.03.04 — IlporpamMMHasi MH:KeHEPHUS
(ITporpamMMHoe oGecriedeHUs ABTOMATH3HPOBAHHBIX CHCTEM )

Tpyooemxocmo oucyuniunsl: 4 3.e. (144 akageMUIecKHX Jaca)

Cemecmp: 4 (ounast popma oOyueHus)

Cemecmp: 6 (3a0unHas hpopma 0OyICHHS)

Dopma npomercymoyHol ammecmayuu. 3a9€T (711 OYHOU U 3a09HON (POPMBI

oOyJeHwMS).
Cooeporcanue oucyuniunsi. OcHogHble pazoeivl
[TonsTue HAllMOHAJIbHOU 0€30MacHOCTH. Bunpr 0€30I1aCHOCTH.

NupopmanmonHass 0e30MaCHOCTh B- CHCTEME HAIMOHAJIbHOW O€30MacCHOCTU
Poccuiickoit @enepannu. OcHOBHBIE MOHATHA. OOIIEMETOI0IOTMUYECKUE TTPUHITUIIBI
Teopuu HH(OpPMALIMOHHOW Oe30macHOCTU. AHaIu3 yrpo3 HH(pOpPMALMOHHON
oeszonmacHoctu.  [IpobGnemsl  uHOpmanmoHHOW  BoWHBIL.  ['ocymapcTBeHHas
uHdopmarmonHas mnoiutuka. [IpoOGrembl  pernoHanbHONM  WMH(DOPMAITMOHHON
oezomacHoctu. Buabl  uHpopMammu. Meroasl W cpeAcTBa  oOecIeueHUs
uH(popManmoHHOW Oe3onacHocTH. HapymieHnus: KoH(HUIeHIUaTbHOCTH, LETOCTHOCTH
U JocTynHOCTH uHpopmanuu. [IpuunHBl, BUABI, KaHAJIBl YTEYKU U HCKAXKCHUS
uH(popManuu.

21



