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1. OFBEM JIUCIIAIIJINHBI

Bcero: 4 3aueTHBIX eIUHULIBI TPYI0eMKOCTH (144 akajgeMUUYecKuX yaca)
Ounas ¢popma o0yueHust

Bun yueGHO# paboThI Ha seio Cemectp
TUCLIUTUIAHY )
AyauTopHbIe 3aHATHSA (KOHTAKTHas padora ¢ 48 48
NpenojaBarejieM), BCero 4acoB B TOM YHcJe:
Jlexknuu 32 32
JlaboparopHbie pabOTHI 16 16
AyIUTOpHBIE 3aHATUS] B UHTEPAKTUBHOW (hopMe, 4acoB - -
CamocrosiTeibHas padoTa, BCero 4acoB B TOM YHcJIe: 96 96
ITonroroBka K 3aueTy 18 18
Jpyrue BUJbl CaMOCTOATEIbHOM paboThI (IOArOTOBKA K 60 60
71a00PATOPHBIM 3aHATUSAM U pyOEKHOMY KOHTPOJIIO)
KoHTtposibHas pabota 18 18
Bua npoMeKyTo4HO# aTTecTAlMHA 3ayer 3ayer
OO01mast Tpy/10eMKOCTh JUCHHMILJIMHBI U TPY/10€MKOCTh 110 144 144
ceMecTpaM, 4acoB
Bcero: 4 3a4eTHBIX eUHULIBI TPYI0eMKOCTH (144 akajeMUYECKHX yaca)
3aouHasi popma o0yueHHsI
Bun yuebHoit paboTbl Ha Bcro Cemectp
JTUCLUIUIUHY 6
AyauTopHble 3aHATHSA (KOHTAKTHas padora ¢ 3 8
npenojaBareyieM), BCero 4acoB B TOM YHcJe:
Jlexumn 6 6
JlaGopaTopHble paboThI 2 2
AynUTOpHBIE 3aHATHS] B MHTEPAaKTUBHOM opme, yacoB - -
CamocrosiTeibHas padoTa, BCEro 4acoB B TOM YHCJIe: 136 136
ITonroroBka k 3auery 18 18
Jlpyrue BUJbI CAaMOCTOSATENIBHOM paboThI (OArOTOBKA K 100 100
NPAaKTUYECKUM 3aHATHIM U pyOeKHOMY KOHTPOJIIO)
KonTponbHas pabota 18 18
Buja npoMeKyTOYHOM aTTecTalNu 3a4er 3a4eT
OO01ast TPY10eMKOCTh THCHHUIJIMHBI U TPY/10€MKOCTh 10 144 144

ceMmecTpam, 4acoB




2. MECTO JUCHOUIIJIMHBI
B CTPYKTYPE OBPA3OBATEJBHOM NPOT'PAMMBI

Huctuminaa  «OCHOBBI  MH(POPMAIIMOHHOW  0€30MaCHOCTHY» OTHOCHUTCS K
oOs3aTenbHOM  yacth  Onoka | guciuiuiMH — monayns  uHbopMmaTHKa U
pOrpaMMHUPOBAHHUE.

N3yyenne  gucuuruinHbl  OasWpyeTcss Ha  pe3ysibrarax  oOydeHwus,
c(hOpPMHUPOBAHHBIX NMPU U3YUEHUH CIICTYIOIINX JTUCIUTIINH:

- Uudopmaruxka.

- O0BEKTHO-OPUEHTUPOBAHHOE MTPOTPAMMHUPOBAHHE.

- BBeneHue B cienquaibHOCTb.

N3yyenne MUCIMIUIMHBI JOJDKHO CIIOCOOCTBOBATh OOECIICUCHUIO OYIyIIEeTO
CHEIUaINCTa KOMIUIEKCOM 3HAaHWW, HABBIKOB M YMEHHH, KOTOpBIE IO3BOJIAT
y4acTBOBaTh €My B Pa3BUTUU U TOAJEPKKE CTPATErHMH Pa3BUTHS MPEANPUATHN U
OpraHu3alMii, a NPaKTUUYECKUE HaBbIKM, TMOJy4YeHHbIe U3 Kypca «OCHOBBI
MHPOpPMAIMOHHON 0€30MacHOCTH», OYIyT HCHOJB30BaHbl OOYYAIOIIUMHUCA NpU
U3YYEHUHU JIPYTUX AUCLUUIUIMH IPOo(ecCHOHATBHOTO UKJIA, a TaKXKe MpU pa3paboTke
KYpPCOBBIX U IUIIJIOMHBIX paOoT.

3. IJIAHUPYEMBIE PE3YJIBTATbI ObYUEHUS

OCHOBHOM LEIbI0 Kypca SBISIETCS O3HAKOMJIEHHME OOYyYaroIIUXcs ¢
COBPEMEHHBIM COCTOSIHUEM NpOOJIeMbl XpaHEHUs, oOpaOOTKH, MOHUCKa, Iepeayd,
peoOpa3oBaHusl, 3aKPHITUS U BOCCTAHOBIICHUS KOH(PHUACHIMATBHON WHGOPMAIIUU B
OpraHM3alMsIX M Ha MTPENNPHUATHIX pPA3NIWYHBIX HANpaBICHUNA ACSITEIBHOCTH U
pa3nuYHbIX (POpM COOCTBEHHOCTH, CIIOCOOOB 3aIUTHI OT HECAHKIHOHUPOBAHHOIO
JIOCTYIIA K HEHl, pacCMOTPETh HA COBPEMEHHOM YPOBHE BOIIPOCHI Pa3padOTKH CPEJICTB
Y CUCTEM cOOpa U 3alIUThl HH(POPMALUK.

3ajmayaMy  JTUCUMIUIMHBL  SIBJSIOTCS: O3HAKOMJIEHME C TEPMHUHOJIOTHEH
nH(OPMAITMOHHOW 0€30MacCHOCTH; JaTh OCHOBBI oOOecreueHuss MHQPOPMaIMOHHOM
0€30MMacHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapCTBa; METOAOJIOTMH CO3JaHHs CUCTEM
3alUThl MHPOpPMAIMU; METOJOB U CPEICTB BEACHUS HH(OPMALMOHHBIX BOWH;
OIICHKM 3alMIIEHHOCTH u oOecrneueHnus WHGOPMAIIMOHHONW  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

Komnerenuuu, popMupyemMblie B pe3ysbTaTe OCBOCHUS AUCLUILINHBL:

- CcmocoOHOCTh  pemaTh  CTaHAApTHBIE  3aJadyud  NpodecCUOHATBLHOM
NEeATEIbHOCTH Ha OCHOBE MH(POPMALMOHHON M OuOMMOrpaduueckoil KyJIbTypbl C
IpUMEHEHHEM HWH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH M C Y4YeTOM
OCHOBHBIX TpeOoBaHul nH(popmaronHoi 6ezonacHoctu (OIIK-3).

B pe3ynbraTte nzydeHus TUCHUIUIMHBI O0y4arOIUACs TOTKEH:

3Hamo:

- CIIIHOCTh M MOHATHE HHPOpMaLUHU, UHPOPMALMOHHON OE30MacHOCTU U
XapakTepucTuky e€ coctapisronmx (ams OIIK-3);

- MECTO U poJib MH(GOPMALIMOHHON OE30MACHOCTH B CHUCTEME HAllMOHAIbHOMN
oe3onacHoctT P®, OCHOBBI TOCYJAapCTBEHHON HWH(OPMAIMOHHOW MOJUTHKH,
CTpaTeruio pa3BuTus uHpopmalmonHoro oomiectsa B Poccuu (s OIIK-3);

ymemsy:

- KJIacCCU(DMIIMPOBATh U OLIEHUBATh Yrpo3bl MHPOPMALMOHHON Oe30macHOCTU



st o0bekta nHpopmatuzamuu (st OITK-3);

- aHAIM3UPOBATh M OIICHUBATh Yrpo3bl HHQPOPMAIIMOHHOW O€30MacHOCTU
oowekra (st OIIK-3);

enademn.

1. mpodeccuoHaNbHOW  TEPMUHOJOTHEH B  oOiactu  HWH(POPMAITMOHHOM
oe3omacHoctu (s OIK-3);

2. HaBbIKaMHd  0O€30MacCHOTO  HCIOJB30BAHMSI TEXHUYECKHX  CpPEACTB B
npodeccuonansuolt aestenprocTr (s OITK-3);

3. meToaamu orleHKH nH(GopMauoOHHbIX prCcKOB (17151 OITK-3).

4. COAEP/ KAHME IUCHUIIJIMHBI
4.1. YuyeOHO-TeMaTH4ecKuil Iiian. QuHas, 3a04Has popMbl 00yUeHUA

KonngectBo yacoB
H KOHTAKTHOW PabOTHI C MPENoiaBaTeeM
é pa:z:::fll;, HaumeHnoBanue pa3jeJa, Ounas 3aouHas
& TeMbI TEMBI JlaGopatop Jla6opatop
Jlexnnu HBIE Jlexnnu HEIE
3aHATUA 3aHATHUA
OcHogvl Dezonachocmu 16 6 2 2
AGMOMAMUUPOBAHHBIX CUCIEM
AKTyabHOCTb p00OJIEeMBl 00€CTIEUEHUSI 2 - - -
0€30I1aCHOCTH AaBTOMAaTH3UPOBaHHbIX
cucreM (AC)
OcHoBHbIE TIOHATHUS B 001aCTH 2 2 - -
—_ 0€30MaCHOCTH aBTOMATH3UPOBAHHBIX
X 1 CUCTEM
L. VYrpo3blI 6e3011acCHOCTH 4 2 - 2
A~ aBTOMAaTH3HPOBAHHBIX CUCTEM
Meppl ¥ OCHOBHBIE  IPUHLHIIBI 2 2 1 -
obecrieyeHus 6€30MaCHOCTH
[IpaBoBbIE OCHOBBI obecrieueHus 4 - 1 -
aBTOMAaTH3MPOBAHHBIX CUCTEM
l'ocynmapcTBeHHas cucteMa 3anura 2 - - -
uHpopManuu
Obecneuenue dezonacnocmu 10 6 2 -
AGMOMAMUUPOSAHHBLX CLUCEM
OpranuzalnoHHasi CTPYKTypa CUCTEMBI 4 2 - -
oOecneuenus 6ezonacHoct AC
O06s3aHHOCTH NOJIB30BATENEH U 2 - -
OTBETCTBEHHBIX 32 00ecIeyeHne -
~ MH(POPMAIMOHHOHN 0€30MacHOCTH B
X ) MTOAPA3ACIICHUSIX
e Pernamenrarus pabot o o0ecreyeHuIo 2 2 1 -
- 0€30MacHOCTH aBTOMaTHU3MPOBAHHBIX
CUCTEM
KareropupoBanue u TOKyMEHTUPOBaHUE 1 1 1 -
3alMIICHHBIX PECYPCOB
Konuenmus nHpopmaoHHoM1 1 1 -
6e3onacHocTy. [1nanbl 3amUTH U
o0ecrnieuyeHrs HenpepbIBHON pabOTHI U




BoccTta”oBieHus noacucteM AC.

Pybex 3

Cpeocmea 3auumol ungopmayuu om 6 4 2 -
HeCaHKWUOHUPOBAHHO20 00CIYNaA
Ha3znaueHnuie 1 BO3MOXKHOCTH CPEJICTB 2 1 2 -

3alUThl UH(GOPMAIUU OT
HECaHKIIMOHMPOBAHHOTO JOCTYIa

AnmapaTHO-IIPOrpaMMHBbIE CPENCTBA 2 1 - -
3alUThl HH(OPMALUU OT
HECAHKIIMOHMPOBAHHOI'O JOCTYIA.

[IpumeHeHne mTaTHBIX U 2 2 - -
JOTIOJTHUTEIBHBIX CPE/ICTB 3AIUTHI
nH(OpPMAaLIUY OT HECAaHKIIMOHUPOBAHHOTO
JIOCTyTA.

32 16 6 2

Bcero

4.2. Cogep:kaHue JeKUMOHHbBIX 3aHATHH

1. Ocnogwl be3onacnocmu agmomamu3upoOEaHHBIX CUCHIEM.

AKTyaJIbHOCTB IpoOsieMbl oOecrieueHus: 0€30MacCHOCTH aBTOMATU3UPOBAHHBIX
cucteM (AC). Mecto 1 posib aBTOMaTU3UPOBAHHBIX CUCTEM B YIIPaBJICHUU OU3HEC-
MPOIIECCAMH. O6ocTpenue po0JIeMbl obecnieueHus 0e30MmacHOCTH
aBToMatu3upoBaHHbIXx cucteM (AC) Ha coBpemeHHOM »drtame. 3Jamura AC Kak
IpoLiecC YINpaBlIEHUsT pUCKaMU. MeTonbl OIIEHKH 1eJ1eco00pa3HOCTH 3aTparT Ha
oOecrieuenue Oe3omacHocTH. OcobeHHocTH coBpeMeHHBIX AC Kkak OOBEKTOB
3aIUTBHI.

OcHOBHBIE TIOHSTHS B 00JIACTH aBTOMAaTHU3WPOBAHHBIX cUCTeM. OmpeneneHue
oezonacHoctu AC. HWndpopmanuss u uHPopManuoHHbie pecypchl. CyObeKThI
MH(POPMAILMOHHBIX CUCTEM, UX 0€30MacHOCTb. Llenb 3amuThl aBTOMaTU3UPOBAHHON
CUCTEMBI U IUPKYJIHUPYIOIIEH B HeW nHMOpMAaIUu.

VYrpo3bl 6€30MaCHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM. Y SI3BUMOCTh OCHOBHBIX
CTPYKTYpHO-(DYHKIIMOHAJIBHBIX ~ 3JIEMEHTOB  pachpeneneHHbix  AC.  VYrpossl
6e3onacHoctu nHpopmaiuu, AC u cyobekToB HHPOPMAIIMOHHBIX OTHOIICHUH.

Knaccuduxanust yrpo3 6€301macHOCTH.

Knaccudukanus kananoB npoHUKHOBeHHS B AC M yTeuku HHPOpPMALUU.
HedopmanbHas Mosiens HapyIIuTeNsl.

Mepbl U OCHOBHBIE MPUHIUIBI oOecrieueHus: O6e3omacHoct AC. Bumsr mep
IPOTUBOJCUCTBUSA yrpo3aM Oe3omacHOCTH. [IpUHIMIBI MOCTPOSHUS CHUCTEMBI
obecnieueHus 6e3omacHocTy nHpopmaruu B AC.

[IpaBoBbie  ocHOBBI ~ oOecrieueHusi OezomacHoct AC. 3ammmaemas
uHpopMmarnus. JlunensupoBanue. CepTUUKalus CPEACTB 3alIUTHl MH(GOPMALUU U
arTectansi  00bekTOB  mHpopmarmzanuu.  CrnenuanbHbie  TpeOOBaHHMS U
pPEeKOMEHJAallMM MO0 TEXHUYECKOW 3aluTe KOH(UISHIMAIbHON HH(pOpMaIuu.
IOpuanueckas 3HaUUMOCTh 3JIEKTPOHHBIX JTOKYMEHTOB C 3JIEKTPOHHOW IMOAMMCHIO.
OTBETCTBEHHOCTH 32 HapyIlIeHus B cepe 3aiuThl HH(HOPMALIUK.

['ocynapctBenHass cucrema 3amuTbl WHGopMauuu. [71aBHble HampaBlieHUS
pabor no 3amure uMHPopMmanuu. CTpyKTypa rOCyJapCTBEHHON CHUCTEMBbI 3allUThI
uHpopMaruu. OpraHuzanusi 3aluThl WHQOpPMAMM B CHUCTEMaxX U CPEACTBax




uHpopMmaTh3amuu U CBsI3U. KOHTPOJb COCTOSHHUS 3aIIUTHl  WHGOPMAITUH.
duHaHCUPOBAHKE MEPONPUATHI MO 3alIUTe UHPOPMAIUK.

2. Obecneuenue 6e3onacHocmu agmMoOMamu3uPOCAHHBIX CUCHIEM.

OpranuzanuoHHasi CTPYKTypa cuCTeMbl obOecrnedenust Oe3zomacHoctn AC.
TexHonorus ynpasieHus: 6e30nacHOCThI0 nHPopMaluu u pecypcoB B AC. UHCTUTYT
OTBETCTBEHHBIX 3a obecrnieueHue MHpopmanmoHHo Oe3onacHOCTH. PermamenTanus
JNEeWCTBUN ToNb30Barelie u  oOciayxkuBatomero nepcoHana AC. Ilomutnka
0e30MacHOCTH  OpraHu3auuu. MeponpusaTus 1O CO3JAHUI0 U O0ECHEYEHHIO
GYHKIIMOHUPOBAHUS KOMIUIEKCHOW CHUCTEMBI 3alUThI. Pacmpenenenne QyHKIUN 1O
obecneuenunto 6ezonmacHoctTd AC. OpraHu3alMOHHO-PACHIOPSAUTEIbHBIE JOKYMEHTHI
no obecneuenuto 6e3onacHoctu AC.

OOs;3aHHOCTH ~ TIONIB30BaTele M OTBETCTBEHHBIX 32  o0ecreueHue
uHbOpMaIlMOHHON Oe30macHOCTH B mojpaszaencHusx. [Ipobrema denmoBeueckoro
daktopa. OOmue mpaBuwia  obecnedeHuss  Oe3omacHocTu.  OO0S3aHHOCTH
OTBETCTBEHHOT0 3a olecnedeHue 0e30macHOCTHM HH(OpMalMK B IMOAPA3JICICHUU.
OTBETCTBEHHOCTH 3a HapylleHus: TpeOboBaHUil oOecnieueHus Oe3onacHoctu. [lopsaaok
paboThI C HOCUTEISAMU KITF0OUEBON MH(MOpMAITUH.

PernamenTarust paboT mo obecredeHnto 6e30MacHOCTH aBTOMATU3UPOBAHHBIX
cucteM. PermameHrtanuss TNpaBWJ TApOJBHONM W AHTUBUPYCHOM  3aIlUTHI.
PernmamenTamnusi mopsiika Jomycka K paboTe W M3MEHEHUS TOJHOMOYHUN
nosnb3oBaTene  AC. PernaMmeHranus TnopsAka U3MEHEHMs  KOH(UTrypauuu
anmnapartHo-niporpaMMHbIX cpenctB AC. PermameHTanus mnpoieccoB pa3padoTKH,
WCIIBITAHUSI, OTIBITHOM AKCIUTyaTallui, BHEJPEHUS U CONIPOBOKACHUS 3a1a4.

KareropupoBanne W  JOKYMEHTHPOBAaHHWE  3alIMILIEHHBIX  PECYpPCOB.
Onpenenenue rpajaudii BaXKHOCTH M COOTBETCTBYIOLIMX YPOBHEHW oOecreueHus
3amuThl  pecypcoB. KareropupoBaHue 3ammMinaeMbix pecypcoB. IIpoBenenue
UH(OPMAITMOHHBIX 00CIIEI0BAHUIA U JJOKYMEHTUPOBAHKE 3aIIHUIIAEMbIX PECYPCOB.

Konnenmus nadopmanronHoi 6e3onacHocty. [mansl 3amuThl 1 00ecIeueHus
HEeMpepbIBHONM  paboThl W BoccraHoBieHuss moacuctemM AC. Konnenmus
uHpopmaImoHHon 6e3omacHocT opranuzanuu. [lnan 3ammrel nHGopManuu. [lnan
o0ecrniedyeHrss HempepbhIBHON paboThl U BoccTaHOBIEHUS noacuctem AC.

3. Cpeocmea 3auiumol uHopmayuu om HeCAHKUUOHUPOBAHHO20 OOCHYNaA.

Ha3nauenne ©  BO3MOXKHOCTHM  CpPEIACTB  3alUThl  MHGOPMAIMK  OT
HECAHKIMOHUPOBAHHOTO AocTyma. OCHOBHbIE MeXxaHu3Mbl 3anuThl AC. 3ammra
MepUMETpa KOMIIBIOTEPHBIX CETeM W  YNpaBJeHUE MEXaHU3MaMu  3alllUThI.
CrpaxoBanue UHGHOPMAIIMOHHBIX PUCKOB.

AnmnapaTHO-MPOrpaMMHBIE Cpe/CcTBa 3aIUThI uHopMamn oT
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa. PeKoMeHIauuu 1o BbIOOPY CPEACTB 3alIUThI
uH(pOpMaMU OT HECAHKIIMOHUPOBAHHOTO Joctyna. OO030p CyIIEeCTBYIOIIHUX Ha
pPBIHKE CpPEACTB 3alUThl HWHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Cpenctsa anmapaTtHoi moanepxkku. CriocoObl ayTeHTH(UKAIIAH.

[IpuMeHeHre MTATHBIX U JAOMOJHUTEIBHBIX CPEACTB 3aIUTHl HHGOPMAIIUH OT
HECaHKIIMOHUPOBaHHOTO jaoctyna. Ctparerus O6ezonmacHoctn Microsoft. 3ammura oT
BMeEIIIATEILCTBA B Tpoiiecce HopManbHOro PpyHkimonuposanus AC. Pasrpanndenue
JOCTyNa 3aperucTpUpOBaHHBIX Toyb3oBarene k pecypcam AC. OnepatuBHOE



OIMMOBCHICHHUC O 3apCrUCTPUPOBAHHBIX IIOINBITKAX HCCAHKIIWMOHHWPOBAHHOI'O JOCTYIIA.

3ammTa JaHHBIX OT HECAHKIIMOHMPOBAHHOW MoaudUKaIuy,

nepexsara cpe/icTBaMu UG pPOBaHUS.

4.3 JIabopaTopHble 3aHATHS

KOIIMPOBAHUA U

Howmep HanmenoBanue Hopmarits
BPEMCHH,
paszen paszena, HanmenoBanue TeM 1a00paTopHbIX padboT qac

a TEMBI

OuYHasl | 3a04Has
1 OcHOBBI Jlabopamopnoe 3anwamue Nel. OcCHOBHBbIE 2 -
0e30MmacHOCTH MOHSTUS B obnactu Oe30macHOCTH
ABTOMATU3UPOBAHHBIX | ABTOMATH3UPOBAHHBIX CUCTEM
CUCTEM Jlabopamopnoe  3amsamue  No2.  YTpo3bl 2 2
0€30MMacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.
Jlabopamopmnoe 3awsmue Ne3. Mepsl U 2 -
OCHOBHEBIC TIPUHIIHAITBI obecrieueHUs
0€30MacHOCTH. [IpaBoBbIE OCHOBBI
o0OecreueHnsI aBTOMATH3UPOBAHHBIX CUCTEM.
2 Ob6ecneyeHue Jlabopamoproe 3ausamue Ned, 2 -
0e30macHOCTH OpranuzanuoHHas CTPYKTypa CUCTEMBI
aBTOMATU3HPOBAaHHBIX | obecnieueHus 6e3onacHoctu AC.
CHUCTEM Jlabopamopnoe 3auamue Ne5. Pernamenranus 2 -
paboT no obecneueHno 6€30MaCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM.
Jlabopamopnoe 3ansamue No6. 2 -
KareropupoBanue u JOKyMEHTHPOBAHHE
3aIUIICHHBIX peCypcoB. Konnenms
uHopmanmonHot ~ 6e3zonmacHoctH.  [lmanbl
3alUTHl U 00ecTIeueHUs] HETIPEPHIBHOW pabOThI
1 BoccTaHoBjeHus nmojacuctem AC.
3 CpencTsa 3a1uThl Jlabopamopnoe 3auamue Ne7. Haznauenue u 2 -
nH(pOpMaIIUU OT BO3MOXXHOCTH CPEJICTB 3aIlIUTHI HH()OPMALIUU
HECaHKIIMOHUPOBAHHO | OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
ro JOCTyTa AnmnapaTHO-TIporpaMMHbBIE CPECTBA 3AIIUTHI
nH(OpPMaIIUU OT HECAHKIIMOHUPOBAHHOTO
JIOCTYyTIA.
Jlabopamopnoe 3anamue Ne§ I[lpumenenne 2 -
MITATHBIX U JOMOJHUTENIBHBIX CPEJICTB 3alTUTHI
WH(OPMAIIUU OT HECAaHKIIMOHUPOBAHHOTO
JIOCTYTIA.

Hmozo 16 2
4.4 KonTposabHas padora

Opolecce  BBIMOJHEHHS  KOHTPOJIBHOM  paboTel y  oOywarommxcs

GbOopMHPYIOTCS HAaBBIKA BEJCHUSI CAMOCTOSITEBHOU paboThl. KOHTpOIbHBIE 3aMaHus
CIOCOOCTBYIOT 0oJiee YIiIyOJICHHOMY M3YYEHHUIO OCHOB JUCIHUIUIMHBI U TIOBBIIICHUIO
TEOpPETUYECKOW M mpodeccHoHaIbHONM TMOATOTOBKM oOydaroniuxcs. Hamucanue
KOHTPOJIBHOHM paboTy CIIOCOOCTBYET Jy4IlIeMy YCBOSHHUIO MaTepuraa.




OOyuaromumiics BBIOMpAaET OJHY M3 NPEIIOKEHHBIX IMPENOJaBaTEIeM TEM,
CaMOCTOSITEJIbHO TOTOBUT IPE3EHTALMI0 paOdOThl U BBIHOCUT €€ Ha OOCYKIEHHE Ha
3aHSTHUM.

Pe3ynbrar BBIIIOJIHEHUS KOHTPOJBHOM paboThl 0OQOpMIsIETCST B  BHJE
HOSICHUTEIBHOU 3a1ucKu, 00beMoM 15-20 cTpaHuLl, KOTOpasi COAECPKUT:

- TUTYJIbHBIN JIUCT;

- COIEPIKAHNUE;

- BBEJICHHE;

- OCHOBHYIO 4aCTb OTYETA;

- 3aKIIIOYCHUE;

- CIIMCOK HCIIOJIb30BAaHHBIX HCTOYHHUKOB;

- IPWJIOKEHUS.

TurynbHbIi UCT paboTsl npeactasieH B [Ipunoxenuun 1. Ilpu odopmnenun
KOHTPOJIbHOM paboThl 00Yy4arOIIUNCS JAOKEH PYKOBOJCTBOBATHCS METOAMYECKUMU
yKa3aHUAMH K O(QOPMIICHHIO TEKCTOBOM JOKyMeHTauuu nis oOyuaromuxcs. Ilo
pe3yiapTaTaM IPOBEPKU NPEJICTaBICHHON OO0y4aroUMMCsl KOHTPOJbHON padOThI
[IpenoAaBareilb IPUHUMACT pELIEHHE O JOIYyCKE €€ K 3allUTe WM BO3BpAIlacT
oOyuaroiemMy Ha 10pabOTKy B COOTBETCTBUU C OTMEUEHHBIMH 3aMEUYaHUSMHU.

5. METOAUYECKHUE YKA3AHUA JJIS1 OBYUAIOIUXCA
1O OCBOEHUIO JTUCHUIIJIMHBI

[Ipu mpociymmBaHUM JIEKIHA PEKOMEHIYeTCS B KOHCIEKTE OTMeuYaTh BCE
Ba)XHbIE MOMEHTHI, Ha KOTOPBIX 3a0CTPSICT BHUMaHUE MpernofaBaTellb, B YaCTHOCTU
T€, KOTOpbIE HAIpaBJICHBl HAa KAYeCTBEHHOE BBHIMOJHEHHE COOTBETCTBYIOIICH
1abopaTopHOI pabOTHI.

[IpenomaBareneM  3alITaHUPOBAHO  HCIIOJNB30BAHUE TMPU  YTCHUM  JICKUIUH
TEXHOJIOTUM yueOHoi auckyccuu. [loaTomy pekomeHmayeTcss (UKCHpOBaTh JJisi ceOs
MHTEPECHbIE MOMEHTBHI C LEJbI0 MX AKTUBHOIO OOCYXKIEHHUS Ha JUCKYCCHU B KOHIIE
JEKLUH.

3a0rOoM Ka4eCTBEHHOTO BBIMIOJIHEHUS J1A0OPaTOpPHBIX paboOT  SIBISETCS
CaMOCTOATENIbHASA TIOJITOTOBKA K HHUM HAKaHyHE MYyTEeM NOBTOPEHUS MaTepHUalioB
Jexuuil. PekoMeHayeTcsi moAroTOBUThH BOIIPOCKHI IO HESICHBIM MOMEHTaM M 00CYAUTH
UX C MMperno/jaBaTesieM B Hauaje padoThl.

[IpenonaBareneM 3ariaHUPOBAHO MPUMEHEHHE HA JIA0OPATOPHBIX 3aHATUAX
TEXHOJOTHA pa3BUBAIOIICHCS KOOIMEpaIy, KOJUIEKTUBHOTO B3aMMOJICHCTBHS,
paz00opa KOHKPETHBIX CUTYaIIUM.

JUIst TeKylmero KOHTPOJS YCIEBAeMOCTH MO OYHOW (opmbl 00ydeHHs
Mperno/iaBaTesieM UCIMOJIb3yeTcsl 0auIbHO-PEHTUHTOBASI CUCTEMa KOHTPOJI U OI[EHKU
aKaJeMHUYecKoi aKTUBHOCTH. [103TOMYy HACTOSTENHHO PEKOMEHAYETCS TIIATEIhHO
npopadaThiBaTh MaTepual AUCIUILUIMHBI P CAMOCTOSITEIbHON paboTe, y4acTBOBAThH
BO Bcex (opMax OOCYXICHHMS W B3aUMOJCHCTBUSA, KaK Ha JICKIUSAX, TaK W Ha
7a00paToOpHBIX paboTax B LEISAX JY4IIEr0 OCBOEHHUS MaTrepHuajia W IOJIy4eHHUs
BBICOKOM OLIEHKH I10 pe3yJIbTaTaM OCBOEHUS AUCLHUILINHBI.

BrinonHenne caMoCTOATENBHONM paboThl MOAPA3yMEBAET CAMOCTOATEIbHOE
U3Y4YCHUE pa3AesioB AUCIUIUIMHBI, TOATOTOBKY K JIa0OpaTOpHBIM paboTaM, K



pPYOE)HBIM KOHTPOJISIM (11si O4HOU (hOpPMBI OOYYEHWS), BBITIOJHEHUE KOHTPOJIHLHOM
paboThI U MOJTOTOBKY K 3a4ETYy.
Pexomennyemasi TpyJOEMKOCTh CaMOCTOSITEILHOM paboOThl MpejcTaBlieHa B
TabnuIe:
PexoMeHIyeMblil pesKMM CaAMOCTOATEIbHOM pa0doThl

Pexomennyemas
HaumeHnoBanue TPYAOEMKOCTb,
BH/IA CAMOCTOSITeILHOI PadoThI aKal. 4Jac.
Ouynas | 3aouHas

[ToaroroBka k maboparopHbIM paboTaM (TI0 2 yaca Ha KaKI0e 16 2
3aHSTHE)
[ToaroroBka Kk pyOeKHBIM KOHTPOJISIM (TT0 2 Yaca Ha KaXK bl 4 -
pyOEKHBIN KOHTPOJIB)
IloaroroBka K 3adery 18 18
IToaroroBka K 9K3aMeHy - -
BrinosiHeHue KOHTPOJIbHOM paboThI 18 18
JApyrue Buabl CaMOCTOATEIbHOH padoThI (IOATOTOBKA K 40 08
3aHATHAM)
1. Ocrosbl bezonacHocmu asmomMamu3upOBaAHHbIX CUCTEM 13 32
2. Obecneuenue 6e30naCHOCMU ABMOMAMUZUPOBAHHBIX CUCTEM 13 33
3. Cpedcmea 3awumol ungopmayuu om HeCaHKYuOHUPOBAHHO2O0 14 33
oocmyna
Bcero: 96 136

6. POH/I OHEHOYHbLIX CPEJICTB VI ATTECTAIUUA 11O TMCIUITVIMHE
6.1. IlepevyeHb OLIEHOYHBIX CPECTB

l. bamnpHO-peUTHMHIOBas CHCTEMA KOHTPOJS M OLEHKM aKaJAeMUYECKOU
aktuBHOCTU oOyyatouuxcst B KI'Y (st ouHo#t hopmbl 0OydeHus ).

2.014eThl N0 7a00PATOPHBIM 3aHATHSIM.

3. baHk TecTOBBIX 3aJjaHUi K pyOeKHBIM KOHTpOIsiM Ne 1, Ne 2 (11 ouHOM
dbopmbl 00yUeHUS).

4. KontponbHas padora.

5. Bompocs! k 3adety (217151 O4HOM U 3204HON (opMm oOyueHus).
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6.2. Cucrema 0a/JIbHO-PEHTHHIOBOM OLICHKHU Pa00Thl 00y4aI0IIMXCSl 10 AUCHMILIMHE

Ne | HammenoBanume Coneprxanue
1 | Pacnipenenenne Pacnpenenenue 6ajinos
6aoB 3a . o = . — ~
o Q = O < Pl P!
CEMECTPBI 0 oo S == = = =
o O a2 T O o 2 A = a 24 2 4 =
BUJIaM Y4eOHOM S E g = =25 55 ; E ; = o
S 3
paGoTHI, CPOKH >\ 85 S %% E‘% S & 8 & 3
. =4 = E
clauu yueOHoi = & = 2 5 g E &
paGoTHI = = M M =
(00800smcsL 00 =
ceeoeHus g g
obyuarowuxcs Ha 5 5 lsx 16=165 45x 8=32; 10 6 6 30
nepeom yuebHom 3 g
3auAmMuUU)
2 | Kpurepuii nepecuera
60 1 MeHee OaJIIOB — HEYJIOBJIETBOPUTENIHHO; HE 3aUTEHO;
0auIoB B ) ;

61...73 — y10BIETBOPUTEIHHO; 3aYTECHO;
74... 90 — xoporo;
91...100 — oTau4HO

TPaJULIMOHHYIO OLEHKY
110 UTOraM paboThI B
CeMeCTpe U 3aueTa

3 | Kpurepuu gomycka K Jnsa  pomycka K IPOMEKYTOYHOM — arTecTalliyd 110
IPOMEKYTOUHON JUCLUIUIMHE 3a ceMecTp oOyyaromuicss JOJDKeH Habparh 1o
aTTEeCTalluH, WTOTaM TEKYIIEro U pyOeKHOr0 KOHTPOJIsI He MeHee 51 Oaos.
BO3MOYKHOCTH B cnyuae ecnu oOywaromuiics HaOpan MeHee 51 Oamna, TO K
MOJTyYEHUS aTTEeCTAIIMOHHBIM UCIIBITAHHUSIM OH HE JIOITYCKAeTCsI.
aBTOMAaTHYECKOTO Jns nonydyeHuss 3adera Oe3 IPOBEACHUS NPOLETYPHI
3aueTa MIPOMEXYTOUHOM aTTecTauuu oOy4arouiemMycs HEo0XO0AUMO
(9K3aMeHaMOHHON HaOpaTh B XO/I€ TEKYILEro U pyOeKHbIX KOHTposiel He MeHee 61
OIICHKH ) TIO Oamuta. B aTomM citywae WTor Oa/UTbHOM OILIGHKH, MOJIy4aeMOM
JTUCLUIUIMHE, oOyyaroImuMmcsi,  OmpelenseTcss MO0  KOJIMYEeCTBY  OajlioB,
BO3MOXHOCTb HaOpaHHBIX UM B XOJI¢ TEKYIIETO U pyOex)HOro KoHTposeil. [lpu
HOJy4eHUsI OOHYCHBIX 9TOM, Ha YCMOTpEHHE IpernojaBareis, OajgbHas OLEHKa
OasioB oOyuaronerocss MokeT ObITh IOBBIINIEHA 32 CUET MOJYy4YEHHS

JIOTIOTHUTEIBHBIX 0aJJIOB 32 aKaJeMHUECKYI0 aKTUBHOCTb.

OO0yuaronuiicsi, UMEIOIINI TPaBO HA MOJYYEHUE OIIEHKH 0e3
MPOBEICHUST TPOIETYypPhl MPOMEKYTOUHOM AaTTeCTallid, MOXKET
MOBBICUTh €€ IYTeM CJaud aTTeCTAllMOHHOTO HCHbITaHus. B
cllyuae TOJy4eHHUS OOyJalImuMcs Ha  aTTECTAllMOHHOM
ucnbiTadun 0 O0alyIoB UTOT OAIBLHOM OLIEHKH MO JUCLMIIIMHE HE
CHIDKACTCHI.

3a akageMUYeCKyld aKTHBHOCTh B  XOJI€ OCBOEHUS
JTUCLUTUIMHBI, y4acTHe B Y4eOHOM, Hay4dHO-HCCIIEI0BATENbCKOM,

CIIOPTUBHOM,  KYyJbTYpHO-TBOPYECKOH W OOIIECTBEHHOMU
NEeSITeTbHOCTH  O0yd4aromeMycss MOTYT  OBbIThb  HAYyUCIEHBI
JIOTIOTHUTETTbHBIC OaJLIBbL. MakcumainsHoe KOJINYECTBO

JIONIOJTHUTENBHBIX ~OaljioB 32 aKaJeMHYECKYI0 aKTHBHOCTh
cocrasmuset 30.

OcHoBaHUEM Ui TIOMYYEHHUS JIOTIOJHUTENbHBIX OalioB
SABIIAKOTCA:

- BBITNIOJIHEHUE JIOTIOJIHUTENBHBIX 33JaHUM 10 JUCLUILIMHE,
JIOTIOJTHUTENbHBIE OaJlIbl HAUUCIISIOTCS MPENoAaBaTeIeM;

- yyacThe B TEYEHHE ceMecTpa B YyueOHOW, HaydHO-
HCCIIEIOBATENIbCKOM, CHOPTUBHOM, KYyJIbTYpHO-TBOPUECKOH U
obmectBeHHO nearensHocTH KI'Y.
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4 | ®opmbl U BUIIBI YI4EOHOM B cayuae ecnmm kK NMpOMEXYTOYHOM aTTECTalluu (3a4eTy)
paboThI AJist HabpaHa cymma mMeHee 51 6amioB, oOydaromemycss HeOOX0 MO
HEYCIEBAIOIIUX HaOpaTh HEAOCTAOLIEEe KOJIMYECTBO OAIIOB 3a CUET BBINOJIHEHUS
(BOCCTAaHOBMBILMXCS HA | AOINOJIHUTENBHBIX 3aJaHUM, 1O KOHIA IOCJIEIHEN (3a4eTHON)
Kypce OOydeHHsI) HEJIEIN CEMECTpa.
oOyyaromuxcst st JlvkBUAIMA aKaJeMHUUYECKUX 3a[J0JDKEHHOCTEH, BO3HHKIIMX
HOJy4YeHUs U3-3a Pa3sHOCTM B YYeOHbIX IUIAHAX TMpU MEPEBOAE WU
HEJ0CTAaOIINX BOCCTaHOBJICHUH, HPOBOAUTCS yTeM BBITIOJTHEHUS
0aJuI0B B KOHILIE JIOTIOJIHUTEIIBHBIX 33/1aHui, opMa 1 00beM KOTOPBIX OIpesesnsieTcs
cemecTpa IIPENO/IaBaTEIEM.

6.3. IIpouenypa oueHMBaHHUA Pe3yJIbTATOB OCBOCHUS AUCIHUILIMHBI
PyOesxHble KOHTPOIM IPOBOAATCS B (pOpME MUCHbMEHHOTI'O TECTUPOBAHMUS.
[lepen mpoBeneHHMEM KaKXIAOro pyOekKHOro KOHTPOJs IpenojaBaTellb

npopalaThIBaeT ¢ 00y4YarOIIMMUICS OCHOBHOM MaTepual COOTBETCTBYIOLIUX Pa3/IeioB
JTUCUUIUIMHBL B (hOpME KPaTKOM JIEKIMHU-IUCKYycCHH. BapuaHThl TECTOBBIX 3aJaHU
cocTosT st 1 1 2 pyOesxkHOro KOHTpoJia u3 24 BonpocoB. Ha kaxaoe TecTupoBaHue
pU pyOEKHOM KOHTPOJIE 00ydaroneMycsi OTBOJUTCS 2 aKaJeMUYECKUX Yaca.

[IpenonaBarens oueHUMBAET B Oaimax pe3ylbTaTbl TECTUPOBAHUS KaXKIOrO
0Oy4Jaronierocsi N0 KOJUYECTBY MPABUIIbHBIX OTBETOB U 3aHOCUT B BEAOMOCTbH ydyeTa
TEKYIIEW yCIIEBAEMOCTH.

3ayer mpoBoauTCs B (opme TecTHpoBaHud. Tect coctout u3 10 BompocoB u3
pyOexHbIX KoHTpojien. Kaxnpiii Bompoc oueHuBaercs B 3 O6amwioB. Ha BblmoiHeHue
TecTa 00ydaroeMycs OTBOJUTCS 1 acTpOHOMUYECKHIT Yac.

Pe3ynpraThel TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH 3a4€Ta M HK3aMEHa 3aHOCSTCS
IIPENOJABATENIEM B 3a4E€THYIO M SK3aMEHALlMOHHYK) BEJIOMOCTH, COOTBETCTBEHHO,
KOTOpast CAAETCs B OPraHU3ALMOHHBIN OTAEJ MHCTUTYTA B JIEHb 3a4€Ta, DK3aMEHa, a
TaK)K€ BBICTABIISIOTCA B 3aUETHYIO KHIKKY 00y4aroIerocs.

6.4. IlpyMepbl OLIECHOYHBIX CPEACTB I PYOeKHBIX KOHTPOJIe, KOHTPOJIbHbIX
padoT u 3auera

1-vlit pybdescHovlit KOHmMPO.1b

1. Akmuenbwtii nepexeam ungopmayuu IMo — nepexeant, KOMOpPLlil:

1. 3akmroyaeTcss B yCTAaHOBKE IMOJCIYIIMBAIONIETO YCTPOWCTBA B alImaparypy
CpelcTB 00paboTKK HHMOPMAITNH;

2. OCHOBaH Ha (pUKCAIMH DJICKTPOMATHUTHBIX U3ITYYCHUH, BO3HUKAIOIINX TPH
GYHKIIMOHUPOBAHUH CPEJICTB KOMITBIOTEPHON TEXHUKUA U KOMMYHUKAIIHI;

3. HEMpPaBOMEPHO HCIOJIB3YET TEXHOJIOTHYECKHUE OTXOABl MH(POPMAIIMOHHOTO
mpoiiecca;

4. OCyIIIECTBIIACTCS ITyTEM UCIOJIH30BAHUS ONTHYECKON TEXHUKH,

5. OCyIIECTBISCTCS C TIOMOIILIO MOJIKIIOUCHUS K TEJICKOMMYHUKAIIMOHHOMY
000py1I0BaHUIO KOMITBIOTEPA.

2. Kax Hazvleaemcsa Ccnocod6 HeCaHKUWUOHUPOGAHHO20 OOCHYna K
uHgopmayuu, KOmopwlii 3aKn04aemca 6 HeCAHKUUOHUPOGAHHOM OoCcmyne 6
KOMNblomep uiu KOMRbIOmMEPHYIo cemos Oe3 npaea Ha mo?
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1. «3a mypakom»; 2. «bpeuiby; 3. «KoMmbroTepHBbIi a00paaxy;

4. «3a XBOCT»; 5. «HecnenHsiii BEIOOPY.

3. 3awguma ungopmayuu — IMo:

1. mponecc cOopa, HakoIUIEHHs, OOpaOOTKH, XpaHEHUs, PACHpPElCICHUS U
noucka UH(popmanuy;

2. mnpeoOpa3oBaHMe HH(MOpPMALMK, B PE3yJIbTaTe€ KOTOPOIO COJEp)KaHUE
MH(pOpPMAaIMU CTAHOBUTCS HEMOHSATHBIM JUIsl CyObEKTa, HE MMEIOIIET0 JOCTYIA;

3. monyuyeHHEe CyOBEKTOM BO3MOKHOCTH O3HAKOMJICHHS ¢ HMH(Opmaimei, B
TOM YHCJIE€ IPU MIOMOIIN TEXHUYECKUX CPEJICTB;

4. COBOKYIHOCTb IMpaBUJI, PErIAMEHTHPYIOIINX MOPSIOK U YCJIOBHUS JOCTyNa
CcyOBeKTa K HHGOPMAIINH U €€ HOCUTEISIM;

5. IeATeNbHOCTh O  MNPEAOTBPALICHUIO  YT€UKH  MH(pOpMALNH,
HECAaHKIIMOHUPOBAHHBIX U HEMPEIHAMEPEHHBIX BO3/ICHCTBUII Ha HEeE.

2-011 pybestcHblil KOHMPOJlb

1. 3awmyuma ungopmayuu om paszenawieHus — 3IMoO O0eAMENbHOCHb HO
npeoomepauienuIo:

1. momydyenus 3amuinaeMoll MHGOPMaLKU 3aUHTEPECOBAHHBIM CYOBEKTOM C
HapyILICHUEM YCTAHOBJICHHBIX IIPaBOBBIMM JOKYMEHTAMU WM COOCTBEHHHKOM,
BJIa/IeTIbIEM HH(POPMAIUH NIPaB WIK MPABKII JOCTYTIA K 3allliliaeMoi HHGOpMaIuy;

2. BO3JEUCTBHS C HApyUIEHWEM YCTAHOBJIEHHBIX MpaB W/WIU TPaBHI Ha
U3MEHEHUE UH(OpMaluM, TMNPUBOASAIIETO K  HUCKOKEHUIO, YHUYTOXKEHUIO,
KOIMPOBAHUIO, OJIOKUPOBAHUIO JOCTyNa K HWH(OpManuu, a TakXke K yTpare,
YHUYTOXEHUIO UK COOI0 (PYHKIIMOHUPOBAHUS HOCUTENS MH(POPMALIHH;

3. BO3IEWCTBHS Ha 3alIUIIAEMYI0 HH(POPMALHIO OLIMOOK MOJIb30BATEINS
uH(popmaiue, cO0d TEXHUYECKUX U TMPOTPAMMHBIX CPEJICTB HMH(POPMALMOHHBIX
CUCTEM, a TAKXKE MPUPOJIHBIX SIBICHMIA;

4. HEKOHTPOJMPYEMOI'0 PACHpPOCTPaHEHUs 3aluIiaeMod MH(GOpPMalUu OT €€
pasriameHns, HECAaHKIIMOHMPOBAHHOT'O JOCTYIa;

5. HECaHKIMOHHMPOBAHHOTO JOBEJIEHUS 3allUIlaeMoil HHOpMaUH 10
HEKOHTPOJINPYEMOTO KOJIMYECTBA MOTydaTenaeii tHpopMaIu.

2. Hocumenw ungopmayuu — 3mo:

1. ¢usmveckoe U0, WIKM MaTepUATbHBI OOBEKT, B TOM 4uCie (pu3ndeckoe
noJyie, B KOTOPBIX HH(POpPMALMS HAXOAUT CBOE OTOOpa)k€eHHWE B BHJIE€ CHUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHHUI U MPOLIECCOB;

2. cyOBEKT, OCYLIECTBISIOMINNA MOJIb30BaHUE HUHPOpPMaLMEd U peanu3yrouui
MOJIHOMOYHMS PACHOPSHKEHHSI B TMpeliesax IpaB, YCTAHOBICHHBIX 3aKOHOM W/WIH
COOCTBEHHUKOM MH(POpPMALIHH;

3. cyOBeKT, noap3yromuics nHdopmanuen, noxy4eHHON OT ee COOCTBEHHHUKA,
BJAJENbla WM TOCPEJHUKA, B COOTBETCTBUM C YCTAHOBJIEHHBIMH IIPaBaMH U
paBUJIaMu JOCTYIa K HH(OpMauy 100 ¢ UX HapyLICHUEM;

4. cyOBEKT, B TMOJIHOM OO0BEME pPEATU3YIOMHNA TOJTHOMOYHUS BIIAJCHUS,
M0JIb30BaHUs, paclopsiKeHUss HHPopMaIueil B COOTBETCTBUM C 3aKOHOAATEIbHBIMU
aKTaMU;

5. y4aCTHHMK MPaBOOTHOIIECHU B MH(POPMAIIMOHHBIX MTpOLECccax.
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3. Tpoanckue npozpammol, CKPbIMHO OCYULECMEAAIOU{UE AHOHUMHDBLIL
oocmyn K paziuynvim Hnmepnem-pecypcam, 00b1uH0 UCnoab3yiomcs 01
Pacculiku cnama:

1. Trojan-PSW; 2. Trojan-Spy; 3. Trojan-Proxy;

4. Trojan-Downloader; 5. Trojan-Dropper.

Ilpumepnvie memvl KOHMPOIbHBIX padOmM

1. OcHOBBI M 1I€NM TIOJUTUKH O€30MacHOCTH B KOMIIBIOTEPHBIX CETSX.
MHoroypoBHeBas 3aIlIMThl KOPIIOPATUBHBIX CETEH.

2. Mertozap! opranu3anuy aHTUBUPYCHOM 3aIUThl KOMIIBIOTEPHBIX CUCTEM

3. AHaIM3 METOJIOB M CPEACTB 3alUThl OT HECAHKIMOHUPOBAHHOIO
KOIMPOBAHUS U UCIOJb30BaHUS IPOIPAMM.

4. AHanmu3 METOJOB TapaHTUPOBAHHOTO yHAaJeHUs KOH(UACHIIMATHLHOU
uHGOpPMaIIMU Ha SJICKTPOHHBIX HOCUTEIISIX.

5. KomnerorepHas creranorpadus.

6. AHanM3  COBPEMEHHOTO  3aKOHOJATelIbCTBA B OOJACTH  3alIUTHI
NIEPCOHAJIBHBIX JAHHBIX.

7. UndopmaiiioHHOE IPOTUBOOOPCTBO.

8. CoBpeMeHHbIE METOIbI U CPEACTBA AyTEHTU(UKALIUY.

9. KubepOe30macHOCTh U KHOEPIPECTYTHUKH.

10. UudopmarnimoHusie BOMHBI " cpexncTaa UH(POPMALIMOHHOTO
POTUBOOOPCTBA.

IPUMEPHbBIN IEPEYEHDb BOITPOCOB K 3AUYETY

1. AKTyaJIbHOCTB poOJIEMBI oOecrieueHus 0e301acHOCTH
aBToMatu3upoBaHHbIX cucTteM (AC). MecTo u poib aBTOMAaTU3UPOBAHHBIX CUCTEM B
yIPABJICHUH OU3HEC-TPOLECCAMHU.

2.3amura AC xkak mporecc ympaBieHus puckamu. OcoOeHHOCTH
coBpeMeHHBIX AC Kak 00bEKTOB 3aIIMTHI.

3. Yrpo3bl 6€30maCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM.

4. Y13BUMOCTB OCHOBHBIX CTPYKTYPHO-(DyHKIIMOHAIIbHBIX AJIEMEHTOB
pactipeneneHHbix AC.

5. ¥rposel 6e3omacHocti uHpopMmatmn, AC U CyOBEKTOB HH(POPMAIMOHHBIX
OTHOILICHUH.

6. Knaccudukanus yrpos 6e30macHOCTH.

7. Knaccudukanus kanaaoB npoHUKHOBeHHs B AC 1 yTeduku HHGOpMALIHH.

8. HepopmanbHas Mozenb HapyIIUTENS.

9. Mepbl 1 0OCHOBHBIE NpUHLIMIIBI 0OecnieueHus 6ezonacHoct AC.

10. Buasl Mep npoTUBOACHCTBUS yrpo3aM O€30MaCHOCTH.

11. [IpyHUMIBI ~ TOCTPOEHUS  CUCTEMBbI  obOecreueHuss  Oe30MacHOCTH
unpopmaruu B AC.

12. IIpaBoBbie ocHOBBI oOecrieuenus 6ezonacHocta AC.

13. 3ammmaemast wHbopmarus. Jlumensupoanue. CepTudukaiusi CpeacTs
3aIUThl HHPOPMAIIMK U aTTeCTaIrs 00beKTOB HH(POPMATHU3AIUH.

14. CnenuanbpHbie TPEOOBAHHMS M PEKOMEHAAIMHM IO TEXHUYECKOW 3aluTe
KOH(HIeHIIaTbHON NHGOPMAITHH.
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15. FOpunnyeckass 3HaYUMOCTBH AJIEKTPOHHBIX JOKYMEHTOB C 3JIEKTPOHHOM
noAnuchbio. OTBETCTBEHHOCTH 32 HApYILIEHUS B cepe 3aluThl THHOPMALIUH.

16. 'ocynapcTBeHHasi cucTeMa 3aluThl HHPOPMALIUU.

17. Opranuzanus 3amuThl  WHGOpPMAIMM B CHUCTEMaXx U CPEACTBax
MH(OpPMATU3AIMU U CBSI3U.

18. OpranuzannoHHas CTpYKTypa CUCTeMbI ooecnieueHus: 6ezonacHoctu AC.

19. TexHonorus ynpasiaeHus: 6e30nacHOCTbIO HHGoOpMaIu 1 pecypcoB B AC.

20. PernameHnTanus ACHCTBUI MOJIB30BaTENEH W 00CITYKMBAIOIIETO TIEpCcoHaa
AC.

21. IlonuTuka 6€30MacCHOCTH OpPTaHU3aIUH.

22. MepornpusiTust 1O CO3JaHUI0 M OOECHEUYECHUIO (PYHKIIMOHUPOBAHUS
KOMILJIEKCHOW CUCTEMBI 3aLUTHI.

23. Pacmipenenenue pynkuuit mo odbecrneuennto d6ezonacHoctu AC.

24. OpraHu3allOHHO-PACTIOPSIIUTENbHBIE  JJOKYMEHTBI 10  OOECIEeUEHUI0
oe3onacHoctu AC.

25. O0s3aHHOCTH  TIOJIb30BATENE UM OTBETCTBEHHBIX 3a oOecredeHue
UH(POPMaIMOHHOM 0€30MaCHOCTH B MOIPA3CIICHUSX.

26. O0s3aHHOCTH ~ OTBETCTBEHHOIO  3a  o0ecnedyeHue  0e30MacHOCTU
uH(pOpMaIUU B TIO/Ipa3/IeTICHUN.

27. OTBETCTBEHHOCTD 3a HapyLIeHUs TpeOOBaHUI oOecrieueHus: 6e30MaCHOCTH.

28. Ilopsgok pabOThl ¢ HOCUTENIAMH KIHOYEBON HHPOPMALIHMH.

29. PernameHTauus pabor 1o 00€eCIeUeHUI0 0e30macHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.

30. PermamenTanys npaBui napoJbHOM U AaHTUBUPYCHOM 3aIIUTHI.

31. PernamenTanus mopsjka JONMycKa K paboTe WM M3MEHEHHUS MOJHOMOYHUMN
nonb3oBarenet AC.

32. PernamenTanusi Topsaka  M3MEHEHUS  KOHGUTYpaluu  anmapaTHo-
nporpaMMHbIX cpeacts AC.

33. [Inan 3amuThl HHPOPMAIIUH.

34. Haznauenne # BO3MOXXHOCTH CPEJACTB 3alIUThl HMHPOpPMALUA  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

35. OcHoBHBIE MeXaHU3MBbI 3auThl AC.

36. 3amura nepuMeTpa KOMIBIOTEPHBIX CETEH W yIpaBJICHUE MEXaHU3MaMu
3amuThl. CTpaxoBaHue MH()OPMATMOHHBIX PUCKOB.

37. AnnapaTHO-IpOTpaMMHBIE  CPEICTBA  3alUThl  MHPOPMALMH  OT
HECaHKIIMOHUPOBAHHOTO AOCTYyIA.

38. CpencTBa annapaTHOW MOJIJIEPKKHU.

39. CnocoObl ayTeHTU(UKALIIH.

40. IlpuMeHeHHe MITaTHBIX U IONOJHUTEIbHBIX CPEACTB 3alUThl HH(GOPMAIUH
OT HECAaHKLIIMOHUPOBAHHOIO J0cTyna. Pa3rpannuenue 10CTyna 3aperucTpUpOBaHHBIX
nosb3oBateneit Kk pecypcam AC.

41. OnepaTBHOE  OINOBELIEHWE O  3aPETHCTPUPOBAHHBIX  IOIBITKAX
HECAaHKIIMOHUPOBAHHOTO JIOCTYTA.

42. 3amuTa JaHHBIX OT HECAHKITMOHMPOBAHHON MOAM(PUKAIINK, KOTTUPOBAHHUSI
U TIepexBaTa CpeACTBaMU MHU(PPOBAHHS.
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6.5. @oH/ OLIEHOYHBIX CPEACTB
[Tonmublil 6aHK 3aMaHMM I TEKYIIET0, pPyOEKHBIX KOHTPOJICH M TPOMEKYTOUHON
aTTeCTallMU 0 AUCUUIUIMHE, OKA3ATENN, KPUTEPUH, IIKATbl OUEHUBAHUSA KOMITCTEHIIHM,
METOIMYECKHE MaTEpUalIbl, ONPEEIISIONIHE MPOIETyphl OLIEHUBAHUS 00Pa30BATEIILHBIX
pe3yIbTaTOB, IPUBEICHBI B y4EOHO-METOIMUECKOM KOMITIIEKCE TUCIUILIMHBL.

7. OCHOBHAS U JONOJTHUTEJIBHAA YYEBHAS JIMTEPATYPA

7.1. OcHoBHas y4eOHas1 IUTEPATYpPA

1. MenpaukoB B.I1. Mudopmarmonnas 0e30macHOCTh U 3aIiuTa HH()OpPMAIIHH.
N3natensckuil neHTp «Axagemusi», 2008. — 336 c.

2. Spouxkun B.U. MadopmanmonHas 06e30macHOCTh. - M.: AKageMHUYEeCKUI
npoekt, 2008. — 544 c.

3. I'anatenko B.A. OcHoBsl undopmarmonnoi 6e3omnacuoctu: Kypce nekmuii. -
M.: Untepuet- Yuusepcuretr Undopmarnmonnsix Texnonorui, 2006. — 208 c.

4. Pactopryes C.I1. OcHoBbl HH(pOpMAIIMOHHON Oe30macHoCTH. M3 aaTenbekuit
1eHTp «Axaaemusi» 2009.

5. KynpusunoB A.M. OcHoBbl 3amuThl uHboOpmaruu. M3narteabckuil 1EeHTp
«Axagemus», 2009. — 256 c.

6. Hosoctpyes, A.B., ComonoBuukoB, B.M., TepenteeBa, A.A. Te3aypyc B
chepe wuHPpopmarmonHoit Oe3zonacHoctu [Tekct]/ A.B. Hooctpyes, B.M.
CononsuukoB, A.A. TepenteeBa: VYueOHoe mnocodbue. — Kypran: UW3a-Bo
Kypranckoro roc. Yu-ta, 2014. — 471 c.

7.2 lonoJiHUTeIbHAsI Y4eOHas JuTeparypa:
1. beno E.b., Jlocs B.Il., Memepskos P.B., IlenynanoB A.A. OCHOBBI
nHpopmarmorHoi 6e3onacHoctu. M.: ['opsiuast muans-Tenexkom, 2006.

7.3 MeToanueckas aureparypa

1. MockBun B.B., [TonsikoBa E.H. MeTonnueckre yka3zaHusl K BBIITOJTHEHUIO
1abopaTopHbIX paboT mo AuciuIuimHe «OCHOBBI MHGOPMAIIMOHHON 0€30MaCHOCTI
s cryaeHToB  cneunuanbHoctd  10.05.03  «MHpopmarimonHas 0€30MacHOCTh
aBTOMAaTU3MPOBaHHBIX cuctem». Hacts 1. PUI] Kypranckoro rocyaapcTBEHHOrO
yHuBepcureta. 2017.- 52 c.

2. Mocksun B.B., IlonskoBa E.H. Meroguuecknue yka3aHUsI K BBIIOJHEHUIO
1ab0paTopHbIX padoT no AucHUIUIMHE «OCHOBBI MH(GOPMAILIMOHHON 0€30MacCHOCTH
s cryaeHToB  cnenuanbHoctu  10.05.03  «MHpopmarimonHas 0€30MacHOCTh
aBTOMAaTH3UpOBaHHbIX cuctem». Yacts 2. PUI] Kypranckoro rocyaapCTBEHHOIO
yHuBepcuteta. 2017.- 41 c.

7.4 HopMmaTuBHO-NIPaBOBOE O0ecnevyeHue IMCIUIIUHbI:

1. loxtpuna undopmarmonron 6e3omacaoctu Poccuiickoit deneparuu. (yTB.
VYkazowm Ilpesunenta PO 5 nexadpst 2016 r. Ne646).
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2. 3akoH P® «O rocynapctBeHHoH TaitHe» oT 21 uroist 1993 r. Ne 5485-1.

3. 3akoH P® «O xommepueckoit TaitHe» oT 29 utons 2004 r. Ne 98-D3.

4. ®enepanbHblil 3aK0H «O0 uHbOpMaIu, HHOOPMAITMOHHBIX TEXHOJOTUSIX U
o 3amute nHpopmarum» ot 27 uross 2006 r. Ne 149-D3.

5. @enepasibHblil 3aK0H «O MEPCOHABHBIX AaHHBIX» OT 27 utoist 2006 r. Ne 152-
3.

6. ®enepanbhblil 3aK0H «O0 271eKkTpoHHON moanuck» oT 6 ampenst 2011 r. Ne 63-
3.

7. IlonoxkeHue Mo arrecTalud 0O0bEeKTOB MH(GOpPMAaTH3aLUU MO0 TPeOOBAHUIM
6e3omacHoctu nHGopManuu (yTB. ['oCy1apcTBEHHON TEXHUYECKONW KOMHCCHUEH MpHU
[Ipesunente PO 27.10.1994).

8. Tlomoxenwe o cepTUPUKALMU CPEACTB 3alIUTHl HMHQOpPMAIMH IO
TpeboBaHmsIM Oe3omacHocTH WHpopManuu (yTB. ['0CymapCTBEHHOW TEXHUYECKOM
komuccueit ripu [pesuaente PO 25.11.1995, mpukas Nel199).

9. CreuuanpHble TpeOOBaHHUSA M PEKOMEHAAIMM MO TEXHUYECKOW 3aluTe
koHpunenuuansuoit uHpopmanuu (CTP-K) (ytB. 'ocymapcTBeHHON TeXHMUYECKOU
komuccuei ripu [pesugente PO 30.08.2002, mpukazom Ne282).

10. ISO/IEC 27001 - 2005 (2013). UudopmanimonHasi TeXHOIOTUs. MeTO b
obOecrieuenusi ~ Oe3omacHoctu.  CuUCTeMBl  ympaBiieHUs  MHGOPMAIMOHHON
6e3onacHocThio. TpeboBaHusI.

8. PECYPCBI CETU «MHTEPHET»,
HEOBXO/IUMBbLIE JJ151 OCBOEHU S TUCIHUITJINHBI
I. [DOnextponusiii pecypc] Internet Security Glossary, Version 2
(http://www .ietf.org/rfc/rfc4949.txt)
2. [Dnextponnsbiit pecypc] Behavior of and Requirements for Internet Firewalls
(http://www.ietf.org/rfc/rfc2979.txt)

9. IH®OPMALIMOHHBIE TEXHOJIOTUH,
INPOT'PAMMHOE OBECIIEYHEHUE
N UHOOPMAIINMOHHBIE CITPABOYHBIE CUCTEMBI
1. OBC «Jlanby.
2. OBC «KoHCYyNIbTaHT CTyICHTA.
3. OBC «Znanium.comy.
4. «I"apaHT» - cCipaBOYHO-TIPABOBAs CUCTEMA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHHUE
JAUCHUIIJIINHBI
MarepuaibHO-TEXHUUYECKOE OOecreueHue T0 peaju3alud  JAUCITUTIIAHBI
OCyHIeCTBIsIETCSI B cooTBeTcTBUU ¢ TpeboBanuss OI'OC BO mno panHOU
o0pa3oBaTeIbLHOM MPOTrpaMMme.

11. Inst cTyIeHTOB, 00y4AKOIIMXCH € HCIOJIb30BAHMEM IMCTAHIIHOHHBIX
00pa3oBaTeJbHBIX TEXHOJIOTUI
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[Ipyu  wucCmoONBb30BaHWW  DIEKTPOHHOTO  OOyYEeHHsS] W JUCTAHIIMOHHBIX
oOpazoBarenbHbIX TexHosoruit (mamee D0 u JIOT) 3aHATHS NOJHOCTBIO WIIU
YaCTUYHO MPOBOJATCS B pexuMe oHlaiiH. O0beM AUCIUIUIMHBI U paclpeesieHue
Harpy3ku 1o Buaam paboT coorBerctByeT 1. 4.1. Pacmpenenenue 0amioB
COOTBETCTBYET M. 6.2 1100 MOXET ObITh U3MEHEHO B COOTBETCTBUU C PEUICHUEM
kadeapel, B ciaydae mnepexona Ha D0 u JIOT B mponecce oOyuenus. Pemienue
Kadeapbl 00 HUCHOJIb3YeMbIX TEXHOJOTHUSAX M CUCTEME OIEHUBAHMS JOCTHXKEHUM,
oOydaromuxcss MPUHUMAETCS C YYEeTOM MHEHHS BEIyIEro ImpernojaBaTens u
JIOBOJUTCSI IO CBEJICHUST 00yUYaIOIIUXCSL.
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Ilpunoswcenuel
MuHHCTEPCTBO HAYKU U BhICIIEro oOpazoBanus Poccuiickoit denepannu
benepaibHOE TOCYIAPCTBEHHOE OI0HKETHOE 00pa30BaTENbHOE YUPEKICHUE
BBICIIETO 0Opa3oBaHuUs
«KypraHckuii rocy1apCTBEHHbBI YHUBEPCUTET)
(KT'Y)
Kadenpa «be3omacHocTh HHPOPMAITMOHHBIX M aBTOMATU3UPOBAHHBIX CUCTEMY

KontpoJuabHasi padora no 1ucuniinHe
«OcHOBBI HHPOPMALMOHHON 0€30ITACHOCTID)

TEMA:

09.03.04 — IIporpamMmHast HHKEHEPUS
Hanpasnennocts «IIporpaMmmHoe obGecrieueHre aBTOMaTU3UPOBAHHBIX CUCTEM))

BpInonHUI CTYAEHT IPyHIIbl

(TOIDKHOCTB, TIOATHUCH) (pamumust, ©MsI, OTIECTBO)
[TpoBepuit npenoiaBaTesb
(TOIDKHOCTB, TIOATHNCH) (pamumnusi, ©Ms, OTIECTBO)
Onenka
Kypran 20
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AHHOTAaITUS K paboyeil mporpaMme TUCIUTLTAHBI
«OcHOBBI HHPOPMALMOHHOM 0€30IIACHOCTIDY

00pa30BaTeNLHON MTPOrPAMMBI BBICIIIETO 00pa30BaHUS —
IporpaMMbl OakagaBpHuarta
09.03.04 — IlporpamMmMHasi MH:KeHEPHUS
(ITporpamMMHoOe oGecriedeHNsi ABTOMATU3UPOBAHHBIX CUCTEM)

Tpyooemrxocmo oucyunaunsl: 4 3.e. (144 akaneMudyeckux yaca)

Cemecmp: 4 (ounast popma oOyueHus)

Cemecmp: 6 (3a04uHas hopma 00yUdeHNS)

Dopma npomercymoyHol ammecmayuu. 3a9€T (711 OYHOU U 3a09HON (POPMBI

oOy4eHMS).
Cooeporcanue oucyuniunsi. OcHo8Hble pazoeivl
[TonsTue HAllMOHAJIbHOU 0€30MacHOCTH. Bunpl 0€30I1aCHOCTH.

NudpopmanmonHass 0e300aCHOCTh B- CHCTEME HAIMOHAJIbHOW O€30MacCHOCTU
Poccuiickoit @enepannu. OcHOBHBIE MOHATHA. OOIIEMETOI0IOTMUYECKUE TTPUHITUITBI
Teopuu HH(OpPMALMOHHOW Oe30macHOCTH. AHaIu3 yrpo3 HH()pOpPMALMOHHON
oesonacHoctu.  [IpobGnembl  uHOpManmoHHOW  BOWHBIL.  ['ocymapcTBeHHas
uHdopmarmonHas mnoiutuka. [IpoOGrembl  peruoHanbHONM  WMH(OpPMAITMOHHON
oezomacHoctu. Buael uHpopmammu. Meroasl W CpeAcTBa  0OecIeueHUs
uH(popManmoHHOU Oe3onacHocTH. Hapymenus KoH(HUIeHINaTbHOCTH, LEITOCTHOCTH
U JocTynHOoCcTH uHpopmanuu. [IpuunHBl, BUABI, KaHAJIBl YTEYKU U HCKAXKEHUS
uH(popManuu.
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